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PREFACE 

.This report is the f'inal report of' the Winter Stud;y' Group. 
It includes the overall conc~usions and recommendations of' the 
Wii:J.ter Stud;y' Grou;p as well as a recapitulation of the studies made 
by the Specialty Panels. Other reports ot. the Winter Stud;y' Grou;p 

·are .as follows: · · 

wSR-i thru -4 Wiri.ter Study Grou;p Status Reports 

WSR-$ . NORAD COC Study Final Report 

WSR-6 List of' Winter Study Reports (out of' print). 

WSR-7 Winter Study, Group Final Report 
. ' 

· WSR-8. System. Panel Final Report 

· WSR-9 . Special Studies Panel Final Report • 

WSR-10 Data Processing Panel Final Report . 

. WSR-11 ·Sensing Equipment Panel Final Report 

WSR-12 .. Threat Panel FiD.al. Report 

WSR-13 People Panel Final Report 

. WSR...;14 Displ~ Panel Final Report. 

WSR-15 Communicat~ona Panel. Fin&l. Report 

WSR-16 · C.ost Panel Final Report 

WSR-17 · Vulnerability Pan~l Final Report . 

WSR-18 Design Methodology Panel Final Report 

WSR-19 Ad Hoc Studies Final Report 
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1. INTRODUCTION AND BACKGROUND 

The composition of the Winter Stu~ Group, present and planned 
USAF comm.ari.d, control, and sensor systems, and the approach ·taken 
by the group are described in the followi~ sections. 

1.1 Composition of Winter Study Group 

On 13 October 1959, Lt. Gen. Schriever of ARDC met with · 
Maj. Gen. McCormack (Ret.) of M.I.T., Maj. Gen. Bergquist of AFCCDD, 
Dr. Overhage of Lincoln Laboratory, and Mr. Halligan of the Mitre·.· 
Corporation at Mitchell Field to discuss the planning which the. USAF · 

. I - . . 
had been doing on connnand and .control systems. Gen. Schriever pro,;. 
posed that f'\ll'ther studies were needed as a result of (1) the pro­
posed ARDC reorganization which was designed to streamline the man­
agement of the ARDC, stressing the concept of concurrency, and (2) 
the need to place the USAF L-systems in a.realistic time-frame in 
view of the present and future ·state of -the art and the. need to 
e~luate these systems on an inter- and intra-system basis. 

At subsequent meetings on 5 and 12 November betiieen rep­
resentatives. of USAF, ARDC, .AR:CDD, Mitre, Lincoln, andS:OC, it 
was decided to haVe the Mitre Corporation host., under the auspices 
of AFCCDD, a technical group composed of individuals from these and 
other scientific and military organizations.* This group wuld be 
called the Winter Study Group. Its pr~a.ry emphasis would be to 
resolve the .problems discussed in (2) above. 

~· On.30 NoVember 1959, another meeting was held with the rep-
resentative.organizations. At this meeting the basic organization 
of the Winter Study Group was . established. An operations staff vas 
organizedwhich consisted of the senior representatives of each of 
the participating organizations. This staff was intended to guide 
the detailed operation of the Winter Study Group and to act as the 
contact point for. each of these organizations. On 22 December 1959, 
the operations staff met at Hq. ~. .The final agreements for the 
Winter study . Group were established a.nd .. nominations for membership 
on the various panels of it· were started. 

At the same time, discussions w~re being held between Hq. 
ARDC and Hq; USAF on the need for a;nd a designation of a senior 
scientific· guidance group which 'WOuld represent.the Secretary of' 

* The final composition of the Winter Stuqy Group included indivi­
duals :from the following oragnizations: ~, .ru.£, ADC, SAC, 
Intelligence Comm:wiity, TAC; Lincoln, RAND, sro, STL, Mitrej IBM, 
Itek, Stromberg-Carlson, General Atronics, IT&T, AT&T, and BTL. 

1 
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the Air Force in giving the necessary technical guidance to the 
Winter Study Group .. Dr. A" (}.'Hill, M.LT., was requested by the 
Secretary of the Air For.ce to act as Chairman-of this Scientific 
Guidance Group,·the charter for.whicn'?'-as expressed by the Secre­
tary of the Air Force, reads as. follows : ./·''I· would like the Com­
mittee to guide the work of a fllll.,.time studygroup which has 
been organized to examine crit:i'cally and objectively from a tech­
nical point of view,·the entire complex o:f existing and planned' 
Air Force command and control systems. This includes an examimi­
tion for technical realism of the needs and ·objectives of th'e 
individual Air Force elements as well as a-study of the problems 
associated with integrating the various systems.·~~ At its initial 
meeting the Scientific Guidance Group reco~ized that the Winter 
Study would need the help of certain people from industrial or­
ganizations who could make unique contributions because of their 
background and directed that invitations be extended .to these 
people. 

The Winter Study Group had its first meeting during the 
week of 11 January 1960. On 18 January 1960, members of all of the 
panels met with the heads of their panels .. On 5 February 1960, the 
first meeting betweeri the Winter Study Group members and the Scien­
tific Guidance Group was ~eld. During this first meeting, the 
Winter Study Group proposed its method_of operation, organization, 
activities, and schedule. Subsequently, Mr. Gordon N. Thayer, 
VicePresident of AT&T, was requested to become Director of the 
Winter Study Group. ·Mr. Thayer has since devoted full time to di­
recting the activities of the Winter Study Group, which met at 
.Mitre 1 s Bedford, Massachusetts, facilities· from January to July 

' 1960. .This report is the final report of the group to the USAF, 

. The chart on the next page shows the organization and man­
ning of the Winter Study Group. 

1.2 The USAF Planned·L-Systems 

Revolutionary advances in the destruGtive power and in .the 
speed and ra.hge of deli very of w'eapons have greatly 'changed the con­
cept of general war. No longer is it possible- to generate plans 
and to build up and exercise forces over a period of months or even 
days· after th~start of hostilities. The force' fo~ countering the 
enemy strength must be in being, fully· exercised and ready to go in 
minutes, but under rigid control to avoid the pessibility of acci­
dent. The requirement for rigid control and high s~ee~as resulted 
in military commanders 0requesting centralized co~~-~~trol, and 
sensor systems that can collect, process, and di~~y information _ · 
faster than people can function. ~-~ - _ · 

. . ~:-~ 
- ~"":; 

' ' ~: ' . 
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UNCLASSifiEfl 
Proposals and plans have thus been made for a.number of 

command, control, and sensor systems, the numbered L~systems in the 
USAF, calling for the most advanced technology in computers, dis­
plays, data processing, communications, and sensors. In general, 
these proposed systems have been planned to fill function~l jobs, 
such as intelligence, warning, operations, and logistics, that ex­
ist in a given command. However, when the total command and con­
trol job is studied, with the ties and overlaps between functional 
jobs, the planning appears deficient, but the need for some of the 
systems and facilities within systems can be determined. In par~ 
ticular, it appears that the approach to planning taken heretofore 
has led to proposals and designs that, if implemented, (1) might 
create barriers between parts of a command and between commands, 
(2) will not balance requirements and cost, and (3) may not tie 
together for a command. and between commands. 

The W:i.nter Study Group, as a point of departure ~or its 
studies and as ba.ckground information, reviewed the proposals and 
plans for eighteen of the L=systems now under consideration in the 
USAF. Descriptions of each of these L-systems are presented in 
Addenduin A. to this report and in WSR=l8 ;. and the appendixes to 
this report. These eighteen systems have been divided into the 
following categories for study purposes: 

Command 

465L, SAC Control System 
473L, Hq. USAF Command System 
4251~ NORAD Combat Operations Center System 

Intelligence 

438L, Intelligence Data-Handling System 
466L, ELINT~COMINT (ELCO) System 
ll7L, SAMOS, satellite system fo~ gathering photo­

graphic. and electromagnetic intelligence data 

Warning 

ll7L, MIDAS, satellite system for detecting infra-red 
emanations from the exhaust of launched missiles 
and for giving alarm of such launchings 

474L, Ballistic Missile Early-Warning System (BMEWS) 
496L, Space Track System for detecting_ and cataloging, 

space vehicles · 
413L, Distant Early-Warning (DEW).Line 



.-., 

'· 
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., 

Control 

416L, Continental /Aircraft ContTol and Warning System,. 
including the SAGE System 

412L, Theater Ai~-Weapon Control System 
413L, Traffic Control and Landing Project (TRACALS) . 

Support 

480L, USAF Global Communications Management Project 
4 33L; Weather Data·· Gathering and Forecasting Sys'Gem 
470L, Communication Satellite Sy8tem 
423L, Communications Logistics Net (COMLOGNET) for AMC 

The following are not designated as L-syst~ but were 
reviewed to se)me extent by the Sensor and Comnnmications Panels. 

OSR.:.62, Atomic s·crike Recording System (ASTRI!lJ) 
OSR-290, Bomb Alarm System 

The costs of the above systema have been analyzed by .the 
Cost Panel in order to foreca.st their effect on the u'SAF budget. 
The system configurations 1Y'hich were costec. 'Here forx:mlated by the 
Cost Panel at:ter discus::dons with ESSP0 9 :::~, us:l.ng con1I!la..!J"i.f>, r;~.ncl :!:Iq. 
USAF. 'l'hese configuratj_ons do not necessarily J..~eflee·(~ ·Y:i'icial 
plans. In smmnary, if' the prl:::sent plar.:.s -for the a:bo"1C r~y::.<;mns al:'e 
implemented on schedule, the USA'F lrlll require an <:~.Cl.cJJ.tio:.1al. obli­
gational authority of about $12 billion fz'om FY 1961 tll!"o-..lgl:!- }'Y 
1965 for research and. development, ·cer.;t s•.nd. ougtaer~::·ing, i~1:::cial 
capital investment} and av . .nual recur:•j_ng ecsts, :1.11CJ.ncUng pe-:.-6on-. 
nel pay and allovra.'l.ces in additlon to that C:lrc::ently :r:eq1;,.:t:cet". for 
command arid control f'tmctions. A:3suming a static eon:figm·ation 
for these systE>.ms after FY 1965 ~ an. increment of about $8 billion 
will be requirea. from FY 1966 through FY 1970 for u!n.tun1 :.·~c-..lTring 
costs, including maintenanee. It is importar1t to .110i~c that thc!SC 
cost figures include O!lly the money to be spent anC:. do :..1.o·:; :~nclude 
what has already been spent on these- s:vstem.s. ~C'he ii:teror.:tental 
method of costing used 1•esults in cost~ vrhich must he add(::c1 to ti.1e 
current USAF budget ±'or technical facilities, pe:-:Jonne2., am'!. opera­
tions in the .command and control arec. Any se.vi:ngs ~.l.Ccrued. by re-­
placing existing facilities and perso:mcl ;,ri"th ·che above f.>ysi;~"'.lJlS 
have been taken into account J_n the eost analys:l.s. 'lhin cost analy-· 
sis is for present plans o:::1ly; tt does not include acV.li tio:an .or ma­
jor modifications to present plans; it does not include local con­
trol systems which are an int,~gral part of weapon systems such as 
for the Minuteman; it does not include the 117L MIDAS and &~OS ve­
hicles; and· it does not inclu.de anything for future systems other 
than those listed above. · 

5 
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An analysis of the FY 1961 situation has indicated that 

not all of the present plans for the above systems can be met with­
in budgetary ceilings. About an additional $560 million is needed: 
$185 niill.ion in P-600 (research, development, test, and evaluation) 
funds, $325 million in P-800 (other procurement), and $50 million 
in P-200 (missile procurement) would be required in FY 1961 before 
current planning schedules can·.be said to be realistic from a 
funding standpoint. 

l. 3 The Approach of the Winter Study Group 

In developing an approach to the command and control prob­
lem, the Winter Study Group focused on the time from 1960 to 1970. 
The chief effort and subsequent output of the group has been in the 
development of a way of thinking about the command and control func­
tion A.s a whole, which would lead to.the formulation of broad guid­
ing principles for the subsequent design, development, and 'imple­
mentation of systems.· Little effort has been expended in defining 
and clarifyi~~ operational missions or in engineering specific sys­
tems; emphasis has been placed on methods, design and implementation 
concepts, and state .. of-the~art capabilities and limitations, rather 
than on engineering recommendations. The relation of ~ilitary 
s.trategies and force structures and of military technology and or-

. ganization to requirements for command and control design and. imple­
mentation has been stressed. In a limited way, the group has ap­
plied its concepts to some of the presently planned L-systerns; lead­
ing to the comments on the speci.fic L- systems given in Section 4 of 
this summary. 

The formulation of a context in which to study the command 
and control problem requires an understanding of the spectrum of 
conditions and situations in. which these systems will have to oper­
ate. Two broad frameworks should be considered. First, a functional 
framework consisting of: (a) the intelligence function performed by 
a community:~ .. o:t: agencies including the three services, NSA, CI.I\, and 
others, but not including the warning function; (b) the force­
establishment function performed by the .three services and including 
long-range planning, budgeting, research and development, pro.cure­
ment, and installation; and (c) the operations and combat intelli­
gence functions performed by JCS, the service headquarters, some 
service· commands (e.g., TAG), and. the unified and specified commands 
and their component ser~ice commands. Second, a strategic framework 
consisting of a wide spectrum of conditions from peace ~S' all-out 
war: peace, cold war; show of force, limited war, general war, arms 
control and inspection, and space ~perations. 
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The Winter Study Group Is effort has been concentrated pri­
marily on the ,£eerations function and ori the relation of' strategies . 
and force structure to command and control requirements for general 
war. Consideration has been given to the· peacetime control problem, 
the response· and execution functions, survivability, and the role 
of' combat intelligence and. warning. The group has not considered 
the operational relation of limited war, show of force:,· arms control 
and inspection, and military use of space to command and control re~ 
quirements. · 

Almost all of the planned USAF L-systems are oriented to­
ward the general war problem. Very little up to now ha.S been done 
in planning 'tor command ·and control of weapons·'in limited war situa­
tions. Also; much has yet to be done in formulating operational 
concepts arid ·plans :t'or the intelligence community, for support and 
logistics; :t'or arms control and inspection, :t'or military use of' 
space, for air defense, . and for 'higher COilllila.D.d. 

The· Winter Study Group believes that automated 'command . 
and control systems can contribute in a major wey to. the eff'ecti ve~ 
ness of the military. To avoid the pitfalls of a compartmentalized 
approach,·the group believes that a central agency; technically 
skilled and operationally oriented, should be established to aid 
the USAF in the planning, design, and implc~mentation of these sys- · 
tems on a continuing bas is. This group must be guided by USAF com­
mand and staff people and must have de:y-to~dey access to the opera­
tions they seek to improve. The Winter Study Group believes that 
only in this way can a soimd comprehensive plan for the L-system.S 
be formulated. The Winter Study Group's output has contributed to 
such an effort in the· following areas : 

(a) 

(b) 

The development of' concepts: 
(1) Concepts and plans for operations in a gen­

eral, or strategic, war situatlon; the con­
trol of the force, the role of intelligence 
and warning. Some asp<:~cts of the limited 
war problem have been considered; 

(2) Design and implementation concepts relating 
to command and control problems in general; 

(3) Design and implementation concepts relating 
to control w1d sensor systems in general; 

Management concepts needed for the design, de­
velopment, and implementation of commw1d and 
control systems; 

(c) Conclusions on the operational and technical de­
sign of the presently planned L-systems. 

7 
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SecJ;:;ions 2 and 3 below summarize the Winter Study Group's 

concepts and management recommendations as they apply to the com= 
mand and control problem. The conclusions and recommandations of 
the Winter Study Group as they apply to the specific L-systems are 
summarized in Section 4. The section is arranged so that for each 
L=system area (command, intelligence and warning, control, and com­
munications) the general concepts which apply to the area and their 
effect on command.requirements are discussed and are followed by 
specific comments on the systems presently being planned to fill the 
needs. 

Chapters I through VI comprise the main body of the report.: 
Chapters I, II, and III present the Winter Study Group concepts. 
Chapter IV summarizes the research and development areas which are 
indicated by Specialty ::Ea.nel work to require additional emphasis, 
either by reason of foreseen deficiencies or hope of high payoff at 
an early date. Chapter V provides a recapitulation of the specialty 
!anel reports. The current plans for L-systems are described in 
some detail in Addendum A to this report. 

The appendixes to this report contain the reports of the 
System Design Panels, the Specialty Panels, and the work of various 
ad hoc groups formed within the Winter Study Group to study specific 
problems. These reports in many cases present conflicting views and 
divergent op~n~ons. Because of the broad area of investigation with 
which the Winter Study Group was confronted and the diversified ap­
proach of the various panel.s,it was not desirabl.e to insist that the 
comments of th~ various panels be in consonance id th the central con­
cepts or be consistent with each other. The.work as reported in the 
appendixes) therefore, does not necessarily represent a coordinated 
position' of the Winter Study Group but does represent the results of 
considerable investigation and .ana1.y.s1~ of the command and coritrol 
problem in the context of the various panel areas. 
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2. . CONCEPTS· 

The concepts 'developed by the Winter Study Group for operations', 
command systems, and control and sensor· systems are. described in 
the following sections. · · · · · 

2.1 Op~rations· 

-·The function of command and control. systems (including se:i:i­
sor systems) is to help the military .organizatio!1 control the force; 
Specifically, it is to facilitatetheflowof illformation,into the 
organization; within the orgl:l.Iiization, and fro~ the organization,.- -, 
to the weapons.· Commandand: control is an old.art; the urgency of 
the present:.:problem comes from the need for. automation, :which ap­
pears to be.: necessary to meet the req1,1irements imposed by the recent 
and continuing revolutio:nin military technology. ·The complexity, 

···-· . . . ~ 

variety, destructiveness, and range of weapons has i_ncreased drasti--
cally, while the useful lives of weapons and the. de~ision· times re­
qui1red for t!leir operation has decreased;. To· solve the problem of 
commanQ. and;·control, to evaluate proposed systems,'· and to formulate 
realistic r~quirements., · it is necessary to view the problem in a 
context broader than just· the applications . of .automatic- communica-. 
tions and data. processing. Besl.des the technology of communications, 
computers, displays; etc., we must l.ook at the nature of ,the organi­
zation that will usecomman<i and control systems, the structure of 
the force to. be controlled and the strategies which the force -is to 
serve. Our purpose here is not to _discuss these subjects as such · 
or with any completeness, but to look at their relation to the com-
mand and control problem.. · · · 

It·. is convenient to consider command, control, and sensor 
systems in B. ·spectrum extending from sensor systems (e.g., ll7L) 'at 
one extreme:to .command systems (e.g., 425L) at the 'other. What we 
have to say.; about SUCh systems will vary With the part of the speC"'­
trum! peing-- discussed. In fact, -contrasting the-. ends of- the spectrum 

··helps to und~rstand the whole command _and control ·problem. For ex­
ample, sensQr systems are in many ways similar to.weapon systerris. 
They are clqsely related to the physical environment and are devel­
oped, produced, and delivered to the command· essentially complete. · 
A command system, on the other hand, is deeply imbedded in the , . · 
structure of the command.. It should grow and deyelop within- the 
command· and in a. way that is determined by the experiemce of the 
command in working ·with _it . ·. · · 

~ The command-control- sensor spectrum is. discussed further in 
Sections 2. 2 and 2. 3 and iri Chapter II,_ especially in relation to 
the_military organization and to technology. This section: will dis­
cuss the bearing of force structure and . strategy on the command and 
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control problem. ·We''- shall present general concepts relating to op-
erational command, make some specific recommendations,..and point out 

·some major problem areas. Strategi<? questions bear most directly 
on plans for actually using the force in war. Our attention will 
be focused primarily on the general war problem and on operational 
command, as contrasted, for example, with support and-long-term in­
telligence. It should be recognized, however, .that operational com­
mand is largely a peacetime function involving the continuous plan­
ning, .training, and exercising of the force.. Problems of peacetime 
operation are· covered in Section 2. 2 and more fully in Chapter II.. 
The subject of_the present section is discussed at greater lengths 
in Chapter r;. 

2 .1.1 Relation of Command and Control to Force 
and Strategy 

Control and sensor systems are necessarily closely 
coupled_to the weapons0 with which they interact. For example, 
changes in·· enemy weapons (even relatively minor. changes) may make 
obsolete·a sensor System designed to detect those weapons. Command 
systems,.on the other hand, should be closely coupledto the mili­
tary organization, and only loosely coupled to_ the rapidly changing 
weapon systems. The military organization needs contin~ity ~nd 
stability.? a chance to-bui.ld up tradition and to evolve at a rate 
compat::i. ble with the response time of human institutions. Insofar .:t/ 
as is possible, command systems shGuld cushion the shocks involved 
in the adjustment of the organization to a volatile military tech­
nology. 

Our purpose in the Winter Study Group has not been 
to make a comprehensive study of military strategy, national policy 
or war plans, nor to suggest what our strategy will be or should be 
during the next decade. Rathe~ we have considered how strategic 
choices affect the requirements on command arid control systems. To 
what strategic factors are these requirements sensitive? -or what 
are they relatively independent? ·What follows will discuss. these 
questions and will point out how, if care. is not taken, command and 
control systems could unnecessarily restrict strategic flexi~iiity. 

'It is necessary to distinguish between long-term 
strategic choices (such as deciding on the kind of force we build) 
and short:-term choices having to do with how ~ existing-force is 
used·under various contingencies. The long-term choices affect the 
requirements for command and control systems. One desirable re­
quirement is that the command and control systems not r~strict stra­
tegic flexibility in the short term, or at least restrict it no more 
than it is already restricted by the weapons themselves. For exam­
ple, there would be little. point in having a hardened, survivable 
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control system for a force wh;ich could not survive a sur~¥ise at;­
tack~ In short,; the corrnnand and control system should try to maxi­
mize the number of wa.Ys in which the -force can be used. . - ,. . ., '. . . . -· -. 

· , Th~re 13,re two ca13 es, ho-w: ever, where. the conlln~d' ~d ·. 
control system coul,d r~strlc;!t st:l:iateg:i.c 'flexibiiity more than it is 
restriqted by }he n~:t'P"e o.f th~ w~apons: · · · · · · · 

·'; (a) :3ome way? of using the wea:Pons may requ:i,re com- . 
mand and control· or. sensor E;ystem.s :which are so. elaborate and experi~ · 
si ve that th~y. compete with th¢. weapons· .for defen'se funds, · techi;iicB.l 
manpower) o'r o~her. ,:J .. :j_nii ting resour'ces ~ . Th.i s will. hardly apply to' : 
command systems, which are inexpenf)iV~ compared tq weapons ... It . 
could apply; liowever, -to sensors. For. exB.mpJ..e, the use of. our mis­
sile force ·to lfuock out• the oppo$ing missiiLes would require ·.expen- · 
si ve senso·r systems fo_r surveillance, especially if 'the opposilig 
missiles were harderie(i,; dispersed, ¢qncealedJ .·.or mobile.. · · · 

. _._; . ·.-' . . . '· I ·.- . 

·· .. (b) Some ·W~YI3 o:( us:i;rig w~apons might b~ d.elipe~ate­
ly rejected .as being too· da!lgerous in~.reaiity or :appearance O! both, 
or they might._ be rejected for. political. reasons.· ·For example, con;. 
tinuous surveillan~e of the .op:Posing .missile iorce. might be r.ej ected 
as .part of a ,formal or .tacit .arms-'control agreement t6 reduce :the-. 
fear of slu-priF3e 'at~~ck. · · 

• • •. · ... \;. « 

.," Let. US• now apply these general' principles ··to. ,some ' . 
specific problems,, beginning wi:t;h ,the. so-c!idled ccmipression of time 
in modern strategic war . 

. ~· . 

2 .1. 2.: Quick Rea~.tion and Survivability · 
,. . . 

. :' The most -severe .requirements;, on command and control 
systems come fro.m the high r13,te ·at. which data is r¢quired. to flow . 
(that is, b'e gathered;,~ processed, .and .then retrieved, displayed or ·_ 
transmitted);·.·. 'l'h:e .requifed r_ate, of course, depends on the volUme 
of data tha:t mUst flow and. ori the time .di..tring v7hich the flow. is re­
quired to t'ake place.: To solve the conmiand, and control: probleJij, we 
should not depend eritirE;!ly, or even pr:hiiar.ily, on elaborate elec~ 
tronic e'quipniertt design~d to give high . rates . of data flow. We.·. 
should also look for -tho.se procedures which reduce the- required vol~ . 
ume, or increase the-available time, o;r- both. Sections 2.2 and. 2.3 · 
and Chapter· :I~t will discus~ .ways in which· the volume • of data can· 
be reduced by developing languages inv6J,.ving various degrees of de­
tail or abs'trac::tion wP,ich are appropriate to vari<ms, levels of 'com,. .. 
mand. This section will cori.siderthe. so-called compression of:time 
which is one of ·the most important consequences_of the revolutiOn 
in weapons. 

ll 
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In modern strategic war, it_ is necessary to distin­
guish between (1) a first strike; or strike ~aunched by an undam~ 
aged force, probably with the hope of achieving tactical surprise, 
and ( 2) a secbnd strik~ launched with a force· d9l!laged by the oppo­
nent's first strike. There is a great difference between a first-

-strike capability, which depends mostly on firepower and accuracy, 
and a second.:.strike capability, wh;Lch depends on the ability either 
to-react to warning or to survive a surprise attack. · 

_ For some time the security of SAC has depended on 
the ability to detect a threatening attack and respond by putting 
bombers -on alert or launching them under positive control. The re.:. 
sponsetime of the force (that is, the time to prepare and deliver 
an attack or counterattack) has beeri decreasing as we go from .pis­
tori engine· airplanes to· jets to ~ssiles and especially to solid­
fueled missiles. · Missiles make an ideal first- strike weapon b.e­
cause of their quick responseand the relatively·inconspicuous 
preparations required ~o launch an attack. A second-strike capa­
bility based on the short response time of missiles would require 
an equally short response time for the cornril.and and control system. 
This is the meaning of the compression of time. 

However, a second~strike capability could also be 
based on another feature of missiles, riame~y their ability to sur­
vive a surprise attack. Unlike aircraft, which can be protected 
only at great expense (e.g., airborne alerts), ba-llistic missiles 
can be. protected by mobility or by a combination of hardness and 
dispersal. The choice between a second-strike capability based on 
quick reaction and one based on survivability has a profound effect 
on requirements for command and control and especially for sensor 
systems. A soft, quick- reacting force requires a highly reliable, 
high-data-rate system to-gather data on the enemy attack, process, 
transmit and display the data to a decision-maker, arrive at a de­
cision and transmit it to the force. The system, however, can be 
relatively soft. There is no point in having a survivable system 
to control a non-survivable-force. However, a strategy of relying 
entirely on quick response to warning is dangerous arid, _we believe, 

_ should be rejected. The chances of either failing to get warning 
or "retaliating" on a false alarm are too great. Thus we favor a 
survivable· system. · How~ver, only a fraction of the. normal peace­
time functions of the command an<;l control system would need to sur­
vive or should_ be expected to survive. The data rate of the sur;. 
viving system could be quite low. 

There is a danger that planned co-nd and control 
systems will be neither reliable enough to launch a quick retali­
ation on warning nor survivable- enough to control a force ·which 
survived a first strike. · 
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·. In summary, the best solution to the problem of com-) 
pressed time i's not elaborate ·electronic data-processing facilities 
designed to make quick reactions safe, .but a survivable and perhaps 
quite simple system designed to make quic~ reactions·and snap judg-
ment~ unnecessary, at least where thermonuclear war is the issue. · 

' ...... . 
2.1.3·· Sensor Sy~:;tems for ·warning· and Stirv.eillance · · . 

. . There is, of· course~ a difference between depending 
ori quick· react.ion ·ana· having a ·capability--to_ get' and· act: ori· tacticai 
warning. For'·exaniple} objecti'Ons•to ·laUn.ching rilissi'lik. ori·warni:hg 

. do not apply. to :aircraft~ ,which~. can. b~ 'launched Under po'sitive 'con.,. 
trol. As long'as our deterrerit·deperids.to·any degree on mann,ed 
bombers, tactical warning~ will be· valuable; 'How much money it is 
worth spending: on sensor sys:tems to gi-ve. tactical '.warning of. a niis-· 

. sile attack ·wi!ii depend on the . colifide:iice we :have in 'them and o'n . 
what could be 4one with the same resources to give us a second• 
strike capability independent. of warning. . The cos_t of proposed 
watnirig systems :is.comparable; for example,. fo· the ·COSt _Of ·an air..o · I 

borne alert •- or·; tC;· ·some :missile programs, __ -·This is· an· example· of· the 
principle ment:i,.oned. earlier where the :ability .t'o use certain strate.:. 
gies competes for'fundswith measures to increase tl:ie·size or-per:.. 
formance·of the.force. 

. . . 
. . 

'. _Even in the case cof ballistic_ missiles;. there is 1m 
_a:r:gument for beirig able to .. :fire :on tactical warning and for making · 
the enemy thirik ;that .we might . do · so,· especially if- we received stra­
tegic warning. :This would complicate his-strategy iri. lalinching·a 
first strike. However, ·sincethe hair-:trigger readiness required 
to fire on wa.rrii·ng is dangerous; we· might delioerateiy reject such 
a strategy in OJ;der to .reduce the· chances ·and fears of ac_cidental. 
war, or- as part. &i: an;,arms-control agreement ... This is an example 
of the other princ:l,.ple mentioned earlier where certain strategic op- . 
tions might be·deliberately·foreclosedas being_or appearing to:be 
danger<?us; It also· .illustrates • how requirements for cbmma.I).!i, con~ 
trol, and sensor systems. are af:fecteq. by questions ·of nati.onal stra-
tegy. · 

. . Finally; consider sensor systems . for ·surveillance. · 
The priority of. these systems will be affeqted by strategic choices, 
particularly by' whether or:;not we try to -have a credible f:i.rst;.;r,;-t;- . 
strike capability iri addition- to a '-second;.. strike capability. · Should 
we accept the strategic n~clear stalemate and_ concentrate on stabi­
lizing it by bui;tding a purely second,.,. strike force:,.or should we try. 
to break the strategic stalenlate-arid. have a··first-strike capabilitY 
to offs_et .. the superiority o:f the _Comnhmist ,inoc~~ in gro~d forces? 
This strategic questicm is crucial_both to our national -policy and 
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to the requirements for sensor systems. A first:-strike capability 
would require sensor systems tp locate fixed missile·sites and to 
keep mobile missiles under surveillance. · 

Operational experience with sensor .systems for both 
warning and .surveillance also has a.legacy value. It -would leave 
us freedom to change our strategy or to respond to unforeseen tech-. 
no logical developments. As long as we: ·are in an arms race based on 
a·volatile technology we should foreclose no morealternatives .tha.il 
we have to because of limitations on resources. There may be uses 
for tactical warning and counterforce surveillance which are not 
now recogniz~d. 

, . The major part of the cost of the proposed L-sys-
tems lies .. in sensor systems for warning and surveillnace. . These 
systems compete for funds with major weapon systems. . !t. is not the 
function of Winter Study Group to recommend how much of the .defense 
budget should. be devoted to sensor systems. Instead we have tried. 
to give the decision-~akers useful data and concepts. The report 
of the Sensor Panel-in Winter Study Report·No. 11 gives technical 
analyses of proposed systems.. Section 3 ·of Chapter I:::p;r-esentiH>ar­
guments for and against several different strategies involving dif-
ferent roles for tactical warning. . • I 

2.1.4 Survivability 

Command .and control systems cannot be made invulner• 
able. What 1-1e do in protecting them is to increase the effort that · 
the enemy would have to make. to degrade the system. The degradation 
can· take the form of a loss of functions. or passMe of· functions to 
a lower level of command. Our problem is to find criteria for the 
size of attack needed for particular degradations. We suggest two 
such criteria, a quantitative one and qualitative one. An example 
of the quantitative one would.be to protect the local control cen­
ters for our.missiles so that·'an-attack on the ceriters would cause 
the same degradation in our counterattack as would be caused by con­
centrating the whole attack on our missiles themselves •. The quali­
tative criterion involves setting a threshold of attack for which a 
particular degradation of command and control would be tolerable. 
An example is the passage of a command function from a higher to a 
lower level of command •. Such passage· would. be considered tolerable 
under sUfficiently drastic conditions of attack. Protecting the · 
higher command is a way of·defining what level of attack would be 
sufficiently drastic. A specific example is the problem of the trig~ 
ger and safety catch for our retaliatory force. We want to insure 
that the force could be triggered in time of war but that it will 
never be. set off by mistake. The command and control system should .· 
be designed so ,that an attack on it weakens the safety catch,- and 
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the system should be well enough protected so: that: any: attack ·:whi,~h 
would weaken the saf~ty catch would have to be so heavy and delib­
erate that the weakening would be tolerable, that is, the attack 
would shift our fears from the security of the safety catch to the· 
survival of the trigger. Ar!other ex~ple of this is the passage 
of control from a fixed local control center to a mobile backup 
when the foriner is knocked out. Another is the degradation of the 
higher command function to the point where itQcan do no more than . 
give the word for all-out retaliation in·case of a deliberate at­
tack on the command itself. Which criterion is relevant ·depends 
on the context . 

. ·The requirements for the survivability of a command 
system depends _c?,n what functions the surviving cqrr.mand is expected 
to perform. Hence they involve strategic questions. We feel that, 
even under a massive attack on our retaliatory force, we should pre­
serve the ability to control our reaction, to evaluate the feasibil­
ity of a counterforce retaliation. to retarget 01-<r survj_vi.ng weapons 
and to commupicate with th~ enemy. and terminate the -vrar before both 
sides have exhausted their· ability to damage. one another or before 
an initially_ co_uhterforce exchange has degenerated into tinrestri.cted 
city busting'. .I:t is doubtful whether any image of a nuclear war can 
be realistic enough to serve as the ba.sis of o. singl.e, preplanned 
automatic response . 

. More study should be given to the q'.lestiori of how a 
military organization should transform under an attaclc whtch knocks 
out a large fra-ction of the command centers and communicati.on links. 
We have suggested that to control our reacti.ons to a massive attack 
we require a single; central level of military command above the 
level of·local 9ontrol, and that it should be possible to perform 
the function or'' mi.li tary central command at any one of several hard­
ened and dispersed command centers vhich are·also involved in normal 
peacetime operation. Thus the.re should. be a hardened <res center. 
If it is knocked out, central command vould pass, for example, to a 
hardened SAC center, then to a ·NORAD center and. so on. There should 
also :J:>e a mobile. backup, such as an a.irborne command post,· .which. 
would take over if all of the fi.xed hardened cer..ters were. k."1.ocked 
out. 

·We expect that many and perhaps most of the normal 
peacetime command functions will disappear under attack, However, 
no centers or functions should expe,~t to be suddenly e.ct.i.vated. The 
surviving centers and functions should be part of the continuing 
operational command structure. Both wartime functions and the take..: 
over of central command by successive centers should be practiced in 
peacetime exercises. 

15 
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2.1. 5 General Conclusions 

In the light:.·of' these reflections on the overall 
problem of' operational command, we can make some general comments 
on the whole L-system program. The conclusion is that far too 
little emphasis has been placed on ~ realistic approach to survi v:.. 
ing an atta.C.k and controlling our re-action. Planned L-systems are 
addressed almost entirely to a pre-strike mode of' operation with 
the expectation that this mode will be available in a post-strike 
situation. Most of' the expected cost goes to sensor systems for 
tactical warning, the role of' which in the missilg age depends on 
controversial questions of strategy. 

2.2 Command Systems 

We next consider the problem of operational command and 
the role of'· command systems, such as 425L NORAD and 465L SAC, in 
this function. We are distinguishing here the operational function 
from the other functions of' support and of long-range intelligence 
also perf'onned by the services. Operational command consists of' _ 
planning for and directing forces··in-~being; the line of' command in.::.~---. 
eludes the Joint Chiefs, the Unified or Specified eommands, and the 
component commands. Also, by considering command systems, rather 
than control and sennor systems discussed below, :we are primarily 
addressing the headquarters functions of operational command. 

There is considerable agreement within the USAF that we 
are facing a crisis in operational command. Although the United 
States -is develo::;>ing an up-to-date arsenal of mixed weapons and 
eleetronic systems, there is concern whether commanders have the 
tools to realize and evaluate the performance of these systems, to 
prepare adequate ¥Tar plar.s.9 to maintain a ready posture, and to 
direct forces when action is required. 

The c.,_.isis ·in opera.tional comma.P,d capability is the re­
~:ult p:e ~· .t.~~lmplpgis~l ;r~?~yql:J.tnqA ·:4A·.· ;~q,~:PqW:"y,~ ~: ·P~AAIIer and 
coninia:hde:t; are ·cori:f'rbnt~)Cl' With 'Doth COnventl6hi3.1 a±idi:nucle'ar wea­
pons; many f'orms. o:f delivery; a.nd extremely complex control,: sensor 
and weapon systems whose potential capabilities can only be gradu­
ally realized. But these capabilities have short useful_lives be­
fore a new wave of systems comes into the field. Similarly, the 
enemy threat changes as his weaponry improves. The a"vailable de­
cision cycle for war plannir~ and force employment becomes shorter 
and shorter but the consequence. of these decisions is greater and 
greater. Finally, our military is undergoing a major reorganiza­
tion so that lines of authority and responsibility are changing _· 
and not alwey-s clear. 

' 
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UNCLAS$1fiED 
The mtlshrooming requirements for command systems and. more 

automation are_ a symptom of a crisis in operational -command capa.: .·· 
bility. In. or.d.er to evaluate the presently proposed command L-sys­
tems and to co_nsider whether some areas of need have been overlooked, 
Winter Study has had to consider the problem and needs of operational 
command in a context broader than ''how can automatic communication 
and data proces·sing help?" Independent then of the use of automa­
tion, seven factors must be recognized if operational command is to 
be strengthened: 

, (S:) The military is responsible for exercising connn.aud ·-· · 
this function should not be delegated inadvertentJ.y to machines or 
engineers~ 

(b) - Operational command is a ·single; ~ontinuing manage- - · 
ment problem. _ Whereas forces and functions p:ha.Se in and out year· 
by year-, the _coinmand function must grow continuously tmder' direc.,. · 
tion of the command. 

(cJ Within a command; there is a severe need f'or effec­
tive commtmicating between intelligence, operations, materiel, and 
plans functions as they relate to the totai operational command 
role. 

(d) Operational command must be adaptable to -~:x.;.ceri;ain­
ties in threat, policy and techi:tology. It must r~spond. to major 
contingencies caused by these uncertainties in -weeks ancl months, 
not years. 

17 

(e.) ·commands must develop a stronger lingu.istic fram~!WOrk as 
an aid to rapid, succinct consideration of their problems and· capability 
for coordinating them with .higher· .and :adjacent·:c0ll1!!1Bnd.a~-

(f) The need for improved commtmication and infor.:nation 
handling to strengthen operational command is predominantly for pre­
combat ·capability. This is the essence of the forces-in-being con­
cept - peacetinie operational command generates a.ud'exercises the 
simpler plans and procedures that are requircc1. for combat. 

! 

(g) CommUnications and coordiriation bett-re_eiJ. cbmma.nds and 
with JCS command must be expancled to include more joint pla...--ming and 
exercising during the pre-combat phase. , 

11 In order to strengthen operational command,· three· approaches 
must be pursuedtogether: 

(a) . An in:creasing uSe of automated comm.tmications, da,ta proc­
essing and displey can help. This capability is required priniarily 
in peacetinie; it should be provided early and in gradual: ·steps. 11 Pres­
ent plans for command L-systems are often too long-range and too am­
bitious. 



28 WSR-7 

coNf\ ; J:. 

\I ( ) . b The commands require much more on-going technical 
assistance not on+y to aid them with appropriate automation but 
equally to strengthen the analysis, planning, exercising and evalua­
tion which are needed as more complex systems become part of the 
force structure. 

" ' (c) Finally, the lines of operational connnand must be-. 
clarified and strengthened, a stronger service-independent JCS eom­
mand center must be evolved, a..."1.d guiding operational concepts and 
standards for all command centers must be developed. 

" The following principles should be observed in applying 
automation to command headquarters: 

'' (a) Each command should apply automated communications 
and data processing in modest, successive phases so that capability 
and understanding can be built on previous command experience. In­
itial use of automated capability in a:n:y phase should leave consid­
erable spare capacity for grmrth and change. 

,, (b) - During all phases of adding automation, a commander's 
or 11Capping" system is required which acts as a 11staff" cutting 
across the organizational lines of operation~, intelligence, mate­
riel and plans wherever these fUnctions support operational command. 
This planned growth of automation in a command should be directed 
tormrd the building up of a data-base or command model. The data 
base vrould be stored in the command's computing machines and would 
represent all the data and procedures and plans and experience per­
tinent to the operational command function~. 

" (c) The command organi.zation should participate in the 
· design of automated procedures and models as part. of their command 

,;o·b. f.fany steps could be taken today w1 th available techniques to 
:incr0ase this participation;" requirements for command L-systems 
have not included this capability. 

'' (d) Design of comma..'l.d. systems should include capabilities 
for the discussion and eyaluation of performance and the develop­
ment of a command lansuage.q Presently planned L-systems usually 

I 

i' :i.nclude a greatly improved. capab:i.lity for performing known tasks, 
not a capability for considering how important tasks are· end how 
uell they are being perf'o:rmed. 

(e) Oiie of the major f'actors which caused delay of the 
L-system program and then the establishment of the Winter Study 
Group was a stated need for more "integration" between the L-sys­
tems. '' It is important to distinguish between functional and tech­
nical integration. In the latter, one emphasizes such needs as-uBe 
of stande.rd equipments and programming languages, or sharing of a 

CON 
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single facility for several tasks (such as common ation sys-
tems for several users). In the case of fUn.ctionSJ. inte ation, one· 
emphasizes clear and effective and realistic allocation of roles to 
commands, close coordination within commands and between ~ommands 
in planning and support, and effective higher· command of subordiriate 
commands. . .. ·, · · 

' . 

~'Adequate :functional integration at .this time is much 
more important than technical integration~ A strong requirement 
for early technical integration is technically both.' infeasi'bie and 
undesirable; .~due emphasis on technical integration threatens early 
needed strengthening of operational command capabi.iity at individual'· 
commands. :Stronger :functional integration vill gradually res ill t 
only as individual commands and JCS command are strengthened under · 
the broad guidance of overall functional and technical plans. 11 

Next:,: let us consider the need for stro~er~ ·continuing 
technical assistance to the commands. The Weapons Sy'stem Project 
Office Manager procedure which has. be~ used by th~ USAF for devel­
oping major ~apons and electronics systems does not provide ade­
quate technic-al support to t:q.e operational command problem. . It does 
not insure continuirig assistance; it does not prqy:i,de the proper :im­
pact of command requirements on weapons, coutrol, and sensor system 
design; it does not provide enough continuing iteration between. .. com-, 
ma.nd needs and technical feasibility. The establi.r3binen·V o'f the Hans­
com complex with a strong continuing technical support for AFCCDD 
can do much to remedy these shortcomings, if: 

(a) Hq. USAF, DOD and the using co:rmna:nds. recognize, 
support and use this capability at a 'high enough 
.level; · 

(b) Adequate financial support and priority are given 
to building appropriate technical and managerial 
capability within the complex~ 

The relationship between AFcCDD and the using commands for 
command systems shoUld be two-fold: · consUltant and deveJ.oper. In 
its consUltant role, the relationship must be much closer than that 
required for weapons. and electronic systems: in effect, AFCCDD is 
participating in the planning and 6rgA.llization of ·;:;he user command 
and the~ cuser coli'iiriahd is participatirig in the development and design · 
:functions of AliCCDD. AFCCDD should be like a mariagement coP..sultant 
or technical staff to the using command. Unless this relationship 
exists, AliCCDD Will be incapable of providing f.ully effective,- con­
tinuing technical assistance required by the commands; it will be 
tmable to propose or support the continuing GOR 's · required for 
command improvement. 

.. 
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In its development role, AFCCDD should manage a develop- . 
ment program which produces a family of "on-the-shelf" (or at least 
"in-the-catalog") command system components which are useful for 
several commands. In this role, the relationship between AFCCDD 
and the individual user commands is .not. as close. The development 
of computers, displ~s, communications,and computer programming 
tools should not aim at the particuJ,_ar requirements of one.· using 
command---it should reflect the anticipated overall requirements 
of many conunands. 

A most important factor to be appreciated here is that 
our capability to build hardware components is well beyond our 
knowledge to build systems. out of . these components. We have 
learned a .great deal of hO'W' computers can be programmed and how 
to build displ~ devices and automatic communications,· but we re­
quire a.much larger understanding of basic inf6rmation.processing 
in order to learn how to handle interactions between these ele­
ments and how to compose these elements into an effective system. 

The major development requirement in the equipment area 
is in developing standards for tying these components together and 
modularities of design so that processing capabilities in co~d 
centers can be expanded and improved without disrupting operations .• 

Another element of a command system research· and develop­
ment program is conducting operational e:Kperiments in an operational 
environment (e.g., the 438L experiment at SAC). Such experiments 
should not be viewed merely as the development of a prototype sys­
tem for a particular command; more important they should attempt to 
develop and improve automatic techniques which might be used in a 
different fe£hion by many commands, including the development of a 
common language for the use of the command and control systems. · 

Also, we need basic development programs in command center 
technology: how c.ommand centers operate; the proper_ role for men 
and machines; how operational personnel can direct properly the 
automated portions of a system. · 

11 In summary, we have . stressed that operational command cap-. 
ability must grow within a using command and be designed primarily 
by that command; that a development agency such as ARIC is more a 
technical consultant to a using command ~ather than an independent 
designer for the c9mmand. The USAF is responsible for supporting 
the command system requirements of :many headquarters, some of which 
exercise operational command over other service commands,. some of· 
which receive operational command from unified commands whose com­
mand system requirements are supported by other services. Service 
support of operational command systems will be workable. but. the 
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USAF should ~press for ,the .early"developm.ent of a c~UJ&UJcs command. 
system operational concept and the. early s~rengthei1ing of. a s.ervice­
independent JCS connn.a.nd center. · · . ' . . . 

2. 3 Control and Sensor Systems 
. ' ~ 

, In the .. previous .section we considered the ·problem of ope:ra-. 
tional connn.a.nd ·a.nd the role of command systems in this :f'unction. We 
indicated that ·the distinction between connn.a.nd or headquarters sys-. 
tems and centro+. an.d sensor systems is both meaningfUl and necessary. 

,"11 

' ' 

II 

Both COI1trol and sensor systems are imbedded deeply in the . · 
physical envir~nment of forces, resources, and t.echnical .faciiities, 
whereas command ~ysteins are imbedded in the military organizat~on ; 
and .its command personnel. The properties of control and .sensor sys,.. · 
tems are affected chiefly by the design parameters imposed on them. 
and by the physi¢al environment in.which·they :will operate rather 
than by the command structure which will use them. . Control and : · •· ·• •. 
sensor syst~ ,are loosely coupled to:the military organization .in 
that a change in·.a system is not necessarily reflected· in a change 
in the co~and :organization:. i 

. . . 

Both control and sensor ·systems have elements o:f collliilim.d, 
control, and sensing facilities within them although ·a.IIJ. ,single · . 
control or sensor system is oriented. toward one objective, i.e., 
control and maintenance of the forces of a command or collecting 
data on the enemy .fqr a. command. Sensor systems collect data for. 
many commands and agencies and so they ·may·.be. concerned not only " 
with the operational command function but also with the support and 
intelligence :f'unctions. Control systems usually control the forces 
of only one connnand. · Within a connnand, filtered operational infor­
mation flows from its control systems and sensor systems to the. 
highest command level where command is exercised over' its forces 
and resources in being. .Control systems such as 416L, 4121, and 

· sensor systems such as 466L, 117L, 474L, and the propoE>ed 496L are , 
representative of these classes of systems. · · 

It is useful first to dintinguish. a number of general. prop-·· 
erties of control and. sensor systems before. formulati-ng a set of. de-:-, 
sign and implementation concepts: 

(a) . Th~ cost, complexity, . and time .availability of. these 
systems are highly sensitive to the strategic and. tac'tical doctrines 
under which they will be used and the operational parameters (e.g., 
survivability, response time, mobility, etc.) which are imposed on 
their design. For example, the cost of a space surveillance system 
can vary from ab·ou'ti $500 million to $3 billion depending on whether 
new.satellites must be detected in a maximum of 4 hours or 10 min­
utes, respectively, after launch. 

21 

·' 



22 WSR-7 

UNCLASSIFIEII f 
(b) The· cost, , complexity, and time availability of ' 

. these systems are also highly sensitive to their vehicle or sensing 
element characteristics (e.g., reliability) and to the degree of 
control and coverage the. system must exercise as an operational re­
quirement• For example, with respect to reliability, the five-year 
cost of a satellite intelligence-data-gathering system (ll7L··MIDAS 
and SAMOS) can vary from $1.2 billion to $2.5 billion depending on 
whether the useful lifetime of a satellite is 50 weeks or 12 weeks, 

. . respectively. . These costs apply ·to a system where 26 satellites' 
( 18 for SAMOS and 8 for MIDAS) . must be maintained in orbit continu­
·ously. 

(c) Most·.of these systems are characterized by high 
cost with respect to ·command systems. For 16 of the planned L­
systems) about $7.5 billion· are needed for the sensor systems 
through 1965, about $2.5 billion for the control systems, and only 
about·$600 million for the command systems. 

· (d) Control and sensor systems are much more dependent 
on the technical state of the art than command systems. For ex­
ample, the BMEWS can be rendered ineffective by improvements in mis~ 
sile.technology (lower radar cross-sections, higher or lower re­
entry angles, ~CCM, etc.), whereas i1- is relatively Unimportant 
whether the .SAC war plan is generated by a command system US;ing 
transistorized computers or vacuum-tube. computers. This dependence 
on the state of the art tends to result in uncertainties in the con­
figuration of a control or sensor system, thereby continually com­
promising· operational objectives and budgetary allocations. These 
uncertainties can result in inadequate operational planning because 
the planning is put off until a definite system can be configured .. 
The importance of operational planning for the use of control and 
sensor systems must proceed simultaneOusly with their design and de­
velopment and must take into account the continual changes in tech-
nology. · 

(e) · Because of their unique oper·ational· objectives, 
these systems have not usually been implemented in a planned-growth 
manner, but rather. in their entirety at a time oriented toward 
specific objectives. Here, an excellent example is the BMEWS. For 
optimum ef.fecti veness the system should be implemented in its en-
tirety toward the specific objective of providing 15-minute warning 
for·the quick~reaction capability of. our forces. If the strategic 
situation or our objectives change while the system is being imple­
mented so that this warning would no longer have as high a value, 
little usemay be made of the system. 

CONFl 
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'These factors, therefqre~ tend to resu~~ lfJJcontrol 

and sensor systems having lorig lead times, littl'E!:/'pc,st;,:·o,per'ationa~ · 
growth; and.·more susceptibility to obsol'escence relative to 
command systems. 

. ·]'fve broad concepts should be pursu~ in the design and· 
implerrientat'ion of these systems. Application of 'these 'donGepts to 
the planned' ·L- systems has been reflected in our 'cb:minents in · 
.Sections .3.,'a.rid· 4 · o:f this SummarY =~·\<-.. -:_<: .: ·· . .. ~ :· ... 

' ~ . . . . i .... .. • ~. ' 

(a)· System analysis based on a foundation of bro8.der .. ·· 
mission ·and''command ·analysis must be performed ~~ bridge the gap· 
between ·broad goais and detailed design and implementation .. This . 
. system analysis must include adequate tiriie/ cost/eff~cti v~ness, .. 
studies arid must be a part of on-going techriic'al' assistance .'by . 
AFCCDD to .using· commands in· .planning, exercising,~ .and evaluatiqri_. 
We discuss' in Chapter III an example of the t;Ype ,of system analysis 
and c'ost analysis 'needed by analyzing. some requirements in the 
area of 'spa.ce surveillance.. This; type ofanalys1s will give in­
sight into' t'he tradeoffs that niay be achieved in cost and time. 
versus st.ra:t.egic objectives and operational param·eters... · 

{:b) Research and developiD.ent progtains w'i th long-range . 
goals which: are tied· to a broad base of strategic obj~ctives ar:e 
needed. · Tlfese programs should have as an·objective the '9:eve;Lop­
ment of. component subsystems applicable to a mobili'zation -ba.se 
which cari be used to assemble syst·ems .in accordance 'with the. . 
strategic objectives of the time .. This approach offers the only 
hope ·in reducing lead time' and obsolescence of systems ne.eded for 
changing strategic ·situations. Alternative approaches ·mu:st not be 
ruled out on the basis that they do not fit today' Is st~ategic, 'ob­
jectives. 

· ·.' For example, the following techniques and 'items 
should receive developiD.ent support: · common-user 1 cbmmunica:tion.·, 
systems;: hardened, message-switching, coiilrnunication ·centers; . . 

' hardened, lciw-bandwidth, backbone communications. syotems; mobile 
· and hardened control centers; shock,.. resistant coJ1lputing and .dis;,. 
play equipment; hardened, phased.- array radars; mobile' computing, 
communicatio.rts, and sensing equipiD.ent; etc .. ContrQi and sensor .. 
system compOnents must be developed which .are adaptabl''e. to t~ie" 
changing strategic si tuaticin; . . ,. . 

.;.;' 

· (c:) Directed assignrilent of a control:ors'ensor system. 
to a single .operational comm.and should be ·made 'as· scion as possible 
for any system which is necessary -to the opera:t;ional command function 
and which will be used by ·more. 'than one command. Examples are 
496L and·a co:minon-user 'ZI communications system. ·Assignment to 
one operational· command insures that·the.necessary·planning, 

23 



24 WSR-7 

coNF\D 
ex~rcising, and evaluation with respect to command missions will 
begin a.n.d that the maintenance and operations O..octrines will be 
developed •. Te~hnical people,: should not function" as independent de-
signers- and operators of such systems. ' 

(d) .On-going, -operationally oriented studies must be per­
formed to formulate and determine:' 1) strategic and tactical doc­
trines and situations under which _these classes. of systems will be 
used; 2) realistic reliability and surviv~bility requirement.s 
which distinguish the difference- between peace:t:i;me,and wartime needs ., 
and allow for the ,peacetime exercising of these systems under both 
of.these conditions. AFCCDD and others must provide the using com-
mands assistance in both -these areas. ·, . . ... . ·-. .. 

(e) Adequate functional integration of control and sensor 
systems within a command and between commands must be emphasized 
rather thantechnical integration. This emphasis ~ust be placed in 
three areas: 

,;·.. I 

( l) .·.Development of a communication lar1guage of in.:. 
creasing'abstract:i.on from the sensing elements themselves 
back to the command is necessary ip 'order that data from 
many systems can .. be processed and correlated at the com­
mand. This.has. ~o~,been done up;to now,rp.ost strikingly 
in the intelligence.area, so that it is almost impossible 
to apply automatic·data-processihgtechniques for filing, 
retrieving, _,and correlating data from many sources because 
no precise arid common language exists within a system or 
between systems . 

. ( 2 )" Coinin~i~ations from a coi:nmancF to its sensing 
elements must be provided which are ab~e to, implement a 
method to dynamically control the operation of the sensors 
from the command in accordance with the existing operational 
situation. Resources must be able to be committed rapidly 

- to test hypotheses and to obtain more information on a 
particular situation seen at the command headquarters. 
This i.s especially true in the intelligence area. 

( 3) The design and implementation of the sensing 
vehicles themselves such as· satellites and groun~~based 
gata gatherers, and their associated communication systems 
must be done in a context which considers the funqtional 
integration of these elements with the data pro-cessing : 
facilities and procedures of a command which is to use,the 
data from these systems. '--
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Engineering design o:f the 'communications and dB.ta~i/flfljrs of·.· 
a control or. sensqr- system should not be done, therefore, until· the. 
:functionai, de~ign of the,, associated command system or sy~tems has . 
been formula;j:;~d Snd the COmmand IS datfil, proCeSSing .needs ,detetmined 
in a cqnt¢ which considers ·.the. communications and sensor inpu.ts·. · 
The need for a-5-megacyci'e link, for example, frOm satell{te-~o- . 
ground in th~ ,SAMOS .system s}J.ould not be .. based. on the amqunt of . 
data .that. the' .~atellite' can coll_ect but on what data is needed, 
when it is needed, arid how it is going to be :used ___ by -the commaJ;d·: 

For tb,e .above r~~sona, AFCCDD shoulci. be gi-ven .resp6nsibilltY 
for providing technical. assistaz:ice to the operational." coriu:na.nds in 
working out :funct_ional arid technical integration of .·sensing syst.ems _ 
such as 117L · BME.Ws .arid. should aJ.so guide the design of ·command data~ · 
processing. :pOrtions . of these,. s'ystems . in conJtin.ction .. with :the UBi~. 
commands-. · · · · · · 

. ; .. 

· .. ,. 
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CONFIDE, 
3. RECOMMENDATIONS FOR COMMAND AND CONTROL SYSTEM MANAGEMENT 

The Winter stuaY Group was asked to. examine the proposed and 
planned'L~systems to determine whether they were realistic and 

. technically smmd. ··.In the course of this examination and in their 
,reports' the panels. commented on various. aspects of the management . 
of'the current·t.;.systems and made-suggestions about what should or 
could be done ::i.n'the future to.improve the process of generating 
and managing command and control systems. In the main, the panels 
fo~d that. the L-systems ·were being m8.naged separately·. and that· 
taken together, there did not appear to be a consistent set of 
operational objectives, agreed tipon strategic and tactical plans, 

t or a set of standards and general plans for the orderly introduction 
of command ·and control systems into command. The following, then,· 
is a'manageinent concept consistent with.these observations which 
appear throughout the Winter Study Report:- · · · . . 

·: (a) Concentrate the responsibility a.ild authority for making 
command and control system engineering decisions at the Hanscom 
complex.* Staff the Hanscpm complex with the appropriate mix, 
quality, arid number of_operations, cost, equipment, systems, pro­
duction, and installations experts. 

' 

( 1) Those parts of the operational commands ' headquarters 
staff at the Hanscom complex (SAC, .TAC, NORAD, ADC, Hq. USAF, 
theater commands) that are concerned with design of the future 
command and control systems for the commands should have the 
confidence of and be attached,to the highest level of the com­
mands. 

( 2) Hq. USAF should use the information generated by the 
organization at the Hanscom complex to supplement its own work 
on command and control matters. 

( 3) The concentration of this authority and responsibili_ty 
f.. should be. gradual, geared to the build-up of capability of th'e 

complex. 

(4) The command and.control decision-making process should 
. be focused around the decision to buy operational systems for the 

*The Hanscomc:omplex. consists of the USAF organizations now or to 
be located at L. G. Hans coin Field, Bedford, Mass. , ( AFCCDD, ESC, 
and the using command detachments) plus the AFCCDD system engin­
eering support contractor, the Mitre Corporation, and other organ­
izations responsible to or in support of members of the· complex, 
whether or not physically located at Hanscpm. For example, the 
Rome· Air Development Ceriter located at G:dffiss AFB, Rome, N. Y. 
is a part ofAFCCDD and is therefore considered part of the com­
plex. 
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commands. 
should be 

• • ii.Y Jl ~f.DI~» 
·Decisions to try techniques, exJ:J¥iNri'.J/;n 

properly related to this decision to b{;.W 
etc., 

( 5) The .level of' <;:orilpetence at .. the. Hanscom complex . 
should be great enough to maintain the confidence and. re,speci;. . 
of' this military, industria~ and scientif'i.~ community. . . , 

( 6) ·i.Ail command arid control system~·, i.IJ,ciuq.J.ng. thos~ . 
closely assoCiated :with weapon· or sensqr systems; should be 
the responsibility of the Hanscom complex for concept, con.;. 
figuration, and program control to minimize duplication ana. to 
insure a single, compatible,aerospace control·environment. 

(b) E~tablish at the Hanscom. co~plex a· central ;planning 
activity that will treat the whole command.and control problem i:q. 

. its ope~ationai, equipment~. tiiD.e, and' cost context and develop 
the concepts that will guide the decision-makers. · 

(1) The planning activity must cover the-objectives, 
expected performance schedules, and costs of' thetotal force 
.structure, or ·at least the USAF force s-tructure., and develop 
a. methodology for estiina.ting performance, .schedules, arid costs 
of' proposed ·.systems. · · · 

! • 

(2) It must develop methods. fC?r i.ntegrating wee.pon. 
systems and command and control systems. 

(3) It must understand the objectives of· the indivi~ual. 
commands ~~d develop measures of the .effectiveness and cost of' 
the systems the co:rrnna.nds ;need .. 

( 4) .·. !t must establish the general principles (policies 
and stand~ds ) concerned with the develo:Pment • of' co1mnand and 
control system -components. (people, displays, computer proe;rams, 
communications:, etc. ) " · · · · 

( 5) . It must devel()p the concepts which guide the design, 
development, and implementati.on of' co:rnm.ancL and control facil,ities. 

(c) E9tabj,ish at the Hanscom complex a development activity , 
for command and contr.ol systems that will be e. focus for the . 
development of Gommand. and control· operational techniques_; . equ.ip- . 
ment st~:md.~rds, maintenance procedures, etc.· · · 

(l) Enough cif' the actual operational experiments~ com.,­
ponent .test's, etc., shquld be. done at this activity to maintain 
the cqmpett:mce of' its pers()nnel and to establish it as the 
leader in the f'i eld. · · 

· ... IF I Em 
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(2) Operational exPeriments performed at places other 
than the Hanscom complex must receive their technical direction 
from the complex when the technical competence eventually 
exists. Operational experiments that are incremental changes 
to present operational command capability should be distinguished 
from those that result from major changes in command force, or 
sensor structure, or command organizational changes. Incre­
mental changes should be guided by the operating elements of 
the command which needs it, acting through the Hanscom com-
plex. Major changes should be guided by the planning elements 
of the command or Hq. USAF operating through the Hanscom com­
_plex. 

(3) The development people should be competent·in the 
fields of specialty required in the command and control system 
area---operations, human factors, computers, and computer pro­
gramming, communications, displays, and sensor equipment. · This 
competence should be great enough to command the respect of 
industrial technical personnel. 

(4) The development activity should be· responsible for 
guiding the development of a generally useful line of com­
ponents, i.e.,-computers, communications, serisors, programming 
techniques, etc., for command and control systems. This devel­
opinent should not all be directly related to particular L­
systems. A substantial portion of this work should be funded 
separately' fro~ system contracts. 

(d) The operating command (or Hq. USAF) is a customer -for 
command and control systems. It is also one of the principal system 
designers. The operational commander is responsible for the design 
of command and control systems in the same sense that he is re­
sponsible for the design of his organization. The Hanscom complex 
should provide to the operating command consultant help on the cost/ 
time/effectiveness of alternative: systems;.: in::estimating. and ,stating 
requirements, and in performing operational experiments, etc. · 

(1) The system which a commander uses to command and 
control his force is an organization of .people, computer files, ~) 
communication. gear, rules of information flow, etc. The L­
systems are pieces of this system and should not be considered -
outside its framework by the managers or technical directors of 
the program.· Thus the equipment should ~oj;_ru:. thought of as 
separate from the command organization. 
~---~ > - ~-~-~ • 

(2) The operational commander must consider the design 
of the command and control systems he uses four or five years 

·_in the future in -its proper enviromnent, as determined by the 
command organization, the weapons available, and the threat. 
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He should not confuse today' s problems with f& ·· 's. He 
should separa~e these. thing·s both in his thinking and in th~ 
way he organizes his staff. 

( 3)·:' Predictions of requirements for command and control 
systems will be continually modified .due to bhanges in threat, 
force structure, organization, etc'. · The management organization 
for the r..: systems must treat this as the norin rather than as . 
and exception to the norm. 

( 4 r The commands should receive consulting help from a 
compet.ent sustaining staff provided by the Hanscom complex· on 
current operational systems as· well as future systems. This 
pelp sho~d consider the operations/technical/time/cost prob­
lems of the command, and the phasing between the present system 
and the :future systems should be coordinated within the Hanscom 
COID.plex. Mission evaluation and test criteria should be started 
early to act as guidelines for the system design . 

. ( 5) Exercising and training reqUirements should be planned. 
aJ.,ong with the system. 

(e) Plans that cover the need, objective, general system de­
sign,; EI.Il.d .employment of a command and control· system and that· are 
based on the proper cost/time/effectiveness studies·and_experiments 

. s~ould b.e produced before contracts are ''let and should be . us'ed as 
the basis of the work statements for the 9ontractors. 

( 1) The preparation of these plans requires a system 
desig~ based· on the proper level of functionSl analysisj a 
schedule e.stimate based upon requirements i _and an analysis and 
determination of the system's cost. An appropriate methodology 
must be established for performing all these tasks withi!l. the 

· Hanscom: complex. 

( 2) .· The preparation of these plans· ma'y require various 
study contracts, experimental investigations, etc. 

. . 

(3) ·These plans should reflect whatever standards· and 
gener~ pol-icies ¥'e established by the Hanscom' complex .. · 

(4) ·The preparation of these plans should. includethe 
proper pl;lrticipation of the operational, logistfcs, and dev­
elop!Ilent.personnel.. 
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4. OPERATIONAL .. PLANNING AND SYSTEM RECOMMENDATIONS. 

• - -·.·oUr··· cOm:m:entS. belqw are diVided into tWO general areas : firSt I 
a summary of' · recommend.ations and problem areas pertaining to :broad 
.operational planning in each of the indicated operational ar.eas of' . 
command and control· (higher command, intelligenc.e and .warning, 
strategic off'ensive and def'ensive f'orces, tactical Wa.r operations); 
second, specific recommendations pertaining to some of' the planned 
~systems. · 

4. 1 Hi~er Command 

The USAF should press that a JCS ·concept. for all command. • 
systems be developed and maintained (i.e., changed).. This, concept 
should be suf'f';J.cieli'tly broad to recognize dif'f'erent approach~es by 
the serVices and dif'i'erent requirements by the . commands. It must 
distinguish the proper relation of strategic and limited war fa­
cilities and the relation of the operations, intelligence, planning, 
and. support and logistics f'unctions. . Application of'. t];lis concept . 
by a properly manned staff ·should aid coimnunication and cooperat+on 
between commands and theref'ore growing functional integration and 
operational cOmmand effectiveness. • 

The USAF should also press that a much stronger, independ~ . 
ent JCS command center start to be evolved immediately, including 
plans ·for the growth of the center to an advanced, aut_oma.ted capa­
bility. ~is center is needed so that subordinate command.t('ca.n 
receive appropriate higher command direction and provi~e adequate 
feedback to higher command. It is recognized. that service head­
quarters conlma.nd centers realistically will play a strong role in 
a JCS command center. However, the more that these centers are 
strengthened in the absence of greater strengthening of the JCS 
command cent'er, the more operational command will tend .to be weak­
ened and become inflexible. 

For general war, the majority of the command activity is 
primarily a peacetime function; only a smal.I. portion of tha com-
mand system is likely to survive. The survivable' port! on must be 
}lj,ghly- integrated and centralized and must be extensively exercised 
during peacetime by the· p_eacetime system, but probably not colocated. 
Some .ways to achieve this survivability are discussed below. 

Interlocking of. hard.ened, primary, command ce11ters (such 
as JCS, SAC, NORAD) and their links to weapons, warning and in- . 
telligence f!ources, and logistics support in order to achieve a 
tolerable threshold of general war survi va.bili ty for ~gher, _command 
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is' a desirable possibility which- requires: further~ investigatio~.'. 
Such interlocking will initiall-y require utmost simplicity in war­
time modes ~n:d functi.ons, r·evision in current military succession 
plans· and· pea_cetime ~ercising programs, much higher military or­
ganizational integration-than has been achieved or proposed up to 
n:ow, and- technical designs and developments which_~ve not yet 
been undertaken. The technical feasibiiity, design, and level o:f 
protection and'· concealment of hardened control centers and communi­
cations needs :co be investigated in much more detail, as well as .. 
the· possibility of active def'ense of these centers. It should be 
recognized that such interiockirig of hardened centers cannot re­
sult in absolut'e survivability; however, it will complicate enemy 
first- strike ,strategy and offensive tactics-. 

An additional posstbility to be i.nvestigated- for 
an interlockipg system is a single-level, mobile (airborne, sea.,. · 
borne, or landbased) command system for poststrike operations of 
higher command. ·The Winter StUdy Group has made some preliminary 
investigations in this area with respect tq an airborne system . 
which is discussed in s~1t~~-~ s~:tiOJiS ~tn-:Cbap~~r.: I of this. report. 

. •' I ' I • .· ...... :/'"',• • ··''. ·, • .· •: • .. 

. - : · For tactical or limited war operatio!ls, surviv-
ability of t.he peacetime coll'lillB.nd functi.on is both more essential 
and easier to achieve. · Some backup may be required to allow for 
natUral. disasters • 

4 .1...:1 473L Hq. USAF Control System 

To· ac·complish its assigned tasks more eff'ecti vely,­
Hq. USAF may find it appropriate to begin to evolve an_increasingiy 
automated,· int~gra~·ed command system designed to accept, index, 

·correlate, store, retrieve, -manipulate, and display th~ types of 
data specifically associated with its present responsibilities. ·It 
is the opinion of the Winter Study Group that.the current proposal 
for 473L is not uniformly addressed to the various functional-areas 
associated with the present responsibil.i ties of t4e headquarters. · 
The "cappin{!; ... _nature of a command system is not recognized; too 
much emphasis·is being placed on. real-time control of forces and on 
war· gaming; -insufficient attention is being given to the require-

·mehts of intelligence and of :force establishment and support. •Fill-­
. ther, the nature of the relation :between the 4 73L system and the 
:tutui'e ·automated command systems, .if any, of JCS, SAC, NORAD, AMC, 
ARDC, TAC, MATS, etc., is nebulous. 

Accordingly, with respect to the 473L system, the 
Winter Study Group recommends:' 

. (a) That a continuing technical consulting team 
be organized from within: the Hanscom complex to (1) assist Hq. USAF 

r 



32 WSR-7 

Ua~·ClASSiFIEm j 
. ; 

"l 

in performing appropriate headquarters mission analyses and command 
analyses, ·(2) improve the present headquarter's manual command 
system,. (3) conduct appropriate operational experiments, and (4) 
effect a gradual transition from the manual system to a more auto­
matic systein based on the ~lyses and operational experiments. .· 

(b) Until the system needs are properly defined by 
this team, a highly automated command system for Hq. USAF should be 
deferred and action not be taken to implement the 4731 system as 
pJ:"esently planned. 

4. 2 Intelligence and Warning 

(a) Intelligence: The need for a single, functionally 
integrated, intelligence system_is stressed. This·system would be 
separated functionally into two channels: first, a fast-response 
channel for handling intelligence data critical to the operational 
command function (e.g., warning and damage assessment data); second, 
a slow-response channel to handle intelligence data concerned with 
enemy long-term capabilities and objectives. The fast-response 
channel might include inputs from such sensors as BMEWS, MIDAS, 
acoustic and seismic detectors, bomb-alarm systems, critical ELINT 
and COMINT data, and real-time television photography. The slow- . 
response channel might include inputs from such sensors as photo- · 
graphy, normal ELINT and COMINT data, collateral and open-source 
data. 

A precise language for describing and transmitting 
the data from each source must be formulated such that a common 
data base for filing, indexing, correlating, and displaying the 
data at command centers can be designed and implemented. Each 
command and using agency would have access to the data pertinent · 
to its needs. Operational commands (SAC, NORAD, JCS, etc.) pri­
marily would process data from the fast-response channel; agencies 
.such as AFCIN and ATIC primarily would reduce and process data from 
the slow-response channel, set up a library and an intelligence 
base, and make this data available to the using commands to include 
in their data base where necessary. The system should be structured 
so that: 1) the operational commands can exercise some real-time 
control over the fast-response sensors, and 2) the intelligence 
data can be integrated functionally with operations and support 
data at each command to provide an effective warning function for 
that command. 

(b) Warning: In order to use effectively any strategic 
or tactical warning that we may get, the desirability and feasi­
bility of a single, automated warning center should be investi­
gated. The role and purpose of such a center would be to 
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provide .tl::le national de~ision-making mechanism (JCS, President) 
with a continuous warning ind.ication that could ·also be com­
municated rap_idly ~0 all levels of -con:upand, including theater 
CINC's .and. :forces. This center might be duplicat~d. at several­
~?cations {e ~ g: ~ JCS, _ SAC, N.ORAD) for · survivability and re.li- __ -
.ability purpos~s, with-the Washi.ngton center· serving as the primary 
location. _The r~dunciant locations at _SAC and NORAD, for example, 
_would. serve ~s backup. to Washington as well as ftinc:t,ioning as .the 
normal warning ~enters for these_ command.s. The ·center in Wash­
ington .could serve as one element of the' JCS OJmmand. Center dis­
cussed above; ·.We beli.eve that this center is needed. to provide 
complete, rapid, and decisive correlation and-dissemination of 
pertinent .oper~tions, intelligence, and .warping .data. 

't ·Inputs to this .warning cent~r could consist 
of .summary :st~tus .o_f _our :fqrces .and resources and_ the data from 
the fast-r.esp9nse cl::lannel discussed above. Speed _and.· consid.erable 
data processi:hg :w:oul.d be required j_n order to .. correlate the _ 
multiple inpu'j:;s ip. ·real time and to _rapidly pass the warning output 
to affe_cted- 9.INC' s and to local control centers. _It is important 
to note ~h~t by a single center, we :mean that the"re would be a 
single correlati9ri process, (periodically revised to meet the 

- changing situ~t;i.on), which would be duplicated at whatever place_s 
the ·center -was located.. Automation of this_ singl.e correlation 
process f'or:ces us to consider it more objectively, to develop 
-tecpniques w;h.ich .GEl.n be consistently exercised and evalu~ted., and 
to _suffer le~s_when operEI.tional personnel will be rotated in and 
out of _:the wa:;t'ning center. . . 

It is al,so important in formUlating this single · 
correlation process E~.nd the warning output that a warning-language 
be dev.eloped .j61.ntly by manY ~ormnands and. that. reactions on the 
basis of this ~anguage be well understood. throughout the commands. 
This warning language must be a precise way of describing: -1) the 
immediate re~dlp.ess of warning el.ementsj 2) how much warning are we 

·· getting and how good is the warp.ing (i.e., what are the warning 
levels), anci 3) _the agreed upon response to the warn;i.ng. We feel 
thatthe pre~$nt warning language used, viz., the: five PEFCON .: 
statuses, cioes not adequateJy meet the needs of these three factors. 

-4.2.1 4i56L ELINT-COMrNT (ELCO), 438L Intelligence Data­
~andling system, and 117L SAMOS and MIDAs System. 

-At present, instead_of. a single, integrated in­
telligence system, the.USAF is planning three separate-systems, 
466L ELINT,..COMINT, 438!,. Intellfgence Data-Handling and 117L SAMOS­
MIDAS, with independent facilities. Implementation of .the 466L 
system is currently confined. to a :small study contract' but the 
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plan is to. install major elements of this system in the Alaskan, 
EUropean, and Pacific theaters to collect int_elligence data frOJI1 
ground sensors, process this data, and retransmit it to t~e users. 
The proposed 4 381 system, which· is now limited to an experiment at 
SAC to determine if automation will really help ~n the warnipg func­
tion, is scheduled to have twelve facilities with each facility 
providing the operational personnel in a particular command with 
all of the intelligence i.nformation that is to be made available 
to the command in which the facility is located. _The proposed . 
1171 system contains: ·.a) SAMOS, consisting of ten photographic 
and eight electromagnetic ("ferret") satelli.:tes and five ground 
stations; and .: b) MIDAS, consisting of eight satellites with 
sensors for detecting infra-red emanations of l~unched missiles 
and three ground stations. Joint use of a satellite operations 
center and a data processing and transmitting facility is planned 
for SAMOS and MIDAS. 

In connection with the 4661, 4 381, and 1171 systems, 
the Winter Study Group now recomi?-ends that : 

(a) Since intelligence systems invariably must be 
closely related to command systems, USAF authorize the organization 

-of a continuing technical team from within the Hanscom complex to 
study all' aspects of USAF intelligence infqrmation collection, 
processing, and dissemination, including planning, programming, and 
financing. 

(b) This technical team be given the task of re­
orienting the presently planned 4661r-4381, and il71 systems in 
such a manner that the data processing aspects of these systems are 
compatible with the concept of a single, integrated intelligence­
data processing system; currently scheduled initial operational · 
dates for 1171 should not, however, be.set back by such are­
orientation. 

(c) Pending completion of the first phases of the 
work of this technical-team, those activities in the 1171 and 4661 
systems having to do with raw data collection and initial filtering 
be continued as presently planned, since the principle of the single, 
intelligence data-processing system is more directly related to the 
full exploitation of intelligence data than to the devices.used for 
its collection; for example, in the pl~ for the 1171 system only 
the data processing-functions would need to be modified to fit the 
concept of the· single,. intelligence data-processing ·system. 

(d) The 4 381 experiment at SAC headquarters be 
continued beyond itspresently scheduledtermination date, since 

·it is believed that the develo}?ment_of new data processing tech­
niques d:i.rect.ly· in the operational climate of a command is most 
desirable and necessary. 
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Althougn the level of the Soviet long-range bomber 
threat .to the' ·continent8J. UD.ited States probably .will· decrease 
markedly by 1963, the Winter: StudY Group is of t~e opinion that 
the 413L syst·em will be needed. until 1965·· or later, but with equip-· 
ment and operational characteristics· modified .somewhat so 'that .this 
·system will be more 1) easily maintainable and reliable, 2) able ' 
to provide high-altitude capability to too,ooo feet arid low;.;a.lti-· 
tude coverage·· sUfficient to· make successful. sneaking between sta;.; · 
t.ions improbable., . 3) ins.enaitive to faJ..se~aJ.a.rm ·conditions. . .~ . . 

.AJ;.thoJ.18}l the manned-bomber threat in the 1960 to 
1965 period will les~en, the present 413L system is not entirely 
suitable to meet this. threat because of certain deficiencies: l) 
the. AN/FPS-2:3· (flutta.r) radars have high false;.;aJ.arm. rates and are 
o:f'ten deactivated because of them,· .2) the low:-aJ.titude coverage 
of' the AN/F:PS-23 radars is ·deficient~· 3) no low-altitude coverage 
is. planlied: either for DEW .east or DEW west, 4) the main DEW east · 
stations are not on the air . at all since their radars are ·stili in 
production, a.n.d 5) appreciable traffic near the·DP.W Line requires 
increased.operatirlg personnel since the automatic function of tb:e 
line is d:estroyed by such tra.f:f'ic . 

. : With respect to the 413L system, the Winter Study 
Group recommends specifically that ~ 

. (a) InstaJ..lation of equipment in the eastern ex~ 
tension of' the DE.W Line be expedited to complete ·the early-warning· 
coverage that· is· .necessary a.gsdnst the present manned-bomber and 

. reconnaissance threat. · 

(b) Techniques be studied in an effort to obtain·· 
for use in 413L :· · l) some means for automatj.ca.lly generating valid 
a.J..arms in a relatively dense tra.:ffic sltuation,e.nd 2) an inexpenSive 
low-altitude aircraft detection capability that. can 'be made ope;ra,... 
tional within the next few yea:rs. 

4. 2. 3 ·osR 290Bomb Alarm System . 

. :The· President, .the JCS, SAC, NORAD, arid 9ther mili­
tary .and civilian agencies require immediate·and highly reliable 
kno-Wledge of nuclear detonations within the United States. USAF's' · 
bomb-alarm system (OSR ?90) presently is ·planned to fulfill this · 
need by establishing a network of serisors, communications, and dis­
plays .spe·cifieally designed to identify, for yield.s :f'roni ·1/2 to 20 
megatons at altitudes below 12,000 feet, the characteristic pulse 
shape of the thermal. radiation from nuclear expfosi'ons. 1 · 
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Concerning the bomb-alarm system ( OSR-·290), it is 
the opinion of the Winter Study Group that the desi~~ of the appa­
ratus currently being proposed for use in the system is appropriate 
to the need for nuclear bomb alarm and_that implementation should 
proceed without delay. It is to be emphasized, however, that no 
additio~al operational function beyond the simple detection of a 
nuclear explosion should be added to the system at this time. For 
example, NORAD has indicated a requirement to measure the magnitude 
and direction of the nuclear blast; to incorporate these features 
into the proposed bomb~alarm system would result in c~nsi4erable de­
lay, greatly increased cost,.and most importa.rl.t, unacceptable reduc-
tion in detection reliability. . . 

4.3 Offensive Forces 

It is virtually impossible to lay down detailed plans 
for the cmmna.nd function several years into the future. Year by 
year there are. unpredictaole changes in threat, international cli­
mate, strategy, force performance, budgets and organizational 
policy. The operational command flfrlction must be adaptable to 
these changes; it must be capable of develpping rapid, adequate 
response to these changes; this capability is much more crucial. 
than developing optimum capability for presently known functions. 
For example, present plans and designs for a SAC Control System 
have concentrated primarily on improving present bomber=:tanker 
capabilities. By the time the system is first operational (mid-
1963), an airborne alert may be in operation, some u.s. ICBM's 
will be operational and a retargeting capability may exist. In~ 

; , . I 
telligence estimates of Soviet air and missile active.defense may 
be radically different, a joint strategic strike command may be 
p~tly implemented (for present SAC forces, Polaris, Pershing, 
etq.), and some arms inspectipn may.be underway. Also, we will 
need more peacetime training for and. coordination between the 
three:services which have widely dep;Loyed offensive forces. Since 
proper response to contingencies will.be more important to guaran-:­
teeing SAC. capability than optimum use of the bomber~tanker force, 
a SAC Control System (and all other command systems) must assist, 
rather than impede,·:;this needed adaptability. · 

Goals for system reliability during peacetime opera­
tii::m must not be too ·ambitious; absolutely continuous operation 
is neither essential nor economically feasible. For example, 
one 15-minute downtime per week might be a more reasonable. 
goal for a SAC Control System than one requiring no more than 
one 5-minute downtime per year, and would make the system less 
complicated and would provide an achievable:~goal of reliability. 
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Obviously, nat'tiral disasters must be anticipated .in' providing 
backup f'aci:liti~s at alternate locations. · · · · 

· The distinction between peacetim~ needs and._·liar­
time needs f'or coimna:nd ~ control is also important. A dariger 
is to pay lip· service to the ·distinction so that •some" .backUp · 
or survivability is provided, but since the eleg~t peacetime 
function "may": survive and it seems to possess rituch.more Satisfying 
capabilities, the complex function is overly exercised and pro­
vision f'or a. simp~er, austere backup is almost tot~ ignored. 

4.3.1: Retargeting 

With respect to the retargeting function, Jllissiles. 
may be a lllllch more f'~exib~e weapon than lll8lllled bombers •. Retarget­
ing bombers, f'or examp~e, is I:"estricted by _the number of' targets 
the crews have··been trained to handle and also beca"use a bomber 
attack is a highly~coordinated operati6n involvilig·pomber-tanker 
mating and the coordination of penetratioris and tiDies over target. 
By contrast, a missile u~ing radio guidance, f'or. examp~e, can be 
quickly ·and ea.sily .retargeted. Furthermore, Jilissiles can operat·~ 
independentlY.· Hence, the retargeting is a much simp~er prob~em; 
and once a . ta.rget ~ist has been e.ccepted, is mainly an exercise 
in e~ementary bookkeeping, much of' which can be P.re~anned even. . 
for comp~~ely centrali~ed retargeting. 

The Wint·er study Group undertook. a study of the 
weapon allocation and retargeting function to determine if'·any 
value existed in providing a missi~e retargeting_capabi~ity in· 

·,,' 

the command and contro~ system. Four c~asses of'. targets and five 
methods of' using and ret~geting ·we~pons were considered, ranging . 
from a compl.etel.y,centralized retargeting to l.ocaJ..-center retarget-· 
ing. Retargeting Wa.s based on d6.ta on oU.r survi vabl.e forcE!s only. 
This study i~ repqrted in detail. in Winter Study Report No. ~9, 
Ad Hoc _Studies. · · · 

The optimum al~ocation of' weapons (the numbers of' 
weapons assigned to each target) was determined in each· case and 
the mean vaJ:ti.e · of' destruction on the enemy computed. The ef:f'ecti ve­
ness of' retargeting also was computed· in terms of' an equivalent". 
augmentation .of' the weapon force to determine the r~ation betweeil 
the value of':''retargeting and the cost of' weapons. 'The increase, in 
mean ·enemy vS.l.ue destroyed in a retargeted force ·ranged between . . 
20 aud 80 ·per· cent in typical: cases, and the equivalent augmentation 
factor Of' the weapon force ranged b.etween 1. 7. and 3· The costs of' 
increasing the uti~ity o:f' a force (measured by the mean value it 

. can destroy)' by (a) increasing weapon production, and (b) making 
provisions· :for retargeting, co~d then be compared. 

; 37 



WSR-7 ·lElu;~CI.ASSiflf!J f 
I 

Because of the effectiveness and the substantial 
savirigs obtained· by retargeting as demonstrated by these studies, 
we strongly recommend that the engineering feasibility (communi­
cations, data.processing, missile control equipment) of providing 
a retargeting,'capability in our missile force and its associated 
command~ control facilities be investigated. 

'· 
' 4. 3· 2 465L SAC Control System 

For the more effective operational command of the 
manned-bomber force, SAC needs now~ :1) faster, more reliable 
communication of operational command information throughout the 
entire command and control organization~--communication that min­
imizes human delay and human error; · 2) more UIU.form application 
of automated data-processing to the operational command aspects 
of operations, planning, intelligence, and materiel; '3) additional 
off-line data-processing capacity and substantially improved com~ 
puter programs for the generatio~ of both operational and longer­
range pl&ns; 4) some on~line data~processing capability and 
associated computer programs for assessing the status of the force; 
: 5) increased insurance against loss of the central control function 

. in peacetime f'r,om accident or natural disaster; .· 6) greater em- · 
phasis on operation of the force without the central control func­
tion (but ·not withou~ the central command function), since the 
facilities necessar,y for central control are not likely to be 
availabie during and after an enemy ICBM attack; and · 7) improved 
ability to exercise and evaluate the capabilities of both the force 
and the various command posts under a spectrum of realistically 
simulated conditions. 

The 465L system is addressed to the above areas of 
need at SAC headquarters and presently has scheduled dates of : 
:a) 1 January 1962 for installation of a military computer at SAC 
headquarters, .b) 1 April 1963 for initial operational capability 
of the system, and · c) 30 June 1965 for complete operational 
capabilitY• The Winter. Study Group is of the opinion that these 
scheduled dates are late in light of the rapidly changing .threat 
and composition of the. SAC force. Further, it appears that present 
planning for improvement in SAC v s operational. . command a.bili ty, 
as evidenced by the 465L program, tends to neglect certain im­
portant matters,. as· follows: . 1) in 465L, new hardware, new com­
puter programs, new operational procedures are to be . introduced 
relatively abruptly, a situation that could result in a decrease 
rather than an increase, in the operational command capability of 
SAC for .an appreciable period; however, efforts which SAC is making 
to train and familiarize its staff and its plans for parallel 
operation will help somewhat in this regard. .2) There is a 
continuing need for data-processing experim~ts in the operational. 
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environment· i!l,t ·SAC heaaquarters; -.. 3) staff and line personnel of . 
the headquarters should participate more directly in the design-
ingi filling~ changingi using, and policing of 465L v s evolving 
d&ta base as . part of their everyday job; -:.4) in 465L,. attention 
is being concentrated on the activities of the Director of · 
Operations; to be effective a command syst~ must. be designed to 
achieve a uniform integration of the operational command functions 
of intelligence, planning, materiel, and operations; '. 5) the value . 
of ':the 4-headquarters equipment configuration for survivability and. 
reliability PurP0ses is questionable; rather it is important to 
stress the mi8'!;!ion of the· overall system in peacetime as one of ._ · . 
preparing for· war andi as such, it should emphas:J.ze the generation . 
and exercising of an. austere backup system which ·one should.· rea.J..ly 
expect to use during crisis and general, war; · 6) the appropriate 
role of ·the SAC CQ111D18.nd system in a future force that will include 
large numbers of fix~-targeted: missiles requires increased· em;.,· · · 
phasis and resolution. · ;. · 

No well thought out Mternative now exists to con­
tinuing the initial portion of the 465L syetem, with th.e exception 
of the rembte cOiilmunications complex (RC.C ), since SAC'U s need for 
improvement 6f its operational command ability cannot risk being 
delayed further~ The Winter Study Group believes,' however, that · 
action can and Bh.ould be taken in the immed:l.ate future t.o change 
the present 465L program both to provide SAC with an increased 
command system capability :at an earlier date and to reduce any 
deleterious effect that the introduction of highly automated 
equipment and procedtires into the existing SAC organization is . 
likely to cause~ · · · · · 

. Accordingly, in regard to the 465L system, the 
Winter Stuqy Group' recommends that the·.uSAF·establish a 
continuing technical consultant team from within the Hanscom 
complex to ,. ':'.a). assist SAC headquarters with the accomplishment · 
of mission. ana.· coUunand analyses, ., b) help SAC personnel achieve 
better operational colDJIIBil.d capability at .an earlier· date' with 
SAC 1 s .present·. command system .: c) undertake detai!-led planning to 
ease the phaseover · problem from the introduction of the ini ti8J. 
465L equipment configuration into the SAC·· orgailization, and :; d) 
determine an integrated command-system command plan for SAC. 

. We believe that the USAF, through the help of the 
Hanscom. consul~ing team, should look into the folloWing proposals : 

(a) Obtain the immediate assignment of".a number 
of- operatiorui.l design and computer programming personnel to SAC 
headquarters in Omaha to help SAC personnel with an extensive 
effort to_improve the SAC command system by adding more operation~ 
ally useful programs on a continuing basis to existing and future · 
computers. 

. .. 
; .. ·---~· 
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(b) As soon as a military computer. can be in­
stalled at SAC. headquarters (earlier than 1 January 1962 should 
be possibie) then:. 1) expedite the conversion of existing pro­
grams to the new computer, 2) design and write other computer 
programs that can evolve toward the more auto~tic SAC command 
system, and 3) ar~ange to use SAC personnel. extensively in this. 
latter ~sp_ect of the work. 

(c) Speed development activity on the traffic 
control centers ( TCG), local control complexes ( LCC), data. modeins, 
crypto devices, and-military computer, but incorporate into the 
design of the-·rrcc the ability to accept teletype inputs as .well as 
high-speed, digital-data inputs. 

. (d) Defer production em the remote .communications 
complex (RCC) and the data-presentation subsystem pending a study 
to determine if less expensive and less elaborate equipment can 
meet realistic system needs. 

. (e) Define an e'quipment list for the next step 
toward a more automatic system for the SAC command after the initial 
operational.capability as determined .by the above study. 

4.4 Defensive Forces 

The.Winter Study group, like many other groups, does not 
foresee any effective AICBM system at least until the late 1960's. 
For this reason, our review of command and control of strategic 
defensive forces did not include AICBM system considerations. 

Winter Study also did not seriously consider the nee~ for 
space surveillance and satellite interceptio;n capabilities. The 
basic questions to be answered here are who needs .space surveillance 
and satellite interception capability (i.e., what coliD1!8nds and 
agencies); why do. they need it (e.g., arms control and inspecticm, 
active defense.), what do they need, and who is responsible for it? 
Although Winter Study has not considered these questions, we have . 
made a technical and cost analysis of the space surveillance prob­
lem which is reported. on in Chapter III and _in Winter Study Report 
No. 111 Sensing Panel. · · 

4.4.1 416L Continental Aircraft Control and Warning System 
.,:, _;· • t'(,)\.' ' ;, I ~.' 

. The weapon control aspect ·of continental .u:. S .. air .. 
defense is currently provided by the 416L system.:··· 'Wherl416L is 
operating in either Mbde I or Mbde II (i.e., using SAGE), it appears 
to have sufficient control capability to cope with the anticipated 
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manned-bomber threat in the period 1960-1965, unless the enemy 
adopts lov-al.titude penetration tactics. Hovever, 416L and its 
.associated weapons are ,quite vulnerable and could ·not survive .even 
a moderate missile attack. directed at, the .. SAC .force. Yet,· current 
capability. for Mode III .operation in 416L (without SAGE) is in­
adequate· for meeting the anticipated threat. in. the ·period 1960-1965. 
from Soviet .manried :bombers in a follov~on attack to an initial 
missile strike &gainst SAC bases. 

. with. respect to ·the 416L system, the Winter 
Study Group rec9mmends specifically that : · 

l 

(~). Either a-dequate facilities be provided 
at the long-range radar sites .in 416L to provide a broader base 
for Mode III operation or same other method be, implemented to pro­
vide sui table air ·defense . control capability. follovfng an .initial. · · 

· c<?unterforce ICBM attack by an. enemy. · · · 

. (b) Operation ~f th~ SAGE P.ort.ion be brou8ht .. 
up to as h;i.gh a level of efficiency as possible, but no further 
equipment.be·B.dded beyond that·provided.byctirrently committ~. 
funds, axcept as necessary to accomplish the recommendationin (a) 
above. · 

. . ... · (c) Studies be expedited and a decis;i.on 
reached on th,e .suitability of a modified SAGE for both civilian and 
military air traffic control and continental air .. defense· weapop;' 
control. · · · 

' 

Some clarification and .qualification to the. 
above recommendations are necessary: 

. . ( 1) The Mode III or post-r strike system men-
tioned shqUld assume· no sAGE Mode I or II. capability to be avail­
able. However, with respect to this p:>st-·strike ·phase' we need · 
more common agreement (after proper study) on th~, role, of: the 
Soviet inanned bomber after 1962. Maybe this .~ole is so insigni-
ficant .or :iJD.possible to. cope with when ther~ >;is no AICBM system 
that we should. forget post~strike air defense.· -~ . ·· 

. '· . . ' . i } :: .. ~. ·~ .... · 

... . (2) With the 'd.emi.se o:f the super.comb~t qen-
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ter program, all.high-lev:el planning and study on joint DOD-FAA 
control facilities has decreased~ The USAF should press that . · , . 
this high-level co-operation be recreated before proper studies 
and planning .can be .undertaken.with respect to the role of SAGE 
as a national surveillance network and its use in enroute ~ir 
traffic control as well as peacetime air ¢l.efense ~ · 

. i·; 
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4.4.2 425L NORAD Combat Operations Center System 

Various studies by the JCS, USAF, NORAD, B.n:d ADC 
have resulted in a broad expansion of' NORAD' s mission from air to 
aerospace. defense. Further studies are in progress to define in 
more detail the assignment of' specific tasks. over and'''above those 
recently assigned such as BMEWS and MIDAS. It is reas.onable. ·to 
expect that these studies will result'in the assignment of' addi­
tional tasks such as space surveillance aiid baliistic and satel­
lite defense within the framework of' the broad mission of' aero­
space defense. Therefore, in regard to the 425L system, the -Winter . 
Study Group now recommends that : · · · . 

(a) A continuing technical consultant team from 
within the Hanscom· complex be organized immediately to: . 1) See 
that NORAD has the necessary interim help to improve sigriif'icantly 
its present capability for command. of' existing .. forces, .2) examine 
the functions that NORAD should perform in aerospace defense re-· 
sponsibilities, 3) examine the functions that NORAD should per­
form in support of' and as an alternate headquarters for JCS ~d 
SAC, 4) assist NORAD. in a detailed command analysis leading to 
an evolutionary ·system command plan in accordance with the ap­
proved recomm~dations resulting from the studies referred to 
above and those currently in progress. 

(b) UPon completion of' the studies currently in 
progress, requirements for an automated~ baXdened, NORAQ command 
system be determined and steps taken to implement the system in­
dicated by the study. 

4.5 Theater Operations 

''The -requirements for post-1963 limited war operations and 
the USAF role.in those. operations are not clear. Consequently, the 
selection of' the force composition and the associated command and 
control f'acilfties are difficult to define. .This is exemplified . 
by the very few L- systems planned to date thRt . are directed . toward 
this putpose. Two basic questions must be ansWered with respect 
to the_ater operations: a) The role of' theater .forces in general 
war .. and in limited war operations, and . b) the operation of' Com­
posite Air Strike Forces (CASF) in limited war operations where 
plans must be . fluid because of the unknown areas of operat1ons. and 
the unknown and. changing target situation. 

Three areas should· be strengthened: a) The communicati9Ii 
between higher comln.and. the the theater CINC's ·arid forces to achieve 
warning (both ways) and strike authorization in generiu war {bomb-
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alarm systems _in the. theaters would aid in achieving the warning), 
b) fixed command and control facilities in the theater for the direc­
tion of air defense _and strike weapons, and c) mobile command and 
control facilities for deployment and us.e of CASF· in limited war 
operations. 

Enroute, main base, ~d forward base communications 
to meet the above needs must _also be improved and augmented. AJ.so, 
computer assistance in the ZI for rapid updating of CASF contin­
gency plans ( e.mployment and deployment) can be profitably used. 
The Theater Operations Section of Winter Study Report No. 8, _System 
Panel, further sugg~sts some specific and detailed ·areas that should 
be studied, although the recommendations in WSR-8 are not co-ordinated . · 
Winter Study Group recommendations. 

' ·. ' ' . 

4. 5 .1 412L Tl:l.eater Air-WeaPon Control System 

, For tactical air-weapon control, the equipment of· 
4121 is too large,. complex, and cumbersome to be used in a fluid 
tactical situation. Accordingly, in regard to the 412L system,the 
Winter Study Group recommendS that: 

(a.) ·. A continuing B.l:'la.l.ysis team be established .im­
mediately from within the Hanscom complex to work with ~C and the 
theater. commands and deteriJline the ·requirements of an air-trans­
portable or airborne; integrated control system that can provide 

., uniform assistance to :the theater comma.nders·in all aspects-of their 
weapon-control functions. 

(b) Except for those 412L systems that are sched­
uled for fixed inst8J.lation oversea~;~ or for assoc.iated training ' 

· activity in the U.S .. , · further . procurem:ent of 412L system equipment 
be deferred pending deteimination of the proper need and configura­
tion of an integrated command and control system for theater opera-
tions. · · 

4.6 Communications* 

. To increase b.oth the efficiency of peacetime comiinmi.cations 
and to reduce the vulnerability of c6mmunic~tions Under harrassment 
and in -wartime, the USAF needs, as soon as possibie: 

* The Winter Study ·Group did. not consider the responsibiliti.es or 
: pesi tion of the Defense Communication Agency. · 

~·. \ 



(a) A world-wide pre-hostiiity, integrated comm­
unication network that can be shared with 
respect to both switching·and transmission 
:facilities by all points reqliiring communi­
cations; and 

(b) A separate, highly survivable, backbone 
communication network to maintain at least 
a portion o:f the basic operational command. 
:functions during and a:fter an enemY attack .. 

The Winter Study Group is o:f the opinion that, to date, 
su:f:ficient steps to develo~ and implement these necessary commUni­
cation networks have not been taken by USAF, since activity under 
the 480L project has been limited to the writing o:f communication 
standards and the o:f:fering o:f advice on communication problems to . ·· 
the other L-systems. ·Accordingly, the Winter Study Group now 
recommends that : 

(a) The 480L project be broadened in.scope and given 
authority and responsibility :for implementing, without :further 
delay, a world~wide, common ... user network as well as the hard-core 
communications necessary to maintain some basic command functions 
during and. after an attack. 

(b) Work that is already well under way on the separate 
communication facilities for the various L-systems be continued . 
only as necessary for not delaying the scheduled operational dates 
of these systems and, in each case, a capability :for tying into 
and using the common-user and hard-core communication networks at 
a +ater date be provided. 

(c) Both the tra:ffic control center (TCC) in the 465L 
system and the message-switching equipment in the 423L system 
( Comlognet) be evaluated as possible prototype apparatus for the 
common-user communication networks. 

CONF~D. Elf 
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•CHAPTER r CONCEPT$ OF OPERATION . 

The command and control problem must be put in context and the 
things to which :it is related examined.. ·The· ftinction of· command· 
and control systems is to help the mili ta.ry organization control ·; 
the force. · Specifically, it is to .facilitate the flow of informa- ·· ·· 
tion into the organization, within the organization, arid from the 
organization ·to· the weapons. Sensor systems gather and process · · 
data about the enemy force; control systems involve direct control'' 
of our .own force; and command systems facilitate the ·flow of infer.;; 
mation needed to make decisions and to coordinate the activities bf 
different commands. Thus, a command and control system ·is related 
to the.organization which will use it and to the force it controls. 
The ·force is controlled for purposes (to support a plan or stra­
tegy)· that should also be considered ·in designing command and con-·· 
trol systems and in settirig realistic operational requirements. for · 
them. ·· · Finally, the design of command and control. systems will be 
affected by the prevailing technology. we; therefore, havet studied . 
the command and control problem in a C:ontext which, for convenience,-· · 
can be. broken down into the following four related but distingUish- ·.· 
able parts. · 

:Military ·Organization: It is customary to think of an organi­
zation in t~rnis of an organization chart showing the lines along . 

_ which authority flows. A complete description' of the organization 
would show all lines of flow of data, or information, of which 
authority. (or commands) are. one kind. We shall think of the mili­
tary organization as a group of people plus a set of rules for the 
flow of. information between them. 

,\ 

Force: By .this we mean the numbers, kind, and perfoima.nce of 
weapons, both ·our own and the . enemy 1 s. • The recent ·arid continuing 
reyolution _in military techriology causes rapid and drastic changes 
in the. force .structure. The command. and control problem, like 
most .current ·military problems, arises to a large rextent from the 
rapidity :of these changes and the difficulty people and organiza- · 
tions have in-adjusting to them. The problem considered by the 
Winter Study Group is how electronic data processing can be used· 
to help a rapidly evolving organization control an even more rapidly 
changing force under conditions where failure of control becomes 
increasingly dangerous. 

·Strategy: . We use this term in a general sense to mean national 
military policy,_ war plans, and tactics,- in fact-all-those plans 
for deterring deiiberate war, stabilizing the international situa-· 
tion against war by mishap, and· conducting war and· terminating it 
on the:best possible terms should deterrence fail. 

45 
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Command and Control Technology:., This includes the technology 
· of computers, comm~ications, displays, and sensors and the various 

methods of protecting such equipment against attack. 

These four subjects are not discussed for themselves, but 
rather· for their_ ef_fects on the design of command and. control sys­
tems. . The use of automation in command an(l control is a newly rec-. · 
ognized problem. At present there is rio group of people whose ex---· 
perience. a.Ild competence lie.directly -in the areaof. command and 
control systems in the same-sense that t_here are people who have 
experience in the ;related ~eas; _such- as weapon systems or communi­
cations. _Thus, the approach to the problem necessarily invo.l. ves · 
getting people from these _surrounding fields to extend their sphere. 
of understanding into 'the fiel(i of command and control systems. 
Progress . in command. and control will therefore tend_ .to be greatest 
where the command arid_ control problem borders most closely on re­
lated areas. .This chapter, for example, will deal- primarily with . 
the relation to-force structure and strategy. The following-two 
chapters .will emphasize the relation of. command and control systems. 
to the military organization and to technology. However, before· 
turning specifically to questions of strategy and force structure, · 
it will be desirable to say a few words about a.J..l ~our of the re-­
lated subjects and to indicate briefly how they influence the de• 
sign of. command-and control systems and also how requirements. for 
command and .control systems may influence developments in ·-these re- ·· 
l$'i.ted_fields. 

As will be discussed fully in Chapters·II and III, it is con­
venient -to con,sider _command, control, and sensor systems in .a, spec..- · 
trum extending from command systems at one end to sensor systems at· 
the other. What we.have to say about systems will depend on what 
part of the _spectrum is being dis_cussed. Sensor systems are, in 
many yay:_s, similar to weapon systems. They are closely related to·· 
the physical environment and are developed~ produced in· quantity, 
and deli v;ered. to the: command essentially complete. A command sys­
tem, on the other hand, is deeply embedded in the structure of the 
command. It . should grow and . develop within the command • and in a. · 
way that is de~ermined by the experience of the command in working 
with it. 

Just as the command should determine the evolving character of 
a comma.n:d system, so an overall plan for distributing command sys­
tems within the military organization can influence the way in which 
the military organization evolves~ We are here r.eferring to the ac­
tuB.l operating organization (the lines along which information, in­
cluding. orc:ters., actually does. flow) which is· never completely. de­
fined by paper, organization charts. Today the military_ organization · 
is evolving in the direction'of_strengthening the role of theuni­
fied and specified commands. An overall plan for command systems 
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could either.·· encourage. this development, .or -it could retard .it :~d 
stre'ngthen the role of the services.·. The· Winter Study .Group' does•·- ·' 
not feel ,qualif:ied .:to say how the· li1ili tary organization should - · · 
evolve.. We. do, however, ·:point out that here·. is a: possible· means 
of influencing such.:evolution and< that this. means· could be ·ex:Ploited· 
to force the organization to, develop in a desired direction~ In;.. 
deed such-influence will probably be exerted in any case. If it 
is not: exerted consciously and deliberately ·to support a 'high-level· 
decision; the influence of command. systems on organization will falL 
by default to the sub-policy level and· be exerted by. people ·who may -
have little qualification to.determine military organization, who . 
may have no des ire to do so and perhaps may ·not even be aware of 

·the influence they are .exerting . 

.-The . coupling of a. command system to the force should be as 
flexible ~s possible in. the sense that. rapid changes in the force · 
should .have as little effect as .possible on .the usefulriess of the·· 
system.· A military organization requires continuity and stability 
and a chance. to build .up tradition _and to evolve at a ·rate compat­
ible_.with the response .time of human institutions. One ofthe.pres- .. 
ent difficulties Of the military organization is _that·the revolu-

. tionary changes in weapons have tended to upset the. traditional or ... ' 
gariization lines.. New functional patterns o:f organization are .super;;. 
impd:l ed on the remains of traditional patterns, thus creating ·con­
fused lines of authority. Because command systems are intimatelY 
tied to :the mi],itary. organization, they should be relativelY flex­
ible in their relation to weapon systems. Command systems should, 
as far, as possible, cushion the shocks invo:t.ved in the adjustment 
of the organization _to a volatile military ·technology. 

Next co~sider the relation of· our problem to: command and con­
trol technology. Certainly· the development of technology will de­
termine and limit the design of command and control. syst:ems. How­
ever," the influence can.and should·go also ·.rn the reverse direction. 
The needs ()f command. and control systems should stimulate general, 
long-range research and development in command and control tech­
nology .. To date, ... command and control systems have had to u.Se avail­
able equipment designed and developed: mainly for other purposes; ·.or 
else eqUipment .has had ,to be. developed for a particular system.· 
What. command and· control. technology needs is the same kind of basic 
research and development programs that have given weapon systems 
and commercial applications a rich background on which to draw. 
Just as fundamental studies in propulsion and guidance are under­
taken to support Plis.s1le system~, so ·.similar studies in ·computers, 
conimunications, displays and other fields should be undertaken 
specifically to support the command and control program. Stronger 
guidance and stimulation.for such· studies is urgently needed. ·This 
point_., is discussed more:.·_fully in .Ch'aPter. I.I·~ ::.' · .. :~ \J':..::1:· ··I:;~;··· ·:.:~·l.:;.c~.l 

.,. 
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... Finally, consider the interaction with strat·egy, which is the 
main subject of this chapter. · Our purpose here- is not to give a -­
comprehensive -discussion of_ strategy, nor to suggest what our_ 
national strategy will be. or should be in the next decade. Rather 
we shall consider· how· strategi.c choices affect the- requirements on 
connnand and .control systems. To what strategic factors are these 
~equirements sensitive? Of what are they relatively independent? · ·­
we· shall point out ways in which, if care is. not· taken, connnand 
and control systems could unnecessarily restrict strategic flex­
iqility; that is, strategies could (perhaps unconsciously) be 
built in to the connnand and control system. 

It is necessary to distinguish between long-term·strategic 
choices (such as determining the kind of force we build) anq 
short-term choices having to do wi'th how an existing _force is used 
under various contingencies. The-long-term choices affect there-' 
quirements for connnand and control systems. One desirable require~ 
ment for such systems is that they·not restrict strategic flexibil;.; 
ity in the short term, or at least that they eiiminate no more stra­
tegies than are already ruled out by the nature of the force .. ·In 
other words, connnand,.control, and sensor systems should try to 
maximize the number of ways in which the force can be used. There 
are two cases, however, where connnand and control systems may in­
dependently limit strategic flexibility. 

(a) Some ways of using the force may-require systems which 
are so elaborate ·and expensive that they compete with the force 
itself for money, technical manpower, or other limiting resoU:rces. 
_This will scarcely be so for connnand systt::ms· which are inexpensive 
compared with weapon systems. It could, however, apply to sensors. 
For example, .if we want· to be in a position to knock out eneiny 
missiles with our own missiles, we would need expensive sensor 
systems for surveillance, especially if the opposing missiles were 
hardened, dispersed, and concealed, and even more so if they were · 
mobile, since that wouldrequire almost continuous surveillance. 

(b) Some possible ways of using our force might be rejected 
deliberately as being too dangerous, or appearing to be too danger­
ous, or because of political reasons. For· example, continuous sur..: 
veillance of opposing missiles might be rejected as part of a formal 
or tacit arms control agreement to reduce the fear of surprise 
attack. 

, What follows will apply these general ideas to specific 
problems.-

. :' 

While reflecting on the overall problem of operat:i. onal com­
mand, a few general connnents on current and planned L-systems are 
suggested. The main conclusion is that far too little attention 

cor~ 
~-. 
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. has been given to the survivability of commazid and the· abiliti ito 
control our reaction after we are hit. Planned-systems are de-

. signed a],mp~St· enti:r;-ely for peacetime or pre-strike· operation. ··."In· 
terms: of.:: the distribution of dollars;·. the emphasis of the L-system1 
planning.' seems to.be em. tactical.warning of missil~ ·.attack.' Whether' 
such emphasis.· is. sound, depends: on the. controversial str-ategic ·ques- .. 
tion of what !'Ole tactical warning would. play- in the' missile age.; ·' · 

.- i ' -~ ' ,-__ · .. 
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1. THE, FLOW OF .::INFORMATION· ·. • 
:. ·, 

The function· of a' command and: .control· system, .. as~ mentioned .• ·~ .·• · 
earLie·ri' is to fac i·li tate the flow: of .. the inf'ormati·on required to 
enabl.e ··the. military: organi.zation. ·to· control the force.. :The rate 
of flow of;in:formatibn depends on·.the volume of ·information: .. tha.t · ' 
must. flow:{that·, is; . be·· gathered, . processed,~ .transmitted, stored; ·. ·•·, 

·retrieved or displayed) and on the time during which the flow is 
required to take place. Thus: 

. volume: :r:a.t•e: (of information flow) = ti ... . me 

The volume of information is becoming increasingly large. 
With the development of faster and quicker-reacting weapons, the 
time is decreasing so rapidly as to give an almost explosively 
rapid increase in the required rate of information flow, thus cre­
ating requirements which present systems are not able to handle~ 
However, increasing the rate by building more elaborate and auto­
mated systems is not the only approach to the problem. For ex­
ample, we can also look ~or procedures which reduce the required 
volume of data. 

To· find realistic operational requirements for the design of 
new systems, we must look at·a wide spectrum of conditions of 
peace, cold war; limited war, and general war. Systems should be 
designed not to facilitate a single response (such as all-out re­
taliation) ·nor to deal with a single contingency (such as a surprise 
attack) .but to permit a variety of re-sponses to a variety of contin­
gencies, including diplomatic crises, extremely provocative acts, 
limited strategic attacks .and \:courtterat;tacks:, possible technologi­
cal breakthroughs and even political breakthroughs, such as limited 
arms-control agreements. 

However, certain of the conditions under which systems may have 
to operate may be dominant in the se;1se that, if the system can per ... 
form satisfactorily under them, it will also perform well under 
other, less stringent conditions. In particula~we should look at 
situations where the volume of data is large or the time is short 
or both. · 

The large volume of data to be handled is a dOminant factor 
in peacetime operations such.as intelligence processing, generat­
ing and evaluating plans, and war gaming. These activities will be 
discussed in Chapter II, which will also cover the special problem 
of SAC where the present system is strained because of the need to 
pass a large volume of data up to the higher command so as to main­
tain a tight centralized control. There is a similar need for tight 
and relatively centralized control in tactical operations, but the 
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requirements on . the conuna.rid and control system come.: more·. from· 'the 
need for rapid communications rather than large volumes of data. 

. . '.. ·. 
·In .tactical. or. theate.r operations in limited wars,· and espe~ · 

cial;Ly when the operation involves .our intervention·in an internaJ. 
upheaval, there is a need for a tight centralized control which · . 
will permit the: dominant poli ti'cal· constraints to be imposed on the·· 
military operations~ .. It is the essence ·of limited wars that they . 
are limited by political rather than military considerations. · If 
the b.asic political·purposes are to be realized there must be an 
~bili ty to coordinate military operations ·and polftical objectives· 
at several .levels of command .. This requires rapid communications 
which can be rapidly established even in·remote places, since the 
success of limited operations depends· to a large extent on their 
timeliness. 

The section on.tl;J.eater operations in Winter Study Report No~ ·8, 
Systezn P8.pel, discusses in detail some of the command arid control· · · 
problezns o:f TAC and theater operations, and shows how much could be .· 
done now·with.off-the-shelf equipment if· relatively-modest fuilds· · 

I . . 

were available. . The :papid planning necessary to ·launch a success-
ful lind ted. ·war operat'iori can be greatly facilitated by a computer, 
since the success of the op~ration depends to a great extent·on 

' . 

the ability to move forces and their support quickly. If the nec-
es~:;ary s1;1pport elements and the interactions between elements of 
the force and their ;Support have been represented in the computer 
program, possiple sources of trouble and conflict may be uncovered 
and str~ghtened out. be:f'or~ the operation is well under way.·· A r 

· force:· which: h,~s reduced its own internal· sources of trouble by care­
ful plann.ing .will surely be. better able. to cope with external· diffi.;. · 
~ul ties and uncertainties~ ·. A computer cari aid in making such plans; 
especially cin a crisis when a ·response has to be improvised quickly. 
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2. THE CRUCIAL CHOICE 

The severe requirements on command and control systems imposed 
by the cqmpression.of time arise from.the speed and quick,reaction 

. of modern, '.weapons and the nat"i.lre of modern strategic war. - It may' 
be useful to digres1:1 briefly to take a general look at the revolu- · 
tion in strategic war. We .have traditionally viewed war as the use~· 
of force to protect value. By value is meant people, their homes 
and :!,nstitutions (such as freedom), land~ food supplies, nat'\lral 
resources, industry and so on. The recent technological revolution. 
has upset the classical relation between force and value. The change 
may be summarized by saying that countervalue attacks have become 
much easier, while cotinterforce warfare has become more difficult. 
and has come to depend increasing~ on the ability to achieve tac­
tical surprise to get in the first blow. 

In the past a. military force, such as an army, could play a 
protective role by interposing itself between the value it·is de­
fei?.ding•and the opposing force. The enemy could not threaten the 
value without. first dealing with the force. Now, however, the 
value is more exposed than the force. In fact, because of fall­
out, the enemy cannot attack our force without also damaging some 
of our _value (how much depends on our civil defense). 

In the past any weapon, such as a gun, tank, or battleship, was 
expec.ted to fire many shots during a war. -·. Consequently, it made 
sense.to shoot and keepshooting at opposing weaponsand try to 
knock them outbefore-they could to a decisive amount of damage, 
no matt~r who happened to fire the first shot. Now, however, we 
are_ moving-into the era of ballistic missiles, which fire only 
onc_e; so there is no point in shooting at them unless· one can fire 
the first shot. Thus,. success in modern strategic warfare depends 
on destroying the opposing. force in a sudden and coordinated first 
strike, thus_, eliminating the opponent's ability to threaten one's 
exi>oseq value. Deterrence of a·counterforce first strike depends 
on the ability to strike second, .that is, to retaliate 8.gainst an 
enemy who has struck first. 

We shall deftne the response time of the force as the time from 
the decision to attack until the force arrives over target. Thus, 
.the response time includes both preparation and flight. time. The 
respons.e time of the weapons has been steadily decreasing as we go 
from piston-engine planes to jets to missiles and especially to 
solid-fuel missiles with short countdowns. 

At present the security of our bomber force depends on our 
· ability to detect a thre~tening attack, or preparations for at­
tack, and to respond by putting our bomber force on a higher de­
gree of alert or even getting it into the air. As the enemy goes 
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through the cycle of prepar~ti.on from maintenance to ground alert .. 
to. ta.k~:~off to .flight, we" pllflll t9 go j;hro;ugh a:: similar pyc'le 'With .. ·• 
a delj3.y deternlin.e.d py the response tiiD.e o.:f our command and. contro.l. : 
system. • The response. time of our coinmand and control system is' :· .. : 
the time required to gather data on enemy moves, to process, evalu­
ate and tr~¥tsmit t}1e d~ta,, disp_lay it. to a q.ecision:-maker, ,.reach a 
decision and.. trans.mit .the, .4ecision to our fore~.· As th.e respon·s~:·. ,. 
time of' weapons decreases, the· response :time of the command .and . 
co!ltrol. syst·em must also deC.rease. . Too long a .delay betwe~n· enemy 
actibn ·and :our ·reaction could .be. fatal. Our force could be taken 
by s\irpr:i.se. and knocked out on ~he ground:. . ' ' ' . . . 

' ~· 

. Baiftstic -~issiles (in particular solid~fuelmi~~ile~) fu.asti~~. 
ally ·d.ec:X:ease 'the reaction' time of the' for~e.. EXtrapol~til1g pres- ' 
ent-· trends ~nto ~he ftitur_e, one can imagine a. conimand post 'Where 
data from sensor systems is displayed ori a large screen showing 
the i:;rajectories .of enemy missiles coming toward the ,u.s ... from dis­
tant points~ :Decisions to counter-attack are made in a few minutes 
and tr~sm:itted to bur missiies. Perhaps the buttons that'fire ouil 
col.ltiterattack ·aT,~ locateq. :j.n the· collliiifUld pos1; itself. ~e comma.rider 
tlien-'corid.u¢t~ the w8J:' looking .at the display showing erieniy moves and 
pushing buttons to nia.ke the·· desired coll!ltermoves. ~. M8.ny of tl1e .cur:.. 
rentiy pla.rllied _sys1;ems seem to be pointed~ at le~st · implicitiy~ ·. . · · 
toward .this image ·(;);t ·st'r.ategic. war in, the missile age~ Some such: .. 
image. us.u~l:Ly, lies ·_behind references . to .the. 'compres_sion of tinie. . 

The ballistic missile is an ideal first-strike ·weapon because· 
of its sho~t :response time.. This is the feature of ballistic mis­
siles· whiehthe side .striking first woUld exploit .. The defender,.' 
or :the· side. 'striking second, . could. also exploit the quick reaction,· 
of·'niissile·s· to prevent his force from being caught on the' gr9~d. ·· 
This would require that his command, control, and sensor systems 
also be ,fas-t:; re.acting. However, there is another feature of bal­
lis~fc l!l~.ss=!:l~s which _t_he defender ca.xi .. exploit, .. riamely their, sur-_: .. 
vi vabi~i ty. Unlike ,,a;ircraft' which ¥-e' V1llne'rable and can be pro­
tected. 6rily at gr.eat expense' ballist;i.c missiles ca.ri i:>e prote'cted . 
by s'oine combi!lat;ion. of hardness,. dispersal,. ~q. mobility. A sec-· 
end-strike capability for _missiles need ·not depend on. quick reac-. 
tion to avoid surprise.' ' . :it can depend on t;he. ability. to survive 
a surprise' 'a.t'tack. The choice between exploiting the quick reac~ .. 
tion of missiles or exploiting their survivability is a crucial 
one for national foreign and military policy ~;~.s well as for. setting 
operat1.onal requ:iremerite{ for comniand and control systems. ·A soft, 
vulnerable, quick-reacting 'force 'requires a lti.ghl.y reliable system 
With ·a ·very high data 'rate .. The syst·em~ hbwever, Ca.I;l:be soft sinGe 
it must do its j.o"b ·before being hit~ ·ene does· not_heed a surviv~. 
able system to 'control ·a non:-survivlil.ble force." ··on the other hand; .. 
if we decide. to depend on a stirVi vable fer ce that colild accept a' 

·:) 

53 



54. 

\ 

COI\Jc-f 'T 
. 11.¥ClASS!flfiJ' 1 

. .. 
surprise attack and remain. able to strike back; . we need a command .. 
and control system .which can· survive with the force and cbn:trol~ it~. 
The data rate of the surviving system, however' may be rel~ti v~ly_ .. -
low. 

A soft, quick.:.reacting force is relatively ine;q,ensive. · Th.~ 
size of force required for a specified level of r'etaliatiori is. ) . ··:. 
much ;'i6wer if the whole ·:force, or most if it, can be launched t}lan 

. if niuch of it must expect to be destroyed. Furthermqre; the force 
need not. be hardened, dispersed or made mobile, all_ of which.cost . 
money. The mon:ey saved by having· a relatively small,· soft, quick­
reacting force could more than pay for the elal::>orate sensing and 
warning: equipment required by a fast reacting CO:innlan<i. and control 
system. However,· against ·this coice and ih favor of survivability 

. and a slower response are the following p·owerful arguments: 

(a') Th~ preparations required for a missile attack are much 
less lengthy' elabo:rate,. and eVident tl:ta.ri those for a bomber at- .·. 
tack.· ·consequently, there is much less chance of getting reliable.· 
strategic warning. It seeins inconceivable that our strategic warn- ... · 

· ~ng would even appear conclusive enough to convince the President 
to order a pre-emptive attack, that is, an attack launched after 
the enemy had decided irrevocably to attack but before his attack·. 
had actually been launched. Thus; a quick· response would have to .. 
depend on the detection of an attack which had been·launched but 
had not yet arrived. 

· (b) - It may be possible to develop reliable means of foiling 
the sensors designed to detect_ ballistic. miss ilea in flight ... Sys­
tems such as MIDAS and BMEWS react to relatively weak 13ignals that. 
the e~emy mayfind ways 'to mask. . . 

(c) The sensors are als~ vuinerable. Eeconnaissance satel­
lites could be shot down. BMEWS is sort· and could be knocked out •. 
Although an atta.Ck on our Warning system _would itself be a -w:arn- .. 
ing, it would scarcely be a warning which :would justify lau.rlching 
an all-out attack; Destroying BMEWS for example,. although an uri- ... • 
friendly act, would not provoke massive ret~liation, especially 
if t~e destruction were accomplished by high-explosive bombs or . 
by sabotage. · 

(ci) The sensors a.J:'e liable to_give false alarms, which prob.., 
ability could b~ reduced by haviilg a number of sensor .systems, 
each 'with ·a. low _false-alarm rate. and by depending only on corre­
lated s~gnals frqm several independent systems .. However, it is 
not certain that, we could have even one really reliable sensor 
system, let alone a number of irid,eperident ·ones. 

. I 
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(f) · Even if, such a hair~trigger. state: of readines·s were not· 
· dangerous, .· it looks dangerous., frightens people, and. leads··· to · popu:... · 
lar pressure on. the government to conclude hasty.; . ill.:.considered~ -'· 
disarmament. agree;m.ents without adequate safeguards .. -Furthermore;· ·:­
any brief· decline in our state of alertness would'tempt even a1· ' ... -,. · 
non_:-~gressiye- ~nE;miy to eliminate our. quick..,reacting ·force simply: .. 
~o ,ri(l the- world of what he- would -regard as an accident,.,prone -­
menace. To be sure, warning systems are a display of a second- -
str~ke-, ,·.or retaliatory, strategy. · But ther,e are other: ways to · · · · 
display:a second..,strike strategy without appearing or being acci-­
dent· prone. Examples. ar~_-airborne..;.alerted airgraft· and hardened,• · · 
dispersed, and mobile mis.siles. 

(g) Electronics mayma.lceit possible for machines to do accu"" 
rate calculations in one thousandth of the time previously required, 
but n.o electronic d,ata processing- and displeys,- however elaborate, 
can effect a coiDpa:rable compression·. in the time .:required ·for the ·· ·.· 
human mind. to reach sound decisions. Ultimately, the compression · 
of t:ime runs· up· against the constant· human •factor and forces us -to 
choose_ between surrendering. our power of choice 'to a machine or· 
stopping the compression of time by depending on--survivable, rather· 
th~ :;f'as~-re.aqting,weapon and .command and control systems~ · -

.... ;._, -·: .... ·. '' 

The pest solution to the problem of·r::ompressed time is not· 
el~:~,borate electronic data-processing systems designed to -make quick: · 
reactions ·s~fe, but a simple . survivable_ system •which makes quick · · 
reactions,_ and snap :·judgments unnecessary,. at least·where- therin:o- ·. ·-· 
nuclea:rwar. is ·the issue. 

. -. ~ 
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3. SENSOR SYSTEMS ,·, .:· 

:···· ·. :· .... 

The objections to launching missiles on warning do not apply 
to aircraft;- which can be laU.nched: ,under ·positive •c·ontroL· ;-How­
ever, the. expense of g:round·alert ,plus the, sensor systems re·quired: 
to det~ct missiles in flight· should be compared with the expense~· 
of other measures which do. not depend: on tactical warning.· · SucJ:f·· c:,.. '· 
measures include airborne alert for the near future and hardened; 
dispers~d, and mobile missiles later. W~ have had more exp·eri¢il:ce · 
in keeping airplanes in the. air than in detecting ballistic·· missiles. 
The success·. of • an· airborne alert is· less dependent on the Un.pred•ict-" '• 
able progress ·of·. technology.· · Bombers in· the air . will· certainly not· 
be destroyed ori the ground,. but even the most elaborate sensor sys­
tems may fail to give . warning • . Both airborne· alert and protected 
missiles provide a continuous capability independent. of enemy moves~ 
On the other hand, launching aircraft on warning which turns out to 
be false causes a temporary drop in capability .. ·· 

The cost of·, currently planned warning· systems is comparable to 
that of airborne alert. and major weapon systems and comprises· the · 
greater ·part· ·of the funds for all of the L-syst:ems:.: .:Because of · · ·.· 
this expense and:because these-systems will have·operational lives 
extending well into the missile age:, it is desirable to have the ~-"· 
cleare!')t possible understanding of the value of tactical warning'­
for ballistic missiles. Re'jecting, a strategy which dependS ori· tac­
tical warning does not necessarily imply that we should reject the 
capability to get>tactical warning. :The question is rather how·.· 
muc.h. 9f our limited ci~fense funds should be spent on sensor systems. •· 
for .detecting missiles? It is not the function of Winter Study to 
answer this question .. Rather we have .tried: to give the decis·ion- · 
makers useful data and concepts. The report -of the Sensing· Panel · 
in Winter Study Report No. 11 gives technical analyses of proposed 
syst.ems. This section will attempt to clarify the strategic prob~ 
lem by listing several possible roles for tactical warning and giv­
ing arguments pro and con without making any definite recommenda­
tion .. The suggested possibilities are as follows: 

(a) We could build both a warning system and a force of solid­
fuel missiles well enough protected to survive a massive surprise 
attack. They would, of course, also be able to react quickly to 
warning if it were received. In fact, it can be argued that pro­
tecting the force and making it quick reacting are complementary 
measures. The better protec.ted the force, the larger the att.ack 
which would be required to knock it out and hence the greater the 
chance that the attack would be detected. Also a thousand signals 
recorded by a sensor system would be less likely to be a false 
alarm than ten or a hundred. However, some care should be exercised 
in calculating the probability of one thousand simultaneous false 

J 
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alarms. frqn~.;the probability of a. single false alarm.·. uJ~~dbtedly, 
the chance of a thousand independent s:ignals occurring at· once would 
be so .small as to .give a comfortable feeling' .of .safety. However,. · 
there .. may be some. unanticipated phenomena of such·. cnaracter that. 
they produce many simultaneous signals .which are not statistically 
:independent~. It is difficult to predict the probability of sucl;l . 
phenomena. ,Indeed 13.ll calculations showing the false-alarm rate 
to be .vanishingly small are subject to some uncertainty as to the 
prqbabili ty. that the. calculation. has ignor.ed relevant factors. This· 
probability may be several orders of magnitude higher than the ·cal-
culated probability of false alarm. · 

·,·, .. 

Furthermore, if we build a survivable force which can ac­
cept a surprise att13.ck and remain able to strike back, there WOuld 
be less. pressure to spend the· considerable stnn~-. of. mon,ey needed for 
highly ·reliable and ~edundant sensor systems. There would also :be · 
less. w.f.liingness to. retaliate. on warning 'or even to ass.tnne the. dan-·· · 
gerous hair-trigger postUre required by a strategy of quick reaction~ 

· There is·· also the question of wha~ targets to hit in an at­
tack launched on tactical w.arning. ·A force. designed to surVive :a, 
masf)i ve. attack by most of the enemy· force could easily·· afford to 'take 

.13, _light .attack. But, if the enemy lal.mche.d most ·of· his force, .a.· 
cow;tterforce.retaliation would be futile, unless our.sensor.systems• 
could tell •us, immediately and precisely just .which enemy· missiles.· 
haf! been ·launched and we knew· the_. location of ·the remaining ones. : :. · 
On the ·other -hand, a retaliation against cities is so desparate and 
hopele~s a gesture, ·it is difficult to•imagine a u.s. President · · · 
ordering it ,while, there remained the slightest h9pe that the warn.;;· . 
ing was a mistake. Perhaps the only reasonable' targets would be · · · , · 
airfields from which bombers had not yet taken off. 

·.(b) We could give. the enemy the impression that we. were pre..;·· . 
pare.~ to ,shoot on warning .while actually having no .intention .of 
doing s_p. Thus, we could increase .the retaliation the enemy would • 
have to fear withou-t; putting ourselves in•a.n.accident-prone posture. 
The argwnent against s:Uch a facade is that. it might ·frighten friendS 
anci 'alli~s.:~ore than it did ·the enemy. . 

.{ 

. (c) ·We could have ·the capability to get tactical warning ·and 
react quic$ly but not· normally aasume the alert, hair-trigger pos-. 
ture ne9~s.sacy to exploit such capability. The threat to go ori ·. 
alert .could. t:hen be used. as ·:a deterrent to proVocative action· or 
as a .response to strategic warning. The fear of putting U:S on 
alert :w-ou1Cl,. cpmplicate the :enemy '..s· problem in preparing a first 
strike.si,nce he:would.have.to be .careful not to-gi-ve strategic 
warning. , .This JD.ight reduce .the ntnnber of missiles· he would .d_are· 
to latu1c:P. in the surprise blow. · 
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. . There· is a. deterrent value in being'. able. to increase at 
will the strength. of' the counterblow we could deliver •. However, 
a strategy of' going on and·of'f' a dangerous alert might be more of' 
a provocation than a deterrent.· It would givethe enemy an incen-

.· ti ve to hit us as· soon as we returned to our normal posture·. · Once 
having gone on a hair~trigger alert we might find ourselves fear~ 
ing an accident if' we kept· it up and an enemy attack if' we_ did not. 
It would be dangerous to relax such a posture unless we were sure 
of' our normal deterrent, in which case there would have been no-need· 
to go on a risky alert in the first place. 

To be sure, we.could threaten to assume such an alert onlY 
in the event that the enemy evacuated his cities (a clearly threat­
ening and deliberate act) and to return to our normal posture as 
soon as he did. Thus, we would increase the potential force of' our· 
attack as. he increased his ability to absorb an attack~ The. cur­
rent state of' our civil defense, however, suggests that we do not · 
tak~ seriously· the idea that the Soviets vo uld be. prepared to push 
the threat of' nuclear war to the point of' evacuating their cities. 

(d) Even if' we. reject any intention of' firing on warning, there 
is still s.ome value in having it. In addition to launching aircraf't 
under.positi ve. control, we would. have some time to alert the decision­
making f'unc.tion and perhaps to get some. people to safe places. Lo'Wer 
levels of' command could be alerted and authorized to fire in case 
the attack knocked out the higher command. Some appraisal could be 
made of the size of' the attack and the feasibility of' counterf'orce .. 
retaliation. If' many nations acquire nuclear weapons and missiles, 
a detection system would enable us to tell who :was attacking us 
(unless the missiles were launched from ship~ ·at sea). 

-.. ~-. 

Also some operational experience with warning systems lB s 
a legacy value. It .would be valuable to be able to acquire a cap­
ability: for tactical warning in a relatively short time---say three 
months ·rather than three years---in case we decided to change our 
strategy .. in response to a technological breakthrough· such as a sur- . 
veillance system which enabled the enemy to keep track of' our·mobile' 
missiles. This argument applies especially to satell.ite systems 
where an initial capability could be augmented by putting up more 
satellites .• 

(e)·. Finally we could decide that tactical warning was unneces­
sary for ballistic missiles and evaluate current systems, such as 
BMEWS, solely as a· means of' prolonging the useful life of' bombers 
(imd especially of' theB-47's which are less suitable for airborne 
alert). TP.e · money .saved on sensor systems could then be used for : 
airborne,alert or for measures to make our missiles survivable. 
This proposal might be defended as the.best way to live within a · 
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liinited budget. It has the advantages of unequivocably ·rejecting 
measures which might increase the dangers of accidental war arid of 
conceri,trating on._.survivability _under .. canditiorts. w:Q..~_re __ e'VE2n. th~t-.may 
not:.be easy, to achieve. However~ it sacrifices- ~t~a):;egic :flexib_il;.;.. 
ity: iil_Qot:ti''the. iong and short-_run and WOuld leav~;-US;,lef_;S able: to 
respond to technological changes which might indicat~ that warnip.g __ . 

- is more reliable than we now think or that other measures for pro­
tecting our retaliatory force (such as.mobility) are less reliable. 

. . .: .. : ·' 

~ ,~ . . . 
Let us next consider sensor systems that are designed for sur-

veillance rather than tactical :warning. _. Re~onnaissance satellites, 
for instance, . could be used .for counte_rforce intelJ_igence,. to· lo-.: 
cate hardened missile sites, and to kee,p mobile missiles under sur­
veillance. The I1eed for such surve:i.l:J-an~e will depend on a. strate~ · _ 
gic choice, namely on whether we ·shcmld try-~to maintain (or as some. 
would say, regain) a credible firs-:1;-:strike capability in addition. 

~ to a second-strike. r~taliator,Y capability~ Should we accept the 
nuclear .. staleJilate- and concentrate. on stabil-izing it by building a 
purely seconci-s:trike,-or retaliatory force,or should·we try-to break 

· the stalemate and establish' a strat~gic _superior! ty_ based on a force_ 
sui table for. launching a first strike against the ene~y force-- so as 
to reduce ,the damage done by his counterblow? Could we in this way 
acq~irea strategic superiority great enough to offset the strength 
of the qc:>rnmun~st Bloc in conventional forces and by the threat to 
strike.- the :first·: strategic' or intercontinental, bl,ow deter PI'OVO­
catio~s-. ~ther _than a. direct attack on-: the u. $;? -This controversy _ · 
is crucial .to our national, foreign, and military policy .. _The :de-:-_ 
cisfon. Will have an important bearing on how much qf Otlr resources­
shoul<L be devoted to sensor systems for counter:f'orce intelligenc_e. 

. . ! .. . '·. • • 

Surveillance systemS have also been advocated for arms control, 
as part o~ an open skies plan to guard against surprise attack. 
However,_ the .preparations for a-mis.sile attack. could -be conceale_d 
from such inspection, especially if.the :rp;i:f:!siles;,_:were'iri under-. 
ground silos or. if they used solid. or storable liquid fuels. In 
fact, 'surveillance of the enemy force would be likely to defeat_ ailY . 
plan for a.rill;S control by proViding kriowledge of "tb.e location o:f -_. 
enemy': missiles and thtis make a first strike feasible.- .. Arms c·ontrol -
might'_.better be based on' enough. periodic' inspection to .. let. each. sid.e . 
know approximately_the strength of the .opposing force, but not its 

'loc~;~.tion.. Surely the minimum.requirement· for arms ccmtrol would 
be for e8.~h. side to _allow the other an invulnerable retaliatory 
force.· '(For a :tUiler discussion_- of this ,POii.J:~, :see --~he article 
by H .. ~ssinge'r· ill I<;ore~gi1 Af'fai;rs,_ ·_ ~uly. 1969. ) . _. ·;. . _ -
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4. SURVIVABILITY . · .. ' · · · o~~ ~~~ 

·As discussed earlier; th: m~ t general requ~:!~~~- command­
and c_ontrol systems. is that. they 'be able .. to maintain a rate of in­
formation- flow determined by the Volume of information arid the. al­
lOwed time. Thus : 

-... · .. . :ro1ume 
rate = . ':t!iik ·. 

The system ma_.y be strained because the 'VOlume is .large (the 
main problem in peacetime operation) or because the time is short 
. (as -in a crisis- or just before an attack) or because the system 
has been so damaged ancf degraded that it cannot maintain even a·_. 
low rate (the probtlem of survivability). If we reject a deterrent· 
based on quick response to warning, -and depend upon a survivable 
retaliatory force, we must have a comliland and control system that-­
is a:Lso survivable. _ There is a real danger that the L-s;ys tems will 
pEdt_her -give sufficiently reliable warriiilg to permit the force to 
react·before being hit, nor survive to control the reaction after 
being hit~ · 

-Of course, not all of the functions of command and control sys­
tems need to survive 8.n attack; probably only a small fraction · 
needs to. - It should also be recognized that nothing can be made · 
invulnerable; What we 'do in protecting our force or our conim:and 
and control is to make the enemy work harder to knock it out or. to •·· 
bring about a particular degradation. The degradation of command . 
and control will take the· form of a lo.ss of functions or passage 
of a function to a lower level of command or to an alternate 
center .. 

The Vu.lil.erability of any element of the command and control 
structu.:re can be represented by a plot showing the probability 
that it will be knocked out as a function of the number of enemy 
weapons: (say ICBM's) committed against it. Usually it is conven­
ient to express its vulnerability by a -single number representing 
the number of enemy weapons (with a particular yield and CEP) re­
quired to give a certain confidence (say 90 per cent) of knocking 
it out. We shall refer to this as the price of what we are pro- . 
tecting. · Since the price caririot be made infinite we have the prc;>b- -
lem of· :finding crietria for setting the price required -for any par~ 
ticular ·degradation of command and control. What follows will pre­
sent two such criteria, a quantitative one and a-qualitative one. 
Which one ;ls relevant wilili vary with the context. 

I 

The quantitative criterion may be illustrateq. as.follows: Con­
sider a number of squadrons of dispersed and hardened missiles, 
each squadron having also several d:ls persed. and hardened control 
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centers. The enemy has the choice of concentratirtg his initia'i' 
missile aalvo on our missiles, or of dividing the attack between 
our missiles and our controlcenters. The. purpose _of hittiilg.the 
controi centers would, of. ·course, be' to prevent 'the "missiles frqm . 
being fired~ or at ·least ·to d~lay· their· firing long' e~h for. ·· 
them. t~ be taken out by a follow-up bomber raid. What cri ter,ion. . 
should 'We adopt for setting a~J:price on the loc.al control c~nt~rs'? .. 
One natural criterion would be to ~e knocking out the coritr,ol · 
cent.ers ju~t as.difficult as knocking out, the mis_siles themselves .. 

. The opposing offense is then offered two equally attractive (or, · • 
hopefully, two equally unattractive) options. · 

,. t • • ' 

H~Ywever, . as CEP is decrease, this criterion may require either 
intolerably expensive hardening for the· control centers or the 
provisipn of one control center for each missile. Consequently, 
we mj.ght prefer to depend for su:r-vivability on a mob.ile backup 
system. Suppose the backup sys:tem can do no more than send a fir­
ing orderby radio to the missiles, in contrast to the fixed local 
control centers which, let us say, can also retarget missiles so 
as to Ina.ke. best use of the missiles surviving an attack~ It might 
well· be:,·· for example, that the attack had knocked out the missiles. 
targeted for the highest priority targets and the· surviving mis­
siles ~re-targeted for targets of relatively low p~iority .. The 

. effecti vemess of our counterattack could then. be increased by re­
targeting .... Al?;ain we can present the opposing offense with two 
alternatives. He c·im knock out the fixed local control centers 
(We assume that shooting at. the mobile backup is clearly less at- · . 
tractl ve than attacking the missile force itself) or he can cone en- .. · 
trate 'all of his attackers on our missiles.· In one case he faces · 
a counterattack with a larger, but less efficiently targeted force, r· 

and fn the other a smaller, but better coordinated attack. The · 
fixed centers should be numerous and .hard enough to make the two., 
options equally unattractive. . 

rn many cases it will be impossible to find an exact quantit~­
ti ve measure. for. what price should be put on a particular function 
or on the ability to have· it performed at the desired level of com..: 
mand~· It is rather a matter of protecting the command arid c:ontrol 

·. enotlgh t6Je_ stabli,~h some tolerable threshold f. or degmd.ation. Th,e 
price is ·'fimply a ·quantitative expression of what is intuitively · 
felt to b~ toler~ble. Th·ere _are ·certain f~ctions one would ~ike 
to preserye but would be prepared to lose under sufficiently dras­
tic conditions. Protecting the corinnand and control is simply a 
way o£ • defining what is sUfficiently drastic. , This may b·est be 
illustrated. by the trigger and· safety ca~ch problem for the retalia­
tory'force. 

CJ!\IFIO-
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ll~'Cf.A.~~If!E!J, 
5. TRIGGER AND SAFETY CATCH. 

~ 

we. 'wa:tit to make s'Ure that ( 1) our strateg:i.6 offensive :fore~~ . · : .·. 
could pe triggered in i:;ime of )'l'ar' s:i.nce otherwise -~ t ':would be ur:;e:.:.. 
less as a deterrent; and· that (2) it will never be set off by mi.s- .. 
take during .peace.·, Thus, the trigger must be a'j;)le 'to operate afte:f'. 
an attack while the safety catch· must remain absolutely sec~e· . : ·,:. · 
during • peace. The.. command a~d control must b'e survivable· eriou~ so. · 
that even a deliberate attack on it could not destroy the trigger... · 
ing function. On the other hand,_a weakening of the safety catch 
under a deliberate attack is more tolerable. The same attack that 
weakens the safety catch reduces the need-for it. As the intensity 
of attack increases, our concern shifts from the security of the 
safety catch to the survival of the trigger, suggest:i.ng a·qualita­
tive criterion for protecting our command and control: We design 
the command and control so that an attack on it weakens the safety 
catch and·we prov:id.e enough proteCtion so that only a heavy and.de':". 
liberate attack would weaken the safety catc~, .as. illustrated in · 
the following exB.m.ple. · 

t6ca.J.· Controi Centers:: Consider a squadron of fixed missiles 
wi th/t~o fixed control centers .. Both center~ C!an send each missile .. 
a firing order. The logic of.the control system is arranged so tpat, 
if both control centers are.surv:i.ving, the m:i,ssiles will fire only · 
when bothceriters send the firing order.· Thus each control center 
acts as a safety catch on the ·other. However, the logic also :i.n.::: 
sures that,.if either control cent~r is knocked out, then .there.:. 
mainihg center can fire. Thus an attack which'knocks out one.con .. 
trdl . center removes the. safety. catch .and leaves the other an -~in- . 
hi bi ted . trigger. The . control centers shoUld be hardened. so that ··an 
attack which would take _out a center wouldb~ drastic.eno'ugh to 
justify removal. of the safety· catch, This is a simple illustration 
of the principle. It could be generalized to a missile complex · 
having more than two control centers. · 

Mobile Backup: · Again . consider the ~ase of ·a mobile backup 
capable of sending 'the firing order to the missiles by radio. The 
mobile backu..p is a man operating a ,truck with radio. Certainly one 
would not' want a tri.lck running. around the countcyside with the abil­
ityto,set off.a part of our'retaliatory force. Such a system would 
be much too dangerous and too far removed.from the normal line of 
commB.nd ·and· control. Howeverp under sufficiently drastic conditions 
of attack, we would tolerate s:uch·an .arrangement,and, in the.extreme 
case, even be glad to have it. Thus the normai"fixed set of local. 
control centers should be numerous .. i::mougll and.. cti spersed enough and 
hard"enough so'that.they could be kriocked out only by an attack, con­
sidered drastic enough to justify passage of control to the mobile 

\ 
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backup. , Mul"':;;l.plyi.ng, .. dispe:rs,ing,_ and ~13.,rdenir+g the. 
is a way' of defining. pre.cisely th~ :threshold {measured;· say, in . - '.· 
enemy idBM •is _on ·target} required, to: sll.;t:t:t qur: fears from .the > • -
sec::uri1;;Y of_. the., saf~:t;y · cat.ch to. t}?.e survival, of the ~trigger. . • -' 

. . __ . ., : . ·.. . . .·. ': . . .... . ··'., . '.. . . 
P,lis·Pl:'~:i~~em coznes U];) also at higher le:vels· of.•.command. , It is ·- · 

difficult to design;~ singl~,COII!IIlaDd and contr_ol system which,. un .. · 
der ai;;.t~ck·, d~g:r.~es ,gracefully.fr.om. its_ normal peacetime .capabili• . 
ty to .the.. t.ow;a.B.ta~rate, ·las"':;-di tch capability required to maintain: 
an abi_lity to.stri:ke pack .. af'ter a heavy.attack. Those_pr.otecti:ve .. 
meas~es which c~~se the least d,i.sruption, of'-. normal operations are · 
the ,:J:east . e~~e-cti ve. for insuring .survivaL -.Thus, : a. natUr.aL·tactic 
is to have .. two. colnma.rid. anc;i ·_.control system~:;; · a :fixed,, preferred:,-_-. · 
primary system, which is ·convenient to,; operate and is hardened~· and.'. 
dispersed 'just enough to c'reate. a toleral;>le. threshold for: passag~ .· 
of control to a mopile backup which is unsuitable for normal opera­
tions but is highly survivable. This problem will be discussed 
more f'ully later in connection with the transformation of the ·oper-. -
ating Iidlita:cy- organization under an attack which destroys pieces 
of it and its· communications. 

Higher Command: A command above the level of local control 
should make the decision to fire missiles and perhaps should even 
have a physical veto over the firings. However, since a small num­
ber of higher command posts could be knocked out, it is also neces~ 
sary to allow the local centers to take over if the higher cpmmand 
is knocked out. The multiplication; dispersal, and hardening of 

· • the higher command centers ·then establishes the threshold for pas­
sage of control to the lower level. 

It _would be desirable to place bomb alarm systems with the sen­
sors at higher command centers and readouts at the local control_ . 
centers. Then, if the local control centers find they cannot com­
municate with higher headquarters, they have additional assurance 
that the higher headquarters have been attacked. This assurance is 
in addition to that provided by_the fact that the protection of the 
higher headquarters has been designed so that only a deliberate at­
tack on the headquarters would knock them out. It is desirable, as 
will be discussed later, for command centers to be located- far 
enough_from air and missile bases so that the command is notknocked 
out as a byproduct of an attack on the force. Should a number of 
nations acquire the ability to launch missiles with nuclear warheads, 
the problem will become much more complex. Bomb alarms can tell the 
local control centers that we are under attack, but not who is at­
tacking. 
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Another reason for .protecting th~chiglier command.centers ::l.s·to 
prevent them from'beingknocked out by a sneak attack that ridght 
go undetected. · If. the comm:a.nd centers· are sufficientiy m.iinerous ' · 
and well . protected that any attack which would knock them out qould, ·· 
with a high probability, be detected, then there would b.e time to · 
issue·warningsto·the local centers. ·AlthoUgh it is que~tionable; 
as discussed earlier, whether we would ever'' fire bn warning'·, it ' .~ 
would be desirable ·to warn the local control centers of an' attack. . ' 
This -warning, followed by loss of contact with all of ·the· higher 
command-centers, plus signals from-all of the bomb alarms, would 
constitute, as reliable evidence of attack as it is possibl~ to ex~ 
pect; espeCially if th~ local· centers had bqth wire and radio 'com­
m~nications with-headqUarters so that loss of .contact With t~e · 
higher centers would not occur as a consequence of the failure·of 
a single form of ·communication. 

CONFIDI::~ 
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. Let us next consider the s~vivability,of the highest.level,of: 
command, the function of deciding the issue of war or peace, of 
committing.]..l.s,to war,and of .terminating:.the·war. We have assumed· 
that this function in some form should.be well eno:ugh:protected·to 
survive'~- attack and ~t least be .able .to. give the qrder to retali~r :·~: 
ate •... OtherWise, -our deterrent.-is a ,mere facade:•. There·,.are various~··· 
views abo1;1i;; what, if any., addi t:!,.onal.functions the. surviving com.:. .,. ,: 
mand sho:llld be able to perform. Probably the most· widely held. view .. · 
in the ·w~st. is_ that .the whole. purpose of· our military· planning .. is.'·> 
deterrenc~~ ~that the failu;t"e of· deterrence would be so· catastrophic.·· 
that :there ;I.s no point in making the' painful effort to ·think beyond.··· 
it, and 1ihat .therefore the surviving,higher command has no function. 
but to order indiscriminate uncontrolled retaliation, and that even 
this makes s~nse onlybeca1;1se the threat of it is the basis of .de;;; .. 
terrence .. , Thus, the function of. higher command is to decide on a · 
thre.shold for retaliation. (presumably high enough ·to exclude ac-:- ;: · 
cidenis ),,.;to survive long _enough to verify that the· threshold has ··. · 
been exceeded, and to give an-authenticated order for all-out-re­
taliation. This ha_s been. called the spasm -theory of general war.-.... 

At the opposite extreme :from the view of strategic war as an 
uncoJ;ltrql,led ~spasm marking the end of civilization· is the so;.._called 
broken-[)ack; theory 1:3,ccording to which the nuclear exchange, although: 
perhaps .destr:uctive beyond precedent, is-only the curtain raiser of·, 
a PI'9:L<?nged :-struggle ·which will be decided by ground forces occupy~ 
ing :ter:d,to:cy. .This· is the accepted. Soviet image· of future all.;.out 
war. <:The S.lleged superiority of . the Soviet social system is Cit.ed . 
as the f~ctor .which will· maintain the resolve and discipline neces.;;· .. · 
sary,. to c_arry the struggle through to a successful . conclusion· .. · · .. · 

.1\noth.E.!r position between the extreme of the official Soviet · 
vie~-;..~<L:~he spasm, or.last-gasp~of~civilization, theory has argued 
that, although all out.comes of nuclear .war are horribly tragic, 
some are !levertJ::leless ·much less horrible and tragic .. than others and · · 
that achieving the least catastrophic outcome depends both upon 
preparation!?. f.or civil defense. and recuperation and .also upon being 
able . _to ·co~trol. .our I'eactions during the. nuclear exchange and to. '·· 
termina'ti~ the. _war -by negotiated agreement before both· sides· have ex­
hausted :their capability . to wreak destruction on one •another.: 

It is .nqt' nece~?sary to go so far .as. to accept the idea .of a 
fight-and-w;ln-tP,e-:war capability (let alone accept the ·concept of· 
broken-back war) in, order to see ·s~rious _defects. in. :.the spasm view. 
One objection_ concerns .the definiti.on of a .threshold-at which·our 
uncontr'olled, :react~ oil, sh,ou1d occur. This should be high enough to . 
exclude. a:cci:dents. ~ut suppose a bigger accident than we -had • 
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anticipated occurred. In modern strategic weapons: we· are deaJfng · 
with phenomena far removed from any human experience. We cannot 
foresee all the. possibilities· for mishaps. · · ,. · 

There is also the possibility of a sincerleymistaken: attack~-· -''i: 

The Soviets·are committed, at least in the published writings of 
senior military ·figures, to a pre-emptive strategy· (a stragegy, ,. ·' 
that is, .. of "retaliating" on strategic warning).· ·suppose that· they• ·· 
have reluctantly and· in desperation· launched a ·pre-emptive attack· · · 
based on mistaken intelligence• ·Or they may have cold..;bloodedly · 
calculated that· they could knock our force out in a surp;rise attack 
with .. little damage to our population but their attack has gone· 
wrohg.and they·have suffereda military disaster-.:.not to say a po­
litical disaster in exposirig themselves as initiators of-an unpro­
voked· nuclear aggression. In all these cases, and in others which 
we may not be able to imagine, both sides wo11ld have an incentive ' 
to terminate the war on ternis which we· would find far preferable to 

.· allowing an initially counterforce ·war to ·reach the stage of mutual; 
unrestricted city. busting. Thus we need a surviving high command 
which-can both control our own response and maintain contact with 
the enemy, negotiate the termination of the war and set at least · · 

:the i~itial terms of an armed truce. 

·-It may be objedted that ·such a view of a nuclear war· is· not re.;;; · 
alistic. But: this is· not the question. The question: is whether···. 
any view of .nuclear war can be realistic enough to form the basis 
of a single automatic, pre-planned response. · It may be' that people·· 
would not-behave at all rationally under the extreme and unprece-. 
dented conditions of a nuclear exchange, but this is not the q~es­
tion.we face n:ow• The question now is whether, in the calm of' 
peacetime, .we want (deliberately or by default) to design a comn:la.nd 
and control system which would deprive us of the opportunity to act 
rationally in case a general war broke out in spite· of our best· e·f­
forts to prevent :it; If at some juncture both :sides still had much' · · 
to lose.and desperately wanted to stop the exchange, it would be . 
tragic and inexcusable.not to have ··provided :the me~s to do so.·· 

·Quite apart. from the question of negotiating with the enemy,· 
there is the question of-Choosing a ·COunterforce or a COuiltervalue 
retB.liation or some·mixture. By all odds, the counterforce retali~ 
ation is preferable because it reduces the damage the enemy remains 
able to do to us. However, a countet'force retaliation may be futile. 
Whether it is or not depends· on how much of our offensive force is 
surviving, how much of the enemy, cforce has· been expended (there is 
no point in knocking ·out empty missile sites) -and how well, if at .· 
all, we know the location of the enemy's remaining weapons. For 
the latte;r, rapid, surviving, . counterforce · iRtelligence would be · 
useful although some estimate of. the feasibility of a. counterforce 

CONF~DE 
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·attack could be based on ·an ·as~-~~l:!inen~N:>{cmf:own .d.ama.ge, whi~h'· 
would. indicate both our remaining stren~:lth and the fraction of the 
enelily'missile fo~ce tha.t ~ad been. corilm:i.tte~d i:l' -~is' initial ~itlv'o~_ 

. ' . .' " ' ' ' ' ·' "· . . . 

·r:r' '·unhappily, nuclear. weapons a.ild long.;.±-a.nge . d~:l.i very' sys'tems 
are allowed ·to spread to a large numb~r of nations iricludirig soni.e 
-With unstabl·e ·irresponsible governinEmts, then we. wiil have the ad~ 
di tiorial problem in _a: sugd(:m attack Of de~idlng wh~ at"j;acked Us: j 

. . A.iloth~r objection to the automatic ~1-o~t response i~ tha"l; -~-e~ 
t8.liating·wi~h everything we'have would leave us at. the mercy of. 

· an· enemy Who had' withheld some of his force from his: ini tia1 counter­
force attack--a.s a calculating aggressor slireiy would. With this he 
could threaten our cities while w~ would hav~ no counterthreat. 
However} if we ·have ret.ained· something, then we have a barga:f.n:f,.ng 

. ·and negotiating posi tiori which we could e)cploi t 'to ;end the war. on 
satisfactory terms. 'This would be espeCially important if the war . 

·had arisen out of some major. provocation~ such as a; Soviet threat 
to occupy a NATO:·· country~ ·.Our present obltga:tions require U:s to go 
to w_ar over such:azl: issue. Surely it wouid be'foolish to. go_: to war 

. over an ·is'sue iri>w:hich we exp'ected to 'lose interest once the -war be­
gan. Again the question is not whether we would react so foolishly 
in war,but whether iri peace we should deprive ourselves ·of the possi.;. 
bility of' a 'more. rational reaction.. . . : 

"•,, ··. ,.. ... ·.· 
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7. PROTECTING THE HIGHER. COMMAND , 

L~t us rio~. trimsiate th~ di~cussi.on of strategy .in the~· J#eceed.-:­
ing se~tioh into'possible requirements for command and control. sys­
tems. In te~ms of .th~ d;tscussion so f~,. we can. distinguish thre~ 
levels of survfvability for corilma.nd and control: (1) No surv;tva.:.· 
bility_at all under attack;.compJ.ete dependence :on wr;uoning,t\,pdqui~ 
response. (2) The ability to give the go. orderf()r a spasm.reta1i­
ation when a threshold of attack is exceeded .. ( 3) The ability 'to' ..... 

. maintain, control of th~ f'orce and co~nicatiqn with the ,enemy .. We 
. have ruled (1) out. · Let us look- ·at the cond.i tions. which coj4c1 cause 

us t() degrade from (3) t() (2'), that is, to fall from' a contrc;>lle9-.· 
.respo_rise. to the ·spas~ reaction. · · 

We can· dis~inguish t~ree classes. of contingen-cies that t~nd. to 
degrade <:)ulo COllliru,:uld and:·ccmtrol.. One is our own acc~den~s, enemy 
sabotage or a. light en~fhy attack s.uch, as he .might launch by ~cci-• 
cent·~ The seconO, class is a IDEi.Ssive attack. directed at our Offen~ 
sive force. The third.is a. massive attack directed at o-ur commanc1 
and cc;mtrol as well as .our own force and ~n particular :at our 
higher coiillliB.nd function. Certairily we want . our command to be . well 

·. enough protected that we do not lose' control by accident •. Thus; 
we have the folloWing three polides from which to choose.. The ... 
. C!holce will depend. both· on strategic prefe_rence and on technicB.l. 
feasibility. 

(a) The higher command could be so survivable that it could 
maintain control of theforce and conununicate with the enemy under 
any conditions includi~g a deliberate and massive effort on the 
part of the enemy to knock out the higher conunand function. Such 
a command may not be technically feasible. In any case, one can 
question whether there is much point in being able to negotiate 
with an enemy who is determined to destroy the higher command With 
which he would negotiate. 

(b) We could maintain the higher conunand function under a mas­
sive attack on our force, but accept degradation to the auto~tic 
"go" if the conunand itself were directly attacked. In this case 
we should tell the enemy beforehand that his making the substantial 
and deliberate effort to knock out our higher conunand would leave 
us no choice but to launch a blind retaliation, the fire order 1) \.: 
being transmitted, say, by a bomb alarm system with readouts at the 
local control centers as discussed earlier. This would mean, at 
the minimum, insuring that the higher headquarters and their com­
munications to the local centers were well enough protected not to 
be knocked out as a bonus incidental to an attack on our missile 
and air bases. 

C()f\! Ff DEr 
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. -~ c}·.c.Finally ,.-.we: could make, the .. higher: commandd'unction·':hard>''· 

enouglL s.o :that·-: i·t could .be. knocked out' ·oru.y by a del±berate-~ attadt; .. •:: 
but: try -~o: . .insl.U".e ; :that it : :woui.d . be' . knocke'd out . blf .' any :massive ' at;;':. :;. ; : ~­
tack;; ey~n -one .. directed at. our: offen:sive force ,.'i•This: would: mean:' ·, ... L· 

COIII!Ilitting Ol:U'S~,lves•tO the spasm .theory by; V:!;rtue of<the design'tif'>::: 
olir co~c,l· a.Ild· control.... '· · -;:··.. . . '' · .>. -.--~<fi.:· :.<::· .. · .. ,, ·r;_,., 

Th~-,P~-~c,~dlf;~g":;s~.~t~-~~-,P~~~~nt~~-a+~:nent·s against.•t~~~~--:(-~-) -~-·~·-.:·; .. 
above . al:) tP,e,. :requirement; for .. survi:vabili ty . .;c · Although the argt:liaent·: 
in fayor ·9+':, ( g:) i!3. uncon:vtncing . to: us·; in fairnesf.3 ·it.': s,bould .be 
discussed :Ln order to clarify fully the impact of.· strategy on :.the· 
choice of operational requirements for command and control systems. 
The argument .has. to. do. ... with._protecting. .. .ourse.l:v.ea a.ga.inst..-wha.:t .. is -­
called post~attack blackmail. This can be :illustrated by the fol­
loWing sequence of three attacks: 

(a) An enemy attack on our force. 

(lf!) Our retaliation against his value. 

· (c) His counter-retaliation against our value with the part 
: ]. :. c: 1.' ucf chis tlror~e 'Wi'thh~lc).. from (a) • 

The threat of· (b) is supposed to deter (a), but the threat of 
· ( c ) can be used to deter ( b ) , and so remove the deterrent to (a). 
This is one of a number of situations where it is rational to make 
a threat which . it would be irrational to' carry out if the threat 
failed to deter. · (An .. ex~p~e from every~y. li~e is the threat to 
incur $100 in legal expenses to punish and recover a $50 loss.) 
Thus,. it ca.ri be argued that our retaliation (b) must be made auto­
matic to insure deterrence. In the degree that we maintain control 
and communicate with the enemy we expose ourselves to threats. :' ·; 
This is an example of how strategic problems, which may not be 
widely recognized, are Jmplicitly involved in the design of command 
and control systems and of how strategic flexibility could be re-
stricted by technical decisions. · 

It should be pointed out in conclusion that the threat of post­
attack blackmail is j;>noportionaJ., to;:.the vulnerability of our of­
fensive force to a first strike against it. An initial counterforce 
attack may be deterred by either or both of two effects: (1) The 
attack is militarily disadvantageous; 'the enemy would expend his of­
fensive force faster than he would destroy ours. (2) The attack 
would prov6~e a pup.ishing retaliation; 'the better we protect our 
own force, the less deterrence has to rest on the ·tti'il.:r.eat of retali­
ation. 
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As a.-hypothetical ~xample, consider a.retalia.tory force·ma.de·U:p 
of subma.r_ines able to fire ICBM 1 s. · They could then be stationed in· · 
the Gr.ea.t .Lakes ... or Hudson 1 s Bay. (This avoids the controversy over 
slow attrition of.a. submarine force·opera.ting· ina. public plac:e·like 
the. ocea.n.-) If' the E!nemy did not know where the subma.r;ines were lO~ ·· 

·ca.ted, the threat of punishing retaliation would notbe necessary 
to deter a.n attack on them. The ideal deterrent is one in which a.n 
enemy attack is deterred not only by our ability to pUnish him but 
by the· assurance that he would be punishing himself. This is an~ 
other example where protection of our own force makes the command· 
and control problem easier.· 

:, .. 
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8. , ·POST-ATTACK ORGANIZATION 

Let us .th,ink of' the military organization as a group of command · 
centers connected by communicf,ltion -links. along ·which ·.information is ... 
suppos_ed to flow. • We could, also sketch in· the ·lines ·on which in- .· 
formation- can flow. These would connect nearly every center iri .the· 
ZI .. w:ith every other, since .each center presumably has a telephone; . 
After· an attack, whether or not . the command and control were. prime . · .. 
targets, the organization. will oe' fragmented •' .· Both centers and 
link.s {o:t:ficial a.n,d unofficial) will be missing ... The problem· is to 
find so~e,simple .concept for indicating how the surviving pieces of 
the original organization should transform .~to a .structure able to 
exercise conunand. There are two general possibilities here. One 
involyes p£l;ssage. to a:'secondary, or backup, system which is 

. espe9ially designed for surv-ivability. The. airborne command post. 
is an example. , The other is to have a set of. rules whereby .the: . · 
normal: operat'ing command centers pass ·their functions ·to other.·· such: 
centers upon. being kno.cked out.· 

.. -· .. 

~e .. objection t.o alternate. command posts is that command should 
be ._continuo_us . through the transformation from peace to war. One 
can:D.ot expect to suddenly activate command centers and command 
functions. _Some t"uncti<;ms and centers may. disappear Under·:attack · 
but no unexercised ones should be expected to suddenly begin operat­
ing. There should be a continuity of command activities from plan­
ning through exercising; warning, alerting, and on to maintaining 
contr:ol.during attack.and until the·war is terminated . 

. ,.·On.e sUggested ~e of transformation for continuity of command: 
is .to divide the functions of the commands (or at least of the·. 
unif'ied and specified commands) into two: a .global, or stratetic, 
function; and a tactical function. The rule would be that, if the 
command is knpcited out, its global function would pass .either up to 
the .. JCS or, if the JCS command post is out, it passes· over to· · 
another. co~d post on the-same level. The·tactical function, how..- · 
ever,1 would pass· down to the next lowest level within ·the command. 
For e~;Le, ~f both- JCS and SAC headquarters were knocked out,- the · 

·global _job of. .CINCSAC wo}lld pass to CINCNORAD,. while the· tactical· 
functiqn :Wo~d pass to a numbered Air . Force. According to· this 
doct:r;-ine:;each 'lln.ified an,d specified. command would have:. to be able 
to'perform its. ow global function, plus the.distinct but.related . . . 

global functions of all of the other commands .. ·The rationale for- · 
this is that c:gm'SAc, fpr exan,Iple, has .much in common with CINCNORAD 
in familiarity with high-level policy and strategy,and that CINCNORAD 
would .therefore be better. qualif'ied to do rapid _global planning for 
the U:Se •. of 8AC than would the command of a.·numbered Air Force • 

. :' 

Tbere. are:. s~verai objections to -this. concept • .. For example, ·it 
is ~lifficUl1i ~o 'draw a sharp li~e between -the:·global and tactical 

· funct~9ns of a QINC. ';['1:le ;llinter Study Group . has tended to favor· - .· 
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another concept (discussed ·further in the following· c~pter_) .·which· ·· 
postulates a single higher-command, general-war function which could 
be performed either at the JCS comniand post or at a unified" and · 
specified command. This function would, ill fact, "be included as 
part of the peacetime fUnction of each command and each Would exer- ·. 
cise it on a rotational basis in peacetime exercises. If. JCS were . 
knocked out, this function (of central military command) would pass 
to SAC; then to NORAD and so on through several such centers.· . The 
number of centers and t:P,eir hardness would determine the size of 
attack required to knock the function out. This could be increased· 
by going deep underground or perhaps by a combination of hardening 
and active de~ense (which woUld also have to be hard). · . . 

However, as mentioned earlier, those measures which seem most 
likely to insure survival are the least compatible with the normal 
operating procedures of a command. An airborne coilllll8nd post, for­
example, is highly survivable but also highly inconvenient except 
as a backup. Perhaps a satisfactory solution would be a mobile 
backup, such as an airborne command post: manned on a rotational 
basis by officers who also take turns at the regular fixed command 
post and who, .therefore, 'do not become detached from the day-to-day 
operations of the command but acquire the experience necessary to 
take over smoothly in a crisis. Such takeover., in fact, should be 
regularly included in exercises.· 

The regular fixed centers could be numerous: and hard. enough to 
establish a tolerable threshold for passage o:t' command to the mobile · 
backup (as in the case discussed earlier of a mobile backup for local 
. control centers). An illustrative example for a mobile backup system 
for higher command and the associated communication links to missile 
and air bases is presented_ in the addendum to. this chapter. 

The next question tS how many levels of command should. have 
mobile backups. For example, to consider the offense, should there 
be one for JCS, one for SAC, and one for each numbered Air Force? 
Tb answer this let us look at the flow of infor.m&tion required in 
the case of an attack that damages the normal fixed command struc­
ture. The usual concept of an organization is represented by a 
pyramid. This also applies to the ·flow of information in the fol"Dl 
of decisions. · A small number of general, or highly aggregated, de­
cisions are .. made at the top. Details are filled in by decisions at 
the next Jevel and so the total amount of information grows as we · 
proceed from the-apex.down toward the base of the pyramid. 

It is questionable, however, whether this is an accurate ima."ge 
for the post-strike function· in general war. -Certainly, if the 
higher command could do no more than give the go order, and perhaps 
also choose a particular emergency war plan; the pyramid would be­
come a straight column; a single decision· made at the top is passed 
down to the force. However, even if the command remained able to · 
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· .. compl~tely retarget the _missile force, there would be· orily a small 
deviation from pure centralized controL· At the top woUld be the-·· 
choice of the targets in order of priority. . The next level of· de.: -
tail would involve assigning targets to missile squadrons. The as­
signment of missiles to targets could be done at the local squadron 
control centers. Both the choice of a target list and the assign­
ment of targets to squadrons could be done at a single level of 
command and perha,ps by one person, who ··would need to know only the 
number of surviving missiles at each squadron.' ·In fact, if this 
information were relayed to the squadrons; together with the choice 
of a target system, the squadrons could make_their own assignments 
on the basis of a preplanned procedure for taking over one another's 
targets. Thus, for the offensive force, a single level of surv:iving · 
command above the local control level may be sUfficient, simply be­
cause of the highly centralized control required. Inte:nnediate 
centers would have little function except to transmit orders. 

While the command function for the offense becomes highly cen­
tralized, for the defense it becomes highly decentralized because 
each local defensive battery or control center must react reflexively 
to the local threat. A single mobile backup for the high~r ~ommand 
could, therefore, serve both the offense and the defense. The of­
fense· because control is completely centralized and the defense be_­
cause control is so decentralized that there i·s little for a higher 
command to do once -the war starts . 

The subject of retargeting the missile force is discussed in 
Winter Study Report No. 19, Ad Hoc Studies. Contrary to popular 
impression, missiles may be a more flexible weapon than manned 
bombers. Retargeting bombers is restricted by the number of targets 
the crews have been trained to handle and because a bomber attack 
is highly coordinated operation involving bomber-tanker mating and 
the coordination of penetrations and times over target. By contrast, 

. ' a missile using radio guidance can be quickly and easily retargeted .. 
Furthermore, missiles. can operate independently. Hence, the re­
targeting is a much simpler problem, and once a target list has been 
accepted, is mainly an exercise in elementary bookkeeping, much of 
which can be preplanned even for complete~y centralized retargeting. 
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ADDENPUM TO CHAPrER .I ' -
' . 

. Olympus A Skeleton. Command. System . 
' .... 

· .The purpose of ·this addendum is to -sketch out a sample sur-· · · · 
vi vable backbone communication system that is specif'icallY ~ess- · 

. ed to· some of the problems- dealt with in Chapter I. ·'There ·has been· 
great,·concern about the exte:rlt tc) which vulnerabilities of just ·the 
connnunication links' jeopardize the -nation's abilities to quickly ' 
evaluate the nature of a -nuclear event or ·series of events, to in;.. 
sure appropriate retaliation without excessive· likelihood of acci..; 
dent, and to perform post-attack recovery. One would like to have 
a communication system to carry out these functions and for the sys­
tem to have two attributes, survivability and directness.· . 

-. ·.·- . . . . . . .. . .· . . 

·The "Olympus" scheme proposed here coiisists o:f a sinall group 
· o:f aircraft· acting as airborne· relays, with one or· more· of thein also.· 
·being. airborne cOIIIm8.nd posts. ·. These aircraft are ·the n.Odes of' a· · 
very: simple; network linking together· 'in a direct manner the top sj.x · · 
to ten· command people· of the country and as Iilany weapons as are with- · 
in connnunication range. Sufficient geographical flexibility should > 
be possible to permit these commanders to connect into the network 
without· intermediate relays or switching centers even when these 
people~ are .temporarily away :from home base (for example on Va.cation), · · 
_but within line-of-sight range of one of the airborne relays.· · · 
'.:·· ·,',).' 

Functions of the System 

. Fig. • 1 shows . the geographical deployment of five relay air:.. 
craft. and . one combination relay and command post aircraft,_· which 
interconnect the top eight command locations &tid a majority of our 
ZI strategic bases. There are three main functions that such an in- · 
terconnecting communication system could. perform: 

(1) Provide a high command party line facility on which the 
nation's top command personalities could hold a caucus to work out 
such questions as -"Have we been hit?" "Where· and how ~" 
"Could it have been an accident of ours or theirs" "How mucb of a 
counter • attack shall .we make?" "Against whom?" - "What weapons do 
we have left?" and most important "Which one of us 'is the senior 
survivor?•' A connnunications ca:Pability that would allow such a 
caucus to take place no ~tt.er what sort of attack was incident would 
go a long ·way towar.d alleviating the necessity for ·an "automatic ~e- · 
planned response," if, and only if, the co:hrerence capability was · 
s~:pplemented with a second function:· · · •·· · 
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(2) A direct cha.imel from this caucus to the weapon--not all 
the weapons, but a fraction large enough so that the enem;r loses con­
fidence that he ~an isolate enough of our weapons- from the firing· -
command to satisfy his conditions for war. With airborne communica­
tion relays transmitting, the receivers would be located at all our 
strategic w~apons that are within range. It is. envisioned that . this 
second function woul!i. not be a party line arrangement; but would .be.: 
a p~edominantly one-way flow of communication, the weapons . respond- . 
ing only 1;o report thei:r continued existence and .to acknowledge com-· 
mands. The nat1,1re of the message 'sent could range all the way~ from 
a broadcast ttgo" command to a weapon-by-w.eapon firing command in-. 
eluding . r-etargeting . :Lnformation. · 

These two are .the main functions of the Olympus scheme, 
which, becauSe of vu1nerabili ty of the aircra.f't. to other aircraft and . 
homing devices, woUld probably. not ·live through a prolonged attack 
that .incl,ud~ aircraft. Th~re is, -however, a. post;..attack perio_~· of 
at leas-t several hours or perhaps days- between the time that enemy. 
mis-sile, ~pact. or. _enemy aircraft cross the warning lfne and the time 
that . 'j:;he O.lympus aircraft are either sought out: and de~troyed or can 

._no longer, be .refueled. ·During this period, a third purpose could be 
served: -

( 3 )' Commanci and communication facilities for post- strike civil 
anci military rec1,1peration and (if necessary) communication· with the _ · 
enemy. · The_ .. high speed and mobility to be obtained with--aircraft means. 
that if at least one aircraft had a fair-sized complement of communic~ 
tion gear aboard ope!ating over much of the rf spectrum, and also··~ 
aboard a: senior surviving-officer, this officer could size up the -
sttuation ·and improvise rapidly (and in many differen:t parts of the 
·country) both_ restrike functions and . coordination. of di vilian re.: 
covery, .:f9r·.as ],.ong as he had places to land and refuel. If the plane 
did not,have_the.senior·surviving person aboard, it is conceivable 
that.-.it could land and pick up this person. 

The link for NORAD would be particularly important . to 
maintain t.n the immediate post-strike period. 

Intelligence inputs to the airborne commander would come 
to him in abstracted form from the. normal 466L ~ 4 38L complex during 
the prehostili ties period. . After that (presuming that . this function 
is lost becr3,use. of· its lack of survivability) he would have to im­
provise his qwn.inputs. 

. 
..... During the pre-s.trike period, tactical warning systems 

(BM&WS, 496L, .117L, D:E.V Line) would normally feed their large-volume · 
inputs into the ground bases as presently planned, but with semi­
automatic arrangements for passing on to the airborne commander the 
most significant information. 

,. 
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In constructing this sample hard-core system, we have endeav­
ored,'to· suggest procedures that could be implemented. within a year.· . 

. ,. or two. The reasons for using airborne relays rather than ground re­
lay points of various kinds (tropo, cable, microwave.llnk or others) 
'are principally that ·airborne relays amplify matters by reducing 

. greatly the number of intermediate ·relays required and provide the 
geOgraphical flexibility needed for the post~strike :flmction. They : 

='&lab ·.rely on· eqtiipnent that is available with little f'ul1iher devel- .. 
opnent needed. · Satellite relays would be undesirable for the com~ 
munication :f\mctions since the large horizon distance Would mak~ 
jamming 'or-listening possible at. excessive ·distances, and sinc·e the , 
satellite would be much more vulnerable to covert destruction. · · The . 
exception to the latter difficulty is the "Needles" passive satellite 
scheme which would- provide one-hop propasation between arry two points 
in the Olympus network at a iow data rate. As discussed in Section,· 
III -of Winter Study Report No. 151 Comiuunications Panel, the use o~ 
10-foot dishes at all the ground points, mobile or fixed, and in t-he. 
airbOl"D.~ command post (or posts) would provide informati'on bandwidths · 
of 80 cps for reasonable Needles belt densitles (ten times the payload 
weight of the proposed test shot) • However 1 implenentation could be­
gin sooner and wider information bandwidths would be assured uSing 
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more conventional techniques, such as UHF or microwave airborne re­
lays(albeit with greater expense and less survivabil;!.ty than with 
Needles),· and so a UHF system will be assumed in the rest of this 
discussion. An extension of the network to overseas points, which 
would be relatively easy if Needles were in operation, would involve 
a prohibitively large number of ai~craft if airbo~ne relay communi­
cation is used; therefore, we shall restrict the discussion to a ZI-
only system. · 

Only those weapons that are in an operational ready status will 
be members of the communication circuit providing the second of the 
three functions just described. That is, the Olympus aircraft weuld 
talk only to missile latinchers having weapons counted down to sev­
eral tens of minutes till firing, and only to those aircraft that 
were .airborne or on ground alert. Instructions to all other weapons 
would come through normal means until the weapon carrier (missile or 
aircraft) was brought to the ready status,, whereupon control w9uld be 
turned over to Olympus. 

UHF airborne and ground mobile equipment is presently available 
that could-be used in such a system wit9out further development effort 
were it desired to implement it immediately. Frequency allocations 
would be less of a problem at even higher frequencies, as would the 
likelihood of jamming or interference from beyond the horizon. If 
it is desired to use directiv~ antennas on the aircraft or on the 
ground, for decreased vulnerability to homing missiles, these anten­
nas could be smaller the higher the operating frequency. 

Fig. 1 shows only one of many possible configurations of _the 
system. In the example, only one aircraft (KC-135lserves as both 
communication relay and command post and five others (U-2) act as re­
lays only.-· Clearly other combinations and geographical dispositions 
are possible.· 

·,·Line-of-sight range to the radio horizon from a KC-135 aircraft 
at 35,000. feet .is 260 miles; from a U-2 at 70,000 feet it is 360. 
miles~ The figure shows circles of these radii .about each aircraft~. 
At these short line-of-sight ranges there is no. particular premium on 
transmitter power (even with isotropic antennas) except ~o ov.ercome 
.jamming. Jamming from.a satellite is conceivable, but. the. satellite 

· would ()e at an enormous disadvantage in range and in weight-carrying 
and .power-developing capability .. ·. Much. more .of a probl~ would b_e in­
truder aircraft or missiles, or off-shore vessels in the case of 
planes covering the east and west ends of ·the line. For the latter 
reason, these particular aircraft should stay fairly far inland. The 
jamming problem, and also the homing missile problem make it advis­
able to make frequent shifts in operating frequency and. to use short-.· 
duration transmissions! 



· .. For the ·conference circuit involved' .with. :the· first of :tJie · · ', ': .. 
three ;functions defined earlier:,· encr~ed. voice would be the :m.os't;· . 
suitable mode of operation, since; compare(i :to ~~-:fo~· of ·rec.ord'::: .... · 
communication-, it ~oltid 'Qe much easier-~-· qUlqker to use :+n c.P,.rry­
ing out the- .necessary discuss·i.ons. For :tA¢ we,~p9n: ... ;comm&.n4 ··f\irlc­
t:+on, voice> or ·a.ata ci·rcuit~ ll.sirig th~ ·app~pl-·:ii~~:e· ·S.u"t;h:ehtic'a.tic?!l . · ·· 
wciltid be sui~ble. ' :For th~ th.frp;_ -futiC''t;iQh~~··pq~t~att,ac,k ·imp~OVi~~-- ·.-:-· 
tion by. the·:command--pest··~r~rafi,: -~ere ::WqU:J..d'''be_··a pr•um.co;n<-~s-:t~· .·. 

. communication equipment· compati bie 'With tb;e. most· 'CommOn ¢,1 vilian .· . . . 
and military. frequencies and :f'orm:s •o:f' modulation. . . ··· 

· .. ,· 

Costs 

Any system using aircraft flying on station is expensive, since 
the number required in service for one on station is something like 
five. For six stations, as shown in the figUre, and assuming one KC-
135 and :five U-2 airplanes, it is estimated, with this 5 :1 support 
ratio, that the total cost of the airborne units woltid amount to $63 
million for the . initial investment and $13. 5 million annual opera­
ting costs. Initial costs: $38 million for the 5 KC-135's with com­
munication gear, $1 million for each of 25 U-2's each carrying two 
AN/ARC-34's. Operation costs: ·$8.5 million for the KC-135, $1 mil­
lion for each relay station. 

A system using entirely KC-135 aircraft at 35,000 ft would re­
quire seven relay aircraft instead of the.five U-2's at 70,000 ft 
shown in the figure. The initial cost would then be about $300 mil­
lion. This enormous initial investment cost could be lessened by 
using B-4 7 aircrai't which are now beginning. to be phased out of SAC. 

A system such as proposed here would have the effect of tying 
together, in a communication network of limited capacity, the Pres­
ident 1 JCS, CINCSAC, CINCNORAD, Head of OCDM, the airborne SAC al­
ternate commander and some of the weapons. It would thus. transcend 
some of the functions of some of the L- systems, particularly 425L, 
NORAD COC and the 465L SAC Control System. It is doubtful that these 
two L-systems would survive a sizable attack, because of vulnerabili­
ties of both the center and the communications and their complexity 
and large communication volumes. Rather, they are to be regarded as 
systems to prepare the offensive and defensive forces, the actual 
trigger being placed in the hand of the country's senior surviving 
command person or in the airborne commander. 

The present discussion was intended to be suggestive of the 
kind of approach that might be used to give the most vi tal hard core· 
.of command and control functions the two desirable characteristics 
of surVivability and directness. With respect to survivability the 

:·). .. : . ' . 
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scheme .suggested is only a . partial solution: whatever · survivability 
it has results from the asstimption that attack by homing~ devices .. det!p 
with the ZI would be an·act of war. · 

With respect to .directness,. it is pertinent to point out .that:.,.· 
the recent U-2 incident showed what ·can happen when communication be­
tween semiautonomous org~zat'ions is left to chance ~d has to take .. 
place throUgh many intervening relays. No ·technical fnadequacies .. 
such.as circuit reliability or capacity were involved; the problem 
was organizational. · 

Several limited-capacity backbone systems have been proposed 
(NSCS, bomb alarm), but suffer froni .the disadvantage of not connect.;. 
ing enough functionally different organizations together. 

\.'-
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We next consider the problem of operational cajmnand and the 
role of command systems, s-q.c:::h as 425L NORAD and 495L sAc in this 
function. We are distinguishing here the operational :function from· 
the other functions of· support. and of long-range intelligence; al.so 
performed by th~ services. Operational. camma.nd consists of planning 
for and directing forces- in~ being; the line of command includes the 
Joint Chiefs, the Unif'ied or Specified Commands, aild the compon~t 
commands. .Al.so, by considering command systems, (rather than' control ·. 
and sensor systems discussed below) we are primarilY .addressing the · · 
headquarters ~ctions .of operational command. 

There is considerable agreement within the . USAF+tha;tp:We, · 
are facing a crisis in operational. command. Although' the United 
States is devel,.oping an up-to-date arsenal of mixed weapons an,d ·, 
electronic systems,· there is concern whether cornrnanders have· the· 
tools to real.iz~ and evaluate the 'performance of these· systems, 
to prepare adeqiiate war plans, to maintain a ready ·posture, and to 
direct forces when action is required. 

The crisis in operational. command capability is the result of 
a technological revolution in weaponry. T.b.e planner and commander 
are confronted wi. th both conventional and nuclear weapons; m8.ny 
forms of deli very; and extremely complex control, sensor and weapon 
systems whose potential capabilities can only be gradUally realized . 

. But thes.e capabj,.lities have. short useful. lives before a ~ wave 
of systems comes into the field. Simil.arly, the enemy threat . . 

changes as his weaponry improves. · The available decision. cycle for 
~ planning' and. force employment becomes shorter. and shorter but 
the consequences o:f these decisions are greater and greater. Finally, 
our military is undergoing, a·major reorganization so that lines of 
authority and responsib~_lity are changing and not always clear. · 

. I . 

The mushrooming requirements for command systems and more auto-· 
mation are a symptom of a crisis in operational command capability. 
In .order to evaluate the-presently proposed command ~systems and 
to consider whether some. areas of need have been overlooked, Winter. 

. Study has had to consider the proplem and needs of operational. 
. command in. a context broader than "how can automatic communication 
and data processing help?". Independent then of the use of auto­
mation,. seven factors must be recognized if operational. command is 
to be strengthened: 

(a) The military is respons'ible for exercising command--this 
:function should. not be delegated inadvertently to machines or 
engineers . 

CON 
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(b) Operational. command is a single,. continuing nl.anagement 
problem. Whereas forces and functions phase in and out year by 
year, the command function must grow continuously under direction 
of the command . 

(c) Within a command, there is a severe need for effective 
communicating between intelligence, operations, materi·el, and. 
plans ,functions as they relate to the total operational. command 
role. 

(d) Operational command must be adaptable to uncertainties 
in threat, policy and technology. It must respond to major con­
tingEmcies caused by these uncertainties in weeks and months, not 
years. 

(e) Commands must develop a stronger linguistic framework 
as an aid to rapid, succinct consideration of their probl~s and 
capability and coordination of t~ese with higher and adjacent 
commands. 

(f) The need for improved communication and information 
handling to strengthen operational command is predominantly for 
pre-comb~t capability. This is the essence of the forces-in-being 
concept --"': peacetime operational command generates and exercises 
the simpler ~la.ns and procedures that are required for combat. 

(g) Communications and coordination between commands and with 
JCS command must be expanded to include more joint planning and 
exercising during the pre-combat phase. 

In order to strengthen operational command, three approaches 
must be pursued together: 

(l ) An increasing use of automated communications 1 qata · 
processing and display . can help. This capability is required . 
primarily in peacetime; it should be pro:vided early 8nd in gradual 
steps. Present plans for command L-sys:t;ems _are often too long-range 
and too ambitious. 

{2 ) . The ·commands. require much more on-going . technical. assist­
ance not .oD.l.y to aid them with appropriate automation but equally 
to strengthen the analysis, pl.anrrl.ng, .ex~rcising, and evalua~ion 
which are needed as more complex systems bec:ome part of the· force 
structure. 

( 3) Finally 1 the lines of operational command must be 
clarified and strengthened, a stronger service-independent JCS c·om­
mand center must be evolved, and guiding operational. concepts and 
standards for all command centers must be developed. 

CONFlD 
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The following principles should be observed in app~ng 

automat±on :~o· . cqmmand h~adquarters ~ · 

(aJ. Fach' command should .. apply automated communications arid 
data proces~ing_in modest, successive phases so that capability 
and understanding can be built on prev~ous .cOli!Dl&.lld e~erienceo 
InitiaL use of automat.ed capability in an;y phB.se should leave con­
siderable spare . capacity for growth· and change o 

'.• . . . ~ -
(b) .. During aJ.~ phases of adding automK;ttion, a coiDmander 1·S or . 

"capping" s:y;stem is r~quired which acts as a "staff" cutting across 
the organizational lilies of operations, intelligence, material · 
and plans wherever these functions support operational command. 
This planned growth of ,:automation in a co.mmand should be directed 
toward ~the buiJ.:ding up of a data•.base or cqmmand model. The data 
base would be ,s:t;ored in the coJli!'Mlld v s computing machines and would . 
represent all the data and procedures and plans and experience 
pertinent to the operational. command function~ 

( c ) . The ~ommand organization ·should participate in the design 
of automated .procedures and models as part of their coJ!1Iriand .job. 
Many steps could be taken today with avail.able techniques ~o increase 

·.this participation; requirements for command L-systems have not in­
cluded this capabi~i ty. 

(d) Design of command systems shoul.d inc~ud..e ca.pabili ties for 
the discussion arid evaluation of performance and t~e developnent of 
a command la.nguage o Presently planned L- systems usually include a 
gre~tly improved· capability for perfoiming knoWn tasks, not a capa­
bility for considering how important tasks are and· how well they are 
being performed. · 

f (e) One o"! the major factors whicl:A. cauaed. delay of the L-system · · 
·program and establishment of the Winter Study Group was a stated . 
need for mere "fntegration11 between. the L-ayst~so. It is important 
to distinguish between functional and technical integration o In the 

· latter, one emphasizes .sucJ:l needs as use of standard equipnent and 
programming l.a.Dguages; or sharing of a single facility. for several 
tasks (such . as· 'common communication systems for several users) o In 
the. ca~e of. functional integration, one .emphasizes clear and effec­
tive and realis.tic allocation· .of roles to command.s, close co­
ordination, within commands· and between commands .. in planning and 
support1 .and effective hlgher colnmend o~ subordinate commands • 

. Adequate functional. integration at this time is much more iJn;... 
portant than technical integration. A strong requirement for early· 
technical integration is t~chnically both infeasibl~ and undesirable; . 
undue emphasis on technical integration threatens. early needed . 
strengthening of operation.a1 command ca.pabili ty at :tndi vidual com­
mands. Stronger functiona.i, integration will gradua.J..J,.Y'· 1,result~only . 

. t 
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as individual commands and JCS command are· strengthened under the 
broad ~dance of overal.l· functional and tec:.hnical. plans. 

Next, let us consider the need. for stronger, continuing tech­
nical assistance to .. the commands. The Weapons System Project Office 
Manager procedure which has been used by the USAF for developing 
major weapohs and electronics systems does not provide adequate 

. technica.J,. support to the operational command problem. It does not 
insure continuing assistance;. it does not provide the proper impact 
of command requirements on weapon, control, .and sensor system de­
sign; it does not provide enough continuing iteration betw.een. com­
mand·· need.s and technical feasibility. The establishment of the 
Hanscom complex with a strong continuing technical support for 
AF'CCDD can. do much to remedy . these shortcomings~ .. if ~ 

(a.) 

(b) 

Air Force Headquarters, DOD .and the tming c.ommands 
recognize, support and use this capability a.t a high 
enough level. 
Adequate financial support and priority are given 
to building appropriate technical and :ma.na.gerial 
capability within the complex. 

The relationship between AFCCDD and the using commands for 
command systems should be two-fold~ . cons1iltant and developer. In 
its consultant role, the relationship must'be much closer than 
that required for weapons and eiectronic systems. In effect AFCCDD 
is participating in the planning and organization of the using · 
command and the using command is participating in the development 
and design functions of AFCCDD. AFCCDD should be like a management 
consultant or technical staff to the using command. Unless this 
relationship exists, AFCCDD will be incapable of providing fully 
effective, continuing technical assistance required by the commands; 
it will be unable to propose or support the continuing GOR 1 s re­
quired for command improvement. 

In its development role, AFCCDD · sl:l.ould manage a development 
program which produces a fam:l.l.y of "on~the-shelf" (or at least 
"in-the-catalog") command system components which are useful for 
several commands. In this role, the relationship between AFCCDD 
and the individual usi:Dg commands is not as close. The development 
of computers, displays, communications, 8nd computer programming · 
tools should. not aim a.t the particular. requirements of one using 
command--it should reflect the anticipated overall requirements 
of many commands • 

. A most important factor to be appreciated here is that our 
capability ·to build hardware components is well beyond our know­
ledge to build systems out of these components. We have learned 
a great deal of how computers can. be programmed and how to build 
display devices and automatic communications, b~t we require a 
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much larger und~rstanding of basic information processing i.n order 
to le.arn how to .handle interactions between these elements and how 
to compose these, elements into an effective system.· 

The ~jor. development requ:tr.ement: in the equipment area is in 
d~v.eloping standar<is for tying these c8mponents toget~er · 8.nd. 
modu1a.;riti;es of design so that processing capabili"t;ies in command 
centers can be ~xpanded and improved without disrupting operations. 

Another element of a cOl'liiii.!iw.d system research and development 
program is . conducting operational experiments . in an operational en­
vironment' ( eo go·, the 4 ,38L .experiment at SAC) • Such experiments 
should ·J:l:ot be viewed. merely as the development of a prototype sys­
tem for a parti.cular command; more important they should attempt. 
to develop and improve· automatic techniques whi.ch mi.ght.be used in 
a different fashion by many commands, including the development.of 
a COliDll.On languao{{e for the use· of the command and COntrol systems • . 

Also, we need.basic development programs in command center 
te.chnology: . how. command centers operate; the proper role for men 
and machines; how operational personnel can direct properly the 
automated portions of a system. · · 

In summary, we have stressed that operational command capa­
bility must grow within a using command and be-designed pri.marily 
by that command;·. that a development agency such as ARne is mo:re a 
techni.cal consultant to a using command rather than an independent 
designer for the command. The USAF is responsible· for supporting 
the command system requirements of many headquarters, some of which 
exercise operational. command over other services commands, some · · 
of which receive operational commahd from unified commandswhose 
command sysJ.-em requirements are. supported by other services o Ser­
vice SUJ.:: IOrt Of. operational. Comril.and systems Will be workable but 

. the USAF should press for the early development of a clear JCS 
col1'11118.b.d system operational concept and the. early strengthening 

·of a service-i.ndependent JCS co~d center. 

._,_ s . ,. 
' 
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1. THE' PROBLEM OF OPERATIONAL COMMAND 

We start by defining· the problem of operational command. Each 
of the services is concerned with three major areas: support, in­
telli'gence, and operations.. The support function is internal, to · 
each service and incluP.es long-range force planning, budgeting, 
research, development-of hew systems, procurement, testing, in­
stallation, 'training and maintenance 0 The intelligence function 
(excluding warning) is· performed by a community of agencies in­
.cluding the three services, CIA, NSA, and others; as defined here, 
this function includes longrrange technical and capability intelli­
gence. The operational function is performed by the Joint Chiefs 
of Staff, the three service headquarters, some service commands 
(e.g., MATS and TAC), the unified and specified commands, and by 
component commands under the unified and specified commands. The 
operational command function includes warning, operational.direc~ 
tiori of.forces in being, generation of war plans, ~d (increasingly) 
some responsibilities for exercising and.evaluation. . 

l ' 

11 TP.e Winter Study Group has found it usef~ to. distinguish be:­
tween coiillll8Jid, control, and sensor .. weapon systems.as follows: The 
sensor-weapon systems (such as BMEWS and Minuteman) are at the: 
bottom of an organizational and informational pyramid dr hierarchy. 
They are the "f:ront•line". systems with which we sense and combat 
·the enemy's forces; Control systems such as SAGE .are ''half-way up" 
the pyramid---they control weapons and sensor systems in order to 
perform specific operations such as air defense. Command systems 
are at the apex of the organizational pyramid-~-these are the head­
quarters systems which the commander aild his staff use for their 
war planning, warning, force direction, and evaluation functions. H 

Clearly, there are gray areas between ~hese-definitions- .. -in 
fact, we are dealing with a spectrum of systems extending from 
command systems on the one hand· to weapon systems.· on the other 
from the headquarters to the field. If.we understand the various 
properties of this spectrum, we are in a much bett~ ~osition to 
understand the design and implementation processes: required for 
the different systems on the spectrum. For example,- at the sensor­
weapon end, we are ~ighting a state-of-the-art battle with·the 
enemy; BMEWS eventually can be evaded, electronic countermeasures 
can threaten air defense. The state-of-the-art problem is not _ ·-­
nearly so important at the command.end of the spectrum-==whether 
a plan for SAC_ emergency war. operations is generated by punched 
card equipment or transistorized computers is less important than 
whether the plan is realistic and adaptable. (ln tlil.is.example, 

· we are not implying that· technological impr.o:vements cannot sig= 
nificantly improve the headquarter's function, but rather that the 
use of improved technology is not as critical·to the headquarters 
as it is to the field, that the use of improved technology should 
be subservient to other critical headquarters functions such as 
definition of workable organization or investigation of a wide 
variety of threats and the command's role in countering them). 
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... 
We have distinguished the operational role from the support· 

and long-range: intelligence roles.; and coxmnand or he&dquarters 
systems from .~ontrol, sensor, and weapon. systems. In this light 
we address the problem of how command-control technology can 

. assist the headquarters in performing their ·operational command 
·fUnction. We will be concerned with headquarters at several 
levels: JCS, service, unified or specified comDIB.Tld, service com­
iDand and ·comp<)nen:t ·command. Although ma.ny of these headquarters 
perform in all' three areas of support, long-range intelligence, and· 
operations, we shall.primarily consider the problem of operational 
command. 

\ 
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2.. CRISIS IN OPERATIONAL. COMMAND 

While the Wiriter StudY· Group discussed the comina.nd-.control 
problem with many agencies--operational . coimn.a.nd:s, ~~supp()rtirig com­
riland.s, Hq~ Q'SAF~ .• DOD; scientists,· and industry .. -there was a ·sur- .. 
p:i'ising ~onsensus that present U.S.· operational command capabfli ty 
is seriously, if'- not critically, def'icient.· Accordin~Lto thfs 
view, the u~s. has developed or is developing a large and mixed 

. arsenal o:f up-to-date weapons and s~nsors ·and the present concern 
is whether. our command capabilities~will allow 'us to us.e these· 
tools effectively. There is also surprising agreement on the 
manifestations of' this crisis in ope+ational command~ 

(a) There is o:ften a lack o:f appropriate knowledge at di:f­
:ferent levels o:f a command o:f the performance o:f the command's 
:forces under realistic conditions. By appropriate we mean, :for 
example, that CINCNORAD's understanding of' the defense. capabilities 
o:f a Bomarc squadron must be much more general .or global ~ut no 
less realistic than the understanding o:f the Bomarc . squadron Co'm­
ma.nder. ·· There is not only the problem of detailed or low-level 
knowleage of force performance but also the .problem of appropri­
ately COIIlmU1liCatiDg this knowledge Up through:·.the COmmand, i o e. 1 

correctly abstracting the know-how. 

(b) There is a lack of' confidence within many commands that 
forces .·can be successfully directed according to present war plans. 
Is continuing_assessment of force postlire correct or up-to-date 
enough for a realistic option to be chosen? Will commands be com­
municated to ·forces in time? 

(c) There ·is a lack of adequate communications and do­
ordination between commands where command missions are mutually 
supporting and even overlapping. Az1 outstanding, but hardly sole, 
example is the str~tegic, or general war, •strike mission where at 
least four unified or specified commands include Soviet targets 
in their detailed war plans • · These ind.i vidual war plans depend 
on detailed targeting, pri()rity, and time-over-target factors, but 
they are only very generally, and often inaccurately, coordinated 
in overall war plans. 

(d) There is relatively little investigation of a broad 
spectrum of alternative strategies and. tactics before retaining 
a workable number of alternative plans. Equally important, there 
is little anticipation of a wide spectrum of·threat situations and 
preparation to counter wit~ appropriate plans. 

$a.sically, the crisis in operational comma.pd stems from the 
revolution in military technology which has taken place over the 
past twenty years and which is becoming fully operational in the 
1960's. 
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It is important to recognize the most . salient. features of this ... · · 
revolution for·each places a stringent requirement ori operational 
command.: 

(a) We are faceQ. :with an ever-increasing spect.rum of. :weapon 
letrua.J.:i,ty and Q.ellvery -techniques and of. sensor sensitivity.· As 
a result, there' are many more situat~ons and possibilities faced 
by the planner:and operator. 

(b): As both the u.s. and U.s.s.R. develop greater. kill·· 
potential, :we become increasingly concerned with the consequences 
of each operational decision. We must limit :wars bu~ be prepared 
to exchange cities. 

. ·. 

(c) For most situations, we depend on a concept of forces­
in-being. Except for prolonged l;imited wars (such as Korea), 
each engageme~J:;, be it a show of force or a general .:war, depends 
on operational ::f'orces in being •. There is _no time to develop· or 
procure .new' forces; there may not .. even· be time ·for slight modifi-

I ' ~ ' 

cations. to :war• 'pl~s .and doctrines. · 

(d) Closely allied to the above and often ovE:rempbasized 
·. is the "compression of decision time." To be sure, increase in 

:weapc)n deli very speed and- decrease in warning . capability have 
reduced the .time available for making decisions, even in non­
general :war situations where prompt action could force the en~ 
to back down. On the other hand, as pointed out in Chapter I, one 

. ~y .wish to accept s.omewhat slower decision times in return for more·, 
positive control and increased certainty of achieving a decision. 

(~) Our sensor and weapon systems are becoming. larger and 
more complex so that the task of generating operational pl.ans for 
using these systems is more difficult. At best, potential. capa·· 

' biliti.es of .the ·weapon or sensor system are only. grSdUB.ll.y· reaiized .. 
1 after many iterations o:f'· exercising, r.eplanning, and. evaluation. · 

ThrOughout th.i's growth· period, the operational climate. ia gradually 
changing .because of new enemy threats' new technological develop­
ments,. and. new ·u.s. strategies and .. alliances. Ari.d finally,; the 
realistic opez:oatiqnal life. of the weapon or sensor.system IJ18,Y be . 
very short b,ecalise we develop a radically better replacement or. 
the enemy .develops capabilities which obsolete the :weapon. SAGE,; 
which ·is not yet fullY. operational, is a classic past example of 
this .problem. But consider how little time remains to develop 
and. test operational ·plans ·for. using BMEWS, MIDAS, mann~d bomb~rs 
(:with or without .AI.Bl(' s), . fixed missiles and Polaris i·n coordinated 
pre-emptive or 'retaliatory st~ikes. · · 

(f) Firia.lly, our military ·establishment is undergoing a 
major. r.eorgariiza:tion whereby responsibility for operational com­
mand is being transf~rred from the services .to unified and s:pecified 
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commands and to a single Joint Chief of Staff. Although the major 
outlines of this reorganization may be complete, co~siderable 
experience is still .~~quireli within these outlines before pressing· 
questions of authority and responsibility can be resolved. 

In summary, operational commands are gradually gaining com-. 
mand over their present forces only to face, in the coming five 
years, the introducti9n of many more complex systems in order to 
cope with many new tlri-eats, many of which cannot be anticipated · 
now. Also during this period, the lines of operational command 
and the relationship of support and intelligence fUnctions will be 
changing as they are clarified. 

What can. be done or is [>eing done to restore operati.onal 
command? Unfortunate~ there is no panacea, not even the intro­
duction .of "integrated electronic data-processing systems at 
command headquarters to process high volUmes of data in shorter 
times." On ·th:e contrary, the .Winter Study Group can see instances 
where pursuit of this·. solution has hidden, the real problem and 
:feasible improvements and threatened to con~:~olidate 'the present 
command situatiop:. I]l conducting our study o:f the present and 
required command L-systems, we have come ··to believe that three 
broad lines must be pursued: 

(a) Appropriate, increasing use o:f automation in communications, 
data processing, and d,isplay, particularly in peacetime, can help. 
We discuss b.elow instances where present ·command L- system plans 
along these lines are sometimes inappropriate, inadequate, and 
overly ambitious. · 

(b) The present c~a.nd headquarters greatly require more on­
going technical assis1:;anc·e, not only to aid them with appropriate 
automation but also to assist in the ana~sis, planning, exercising, 
and evaluation that are needed as ·complex systems become pan of the 
:force structure. It is interesting to reflect on how much technical 
manpower ·:from goverr:pn~nt, non-profit -corporatio~,. and. ind'qStry has 
been applied to· :the :P?:obl~s of system detvelopQ~.ent and force com­
position and how lit:t;ie ha~ 'been concerned with the command of forces 0 

Consider the effort. ~Y many agencies to develop a BMEWS system and 
the insufficient plahning on when .and how and who ·should use BMEWS, 
or how :to react if BMEWS is sabotaged or j-ed. This technical 
assistance is not only homework :for m.Ore automation--it may indicate 
a need :for less. · 
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the first. two goals of appropriate· automation and increased: tech- ' 
. - . . \ . -

nical ~sistance cannot be fully effective if thea~ steps ar_e not . 
;taken. .- · · - · -

I 
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3· FACT(~!~ IN IMH\OVING OPERATIONAL C~(:?i't ·.. . . 

Before.cons~dering.the promises' and pitf~s~~~· 1on~ we . 
indicate the most import&nt needs which must be sat y any 
command organization in Qrder to improve operational co d. These 
needs are independent of the degree of automation, although some be-

. come more apparent when automation is considered~ and some can prob­
ably be fully ·achieved only. through the in.creasing use of automation. 
These factors are: . . . 

(1) ·The role of the military (versus automation) 
( 2 ) Continuity and growth of command 
( 3) In~racommand communicating . · 
( 40 Uncertainty and ~:~.daptAbili ty .. 
(5, The development.of lang~~e . 

. · ( 6) Predominant peacetime need .. 
(7) Intel:-command communic1:1:~ing• 

3 ~ 1 The ·Role.· of the· Military ... 

. Clearly, the role of the military in a command headquarters 
··. is to command.· If automatic. data p.rocessing and communications are 

introduced in a headquarters, their r.ole .is to ~ssist command. We 
must be careful though that.· we. do not build strategy and command in­
to our automated elememts and thereby make the military organization 
simply monitors of the coziima.hd system action. In this sense, a com­
mand system, which consists of peqple and automation, is very d:i.f­
ferent from a weapon: system; .An interceptor does not help a pilot 
to be a pilot; ---the combination of pilot and interceptor are a use­
ful system to conduct interceptions~ ·. ('For some uses, we dispense 
with the pilot anq use :aQ:jl:l~g,r~roNi.k:EI:~:V. .. ).:; . ·. • . 

This ~oncern that cozmna.nd. systein:s Iila.y assume a significant 
part of 1:;~¢ c'ommand role is not acadeillic: ,In .several.of the pro­
posed, comm~d,: L~ systems:, · con:sid~rable .. coPmiaJ:ld performance is designed 
into the syst;e#l.{most notic~~:~.~ly ~ntp .conJ.puter programs), To be sure, 
the comiria.nd· and his st.~:t:· can ti.u:"n off the systeni'o:li' ignore it, but 
th~s h~d.ly con,tribtites tO ~ffective ~oiiifuand~ · . 

·.·,, ,' '. 

3. ~. . Contimlity ~d Growth. of. Comm~~ · 
I . 

.. \· 

. . · A command uses m:f..xed weapon systems which phase in and out, 
year' .bY ye~. Th.e command :t ts,elf, is ·a single organizEI,tion which con­
tinuously develops procedures, traditions, doctrines, and plans for 
controlling its weapon and sensorsystems •. The command qften criti­
cally needs . .assistance before a long-lead time L-system can be in­
stalled .. If a long~lead time command system·is planned, then the 

CONF 
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introduction of this system must strengthen, not disrupt, on-going 
operations--th,.e: system should-. include on its operational date all 
of the most re·c~nt command procedures and know~ how. Finally, the 
system must continue to strengthen operational command after'it is 
installed. 

'· 
3.3 Intracommand Communicating 

Within! a command headquarters, effective operational com­
mand depends upon developing throughout the command a·common under­
standing of: 

(1)'_ 

(2) 

(3) 

The range of performance capabilities of weapon, 
sensor, and control systems, 
The role and capability of different parts of 
the organization, and 
T4e tota.X mission of the command. 

The command is generally organized functionally into intel­
ligence, operations, pians, and materiel areas. The total mission 
of the command (the commander's concern) cuts across all theseareas; 
the mission includes: 

(a) wa.:f.ning which predicts both imminence of activity and . · 
threat to the command mission (the command should be warned not only 
by positive intelligence on enemy actions and capabilities but also· · 
by absence of intelligence or absence of support). 

(b) Force cpntrol which assesses, evaluates, predicts and 
-redirects force ·and sensor status. 

. ; . 

(c). Operations ~~sis and evaluation which ~epend on 
unit, force, and battle-staff exercising; war gaming; threat analy­
sis; and intelligence evaluation. 

(d) Replanning ·on· the basis of new forces and evaluati,on 
to produce new war plans for warning.and force direction. -

{e) Operation coordination with adjacent and higher com­
mands and with intelligence and support. 

Stronger operational command depends on increased communi­
catfng (not communications) across the command line organization. 

s E~~f,M,~Sifl£0 
~-; 
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3·4 Uncertainty and Adaptability 

It is virtually impossible to lay down detailed plans for 
the co:mmarid 'function 'several years into the future. Year by yea.r. 
there are unpreal ctable changes in threat, international climate,. 
strategy, force performance, budgets, arid organ+zational policy. 
The operational command function must be adaptable to these chang~s; 
it must be capable of developing rapid, adequate response to these 
changes which is much more crucial than developing optimum capabili~ 
ty for presently known command functions. For example, present ' 
plans and desi8p~ for .the SAC Control System have concentrated pri= 
marily on improving present bomber~tanker capabilities. By the 
time the system is first operational in mid=l963, an airborne ale.rt 
may be in operation, some u.s" ICBM 1 s will be operational, _intelli= 
gence estimates of Soviet air and missile active defense may be 
radically different, a. Joint strategic strike command may be partly 
::i.mpleme11;ted and some arms inspection may be underway. . Since proper 
r'esponse· ;to these changes will be mofe important to guaranteeing 
SAC capab .. ili ty than optimum. us~ of the bomber= tanker force, the 
SACCS system must assist rather than impede adaptability. 

3. 5 .. , The Developmept. of Language 

A crucial requirement in improving operati.ona.l command is 
developing a conceptual and l:tnguistic framework forplanning and 
operations and keeping this language up to date; often a command's 
most serious problem is not being able to talk intelligently and 
succinctly about its threats and resources. Commands must be pre= 
pared to generalize=~·to develop shorthand and labels. The labels 
will often be too vague or too detailed or ~sleading;_ but it is 
important to start with some terms, to use them (exercising) and t() 
be .. _ready to change them. Such .languages are needed at all ·levels 
of the command; they must grow and rel:ate to each other. They are 
even more needed between commands and between all ·co~s and JCS• 

If such languages are not developed, there is a tendency 
to require volumes of detail (i.e., the same information) at all 
levels of the command even though the ability to comprehend arid.ef.,. 
fectively use the information decreases wi.th .higher-and higher 
levels 'of command because of the broader responsibilities of the 
fewer people seeing the information. Where.considerable data pro= 
cessing is used by a command, the· :-cbmipwt~:tt=)~'l(QgPM!I'(:&-md'3<1iscl . 
plays will represent an important fraction of the coilliilB.nd language~ 
Since the military is responsible for command, it is important that 
the linguistic and doctrinal aspects of.the data~processing system 
be governed by the command organization a.nd subject to ready change 

·and innovation. 

CON 
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3.6 Predo~nant Peacetime Need 

Most of the factors which we have. discussed above are re-. 
quired only in· .;·'peacetime" as preparations for combat~· That ~s, 
the greatest part of the operational command function:, the people 
·and the procedtires and the equipment, need not survive a general 
war and shoulg.~ ·not be employed during the crisis periods of a cold­
war. This is the essence of the forces-in~being concept--operational 
command generat.es and exercises mush simpler plans and procedures 
than are required for combat,. an important distinction which is of~en · · 
overlooked~ One fallacy is to assume that no distinction exists, 
that both the peacetime ''honing" function and the wartime capability 
must and will sUrvive. Another danger is to pay lip service to the 
distinction :so that some back-up is provided; but since the.elegant 
peacetime funct.i.on "may" survive and it seems to posses much more 
satisfying capabilities, the complex function is overly exercised 
and the simpler back-up is almost totally ignored. The relationship 
between Mode I and Mode II air defense, or between 465L and the air­
borne command post could be examples of this danger. 

3·7 Intercommand Communicating 

One of.the greatest needs is for greater communicating (not 
merely communications) between commands, particularly in the peace= 
time operational command functions of generating war plans and esti~ 
mating mutual support. We have already mentioned one example in . 
the number of commands involved in. strategic strike missions. An­
other is the extensive mutual support between CINCSAC and CINCNORAD. 
NORAD defe~ds SAC bases, a SAC counterforce strike aims at NORAD's 
threat. In all these cases, communicating must be more than an·un­
·coordinated after-the-fact transmission of status==i t should. start 
with planning and analysis. 
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4. ·THE PROMISE OF AUTOMATION IN OPERATIONAL COMMAND-SYSTEM 

DESIGN CONCEPTS 

Now we consider the role. of automatic data processing and auto= 
matic communications in helping operational command. We will start 
by considering some desig~ concepts, o~ ideals, for an extremely 
automatic command center. Then, we will.consider how these concepts 
can be applied today. 

First, let us consider the capabilities of computers for hand­
ling information. It is well known that computers store and process 
in~ormation at extremely high speeds under the control of computer 
programs stored in the computer .. How can this capability be applied 
to the command function? First, the computer can act as an industri­
ous, if Unintelligent, file clerk. In this role, it can remember 
large quantities of status, performance, and intelligence data, and 
make this information available as required in reports and displays, 
in a way similar to the use of computers in business for controlling 
inventory or handling sales transactions. The important feature of 
the computer here is not the economy with which it stores informa­
tion. (manual records are much cheaper) but rather its ability to 
rapidly search and summarize and presen~ information if given proper 
procedures and terms. · ·. 

Next, the computer can perform many detailed calculations and 
procedures (such as detailing war plans).which require considerable 
time and manpower if performed manually. This is similar to the 
use of computers that assist in engineering design. In this appli­
cation, computers are much faster so that detailed procedures can 
be rerun when i.mpredicted situations arise. 

Next, the computer can simulate complex· situations and therefore 
perform or participate in war games and exercising. One stores per-

. formance models in the machine by inserting many of the detailed---· · 
elements of a situation to be modeled; then, by op~rating the model, 
overall performance under different conditions can be measured. 
These .models can include uncertainty so that performance includes 
uncertainty and is measured statistically rather than precisely 
(these are called Morite Carlo models). For any given situation, dif­
ferent levels of detail or abstraction can be·. incorporated in the 
model; a computer model which doesnot.include much detail is said 
to be aggreg~:~.ted.. In general, the more a model is aggregated, the 
faster it canbe operated. Consequently, a highly aggregated·model 
can be. exerCised more often under different conditions than a de­
tailed· model. There is a tendency to believe that aggregation and ' 
accuracy are incompatible; that accuracy depends on considerable de­
tail in a model. There is rio inherent reason for this to be true, 
since the realism of the model depends on the accuracy of the ele­
ments built into the model. Often a highly detailed model is overly 
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and incorrectly' ·refined so that it is both misleading and wasteful 
of data proce~s.ing capa.City. Models can represent enemy threats,·, 
enemy defenses, weapon and sensor system performance~ overall · 
force perform:at;ce, command performance, . support. performa.n:ce; etc. = 

In other word.~, models can be built up out of submodels. War gam-' 
ing is no more·· than exercising a model which. includes· two sub- ' · · 
models---one for each s.ide. ·· · 

Finally, through a combination of the file-clerk and the cal.Cu-:··' 
lation and simulation capabilities .of the machine, a computer can· '.·. 
be an aide to 'd.ecision-making. It can suggest alternative courses 
of action and evaluate them according to given c·:rrteria. ·ManY tech.;' 
niques have be·en developed for commercial and military application. 
such as. dynamic programming which can, if properly applied~ aid ·· · · 

.'; 

the decision ~er. ·. · · 

All of the above capabilities a:re feasible tod.ey; they· have ' · 
·been tested and .. used to great advantage in many problems. In. the 
next five years, continuing improvement in coinputer ~d computer· 
techniques for using computers should yield: · 

(a) 
(b) 

(c) 

(d) 

La:rger,.cheaper memories for much more e:JCtiensive files; 
Much faster machines .(by a factor of 10 or 100) so that 
todey 's ·-techniques can· be run more quicklY or more com.-' 
plicated techniques can be used; . 
Improvement in computer languages should make it eventu­
a.lly possible f'or humans to speak their language to the 
machine . in directing its operation or requesting infor-~ 
mation; .. 
Development of' adaptive program techniques shoUld make 
it possible for the human to state the problem or the · 
goals to the machine (rather than the solution or the .. 
means) ··and the computer will then program i tsel:f to 
give some solution. 

. . . . . 

If, to build a command center :J we had available today the ma­
chines .. and. the techniques for using them that "\fill' probably be 
developed during the next five or ten years, how would we design· 
a command cente,r? First, we w'Ould. store in the machine a data 
base or command model which represented all the info:rma.tion and 
procedures and plans and experience pertinent to the operational 
command function .. At a command headquarters; the data base would 
replace files; manuals, regulations~ backs of envelopes:> routine 
manual.processing capabilities, organization charts, :distribution· .. 
lists, etc •. As such, the data base would be a model of the command 0s 
organization, resources~ performance and strategies and, wen perti~' 
nent to· the 'command mission, the enemy's resources and perforniance. 
It vould contain status data, :war plans, and models ·of f'oree per.:. .: ·· ·----. 
formance under different condl tions of alert and . thxeat damage·. 
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Actually, the data base. would .. consist of sub-bases for each 
different organizational area such as intelligence, operations, 
materiel, andplans and for each organizational level such as CINC, 
deputy, director, and brahch. For example, at the CINC level there 
would be a sub-base of appropriate status data, command procedures, 
war plans, force performance, and threats. Also:; i;there would be 
sub-bases for past, current, and planned activities. Clearly, ·:; ;('.''~ 
there would be extensive duplication or overlapping between these 
sub-bases whenever interactions existed between ~~ganizational areas 
and levels~ 

Finally, the data base would include rules for.co~unication, 
acces~and transfer ~f information·within the data base. It would 
indicate authority for change and access, source and destination of 
information, .requirements for frequency of up-dating information, 
etc. In other words, all information in the data base would hot be 
accessible to all personnel in the command. 

·The· data ba,se would always contain some errors of the following 
types: 

(a) . Factual Errors: That is, discrepancies between the data 
base and reality. For example, the data base may indicate communi­
cation delays which could be ~xpected within the command when cer= 
tain priority procedures are in force under certain alert conditions; 
in fact, subsequent .experience may indicate that the communication 
delays are quite different. 

(b) Incon!3istencies: That is, discrepancies between the same 
piece of information in two overlapping sub-~ases. For example,' 
the CINC's estimate of communication delays and the branch level 
estimate (where the latter is obviously much more detailed) may not 
agree. 

· (c) Omissions: That is, the data base indicates that certain 
information shO'Li:ld be available and it is not. For example, a war . 
plan or a performance estimate. may dep~nd. on an estimate of communi-· 
cation delays and no· .estimate dr at least' no up-to-date estimate 
may be ··available in the data base. 

. . 

In other words, the data.base is in'Iriariy ways inadequate, wrong, 
ahd subjective .. It is. the; command's view of the command •. This is 
a crucially important quality 'of the data base: if the command's 
estimate of ·a situation is inaccurate, .. then the inaccuracy is re­
flected. in, the data base. . If elements of . the command are not com­
municating, then this lack of communication is apparent in the data 
base. We cannot increase communications without discovering·absence 
of communication; we cahnot improve accuracy without pinpointing 
sources of inaccuracies. 
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·Policing routines included in the data base 'tiould help discover 
these various ~rrors ~d bring theni. to the attention o:f appropriate 
connn.and personnel. For example, the results· of exerciSes could b_e 
compared vi th models. More detailed mod.els at lower .levels could 
be operated and summary results compared with the detailed elements 

_of higher level models. The cormnon ·portions of· o'rerlapping models 
could be compared; :what enemy defEmsea are p~edic:ced by intelligence 
versus what en~ defenses are ass~ed by operationai plans. 

The role ·of hBXd:ware in the corimland Cfm·i;er iH best described in 
tl:le terms· of the data bas~~ Computers store and process the data 
base.· Display and input devices tZ.ansm.J.t portions of the data be­
tween connn.and personnel and the C0mp1lter •. Automatic comw.un.ication 
links transmit po::otions of -data baseu be1~-r~.:~en the command and adja-
cent colmna.nd centers. . 

A major role of the military personnel in the co:mman.~i is com-
. mand of the data base: Staff and line personnel should design, 
. fill, change, use, and police the evolv'"ing data base as part of 
their coiillllBnd job~ The command center cannot be a. ccin!lla.:n.d post de­
signed by engineers and programmers and used only by command person­
nel in crisis situations 0 When we st:2·ess that. m.ili ta.cy peroonnel 
design the data base -w:e.: do not imply that ·mili ta.ry programmers use 
machine langua.ge to do the job. Rathe:z·, we env.is.ion the deYclopment 
of operational languages and procedu;:oes which a.!."e :familia':' to all 
personnel in the command a.nd ru.·e used by them to nvol ve the data 
base. For example, the m.ilitar;y- personnel r.!au 't-rrite Gimple plans 
and procedures and insert them into the dt'\.ta base; i~he--.1 ca.n create 
new vocabularies · and ir1sez:t thc~rn m the data base or abstract from 

·eXisting vocabularies· in the data bMe and create n<n1 terms and 
procedures. · 

The tools by which the milite;ry would crea.te the d~ita base are 
operational translators. OI)(';)!"ational tra.nsla:!;o:os are prog:..4 amm.ing 
systems which convert from a language unable by the mili t&•y to a 
language useful to the machine hardware.. Whereas in the p:ri~sent 
L-systems the computer progrruns delivered wiJ;;h the system .are the • 
ope;r:ational progra.mE? for co:rmuand. f\iuctiou, in the advance collJD¥l.Ud 
center, niachines •...rould he delivered with operational translators 
with which connnand persmmel-would prepare anct change the opt-1ra­
tional programs (i.e. , · data ba.qe). 

One of the most attractive :features of this advance computer 
center would. be the ability of the au'j.;omated portion of the system 
to act as a staff which cuts across organizational lines of intel­
ligence operations, materiel, · and planning and so help the commander 
to integrate the operational command functiou.s of these deputies'. 
In other words, the command center becomes 8n :integra. ted combat 
operations center, combat intelligence ceriter)l combat planning 
center, and combat materiel center. 
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·Over the life of a command) the command center must continuously 
grow and adapt in order to improve the headquarters opera.,tional com­
mand capability. The data base evolves; it grows in size through 
design of the military. It becomes more accurate through :p0licing 
by the military. As weapon: and sensor systems are phased in and 
out, its models, plans, and procedures are changed by the military. 
The data base reflects a growing linguistic framework within the 
pommand organization; it helps the organization to test new vocabu= 
laries and doctrines, and to evolve an efficient lingu:i.stic frame= 
work. As the data base grows, the commands' capabilities to use, 
design, and police the data ba,se grows; the data ba.se can only get 
larger (that is, require more computers, storage, display, and com­
munication capabil:tties) if the Cl81:pabil:tt;y. of the CO!l1Il1a..'ld organiza= 
tion to command the data base. grows proportionately. 

The hardware which is used to process the data base (computers, 
display, input devices, and communications) grows as required by 
the data base. Components.are modularized so that capabilities can 
be increased as required. Interconnections. bQ?.t1~r~r-:m :co:m.pone11ts: .are 
standa.rized so that portions of the system can be repla,ced without 
bbsoleting the entire system. All equipment Is off=the=·shelf so 
that lead times for improvements are short, costs are knownJ and 
installation problems such a.s system integration and testing are 
minimal. 
I 

Duri.ng evolution of the C'..ata base, the colDlllS,nd must be careful 
hot to use i t:s increased process:i.il:g capa.bili ties merely t.o increase 
c.entralization. To be sure, the addH.l.on of automatic commu.nic:a= 
tions and greater data processing e.t a hea.dque.rters makes it possi= 
ble for the headquarters to receive more data in grea;(;er detail; 
'simila:rly, within the headquarters, incx'ea.sed data· processing and 
'improved displays make it possible to give the highest leve.l of the 
organization more detailed information. On the other hand, such 
:t;ight centralization will probably not pay off a.s much in strength­
~ning operational command as the development of procedures of a.g= 
gregation and. delegation, i "e", the development of levels of lan= .. -
guage and doctrine" We have .indicated above the i.mport;ance of such 
a linguistic .framework to the capability for investigating alt.erna't:f.ve 
strategies and tactics and anticipating e~d planning for the widest 
poss~ble range of enemy threats" 

The problem of communication between commands becomes a problem 
of developing common language and exchanging data bases accordingly. 
In other words, a part of the data base a.t one headquarters wi.ll be 
recei ve.d from other headquarters (or command center), i "e. , portions 
pf the data base of each headquarters will be transmitted to others. 
In this way, ·commands will not merely exchange after·-the=fact 
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status data;. ~~ey wili exchange plans' estimates of performance' .. 
and procedures;·,'; For example, ::NoRAD should send to SAC its, cur­
rent and·:Pla.mleci models of air defense effectiveness in cases" 
.where th~se rriddeis inv'olv.e defense (or impossibility of defense) 
of SA.G capability. · 
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5· DESIGN OF PRESENT COMMAND SYSTEMS 
.· .. ~~.· : 

Let us E;tart by summarizing .the probable design features of. a 
highly automated command .center: · , · .. 

(a) The role of automation is exemplified by a data base or 
command model which is a memory or store of the command's view of 
its status, procedures, plans, performance, role (with respect to 
other command centers) and the enemy threat (to the command).· ~e 
data base is subjective in that it is the command's view of the 
situation; it is objective in that information common to the com­
mand is stored in a medium where communi eating of the information 
can be less dependent on transient individual attention. 

(b) . A major role of the command personnel is to design, change 
and police the data base so that it becomes more effective and re­
alistic; they do this using operational translators which convert 
between command language and hardware language. 

(c) The data base acts as a staff cutting across intracommand 
organizational lines. 

(d) The data base improves (i.e., grows, adapts, becomes more 
accurate) as the command organization develops capability to com~ 
mand (i.e., design, change, use, and police) the data base. 

(e) The command need not 9.l.ways use automation to centralize; 
it should use the data base to develop higher-level language and 
doctrine and to consider alternative strategies and threats; the 
data base may lead to delegation ·and decentralization. 

(f) Commands and JCS communicate between themselves primarily 
by exchanging appropriate portions of their data bases. 

(g) Off-the-shelf', modularized hardware components with stand­
ardized interconnections are applied as necessary to handle the 
growing data base. 

Such a command center is beyond today's technology. We are just 
beginning to develop and gain experience with the languages required 
for operational compilers (most current activity is in the fields of 
scientific and business computing where the requirements are marked­
Iy different from those in command centers). Similarly techniques 
for creating and manipulating a data base which is under the control 
of many people are in an early stage. In this regard, size of the 
data base is not the paramount problem--many computerized files used 
in business today are considerably larger (i.e., contain more infor­
mation) than those which would be useful to militf!Xy commanders in 
the foreseeable future. The real problem is one of giving many 
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people accesff to overlapping sub=bases without -calisirig chaos a_nd ; 
· attendant lack 'of' commUnication. In the area of. hardware which 
handles the data base, the need for modularization (which allows '· 
easier integration and interchangeabiiity of components). is only .. 
beginning ·to l;>i r~alize(!.? . Fimtlly, the long .. range goal ·can be ~ .... 
achieved OnlY .{U'ter extensive experi~nce tprougho~t the military.;,·': ... 
on the proper use ofautomation as an assist to cb~d· . 

But ~ve~ if ~ qompl~te realization .of the idea.J.. i"s impo.ssibl~ ··. 
at this time,' the iC!:e'a:I. does hlighlight many of the shortcomings· .of 
presently plaiui_ed command v.,systems; it also suggests steps which::­
could be taken .immediately, wi.thin pr!=semt technology, to correct · 
these problems:, Basically, the presemt command L,;,syste~s depend·. 
too much on long lead.,..time procurement of. hardware; they. do not· 
consider sufficiently the growth of a data base under .command of ,. 
the military."·: Often·the. evaluation of these systems by agencies 
responsible. f()r •approval and' funding is siniil.arly biased. ·For ex~ 
ample, in ma.zjy reviews of the 465L SAC System, ·it has often been , 
·stated that the system 'does .. not take missiles into. account and 
may not be even needed for the.-missile force. ·Such· statements of= 
ten do not· distinguish between~ .. 

(1) 

(2) 

Provision of·adeq_uat~ comm~'nica:tion between missile 
bases .. on. the various SAC he~dq_uarte,rS: and. 
Adeq_uate continuing coriside:r;ation .at SAC het:¢.q_uarters 
ori. how and when mi·ssiles can b.e used as part of a 
mixed.,;;:W~apon ·st'rike 'syst'em~ . many elements' of which ~·~-·,:;· . 
are· ~c;>t SAc·i.s responsl:b:tiity .. 

• r 

The second q_uesti'on should be ans.wered first • .. It is a very dif.;. 
ficult q_ues.tioii'>whose answer w:tll cliange·from year to ·yefP:' .. Evalu~. 
ation of the need for the·system.after 1963 should ask whether the 
system will }lelp SAC, USAF, :and J.CS to answer this q_uestion:j. not 
ask what the answer is. · · · · .. 

Let 'L1s .consider now some of· t.he ,specific. shortcoinings of. the 
present progr·a.m:. for· comma.n,d· L'=systenis.. In a ·typfcal, admittedly 

' worst-cas~.' s:i:ti;tatiionjt the ·plans fqr. the L=sy,stems in.clude the sudden 
and simWLtane6us in.tr'6duction of all new har.dwa.re ( GOmputers, dis~ 
play, ·.coinmunic~tion, ·etc~.) a new ,_data ba;I'Je (fully growri) and new,' 
facilities (offices and ~ h()le 'in the ground.) af:j:;er a lead time of ... 
three or more years~ The operationaJ. comp:U:ter progranis which make ··. · 
up a good· part of the data hase are prepared. by contractor. program= .. 

· mers und~r :the occasional. g11idt:p1c·e of t4e milit!U"Y at the ·head= 
q_uarte:rs~ '{The military .'can't l),e blai!).ed; they have problems and c; 

jobs today and t}le promised br~akthr.ough is many years of:f•) Even 
though the system will not be_ fully operational for four or five· 
years, .the design of th.e ope;r'ational computer programs probably re~· .·. 
fleets a command model only ohe or two years in the future. Also, 

·,·,] . '.: ·. 
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the computer programs mechanize presently understood manual solu­
tions or problems; they do not aim to help the conima.rid discuss its 
problems and try out completely new procedures and plans. Finally, 
since the coillDlB.nd has· few ideas regarding L;;,.system plans at adja-. ' 

cent commands and JCS, there is little emphasis in the system de-
Sign process on organizing and preparing the data base so that it 

· can assist intercommand communication in the future. 

As a result, the "worst .. case" command L-system does little to 
help operational command capability before the operational date of 
the L-system;. the cutover problem from manual to L-system operation 
is so slighted that command operational capability may actually de­
grade during the transition;·. the new system will often be so com­
plex that the command will spend years. learning the new system 
(which may be out of d8.te), rather than learning how and where to 
c~ange a more modest system. 

The following design principles can be applied today to improve 
operation'al command through . automation: 

. . 

·First,· each command should apply automated communications and· 
data procesSing through successive phases so that capability and 
understanding can be built on previous command experience. Initi~ 

ally, the colnma.nd relies on teletype ·aiicfvoice communications, -
manually plotted displays and paper records. Then, the command may 
.start to use·computers and programs for such functions as plan gen-' 
eration and evaluation, force assessment,.and direction, exercising 
and war gaming. Also the command may add automatic display devices, 
possibly driven by computers, or digital communications within the ' 
command or to .and from adjacent commands. During the early phase 
of introducing automation, all hardware items are off-the-shelf at 

' . 
the time·of procurement.anci may have.a planned useful life of only 
one or two years (many are leased).. A~ the ·coiiimand gains experi= 

.ence in the. use of automation, hardware components and standards 
·are plarined for a longer and'longer useful life so that capabil~ties 
for corimlunications' display, and data-processing can be individually 
expand~d; or replaced with moreup-to:..date off-the-shelf equipment, 
without disrupting operations. Each of' the phases acts as a founda­

.tion or starting point for the next phase. The cutover problem of 
adding or replacing hardw~e is carefully considered in order to in-

. stire continuous growth rather than disruption. The rate at which 
automation is ··introduced will vaJ:oy between commands as a function 
o:f the nature a.nd importance.of ·the conirnB.nd function and the growth 
in capability achieved by the.comnia.ndwith its present automation. 
A command need. not necessarily reach· an. advanced stage of autolna.tion,. _ 
but if it does this advanced'capability should be based .on some earli­
er experience with date: processing .assli.stance. For ·example, .if a har;..' 
dened computerized center is.planned for NORAD in ~hree years, then . 
transitional experience with automatic data 'processing should be 

CONf. 



c. 
WSR-7 

scheduled much earliero. (Even if the long lead-time center is not 
included in toda.y us plans, the transitional phase might be des ira:...-· 
ble.) 

Whenever hardware that does not have readily expandable capa­
bilities is scheduled for a comma.ndJ then initial plans for using 
the hardware should leave ample spare capacity; only 25%To 55% of 
the available capacity should be used at first. Unfortunately, · 
procurement and budgeting often 'require justification that all the 
capacity is cri.tically :required. Therefore, the designer includes· 
a proposal requiring all t;he capac:i.t.y initially~ and functions in= 
eluded in the proposal soon become requirements. In the case of 
command data=processing there should be a. requirement that a very 
minimum of 50% s~~e capacity be reserved for immediate growth. 

It is often felt that a singleJ :·ird;iegra.ted)J computing system· 
. should be _used throughout a command for all i.ts operationEW. command 
functions,' i.e 0' that sta.ndard communication facilities, displays, 
and communication and programming languages should be optimally com­
bined in a single .system, In most c~ses)J ··this goal seems far off 
at this time; the technology for building such a system and also 
satisfying other requirements such·as adaptability and early avail­
ability is not sufficiently developed;_aJ.so, some commands have 
alread,y established mixed systems of computers and communication 
which r~~present sizable investments. On the other hand, it is im­
portant that all phases of ~dding automation provide for !: "capping~' . 
.2!: commander us s~tem, which acts as ! staff cutting across the ,££- -
ganizational lines of ~~tion~, intelligenc~, materiel, and p1ans 
wherever these functions support operational command. The depth of 
the capping system must be limited by available technology but also 
be such that highly detailed processing is not incorporated in the 
command's capping 4ata base" For example, one should be cautious 
about including sa,telli te cataloguing or processing of raw MIDAS 
data in the NORAD co:rnrnander us system. Also, it must be made clear 
to designers whether they are working on a commander's system or.a 
deputy's system, Is 465L a system for the Deputy of Operations or 
a·crNC system; if the latter, then intelligencej materiel, and plans 

.functions must be integrated in the data base. 

JUthough it is impossible at this time to satisfy fully the re­
quirement that the military should design and police the data base, 
there~ many steps which~ be ·taken with .available techniques 
to insure a much heavier participation by the command itself in 
data base design 0- The most important ha_s been implied already'; the 
ea.rlyJ increasing use of automation by the command in a capping sys­
tem. As successive phases of automation are introduced, the command 
staff and the command organization grow with the system and their 
experience determines its growth. Another important step.is the de­
velopment of operational. translators which are within the state of 
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the art and the early use of them by co:mm.and personnel in a command 
situation. Since a requirement for these tools has never been ' 
stressed in L=system designJ the little progress to date has de~ 
pended on the initiative of the system programmers. An example of 
an area where such, tools could be most profitably used is storage 
design, inputting of data, and generation of reports and displays. 
Instead of giving the command fixed format displays selected by 
number, part of the command function (in peacetime) would be the 
design of proper displays during or after exercising. Another · · 
step is more participation of the commsnd personnel in the design 
process. As suggested above, it is questionable whether adequate 
participation of appropriate command personnel can be achieved un~ 
less the material being designed will go operational in much less 
than three to five years. A final step is the early development of 
tools and procedures for simplifying design changes and shortening 
the design change lead= time. Since the value of e. command system 
depends heavily on the adaptabi-lity of the system, we must be ready 
to invest enough to insure that the system (particularly the com~ 
puter programs) can be readily and quickly modified . 

. Finally, design of command systems should include capability 
for the discussion and .evaluation of perfor:m.a.n'ceand the develop­
ment of command language.. Many of the needs we have mentioned 
above will contribute to this requirement; early, gradual use of 
automatioh, provision of a capping system, and military command of 
the d.atai base. In addition, the inclusion of models .9 gaming, and 
other exercising tools as parts of the system is essential. Too 
often; models and games are considered the province of the non= 
military system developer or evaluator rather than a possible part 
of the command process. A mode.l can be most valuable only when 
its prediction of results can'be compared with live or semi=live 
operations and exercises. If there is a discrepancy, the model 
should be fixed; where there is agreement, confidence in the model 
is higher so that it can then be used to investigate performance 
under many other conditions and threats, to suggest e,llternat.iye, ·.:pro­
cedures which would improve performance, or as part of a bigger 
modeL This is particularly signiri,cant when we consider that . 
models can represent not only the command 1s force structure but 
also the enemy capabilities (as viewed by intelligence or opera= 
tions or plans), the command organization's capabilities for com= 
manding, and its interaction with adjacent commands or higher 
command. Many such overlapping modeis can be developed in a com= 
mand, and then compared within the command or with another command. 
These models should be sufficiently aggregated that they can be 
operated often under a wide range ,)f conditions or in concert with 
other models. Unless the natural. tendency· to include every detail 
in a model can be curbed, a giant model. which can never be verified 
or used will result. 
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6. INTEGRATION OF SYSTEMS 

One ;·o:r· the major problems given the Vinter Study Group was the • 
possible reconfiguiation of .L-systems to achieve greater integration. 
For. co:mma.nd or headquarters. syst;ems, integz:ation can have. at, least 
three distihct. ·meand.ngs ~ · · .·.· · · 

First, by technical' integration we mean emphe.Sis on the use of 
a col;Iliilon COD'DilUnication sy~:;'tem; and at each command on use of s.imilar 
computers, displays, communication switching equipment and program..: 
ming langU.ages. For· example, a SAGE~like system could be designed 
where each headquarters would have a center adapted to its indi­
vidual needs . (An extreme fo:nn of technical integration voul.d use 
common computing and display facilities for several commands.) 

Next by furi.ctional. integration we mean emphasis on ins~ing ·that - . 
all operating coim:na.nd functions are clearly and appropriately as-
signed to the commands, that the co~s coordinate· their plans 
and communicate actions with one another as required for mutual 
support and overall ef':f'ectiveness, and that a strong higher command 
provide overall di1'ection of forces and management of change. 

Finally, by integration "£or _sl.u-vivabilitl ve mean interlocking 
of primary cormnand centers so that any single surviving center in a 
network of several command centers could perfor.m all the post-strike 
functions of the several co:mmands . · 

Any one of these integl~tion aims is compatible with the others .. 
On the other hand, it is important to distinguish these aims since 
each presents its own requirements and they are not all equally · 
feasible or desirable'at this time. 

Technical integration can be desirable· 'because of economy and 
because it may :facilitate functional integration by easing cormnuni­
cation and simplifying'future realignment of roles. On the other 
hand, the Winter Study Group does·not believe it is desirable at 
this time to formulate a defini-te design for a "single command . 
system11 because~ 

(a) ·There is a vid.e variation cbet'Ween .commandS in ·investment in 
automation~ understanding of automation and need for automation. 

(b) Overall operational and .tecbnica.l needs· are not sufficiently 
defined. All the services and all the coiDI!lBllds would be involved in '.· 
defining these needs :i.f they could be defined with present experi­
ence. 

(c) Premature application of technical integration would delay 
early realistic growth of operational effectiveness at individual 
cormnands. 
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AlthoUgh technical integration is neither feasible nor desirable 
in the immediate plans for strengthening individual commands, it is 
important that DOD, USAF, and. the other services start as soon as 
possible to establish long-range goals and coordinated development 
plans .that 'will make it more possible in the future. 

· Fortunately, the absence of technical integration at this time 
is not at all critical. The use of different computers, different 
communication standards and different programming languages' can b.e 
easily accounted for at fairly small costs. If. the attendant prob­
lems are recognized early in des.ign, steps can be taken to connect 
systems where necessary. 

The ·.winter Study Group feels that functional integration pre­
sents a.much more critical problem. Functional integration is almost 
wholly absent between presently planned command L=systems and between 
these L-systems and those command headquarters which are supported 
by other services. Functional integration is clearly an evolving 
process, but significant improvements are possible. · 

First, greater functional integration depends on strengthening 
operational command at individual commands. As soon as poSsible, 
both early assistance and longer. range command system programs . 
should. be· planned for all commands as appropriate to their indi­
vidual needs and progress • These plans must stress a capability 
for each command to express its plans and estimated performance to 
~jacent and higher commands. Initially, tbe individual command 

· p!lans can be only broadly coordinated by JCS, service headquarters, 
and.development agencies such as ARDC. 

Next, the JCS command center must be greatly strengthened in 
successive phasesso that it can give appropriate direction to sub-. 
ordinate.commands based on feedback it receives from .. these commands. 
A stronger JCS command center is a vi tal element in insuring inter~ 
command .communication and coordination of war planning and force · 
direction. 

Finally, it is recogniz.ed. that service headquarters command 
centers will probably play a significant role in a JCS command 
center. On the other hand, the more that service headqUarters com­
mand centers are strengthened in the absence of greater strengthening 
of a central, service-independent, JCS command center, the more we 
will continue to weaken operational coliiiilt:i'.nd. 

Let us take an example which illustrates all three of these 
points. Hq •. ·USAF has expressed a requirement for a two-sided, two­
way model of a general war, that is, a model which includes u.s. 

' "' 

offense and defense and Soviet Union offense and defense and all 
interactions. (Needless to say such a model can have many outcomes 

-. ··~ 
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depending on initiative, st.rategy employed, degree of strategic. 
and tactical -warning achieved, etc~- All these variables; must be 
incorporated in the modei.) For such a model to be valuable in. 
force planning, war pla.nning, exercising, and force direction, it 
should be sv£ficiently aggregated to be operated often under a wide 
variety· of si-tuations and time periods, and its users must recognize 
its limitations • Equally important, the value of the model will 
depend on how much it helps JCS and the individual commands to under­
stand their own capabilities and to communicate with each other. 

The model must include warning, u.s. offense, u.s. defense, 
u.s.S.Rc offense) U.s.s.R. defense, u.s. strategy and decision. 
procedures, etc . That is, it must include~ · Strategic warning and 
BMEWS, DW" MIDAS; SAC and other ma.Dned aircra:t't, Atlas, Titan, 
Polaris, Minuteman and overseas !REM's; air defense and missile de­
fense (or the absence of the.m).. Almost all the unified or specified 
commands and many other intelligence and support ·agencies ·must. 
supply submodels of the model; the overaLl model is clearly a JCS 
responsibility. Inevitably, the submodels will overlap and some­
times be inconsistent; one of the purposes of the model is to find 
gross inconsistencies. The model will need continuous policing; 
exercise will demonstrate that portions of it are not realistic; 
new forces and new plans will.· require modifici!tions. 

The complete incremental costs of preparing and maintaining 
such a model for generalwar operations should be in the vicinity 
of $2 million to $20 million per year, a cost above and beyond what 
individual commands, service headquarters, and JCS already db in 
this regard. In . other words, the ·total costs over five years should 
be significantly less than the cost of any individual. command system. 
or a single SAGE center. 

One can have very genuine doubts as to,how effective such a 
model will _be-:=-~ne can find out only by investing a little money 
and trying it out. On the other hand, this investment is certain 
to be wasted if' one has too high,hopes (the model is an. aide, not 
an aribiier L if responsible commanders are not involved or do not 
support and use the model, or if the model is so detailed that it 
cannot be operated often. 
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.7. PLANNING AND MANAGING SYSTEM DEVELOPMENT 

Up \to now, we have considered the problem of operational com­
mand an'd the role of automatic communications', and data processing 
in assisting the headquarters command function. We have concluded 
that operational command i·s a continuing management problem, that 
the command personnel must ta,ke the initiative .in designing the 
plans and procedures. of operational command, and 'that automation 
can be of some assistanc.e if appropriately and gradually applied 

·under command of' the headquarters. What ·-is the role then of devel= 
opment agencies such as ARDC and AFCCDD in implementation of com= 
mand systems? ·. ' 

The. project=office/primeaocontractor procedure which has been 
used by the USAF for the development and procuremen~ of major wea= 

. pons and electronic systems is not sufficient for command systems 
because: 

(a) It provides technical assistance to the operational com= 
mends during the phase of major hardware installation ·.oily. Actu= 
ally, this assistance is usually required on a continuing basis.; 
first when modest data processing assistance and ana+ysis can pro= 
vide the most benefiti then.when requir:ements for-major hardware 
improvements are being formulated (~efore a contractor can be se";'· 
lected), and finally long after the: installation of the·major hard~ 
ware improvement (when the command ts growing its data base). 

. ! . . 

(b) The contractor who provides technical assistance for the 
headquarters command system cannot fully consider or appropriately 
influence the impact which operational command must _have on the de= 
sign and deployment of' those weapons, control, and sensor systems 
which feed into the commandsysterno Project offices for these 
other systems are.on an equal footing with the Command System Pro= 
ject Officeo 

(c) Since the conti'!~ctor support· is limited to a specific h~d­
ware configuration for a·limited period of time and has not been in= 

: volved in earlier work with the command system, there·.-ts not enough 
·feedback between the requirements expressed by the comniand and the 
designs proposed by the contractOr; the flow from requirement to de= 
sign is almost unilateralo In the worst case, approving agencies. 
such as DOD and USAF are faced with a very general. statement of re­
quirements, the GOR, and a parts list, the designo It is difficult 
to feel confident that t~e GOR and the design will matcho 

The establishment c:f the .Hanscom complex with strong) c.continu= 
ing technical support for AFCCDD can do much to remedy these short~ 
comings. 

co ~SSJFIED. 
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Before considering the nature of the roles of development agen­
cies in more detail, let us consider the development context in 
which AFCCDD and the using commands will operate. Many agencies 
are involved in supportirlg the command system needs·of JCS, the 
unified and. specified commands and the component commands: Depart• 
ment of Defense, JCS, the services, and the us:ing commands . In the 
foreseeable future, the services will be responsible for,develop­
ment, procurement, installation, and maintenance of the hardware 
portions of command systems even though the unified and specified 
user commands may have equal representation from two or three ser­
vices. For example, the USAF is supporting the NORAD Command Cen­
ter at present; the Navy is supporting CINCPAC. This arrangement 
is workable, buti 

(a) The -need for on-going technical support to the operational 
commands must be clearly recognized and the responsibility for sup- · 
porting individual commands must be assigned to one of the services;· 

(b) The using command must accept and. start to use· the techni;.. 
cal support on an on~going basis well before the situation calls 
for a long=range super-system. 

(c) A stronger, service-independent JCS command center must be 
established with its own technical support so that it can act as an 
on=going focal point for functi.onal integration. 

(d) A JCS plan for integration of all operational corrnnarid sys­
tems must be gradually established and maintained. The· plan must· 
be sufficiently broad to recognize different appr~aches by 'the ser.;._ 
vices and different requirements by the commands. It must be suf­
ficiently specific to generate useful guidance to develo]?ment agen­
cies and using commands on integration and interface problems. 
Generation of such a plan will require participation of,the service.· 
headquarters and development agencies under the aegis of a JCS staff. 

Such steps cannot be accomplished overnight, -nor 'by ad hoc· com­
mittees. They require continuous effort by properly manned, recog­
nized agencies.· 

Within this context, let us consider AFCCDD's consultant role 
to the using coinmand. In order to perform this role~ AFCCDD must 
continuous"ly analyze the command mission and. the attendant opera­
tional command problem. Mission analysis considers the projected 
mis~ion and. force structure of the ustng cpmnia.nd and results· ip a 
f~ly of performance models for sucqessive time periods and dif­
ferent contingencies. The major input to AFCCDD mission analysis 
wi;tl come · from· Hq. USAF, . WSEG, using commands, -•. other deveil.opment 
divisions in ARDC, other service development agencies, R~, ~d 
others. Command analysis considers the organization, information 
processing and command systems needed to realize the performance 

lll 
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System analysis in support of the present L-systems has gener~ 
ally not been based on a foundation of broader mission and command 
analysis. As a result, it is often only a tool to detailing de­
sign rather than a bridge between broad goals and implementation. 
Using a continuing command analysis as a basis, AFCCDD and the usipg 
command could periodically and jointly prepare a command system 
plan for the headquarters function. This plan should cover a peri­
od from the present up to ten years in the future; it shou~d dis­
cuss, where possible, capability criteria and designs for succes­
sive phases of data processing assistance; costs and time schedules; 
interface problems with other commands, including those for which 
the USAF is.not the responsible support agency; and plans for opera­
tional. experiments at the comniands. If such joint planning had 
been performed .in the past, then AFCCDD would be able to assist the 
using commands in preparing realistic and meaningful GOR 1 s for com­
mand system hardware .. 

It is crucial that such command plans be jointly prepared for 
all commands which the USAF supports. It is not sufficient to wait 
until a need is felt for the super command system. The collection 
of all command plans, which cannot properly be called a master plan, 
serves many purposes: It should assist JCS and Hq. USAF with func­
tional integration and master planning; it sho;llJ.d suggest budgets 

• and schedule.s for command system hardware; . it should guide, and be 
guided by, a development program for future command system campo~ 
nents--computers·, communications, displays, and programming tools. 

AFCCDD's consultant role to the user command should not consist 
of an~ysis and planning only. When the time comes to apply auto­
mation, AFCCDD should guide the procurement of equipment and com:-·t·· 
puter progr~ng tools and it should help the command to install 
and use-them. Experience in these implementing roles is a major in­
put to AFCCDD 1 s con~inuing help to the command, to other commands, 
and to the development process. 

In its development role for command systems, AFCCDD should plan 
and manage a development program which results in on-the-shelf com­
ponents for command systems: Displays, computers, communications, 
input-output devices and programming techniques. Development plan­
ning for these components should indicate needs and standards for 
families of components which will satisfy the .overlapping require­
ments of individual commands. AFCCDD 1s most unique responsibility 
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is to see that development planning and command planning support 
each other• ·Success o:f such ·a deve1oPzn.ent program will' depend on 
close cooperation between AFCCDD and ·t:he other seri.r_ices and With · 
non-military users since USAF requirements do not in themselves 
provide a broad enough base :for developing a catalog o:f on-the~ 
shelf' equip:mEmt. · · · · · · · ·· · 

,_· ' 
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8. RESEARCH AND DEVELOPMENT FOR COMMAND SYSTEMS · 

Finally, we consider some of the elements of the research and 
development program that must-be undertaken to_improve future com­

. mand systems. 

Perhaps the'most important factor to be recognized in this re­
gard is that our present capabilities to build hardware components 
for use in systems is well beyon~ our knowledge of how to assemble 
these components into efficient systems~. While over the past few 
years we have learned something about computers, displays, and 
automatic connnunications.as separate devices, we must obtain an in­
creased understanding of basic information processing before we 
can either handle the interactions between these elements or co~~ 
pose these elements into fully _effective connnand systems. 

For example, in the design of a connnand system there is a crit­
ical, .. but largely unexploited, ·ct:cadecxff between computer capability 
at central locations and computer communication capabilities between 
locations. Similarly, tradeot:fssexist between machine hardware and 
computer programming, and between the role of men and the role of 
ay.tomation. This lack of knowledge with respect to information 
processing exists because the field is extremely new, cuts across 
classical engineering specialties, and has not developed top-level 
experienced specialists. Consequently, the first essential element 
in a research and development program for connnand systems is basic 
work to-develop the theoretical foundations of information process­
ing. 

The second·major requirement in a research and development pro­
gram in connection with connnand systems i·s in the equipment area. 
Increased sophistication in components (connnunications, displays, 
computers) is not the urgent-need; what is required is the develop-
ment of .st~dards for t~ng"suCh components together, and modular-

1 i ty in design ·so that the capabilities in· connnand systems can be 
expanded and improved without disrupting operations. This latter 
development should then result in families of expandable computers, 
display devices, input devices, and communication devices such that 
the information processing centers of future connnand systems can be 
designed by using_individual items of equipment from these families 
which can be easily integrated into a system. 

The third important element in a ·resi!Ja:tch and developmept pro­
gram for coml'nand syst~ms is the conducting of operational e~peri-

t· ments in an operational environment. Such experiments should seek 
meth~ds of using automatic information processing to solve specific 
operational problems, but these experiments should not be directed 
merely to the development of prototype systems for particular-com­
mands. More important, .in every case these experiments should at­
tempt to develop and improve automatic techniques that can be used 
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'1:n ·various fashions by many commands. For example, one capability 
particularly needed for some command systems is the development of 
a strategic attack language so that detailed war plans can be gen-. 
erated by computer programs that are given only very general inputs 
on the nature of enemy defenses, possible attack strategies, and 
the tactics to be used by both sides.· W:i.th such a cdmprehensi ve 
language, itwould then be possible to generate and evaluate.many 
~ternative strategies within a short time. An experiment to de­
velop such a language (which could be usedby the Inilitary) might 
be undertaken at SAC, but any such language would be extremely use­
ful to JCS, Hq. USAF, and oth.er unified commands which have a stra­
tegic attack mission. 

The fourth. elem~nt that should be sought in research and devel­
opment programs related to command systems is the development of a 
command cente~ technolo&~· How do command centers operate? What 
is the proper role for men and machines? How can operational· per­
sonnel properly direct automatic portions of the system? How do 
command centers grow in a command environment? How can large data 
bases be created and manipulated so that the data base can be con­
trolled and exercised by many operational personnel? 
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CHAPTER III: , .CONCEPTS· FOR CONTROL AND S~SOR SYSTEMS 

' . ,- •' 

In the· previous section, we .indicated that .. the distinction be- . · 
tween cormnand ·or headquarters.· systems and control 8Ild. sensor · sys­
tems is-both meani1;lgful ~d:neces13ary.- -It is-useful to note _that 
both .c.ontrol. and ~ensor. systems are imbedded deeply in the physi~. 
cal environment. of. forces, resources, __ and .technical f'acilities, 
whereas· cormnand systems are imbedde_d in the military organization· 
and its· cormnand .personneL. In this .. s_ense then, _t}J.e properties of 
control· and _sensor systems· are, ·affec.ted chiefly by .the _design· pa­
rameters imposed· on them and by th,e ph;y:sioal enviro:r:unent in which ' . 
they will. operate, .·rather :than by .the command .. structure which will · 
use them.. .Control. and sensor .sys_tems are loosely coup :Led. to .the 
military organization.in that a·cha.Dge in- the system is not neces-

. sarily .reflected- in .. a change in· the co.Iiuna.nd organizat:f.on •. ·.In this·. 
light we will addre.ss :the. problem of tlle. de.sign and implementation 
of control and sensor systems without reference to the organiza-
tional structure which will use· them. · · · 

The role that control and sensor sy~tem~ have in the total .: 
· cormnand and control· spectrum is shown ill Fig. 2. As a. matter of 
... definition, we distinguish ·a. number of points in the areas which 
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control and sensor systems cover and the manner in which they are 
used. · Both control systems and sensor systems have elements of 
command, control, and sensing facilities within. them, although a:n.y 
single control or sensor system is oriented toward one end ·objec- · 
tive, that is, control of the forces of a command or collectirig 
data on the enemy for a command.. In most cases,. a sensor system. " · 
will collect· dAta for lila:n.y commands and agencies, ,and so will h1;1ve. 
multiple outputs. In these cases, sensor ·systems may be concerned 
not.only with operatio:p.al comxna.n.d, bilt·also with the.support·and 
intelligence f1.mctions ~ In most cases, a control system vill con-: 
trol the forc·es of on;ly one command and so vill be responsive to 
only that· command. · . Within a command, filtered operational infor;.. 
mation flows from its control systems and sensor.systems to the 
highest command leVel where command is exercised over its forces 
and resoU:rces in being. Control systems, such as 416L SAGE and 
412L Theater Air-Weapon Control, and sensor systems, such .as 
466L·ELINT-COMINT, 117L SAMOS-MIDAS, 474L BMEWS, and the proposed 
· 496L · space Track, are representative of these · types of systetii.S., 
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1. PROPERTIES OF COmROL AND SENSOR SYSTEMS 

In developing a set of design and implementation concepts for 
control and sensor systems, it is useful to .distingUish.a number of 
general properties of these systems which are common to both types 
and which differentiate them from command systems, realizing that 
these distinctions and properties cannot be true in all cases. 

(a) The cost, complexity, and time availability of control and 
sensor systems are highly sensitive to the operational requirements 
and parameters which .are imposed on their design. For example, the 
cost of a space surveillance system can vary from about $500 million 
to $3 billion depending on the initial detection time for new satel­
lites that is +mposed as a requirement on- the system. In this·· exam.;. 
ple, the detection times are 240 ~nutes and 10 minutes, respective-
ly, after launch. -

(b) The cost, complexity, and time ~vailability of these sys~ 
tems are also highly ·sensitive to their vehicle or sensing element 
character! sti cs -. (e.g., r~liab1lity, coverage, accuracy, resolution) 
and to the degree of control and coverage the system must exercise 
as an operational requirement •. For example, with respect to relia-. 
bility; the cost of a satellite intelligence-data-gathering system 
can vary from about $1.2 billion to $2.5 billion, depending oh the 
useful lifetime of a satellite which varies from 50 weeks to 12 
weeks, respectively, before it must .be replaced. These. numbers 
apply to a system where 26 satellites (18 for SAMOS and 8 for MIDAS) 
must be maintained continuously in orbit_to meet operational require­
ments for coverage. Fig. 3 illustrates-· the cost sensi ti vi ty of the 
system ~:~.s a_fJ.Ulction of satellite reliability and the probability of 
successfully orbiting a satellite. - -

(c) Strategic and tactical doctrines impose a first-order ef­
fect on the technical configuration of these types of systems. The 
degree of survivability, response times, level of control, mobility 
or transportability, etc., that are specified for a system can af­
fect the cost, complexity, and time availability by an' order of mag-. 
nitude. For. this_ reason; the strateg'ic and technical· doctriries- · -
under which.these systems-will operate must be well understood-be• 
fore a useful-configuration can be formulated.- ·(Ref-. Cha~er I.) 

(d) . ·Most .of. these types of systems. are characterized'by high 
costs, that: is, . a fixed amount of-- money, -usua.J.ly' large,- must l:)·e 
spent pefore>any operational usefulness is· derived from the ·system. 
Of the ._total- money required for ·the presently planned 16 -L-systems 
throu~: 1965,. about $7.5 billion is required for the· 'sensor ·syst¢ms, 
about $2_. 5 billion for the control systems' and only about . $6.oo nul- . 
lion for the command systems. In th'e sensor system area, 'e.g., in · 



120 WSR-7. 

5' YEAR·. 

OPERATING 

COST 

(BILLIONS).·,. 

·'. 

.u.--.,.----..:,r----.;__----'----'--, 

· PROBABILITY OF 
SUCCESSFUL .. 

ORBIT 

'L 

O.SL------1-.;__.,.---~.,.----'--~--'-~~ 
25 50 15 .. 100 

MEAN FREE.TIME TO FAiLUR.E (WEEKS) 

.. 

FIG. 3 COST SENSITIVITY ANALYSIS, MIDAS, .SAMOS 

496Land 117L, only about 10% of the.cost and 25% of the military 
manpower will.be used for the command data-processing function and. 
the remainder. for. the equipment a,nd its maintenance and operation •. 

{e) Because of their unique operational objectives, control· 
and sensor systems are not usually . implemented in an evolutionary 
manner (i ~e. , with planned growth) but are implemented ip. their en­
tirety at a time which. is oriented toward specific. objectives, suc)l 
as control. of a particular weapon system or collection of warning 
data on a, :Particular threat. For ~his reason, these types of sys­
tems ~ually have. ~ong lead times, little post-operational growth, 
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and :inore ,suscep;ti'Pility to, obsolescence compared .;to .c~.onunand ;~ystE!lDS· 
Faci;I.ftie's pro,;ided in •these systeJn8,.''f·o~ 'ex;Pandability .. us~l:i,Y re~- i .. 

stll:t in.longer )~ad· tiDies' and. obsoi,esc.eri:t ~ys:t~,, #' t;ea~~d, ~- 8; 

free commodi~y for htprqyement 'in the .Operation' of .. tr.Le . syst~ in .... 
i;ts 'current objectives, rather,th~ be,1,nS helci "in .res~r~ 'for; :fu;. : .: 
ture' _re·q~r~en~s. · · .... · _; . · · · . · .•. · · · ·~ · ·· · · · . ·· ... • .>. ·, .. . . ·· · · ... · · . , , 

(f) Control and sensor sy~tems ·in-~ much m~~e -~~pend~nt ~~' th~ .. :. 
technical state of the art than connnand systems. This factor tends 
to result iii uncertainties in the technical configuration of the· 
system, thereby continually compromising operational objectives and 
parameters and budgetary allocations. 

(g) Control and sensor systems are usually functionally ori­
ented, rather than. comman.d oriented. That is, they usually perform 
functions oriented directly toward operations or intelligence.or 
logistics, .. rather than toward the integrated connnand task. For 
this reason, the aggregate language .with which .these systems con~ 
verse 'With connnand systems must be compatible with the overall com­
mand language or data base as specified by the connnand, which implies 
that the functional relatioii.of a control or sensor system to.the 
overall command mission must be well understood before the tasks 
which the control or sensor system mU.st perform can be :formulated. 

' (h) The overall operat~on of a force designed for a particu­
lar mission must be studied before the desirability of a particular. 
configuration of a· control or sensor system for that force is de­
signed and developed. The 412L system for TAC · is an example of a 
system where this factor vas not considered adequately. The use 
of the 412L system in Combined Air Strike Force Operations would 
require' more .than 6Cf'/o of the transport capability available to TAC 
for a particular mission. Such limitations tend to obviate the 
universal use. of a system such as 412L for both fixed installations 
and mobile or air-transportable applications. In addition, even 
after being transported, the 412L system might have to operate in 
an area where logistics support (fuel, etc.) would not be avail­
able to the aircraft 412L vas designed to control and defend. Thus, 
logistics and tactical factors outside the scope of 412L .tend to 
make it superfluous in same cases. 

( i) Last~y, the Complexity of these types of SJ'S tems and 
their dependence on the state of the art usually result in a need 
for an extensive research and development program and a test bed 
before the operational configuration can be formulated. This fac­
tor usually delays·the integration studies and experiments that 
must be performed with respect to the use of such a system in a 
connnand. The uncertainties in the technical configuration of a 
system result in operational plans for its use which are changing 
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continuall.y'andwhichfail to realize the potential capabilit:l.es· 
of·. the system before it becomes obsolete~ · .An example is the c'ur;rent 
lack of tiDie to ·a:evel6p tested plans for the :integrated use _of :B~; 
MIDAS, intelligence data, bembers, and missiles in Va.rious :strategic· ' 
situations. MOre: emphaais, then,· is·needed on ho'W' coinmand.s ':Wili use 
the data from these systems to balance the emphasis plac:ed on . the . ' .. 
design of their .technical configUrations. 

. . . . . . . 
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2. DESIGN AND IMPLEMENTATION _ CONCEPI'S 
.. 

c l·-' . ': 

.. ·. :': 

In conducting our study of. the planned control: and sensor L... · ... 
systems, :we };lave formu~ated _.five broad lines . that should .be . pursued. 
in their -design and implementation. · .The applicability of. these con.; 
cepts to the planned L-systems.has been reflected in the comments 
presented in Sections 3.and .4 of the summary_ of this report and 
Chapter IV. 

(a). System ana1ysis based on a foundation of broader.mission 
and cpmmand analysis must be performed to·bridge the gap between 
broad goals and detailed ·design and implementatiop. This system ; 
analysis must include adequate cost/time/effectiveness studies and · 

'mustbe part of an effort of on-going technical assistance to opera­
tional _comma.tlds in pleiming, exercising,. and evaluation. We dis..; · 
cuss in Section 3 of·this chapter an example of the type of system 
analysis that is -needed as a-part _of operational planning: by ana-

. ly:zing : SOJD.e • req:uirements in the area of space surveillance. · . 

.. . With respect to cost. analysis, we beJ:ieve. strongly that an 
·appropriate means of. accmnplishing, effective military.system plan­
ning is to measure the trade-off possibilities of three important 

·. variables: ( 1) the relativ.e effectiveness of alternative system 
configurations; .(2)·the' relative·._time· required to. achieve.·the ml.s·-. 
sian objective under each alternative; and' (3} the relative cost ' .... '· -
consequences of.ea~h alternative in terms of available resources.· 
I:t .is: ~mportant that e_ach of these i teins .be treated· as ·a variable.· 

. . .· Thr.ee. specific .types pf- cost analysis are required ·.to ac ... 
· complish the above: (1) .total force-structure costing; (2) group 
I.,.;.systein :costing; ( 3) indi yidual L.;.systein costing, including the . · 
co sit sensitivity of ·a -syst.em_ to changes i:q· the system:'.s paramet~rs, . 
e.g., satellite reliability.· This cost~analysis I!le1;~odology i's. 
treated in deta.±l in Winter Study Report No. 16, th,e. Cost Panel· A'p;.. · 
pendix to this report, and in summary in Chapter V, and some exam­
ples are given:below .. S\lch a cost analysis activity must become an 
integral part o,f AFCCDD 's work in· command and. control· systems and· 
in its support-, o:fthe planning . done by the using coiilmands • 

(b) . -Re~earch and development p~ograms with long-range goals·. 
that are tie(ito a broad.base of strategic objectives are needed• 
These programs would support component subsystems-applicable to a 
mobilization base which can 'Qe used to assemble systems in accord­
ance' with the strategic objectives of the time. Th;I.S' approach of­
fers the only hope for the reductions needed for Changing strategic 
situationsin~lead times and obsolescence--of; systems.· ResearCh and 
deveiopm~nt pf_ component~- and techniques shouid.not 'be. tied to a 
.particular system b_eing implemented·· for a particular strategic ob.;. 
jective, but alternative d,eyelopments should,be pursued on items 
and-techniques which maY be required for a variety of future 

. "~ " .. 
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strategic situations. For examp:J.e, aJ.:thoU:gh, _a.. mol)~l~ con;trol":'center : 
system may not be needed as an integral part of our strategic f'acili~ 
ties today; the fact that we may~ with medi.um confidence, need: it 
five:years from·now should result in a development program whiclf 
would allow us to mobilize such a system in relatively ll ttle·"time. ··· 
Alternative approaches should no-t be ruled! out on the basis ·that 
they do not fit into today's strategic-objectives.: 

Many examples in the control and sensor area can be given 
of items and techniques that should be developed_because they may 
be needed in the futui!e, e.g.·, hardened phased-array radars;- common"' 
user communication systems; message-sw'itching communication-centers; 
hardened, low-bandwidth, backbone communication systems; mobile and · · 
hardened control centers; shock•resistant computing and display · · 
equipment;·coniputing, sensing, and comml.iriication equipment applicable 
to mobile use; ·special types of intelligence data ·gatherers, ·etc .. 
Such a development base would allow systems to·evolve in ·a planned~ 

. g±lowth manner and would reduce the technical uncertainties iri opera­
tional planning. Also, general research and development in tech­
nology by the USAF should be guided and s·timulated by the needs of 
control. and sensor systems as it now is by the· needs of weapon sys- . 
tems •. · · 

(c) ·Directed assignment of a system to--a single .·operatfonaJ. 
command should be made as soon as possible for _any system which is . e 

necessary to the operational command function-and which will be'U:sed· 
by more than one .. command. The increasing complexity of the.se· systems 
and the problem of maintenance that this complexity im.plies tend to 
allow the.s.e systems to pose as much of a threat to the command mis­
sion if .. they pecome inoperative as the threat that enemy forces pose~ 
One way to alleviate this situation is to aliow the principal using 
command to operate and maintain a system which other commands also 
need and to direct this principal user to make avai].able those fa­
cili:t;ies .and data required by the other· using commands . 

. .. · Examples where this principle could 'apply are 496L Space 
Track.and a common-user ZI communicatior" system that :aiight evolve 
from 480L. Since both -of these systems ru:e essential to the opera­
tional command function, they should be assigned to an operational 
command as soon· as .possible so that t}J.e· necessary planning,. exer-• 
cising, and evaluation with respect' to command nlissions can beg.in · 
and the maintenan~e.and operations doctrines can be developed. 
Technical people should not function as independent designers and 
operators . of such• systems. · · 

.(d) .. On-going, operationally oriented studies must be performed 
to formulate-and determine: · (1) the strategic -and tactical doc­
trines and. s_i tuations under which these systems will ·be· used;· ( 2) 
the relation of· the control and sensor system requirements to other 

·. 
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requiren1eilts_{e~g;, r~gistfcs) 'concern~d .0-th ~h~~ ~vetzil~·;s,¥~:~.~~-~on 
of a force· iri parti'cular situations·; ·( 3) th_e manne:r;- ·iq ·Yfl!+.~,~::aa~~ . 
from control '~d. sensor . systems . Wi'll· be us~d by' th~' :coniiji~d4_ ~ apcf Yhat 

'alternatf'ie·:a:ctioris 'can be tak'en in 'the event ·o~f syst~Il1 .. 'fa:l);ur~¥;. 
and"( 4) r~aiistic reliability and sU±-vivabili~y ,requ~re.n.lent~. ~l).::li~h 
strike :a, ~bidance between. peacetime and .wartime needs. a.Il'craiiow 'for 
the ex~rci'sfng. of these. syste~s under . both. ~f 'th,~~e' cond.f~f9rti:_- .. ~­
(Ref. Chapter ·I. ) . B'·ecause. :the control and se~s~r sy~t¢:I!l_,~e~: c:>f~ 
fers much. more. challenging p;r:oblems in the techni.caJ. :. state(~ of .:~t~7 
art than the co~d system ar~a, the em:P!lasi~ has been _much, .too.-· 
stf6J:ig 'in concentrating on the technical configli;r:-at,idn' o( systenis 
without referezi~e to the operational 'context in w;hich'th~ sy.st~ml? 

. are ·to be used. AssistB.nce to the using _colnm.B.n<i.s, from "goverrime'nt' 
agerici·$8 and irtd~s'try has ·therefore bee:n :strong· in, the. t'echn~_cal ~, 
area only f AFCCDD and others zrn.t'st _provide assistance~ to -~he ;Using 
coiDI!lB.rids 'in all ·of the· above· areas~· -· · ' - · · · · · · · 

"-

As an example, much of .the curr~nt w:ork on. control EUJ.d sen­
sor sy~tems ·is 'implicitly pointed :f,n· the. dire_C.t~on o:f .~nstarit. re-. 
action -~to' warning of ·attack~' resulting in an ·'emphasis ·.or:t. e;taborate 
and redund.aJ:rt s.erisor . systems' high:.. capacity '~:ta~processing sy~tems 

:· and 'highly ·reliable, high_-dB.~a-rate c_ommunic!ltions' and .displays, ... 
Some effort · should 'be placed· on· more . austet~ . arid. ·survi vabi~ systems 
that·cariwork _with·a survivable force and 'that are exercised during 
pea~cetime as ·a part of the normaL operation of' a coiilliWid.· .. • .. - ·. 

. . - . . . . . '· . '-· 
:. .. ~ :. 

. -~ 

· ·{e'f Adequate function8.1. fntegration of cqntro:t an¢1 selJ.sor. sys­
tems within a command' and 'between c.ollliil8.Ilds must ''be emphasi.zed;. -~. :. 
rather' than technicaL integration.'. This. emphasis 'is'.required .il1- . . . \ .. ; . . . . . . . . .· .. · . c; . ' : .· . . .... 
thre~ areas: · 

' . ' . . 
1,1 ... ,. 

1,. ;.!.· · (1) irhe· data 'processing· hi~rarchy froni :the .. senf?il1g ele~ 
nients themselves back to the conunaiid system must reflect' a . com­

.,,',niimicatio'n· iEinguage of incr~asing abstraction wh~di' 'can culmi­
nate in a common correlation of' data 'at the co~d from many 
systems. In many instances, most strikingly in.the.intelligence 

· ·_area~ ·great· ef~ort and costs· have gone into collecting l~ge, . 
amounts: of 'fnforlna.tiod and relatively little effort and IJ1oney 

· has been spent· on integrated data-processing technique's and: :fa­
cilities to process and use the" _data. Also' 'li_tt;Le functional 

' integration has been· achieved between· int~lligence data and .. 
·aperati'ons·' dB.ta.. · Because of t:he nature of the intelligence 
problem;· mU:ch da:ta must be- collected s:ince li ttie can be. done· 

. iri;the'' way of selecting' the dS.ta 'thS:t is' to be saved and cor-
" reiated:. However, because different. types of intelligenc'e' sy~­

teins are implemented 'separately, il~tle eff,ort ha;s 'been placed 
. ih pl~ning _a' common: data bas·~ or ih plann,ing. for- ;th7 cro~on 
·.-correlation 'of 'data ·at !3- coiiiiilaJld .. In fact, .because no precise 
'or common' language exists Within ~ intelligence' area 6r''between 
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different intelligence areas, it is almost impossible to apply. 
automatic data~processing ·~~chniq1,1es. for filing,: retriev:ing, .. · .· 
an<i correlat~ng 'da.ta from many sour~es il]. a. reiterativ~ .maimer .. 
The· Wiriter 'stu,dy Group ··8 ·speciaL studies ·Panel has proposed.. · · 
that a'fir~t step in .alleviating this.·problem would.be to pro,;, 
v:~de ~single, integrated,· intelligen~e-dat~processing ,sys~eni 

··.containing two ~hannels. . The first ·channel would have a fas:t 
response and.:wou.J,.CI. handle all data that is critical to the . 
operaticmtf ftincti'on (~.g., warning data, ~e asst3ssment 
data) .and which must be made available at once. The second 
channel would h~dle dB.ta 'concerned with long-term capabilities 
of· the 'enemi and ''by its nature would have a .slow response. The 
next step would be to formulate an organization of data process­
ing facilities that. would·. ext.end rroin the sensors to the users . 
and which would contain'a precise comrilunication'language,of in..,. 
creasing abstraction and' provide. a common data base throughout.: 
the system~ · 

'(2) A means .for communication from the conimand to. its. . . 
sensing elements must [je provided which can. implement a method .. 
'Of dynamically controliing th~ operation of. the sensors. from .. 

· the command in accordance With the existing operat.ional. situa- ·. 
tion. ·':No ·sensing mechanism or system w1:;lich has .much inertia in . 
adjusting the 'commitment of resources is adequate for warning .· . 

. or intelligence. ResoUrces must be able to be committed rapid~ : 
ly to obtain'more'infOri,!l{:Ltion on a particUlar situation seen at 
the command heerdquarters. Data from intelligence systems (e.g., 
·from the fast'- response 'channel mentioned above) .should be .ob- , . 
served and compared with a .data base that would include ~op.era- ·. 
tiona· data, and then' a model or hypothes1s suggested by.the. data 
should be formed. In principle, the correlation process should 
not look for missing data; but rather. suggest a test that would 
support the hypot~esis or model of what the missing data.cori-

. s.isted. This ·principle, then, .would require some method. of dy-
nainically controlling sensor operation. . ' . .· .. · 

. '(3) '!'he design and implementation of the sensing. vehicles 
themselves:;, such as satellites and· grouzid.,;based~·gatherers,· and 
th'e communication systems must be done in a context which con­
side;rs the fuilct:i.<.~nal'integration o:f' these elements with.the 
d.S.ta-processi11g.facilitie13 and the procedure~ of a coznma.nd •. In 
many cases; a proper match is not, nia.de between the ground-based 
data~processing functions.a.ri.d the .~ommunications and sensors. 
Profitable' tradeoff a may' be realized if response times and band­
width and reliability requirements.qf communications are deter..,. 
inined :i.n a context whiclJ.considers the data-processing function 
of the sys~em. Here~ switching methods prese~t the_most press­
ing technical problems. 'The r.eal. cost of. high-bandwidth commu­
nications l~.··the a,mount o'f people and data-processing equipment 

.i 
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and programming needed to proces~ !mcf evaJ.U(3.t~ ·the 4.ata, nqt · 
the COst' Of th~ ·CO!J!IIiuniCatiOnS th~el VeS ~ ·. 'l'h~ traffic COntrol 

· · center .( TCC) of. the 465L Systeni.· :+s the:. f:Lrf?t . example,· however . 
unsqpl:l.i.sticat~; .. in :any of_ -the ~sys.~~s· where ali _integrated. 
and functioiia.l::approach waf3 attempt~ iil considE!ring _s~nsor, 
conmlunicj!itioll:s·; -.and 'cit3.ta-processirig ';b~qu.iremen:ts of the system. 

'":' .: 

· .. One of the ways·· of fS:cili:ti:Lt~Dg · flinctional. integr13-.; 
tion ·Of· the· above elements· is the use Of .CODullC:>n-\iser calimlunica­
tion systems. . Here, priority ~chem~s dan. be b'uilt into. the· · 
sistem which prevent everything · :fl:"oni. being assigned· an urgent 
priori-t;;y und,er overlo~ co:nditions ~ Also, reliability can be 
achieved through use of altez:na,te routing arid .different kilids 
of links~ 

Lastly, Unless, comm-unications can be a.ssured all the 
way back :from: the sensors ·to the c:o~d, opefati~ · doctrines' 
must be changed to . ~ccolint for . unsch.ed.uled breakdowns~ Possi­
ble delays in the system must be planned for· in the design of 

. . the deci·sion-lnaking process .and doctrines. .For example, it is· 
not enough· yo ~B:t t~t a· 'sy~'f;em mufi!t: ·P.e:rforni· with ~a certain re~ · 
spons·e time.,· If .:this re~pozise tinie c:anpqt 1:>.e ·re~iably achieved 
te~lulic~> .tp;i:m: ,£~t· ·d.oe:t:r>:Ll:i;~ ·~~~ be gji~ed)~ : · ··• . -' · ·. · :. ·. 

, . . . · Cdris~~~r~£~~%t-\of'i<fli~}~S.b.~~~,~~~~·:.;~;{~~~~~i'':Pb~t:~.o~,.:,viei- . 
re~ts·!~.'in.;the ,coilcltidion· that AFCCDIY\shoUld·:~ssiline responsibility 
for the· f'unc~ioni:U find :subseque:ntly.illle tecihnic~l integration .of · 
sensing systems suc:b,· as 11 7L and should gui_de the design of the 
command data proces.sing portions of these systems .in. conjunction 
with the using connnands. · · 
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3· SYSTEM 

· In order to ±lll,J.strate the concept of th~ cost/time/ ~ffecti ve­
ness studY in the analysis. of operational requirements and technical 
system configurations the area of space surveillance has been se~.: 
lected as being representative of sensor systems. The analysis as 
presented below treats only the sensitivity of time availability, 
cost, and effectiveness to changes in operatio~al parameters for 
space surveilla.Iice. It is intended for illustrative purposes and 
is not a Winter Study Group recommendation. 

A system is postulated for performing the functions of ICBM 
warning and space surveillance with maximum time to initial detec­
tion of 4 hours for new satellites and an ICBM warning capability 
of 15 minutes. The system is to have the capability to track space 
objects at altitudes to. 2500 miles. Due to the predicted growth 
of the satellite pgpulation and the development lead time for sur­
veillance system component:;s, consideration of .. requirements is d.i- · 
vided into the 1960-1968 and 1968-1975 periods. The system as 
postulatea is for the 1960-1968 period. It·uses existing compon­
ents and is evolutionary with respect to the number of satellites 
it must catalog, the range of ICBM's it must detect, and component 
improvements. · 

3 .1 Conclusions · and Recommendations·. 

Conclusions and recommendations resulting from the artalysis 
of space .surveillance system requirements are: 

(a) Satellite surveillance a.nd "'.ra.rning against ICBM attacks 
could be provided by a combined system. Care must be exercised in 
setting operational parameters since cost and time . availability 
factors are highly sensitive to changes in these parameters. 

(b) The cost of a. system for satellite surveillance only 
is significantly less than that for the combined system, although 
the cost of a combined system is less than that.for separate.systems 
to do each task. · 

(c) The high cost of a combined ICBM warning and satellite 
surveillance system (about $2.5 billion) using a surface radar net.: 
work sh9uld stimulate studies in two· areas :. 1) new approaches other 
than surface radar systems to perform the same task, and 2) broad 
strategic studies as discussed .in Chapter· I to de.termine the value 
of such warning to our ·strategic posture and .the tradeoff that 
might be achieved by buying more survivable forces. ·· 
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-~ .•. 2 .. system Description 

In the 1968-1970. period the system would consist of: 

{a) 

{b) 

The three northern BMEW~ sites currently under 
construction, 
Five additional. sites to be used for ICBM warn­
ing against missiles launched from any direc­
tion and for satellite surveillance with a maxi­
mum initial detection time of' four hours, 
A satellite tracking site in southern Texas 
to obtain precise orbit parameters, and 
Ari operational center in the u.s., possibly at 
NORAD, with data-proce~sing capability. 

WSR-7 

The r!3-<Iar sites would surround the continental United 
St~tes in a manner· which provides tor -1.5-min.ute warnirig of a bal­
listic missile attack. The operational center :t<~ould exercise 
operational control .over the system, receive >varning of ballistic 
missile attack from the rad,ar sites, and transmit ~he warning to 

. appropriate agencies and cpmma.nds ~ . 

The systeni 6 s satel.lit.e-detection function would .operate 
as follows; Crude calculations would be made at any of' the radar 
sites upon detection of' a satellite to see if' it is contained in 
the current satellite catalog. For·old satellites, acknowledge­
ment of the sighting would be made to the operational center. For 
new satellites, the orbital parameters would be reported to the 
operational center where they would be entered into the satellite 
catalog" Whenever a .satellite passed over the Texas site an ac­
curate orbital parame~er would. be computed and transmi~ted to the 
operational center to be included in the satellite catalog. Peri­
odically, the updated satellite C!=l;talog would be transmitted to 
·each of' the· rad.a:i:- sites. · · 

The locations of' the radar sites would be as follows: 

Thule, Greenland 
Clear, Alaska 
Fylingsd.B.le, United Kingdom 

Site 1 - Trini~ 
Site 2 - Galapagos Islands 
Site 3 - Marquesas Islands 
Site 4 - Azores 
Site 5 - Hawaiian Islands 

Approximate Locations 

BMEWS northern sites 
currently under 
construction 

6o<>w 
900W 

1400W 
'300W 

155QW 

10°N 
0°N 

10°S 
40°N 
20°N 

. •' .. 

'A ~J!;Ifi~D-; 
u~~L-•= 

. ~29 
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The present BMEWS adequate 
for the threat against which it is designed. The setting of a 
raid threshold criterion is still a subject of s:tudy. However, 
since false alarms due to natural causes will soon be evaluated, 
and false ala~s due to unfiltered satellites will be negligible 
until a considerably larger satellite population is.present, the 
problem is not urgent, particularly since the solution will most 
probably lie in compt.l.ter program modifications rather than in new 
heavy equipment. 

At each of the five new sites there would be three 
AN/FPS~49 radars~ two o:f wh:l.ch would provide 2-f'an coverage for 
the detection of space objects whlle the third would scan 180° 
vertically from horizon-,to~horizon, east to west, then 360° in 
azimuth look:l:ng nea:-c the horizon. The cycle would be repeated at 
a rate of 10° per seeond. T.his sc&'1. mode would be interrupted 
from tinie to time to traek individual targets for approximB.tely 
15 to 30 seconds each in order to calculate orbital parameters. 

Based on the characteristics of the AN/FPS-49, the 
overall probab:Uities of target, detection per pass using one r~ 
are shown below. · Ca.lc:uJ.ations are for polar circular orbits. In­
clined orbits should result in better detection, because of' longer 
time in coverage w:Lth non-transverse crossing o:f the fan. 

C!ve:t"'-AU. Detection Probability 

Orbital A.lti t;ucle Per Fass 
---~-----

Fan 2000 nm. 80 per cent 
Detection 1000 run 60 per cent 
Disc 650 nm 96 per cent 
Detection 100 nm 86 per cent 

In add:'.tion to the three AN/FPS-49 radars, each of 
the five adclit.ional sites would contain data-processing equipment 
roughly equivalent in speed and capacity to that now being installed 
in the northern BMEWS s1 .. ~eso .M:)nj_tqrirJS displays would. also be nec­
essa..'"Y• 

With.these eight sites in operation it should be pos­
sible to obtain at least 15 minutes warning o:f an ICBM attack a­
gainst coJ'l.tinen·i-~al United StatesJ together-with an 80% probability 
that an.Y satel:Lite ·would ·oe detected within a. maximum of foU:r hours 
after launch. In Fig. 4, we present a curve showing the number of 
sites required as a. function of this detection timeo The lower 
curve applies to the case where satellite surveillance ohly is to 
be performed.., while the upper curve is for both.satellite surveil­
lance and ICBM wa.rnj_ng o 
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SATELLITE DETECTION TIME 
IN MINUTES 

(AFTER· LAUNCH) 
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FIG.4 NUMBER OF SITES REQUIRED FOR GIVEN · 
SATELLITE DETECTibN TIME 

(b) Satellite Tracking Site 
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.The satellite tracking site :i..n southern Texas would 
be used for more precise determination of· orbital pa:i.-ameters and · · 
for periodic updating of thes'e parameters. Initially, one FPS-49 . · 
at this site woUld be sufficient to handle the satelii te traffic •. 

·More radars could be added at future dates as the m.~ber of satel~ 
lites increased .. Since these radars are to be used only for track- . 

. ing known satellites~ no scanning is r'equired. Wheri a satellite 
passed. through radar coverage, a track of from one to five minutes 
would be· obtained, enabling precise determination of .. the orbital 
parameters. 

·.In addition to the radars, this site. would require 
a substantial amount of data-processi'ng equipment (probably some-

.. thing equivalent to a duplexed ·7090) and numerous display facili­
ties. 

(c)· The Central Facility 

The major pieces of equipment required at the central 
facility would be large-scale, data-processing equipment and 

' .. , ... 

..... . . , . 

.. ;·· 
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.· -: · . . Uq_arq ·~{~~!FHFl» . 
numerous displays. Appropriate voice bandwidth"" coMnruhication facil­
ities to ali other.sites would also be required .. Communications 
must also be maintained to all other agencies and commands interest­
.ed in satellite survei.llance and ICBM warning itif'ormation. 

Fig. 5 is a s'chedule for site implementation showing the 
buildup of' system capab:i.li ties· as a function of time. We note that 

,,.. after early 1~65; the system woUld be complete. except for 11 system 
improvements." The screen against ICBW s approaching from the 
south would be completed and high-ppwer radars to give us warning 
against ICBM' s with grea,ter apogees would be needed. . ICBM' s from 
the south are not c:onsidered a threat before this time, ·n:ot. be­
cause boosters will not be ava:Uable earlier, but because the nec­
essary accuracy will probably not be attained. 

The cost of the ·system. excludi.ng BMEWS is about $2.5 bil­
lion. The dotted. curve in Fig. 6 lnd.icates the cost if both re­
qui.rements were implemented. separately, 

Figs. 7 and.8 illustrate the.cost sensitivity as a function 
of the detecti.on probap:Uity and. altitud.e coverage requirements which 
are set on a system to do satell.i.te surveillance oniy. · In each 
case, the costs would. d.ouble a;t the 240-minute detection point if 
the requirements were increased. from 0.8 to 0.95 probability of de­
tection and from-2000 miles to 2300 miles altitude coverage. This 
is because the rade.r system used . .in the analysis is operating at 
its peak performance on the lower curves and :new a.nd more radars 
would be required to a.chieve the higher performance figurest, 

Fi.g. 9 illustrates the cost sensitivity--as a function of 
maximum detection time for new satellites for a system which does 
satellite surveillance onJ.y. The costs shown on this chart,.. as well 
as on subsequent charts... include site installation and investment 

.costs, annual operating.cqsts for five years includlng personnel 
pay and allowances, and communications and data-processing systems. 

· .. The point on the curve for a detec·tion time of 240 minutes· shows a 
'cos~ something less than $500 million for a system with three sites 
in addition to BMEWS, each with olily one radar since the coverage 
requirements are much less stringent than if the site were to 
function as ·an ICBM warning· si.te also, 

Fig. 6 repeats the same curve ·as Fig. 9 at the bottom of 
the chart and adds the cost sensiti'Vity curve ·a"t the top of the 
chart for. the combined, ICBM warning-satellite surveillance system 
described. above. In the latter system there would be five sites, 
each with three radars, i.n addi.tion to BMEWS to provide full ICBM 
coverage as well as 240-minute detection of new satellites. 
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CHAPrER· IV:. RESEARCH AND DEVELOPMENT RECOMMENDATIONS. • :~'-. 
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',. ·'. , .... ( .... ..... 
The recommendations summarized in this section f'or research 

and development activity relat-ed to th~ L-systems are- f'ocus.ed-.-~n.· a-
chieving those new capabilities that· are considered: to· be. both'rea- · -·: 
sonably achievable in the foreseeable future and especially neces-
sary to increase the performance and economy of' command, control, 
and. sensor- systems. These recommendationS result f'rom the :work of'· 
the Specialty Panels and do· not necessarily include all-areas· of' 
future research and development- -required in ·connection with cornmj:md 
and control systems. -·Many of' the improvements· suggested herein prob-

_ably-can come.in:t9· existence f'romsome·redirection·of' research and 
-- development programs already under way or f'rom more or less norina.l 

advances in the state of' the art in particular fields. other needed 
·techniques and components, such as cost analysis methodology, data­
processing procedures, and human performance in highly automated sys­
tems are related to technical areas so new and unexplored that, Un­
less special emphasis is given to their development now, .it is like­
ly that many of'- the realistic operational requirements of' L-systems .­
will remain unsat~sf'ied~ Additional detaJis concerning the research 
and development programs-described ·in this section, as well as spec­
ific r~commehdations for-improvement to the components of' particular 
L-systems, are to be f'ourid in Section 4 of' the ·summary, in Chapter V, 
and in the ·specialty Panel Reports ,that- f'orin the appendixes to this 
report.·· · -. - · 

1. COMMUNICATIONS· 

··Considerable research and development work in the f'ield of' com­
munications· f'or · r;. systems is already in process ... The Winter Study 
Group· conSiders, -however, that some additional ef'f'ort •should be ex_.. 
pended ."Y-6' obta~n as soon as possible: · - · 

(a) devices f'or reducing existing "non.;.electricaJ."· com-
- mlin±cation times,-- e.g_.,· the delays in the f'low of' a 

message f'rom human originator to electrical trans­
mitter,·electrical receiver to electrical trans-
up. tter when humans are involved· in message relaying, 
and electrical receiver to intended human user of' ·the 
message; 

(b)_ ''survivable rS:cilities f'or low-volume supplementary· . 
communication between command posts ( f'ixed;. :mobile~ 
and airborne) and between command posts . and weapon 

·facilities that are reasonably invulnerable-to in.:. 
tensiiie harassment · during a cold war and to nuclear. 

· attack;- · · 



138 WSR-7 . ·· 

(c) 

(d) 

.l 

flexible,: economical.. circuit. and, ~es~age::-s:wi tch~ng . .. , 
. apparatus that_ can handle a high volume of digital. 
and analog data, operate with a variety of message 

.. formats, and recognize transmission errors;.·. _ 
non-time-consuming methods to _ob:tain mes.sag~ secur:L­
ty, even With .switching errors,. in a. common-user. 
communication network that carries both high~s~curi~ . 

. ty and unclassified traffic; , 

'j; 

(e) .techniques to permit effective policing and control, · 
by appropriate authority, of .communication priority; 

(-f) .·standards for 1 communication apparatus thli,~ will allow. 
the ·implementation of a common~ user· network, but at . . 
the same time not inhibit the. application of· advances .. 
in the state of the art to that network. 

\:,_, 

2. COST ANALYSIS . 

Proper military planning constantly involves the selection,. 
within the resources and schedule ¢onstraints of .partic:ular courses 
of action, that will maximize the effectivenes,s of the. total. force.: · 
Cost analysis is a technique for determi~ng :the :JJnplications of re:­
sources on the possible courses of action and. vice versa. · With re- .. · 
spect to the L-systems; however, no. adequate methodology exists now· 
for determining the total. initial and recurring costs of these sys­
tems or for analyzing the variables in·these costs in relation to 

(a) measures of system effectiveness, and 
(b) time needed to achieve various degrees of improve­

ment in operational capability. 

Fully effective management of the L- systems . ca.nn,ot be achieved 
until a methodology for system costipg is developed and intensively 
used in making decisions, both withi.n a.given system and between the 
family of systems. Accordingly,:·a program is recommended specifi.,. · 
cally directed toward achieving techniques .for analyzing the costs 
of L- systems that will lead to .the establishment of an adequate meth-
odology. · · · 

3· DATA PROCESSING 

The equipment now available or. planned for the near future in 
the field of data.processing.is numerous and.well.advanced. Over 
the next five years, ·normal .improvements in the .state of ,the. art for 
computers will probably resUlt. in mach~nes lQO 'times faster than · 
those available·:today._ Consequently, the Winter Study Group .is of 
the opinion that additional emphasis in the area of computer equip-
ment is, required to develop only: · 
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(a} modularity and the flexible interconnecting devices­
to allow the necessary addition of computing capaci­
ty to .L- systems without reducing the usefulness of 
previously devised computer programs and operating 
procedures, 

(b) specific machine organizations to permit the use of 
processes that search for patterns to determine the 
existence of complex relationships·in the data, and 

(c) a theory to relate machine characteristics to data­
processing requirements to facilitate the. ,selection 
of command and control system equipment. 

·' I 

The associated area of processing procedures, unlike computing 
equipment, is virtually unexplored. To meet the minimum needs for. 
command, control, and sensor systems during the next ten years, a·· 
great amount of research and development effort must be started im­
mediately and continued in~ .. 

~~·~ 
(c) 
(d) 

(e) 

(f) 
(g) 

(h) 

(i) 

(j) 

(k) 

higher-order programming languages, 
utility support programs, 
tools for program testing, 
methods of understanding and communicating program 
organization, 
procedures for.automatic indexing, file interroga­
tion, and information correlation, 
operational translator programs, 
techniques for modeling and simulation of subsystems 
and complete systems; 
application of modeling and simulation to design 
analysis, program testing, and system testing and 
evaluation, 
use of linear programming, dynamic programming, 
game theory, general declsion theory, and Monte 
Carlo methods for war gaming, allocation of re-
sources, etc., · 

. role and relationships between men and computer 
program com.pl.ex,. and · 
the effect of a highly automated data-processing 
environment on human organization and decision­
making. 

4. HUMAN. FACTORS AND DISPLAY 
,, 

Present research and development programs appear to give little 
emphasis to the increasing need for basic information on the perform­
ance of hUli!.ans in t~ams within large, highly automated command, con,.. 
·trol, and sensor systems as opposed to the performance of an operator 
of a piece of equipment. Accordingly, it is the opinion of the Win­
ter Study Group that a considerabl.e effort should be applied to the 
following human factor areas without delay. 
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(a) Effect of . Cha.nge on Total Performance : The sudden intro­
duction.of large quantities of equipment, highly automated proce,;; 
dures, etc., (i.e. , the introduction of a new data-processing sys­
tem) is known to reduce operating effectiveness of an existing or­
ganization for an appreciable time. .On the other hand, it is also 
contended that a continuing series of much smaller changes to· equip- · 
ment and procedures may cause as great or greater deterioration in 
total performance than a single large change. Some experimental 
literature is now available concerning the effects of large and 
small changes in industrial organizations; much fur.ther work is 
needed in this general area to determine· the consequence of various 
kinds of change on command, control, and sensor systems and to dev­
elop the training and other techniques necessary to reduce the dele­
terious· effects of changing these military systems. 

(b) Human CoiDiiluilication in Networks : . Experimental and prag­
matic .. observations of humans in -communica~ion: ·· networks show that· 
the effectiVeness of communication:.. between hl.lli1B.D.S is greatly affect­
ed by the configuration of the network. Much more experimental wor1t 
must be. undertaken, however, before this effect of network configura­
tion on human communication can be properly related to the design of 
large command, control, and sensor systems. 

(c) Human Intervention: Human operators handle messages be­
fore ele.:;trical transmission and following electrical reception. 
Human operators establish the priority rules · for message trans­
Iill.ssion and then violate these rules. ·Very little is known now but 
much systematic knowledge is needed of why and how human operators 
in large command, control, and sensor systems influence the flow of 
communications and of what can be done to retain the desirable char­
acteristics of these human operators without having them seriously· 
degrade the. planned communication function. 

(d) Level of Data Abstraction: Too high a level of abstrac­
tion of data may cause a human in a system to misunderstand or doubt 
the validity of the information being presented. · An example is when 
a human reacts negatively to a conclusion·simply because he does not 
feel he ~knows the evidence upon which the conclusion was based. On 
the other hand, too low a level of abstraction of data leaves to the 
human in a system the often impossible task of; .analyzing; cl!:!-ssify­
ing, and filtering the data to extract the required information. Re­
search and development programs leading to principles governing the 
proper. level of abstraction and to techniques for filtering, coding, 
and classifying data are urgently needed. 

(e) User Participation in the Design and. Implementation of 
Automati~ Data~Processin.g Procedures: There is a continuum of ways 
f9r users ·to participate in the design and implementation of the 
qata-processing aspects of command systems. At one· extreme, user· 
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personnel might be selected and trained to undertake the entire 
task. For example,. some personnel would be selected so tluit they 
will be trainable as computer programmers, and then trained so they 
are computer programmers. This course of action would require re­
search into how to select and how to train computer programmers. 
At the other end of the spectrum computefs and utility programs 
might be designed so that a system operator could talk to a com­
puter in English and thereby instruct the ccm,puter to perform the 
required work. In between, intermediate languages could be devel­
oped, and used by command personnel, or command personnel could be. · 
trained to specify at some language level their requirements. so 
that a professional programmer could code the program. Which op­
tion to choose in this spectrum is not clear. Both the selection 
of an option and the implementation of that option would seem to 
require considerable research and development. 

(f) Effect of Stress : It has been recogziized for years that 
the ineffectiveness of a human is a U-shaped function of environ­
mental stress. A little stress is a good .thing; too much stress ... 
causes deterioration and disruption of effective human behavior. 
In the centers of the hardened and isolated command, control, and 
sensor systems of the immediate future, all that the hUman· operator 
will know of the ·"real world" will be highly unreal. The raw data 
of reality will have been sensed, filtered; and processed by means 
the operator cannot fUlly understand. Everything the operator re­
ceives from the outside world can be simulated and not be. a "real· 
world" event at all. In undergoing training, the operator could be 
made to think that he is fighting a total war and then suddenly 
f;J.nd out he was only shadow-boxing . in preparation for such a war. · 
The operator's uncertainty as to what the real-world situation ac­
tually is will be increased continually as he is trained. His 
hunger for real-world data and his suspiciousness of the credibili­
ty of the data flowing within the system may give a new, completely 
unanticipated dimension to the effect of stress on human behavior. 
A thorough investigation into these phenomena is strongly recom­
mended. 

5 . SENSING EQUIPMENT 

The numerous facets of the sensing equipment field seem to be 
receiving, at present, the majority of the funds expended by USAF 
for research and development in connection with components for use . 
in the L-systems. The Winter Study Group believes, however, that 
the fpllowing aspects of work in sensors should be re-examined by 
USAF to insure that the level of on-going activity is and will re­
main appropriate to the increased demands being made on sensors as 
a result of the rapidly changing nature of the threat from air~ .. 
breathing t6 missile-satellite weapons. 
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(a) Electromagnetic ·Propagation: ' · In relation to radar sur- · 
veillance and tracking,, a continuing requireme~t exists for infor.m~­
tion on tli.e effect, •over a wide ra...11ge of frequencies, ·of aurora, 

. Faraday rotationJ'. gal~ct:f;c ·nOif!e, atmospheric fluctuations~·· nuclear · 
detonations, and i.arti<ficial ionization~ · 

~.' -·-'···' .-· 

(b) Electromagnetic .. Target Characteristics: Although large. 
amounts. of money.'·are being spent· for air.;ta.rget reflection studies, 
some addi tionB.l ··development may be needed in polarization· matrices · 
for target discrimination;. interaction of' electromagnetic energy . 
with plasma,· relathfe contribution of vehicle areas to target re- ·. 
flectivity, and·bistatic'reflection of widely separated frequencies. 
More data is needed over the-whole range of the electromagnetic 
spectrum on the specific radiation and reflection characteristics 
of nose cone and booster plumes. 

( c ) Ra.d.a:t Transmitters z' Modulators~ ~d Tubes ~ Notable devel.;. 
opments in these components. are presently in progress~ but achieve­
ment of the high powers and large bandwidths that·· are necessary 
characteristics of modern radars remains difficult.· The. efficient 
coupling of rf·structur.es is not readily obtained; increased attenua­
tion of spurious·signals is-needed to.reduce interference.- The· 
generation of high.pO-wer at millimeter-wavelengths is a complex· 
problem. Consequently; research and development programs Should be 
encouraged to provide new ·and more reliable techniques for-over-
coming these problems. . · .. 

(d) Radar ·Antennas: Because of the ·potential a.d.v'antages 
offered.by phased arrays with respect to rapid scanning,; control 
of beam, and power-handling ability~ further e:f.fort. should be de..,· 
voted to 1) Understanding the theoretical properties of .such arrays; 
2) developing more .. stable components, .. 3) · designing automatic "con-·. 
trois for beam• positioning and sca.n.ni:ng, and 4) operational test­
ing of representative prototypes. Also, considerably greater em-. · 
phasis is needed on research and development programs for antennas 
that can better withstand the effects of nuclear blasts. 

(e) Radar ECM Vulnerability Reduction: Despite th~ ... :r~cent 
advances in this area, which offer grounds f'or increasing optimism 
over the performance ·of surveillance radars in the face of ECM, ·a. 
continuing research and-development program·will 'be needed if USAF 
is to maintain the djnamic· antijamming· capability necessary to 
anticipate extensions in the· countermeasure a..J."t. 

(f) Advanced Radar· Concepts: Advanced radar concepts should 
continue to·receive vigorous research and development Support. Be­
:fure undertaking :costly programs, however:, unconventional radar 
te~.;hniques that impose severe requirements· on the_.basic components 
or on data-processing methods should be carefully analyzed to deter­
mine their technical feasibility and operational utility. 

I 
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(g) Advanced Radar Concepts: Advanced radar concepts should 
continue to receive vigorous rese.arch and development support. Be­
fore undertaking costly programs, however, unconventional radar tech­
Ji:iq11es that im.pose severe requirements on the basic components or on 
data-processing methods should be related to improvements in system 
configuration leading to reduced effective background noise. From 
near infra~red through visible and ultraviolet and shorter wave­
lengths, photoelectric detectors are now available which have much 
greater sensitivity than other photo detectors and thermal detectors 

· available for the longer wavelengths. Research is desirable to 
develop systems which can use these more sens~tive detectors. 

(h) Optical.Sensors: Susceptibility of optical systems to 
resolution deterioration because of thermal and mechanical effects 
presently places a significant limitation on optical and infra-red 
sensors. A research and development program to overcome these 
difficulties is recommended. 

(i) Vehicle Stabilization: Vehicle-borne sensors are sensi­
tive to the stabilization of the vehicle, and positional accuracy 
of targets is dependent upon this stability. In spite of recent 
advances, deficiencies in satellite stabilization still impose 
serious limitations on the sensors being carried. An. accelerated 
program is needed to develop and test reliable techniques for pre­
cisely stabilizing ,the attitude of orbiting satellites. 

6. VULNERABILITY 

Command, control,· and sensor systems and their components, are 
vulnerable to~ a great variety of man-made and natural phenomena in­
cluding such diverse items as nuclear blast, electronic counter­
measures (ECM), and other deleterious effects. In principle, vul­
nerability can be reduced by sufficient design effort; the problem 
is, however, to achieve the greatest survivability for the least 
effort. 

The Winter Study Group believes that a research and development 
programLteJ:ated. to~'-v:uJ.nerablli ty :should be. :d!re~ted. toward a) 
feasibility and value of mobile control centers, b) ECM-resistarit 
techniques for detecting and tracking aircraft, missiles, and satel­
lites, c) nuclear-blast and radiation-resistant electronic and 
optical hardware, d) nuclear-blast and radiation-resistant. struc­
tures, e) chemical, biological and radiological ( CBR) sensors and 
collective protection facilities for command and control centers, 
f) rf instrumentation for measuring·. and controlling electromagnetic 
interference, _and g) maximizing the performance of command and con­
trol systems which have been degraded or partially dest.royed. 
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CHAPTER V: rul:API~ULATION OF SP~ IALTY PANEL' STUDIES 

Approximately three-quarters of the manpower available for the 
Winter Study Group was assigned to twelve panels, each of which stud­
ied one of the following subjects.related to the design.and implemen­
tation of command, control; and sensor systems •. 

l. Communications 

2. Cost 

3· Data Processing 

4. Des.ign. Methodology 

5· Dispiay 

6. Logical Concepts 

7· People 

8. Sensing Equipment 
!r· 

9· Special Studies 

10~ Threat 

11. · Vulnerability 

12. Weapons 

The appendixes to this document are the reports of these panels. 
These reports do not, in all cases, represent a unanimous view of 
the panel members; nor does the Winter Study Group, as a group, en­
dorse all of the ideas expressed, Nevertheless, there is a strong 
thread of common understanding that supports the overall' conclusions 
of the Winter Study. 
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1. COMMUNICATIONS 

Two main communication functions exist in a command and control 
system: (1) the transmission of. information from one point to ari­
other; and (2) the switching or interconnection of transmission fa­
cilities for communication·between points. Demands on communica~ . 
tion systems will vary in volume, kind and method of transmission . 
for different degrees of peace, cold war, or hot war~ Information· 
used· by a .command and control system is collected from many sources, 
both remote and nearby. After collection and sometimes filtering 
at the sources, the ihformation i's transmitted t9 one or more cen­
tral points where it is distributed, i.e., switched~ to its desti­
nation, often a computer that reduces the information for use in. 
a command pos.t. This processed information and ,commands based on 
it are then diss~minated. 

In general, the Communications Panel has concluded that effi­
ciency 'Wd.ll be greatly reduced if the present trend continues.to 
be followed, that is, developing individual communication systems 
to serve the individual needs of specific command and control sys­
tems. The panel recommends instead that an integrated communica­
tion system be developed whose switching and transmission facili­
ties can be shared by all points requiring communication. Such a 
system should emphasize common-user operation and should take the 
form of an evolutionary development, beginning as soon as practi­
cal with available facilities•: .. Advanta_ge should be taken of ad­
vances in the art as they occur, and a gradual transition should 
be made from present equipment to the common-user system. Such an 
evolutionary approach is both necessary and feasible. 

·In wartime and under conditions of communication harassment, 
vulnerability will be the major problem. It is not expected that 
the full commuri.ications required can be maintained in the face of 
enemy action. It is recommended, therefore, that supplementary, 
highly invulnerable, backbone communication facilities be set up 
to maintain the more basic command and control systems in time of 
crisis. At the same time, it will be necessary to devise command 
and control procedures that will be able to function with the mini­
mal communications that would likely be available under conditions 
of severe attack. 

1.1 Communication Problem Areas 

One of the most stri.king aspects of proposed command and 
control systems. is the sheer quantity of communication capacity be­
ing demanded. The method used to establish requirements is partly 
responsible, and both peacetime needs 'and national custom will. tend 
to work against obtaining much reduction in the communication capac• · 
ity now being sought. ·Yet, a serious.danger is inherent in having 
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large communication. capacity in a command and control system i:o. 
that, if the users of the system become so dependent on the trans­
mission of large quantities of data, the command and control sys­
tem w:Ul break down organizationally when the flow of data is cur­
tailed, as ,it is certain·to be during a crisis. Pre-planning of 
operations and exercising of the command in peacetime, but with 
restricted communications flow, is of greatest importance if this 
pitfall is to be avoided. · 

·Today, the slowness with which commands are conveyed and 'imple­
mente~is incompatible with the decreasing time scales imposed by 
modern weapons. Technical comniunication elements enter into the 
picture, and much is being done to cut·,down communication delays 
caused by faulty communication trunks and inefficient use of them. 
However, it is not universally recognized that most of the delays 
occur during the non-electric communication time; i.e.,· from human 
originator to electrical transmitter, human intervention at relay 
centers, and from electrical receiver to human decision-maker. 
Neither~is- it generally recognized that people are the major source 
pf message error . 

. Of even more concern is the problem of communication vulner­
ability. · There are two situations of importance: (1) harass·ment 
during a cold war; and (2) destruction during nuclear attack. There 
is no. single L-system, as presently designed,. that can _be expected 
to have much capability in the face of an all-out attack. 

;During a critical. cold-war period, overseas coirununications can 
be seriously impaired by enemy action, short of war, such as cable 
cutting and HF jaimning. The Greenland tropo link can reduce. this 
vulnerability to transatlantic communication, but there is no imme­
diate prospect of reducing sirililar vulnerability in other areas. 
The "Needles" orbital scatter-technique, if feasible, may provide 
a reasonable amount of resistance to jamming and covert destruction. 

During a·period of mass nuclear attack, it,is unlikely that the 
amount of communication required for operation of complex command 
and control systems will survive. Communication facilities are 
needed that "decay gracefully" under attack, that is, have the cap­
acity_ to continue operation by selectively reducing the less impor­
tant communications and processing operations as the damage increases. 
It does not appear that systems that would suffice over a wide,range 
of degradation can be realized. ·Instead, the panel recommends that 
supplementary, highly invulnerable, backbone (note: backbone not 
backup) communication facilities be provided to maintain basic-com­
mand and control fUnctions. A complete common-user network is not 
contemplated, but rather ·a few low-speed facilities capable of work­
ing between hardened or mobile command posts and the surviving wea­
pons. The choice of particular facilities ~ill depend on the type 
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of command post; portable tropo with small antennas would be pre- · 
ferred for mobile ground posts, UHF for airborne posts, arid prob­
ably some form of VlF transmission for underground posts. A Need­
les system using small antennas may have promise. Backbone commu·­
nications must be planned for in advanc·e, and improvisation at· a 
time of crisis cannot be reliea upon. 

It should be noted that the belief that communication'destruc­
tion is seldom a profitable strategy for an enemy is false. A 
doctrine that enemy jamming of c.ommunications constitutes warning 
is equally false if the enemy uses &~ degree of skill. 

Next to the question of whether and where the communication 
links exist. and can survive, the method of switching is most im­
portant in large command and control systems. While flexible in­
terconnection is one reason for switching systems, they also serve 
the important function of concentrating traffic on the transmission 
facilities so these facilities can be used efficiently and offer 
more alternate routings in the event of failure. Further, a switch­
ing system will also frequently incorporate storage and often code 
translation as an adjunct to data-handi:l.ng. The principal problem 
in the area of switching is the tendency to design numerous commu­
nication complexes to meet the specific requirements of individual 
command and control systems. Subordinate problems in switching 
arise because of the tendency to seek large steps forward while 
deferring plans for the orderly transition from.the present switch~ 
ing system to the new until the new system. is well into the process 
of' being implemented. A solution may be found in· an evolutionary, 
common-user communication system using circuit and message switch­
ing for handling both data and voice.· Such a system might be im­
plemented in the immediate future, using existing or very near­
future art, and be aimed at an orderly transition from present 
start-stop teletype equipment.to the use of higher-speed, synchro- · 
nous systems as justified by traffic requirements. 

The need for assuring message security is an important limiting 
factor in switching-system design. Present plans are to encrypt all 
messages, link-by-link, for transmission over outside plant facili­
ties, but to.have messages pass through the switching centers in the 
clear .. This plan minimizes some problems in encrypting that arise 
with end-to-end encrypting, namely, the need for widespread distri­
bution qf the key and the need for transmitting addresses in the 
clear to control the switching mechanisms. On the other hand, en­
crypting link-by-link leaves the message in the clear in the switch­
ing center, with the possibility that a high-security, clear-text 
message may be inadvertently delivered to someone not entitled to 
receive it. The present approach to solving this problem is by 
screening switching cent'er personriel ·and by confining high-security 
messages to a special network within which an error in switching 
could not be as devastating as in a common-user system. There are 
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in theory, however, a number of alternative ways in which security 
could be maintained in a common-user system, and the practicality· 
of these alternati:v:esneeds to be explored furtherwith the security 
services •. 

Priority communications are a scarce commodity that must 
be allocated by the command, and constantly monitored and disci­
plined, especially during crises. The_ present system unq.er which 
priority is assigned by the user-fails under conditions of crisis, 
Constant exercise of priority control_ under overload or degra~ed 
conditions is necessary. 

The key to the general problem of commun~cations prolifera­
tion, as with the more specific problem of control of priorities; 
lies in adequate policing from above. 

Standards are necessary for individual parts of a system 
to operate together as a complete system. As th~ common-user con­
cept develops, the need for-standards increases because of the 
large :humber of users of such a system, its wide geographical scope, 
and· the variety of signals and communication needs with which the 
system must cope. However, standards must not be established in 
such.a manner as to inhibitprogress, either by specifying stand­
ards in·a way that would prevent the application of advances in 
the art; or by including within the specification requirements 
that are either not universal in need or cannot be met without an 
inordinate amount of development. 

1.2 480L Communications Project 

The broad objectives of the 480L project is to provide com­
munications to meet all USAF needs. It is, therefore, the logical 
place to assign responsibility for planning a USAF common-user sys­
tem. It also appears to be the organization for planning the hard­
core communications necessary to maintain basic corrunand and control 
functions during attack and to serve as an order.:.wire during restor­
ation of the main common-use·r network. 

. The 480L project .is nevt and as yet has not had a great im­
pact on existing communications or on planning for command and con­
trol systems .. A. number of command and control systems which were 
started earlier expect to have circuits outside the u.s. obtained 
from the 480L network when-established, but these systems are devel~ 
oping their own switching apparatus, since the switching for 480L 
is in a preliminary proposal stage. The panel recommends that pian­
ning for 13- common-user switching system should be expedited so that 
future command and control systems .can build on the common-:-user con-
cept wherever practicaL · 
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While the Communications Panel feels competent to .. deal 
only with the . technical and not the organizational factors .of.· com­
munication, it has observed a number oforganizationalproblems in 
communications which should be resolved in the near future. For 
example, as presently constituted, the 480L ESSPO does not seem to 
have line authority to implement plans or standard procedures. In­
stead, this ESSPO operates largely in a staff engineering oradvis­
ory capacity. It is questionable vhether. the most efficient commu­
nication system will result under such an arrangement·. 

1.3 465L SAC Control System 

SAC appears to be well aware that the 465L system as pres­
ently conceived may be eipected to be mostly inoperable after a nu­
clear attack, partly because of communication vulnerability, but 
also because of vulnerability of the control centers. .As a command 
and control system to prepare the strategic offensive .force, 465L. 
appears necessary and fairly well thought out; Large volumes of 
communication, data-processing, and display facilities are needed 
for training and controlling a manned aircraft force, but.itwas 
the-panel's feeling that this volume might decrease as·the.ratio 
of missiles to planes in the force increases. Although the commu­
nication capacity of 465L appears to be most needed in connection· 

. with manned bombers, 465L planning appears to have gone insuffi­
ciently far in overcoming the problem of communicating with them, 
either on the ground or in the air. 

In connection with 465L, AFBMD appears to be sufficiently 
concerned about protecting communications from the level of the mis­
sile launch control center downward, but the problem of survivable 
communications from the missile launch control center level up the 
chain of command seems to be in less satisfactory shape. 

Development of the switching apparatus for 465L is near­
ing completion and any attempt to accomplish the objectives of the 
system by means of a USAF common-user system would only result in 
delays that cannot.be tolerated because of the importance of the 

· SAC need and mission. Instead, it is recommended tha~ the 465L 
system proceed as planned, but with a tie-in to. the common-user 
system when it becomes available.. If economically feasible, pro­
vision should be made in 465L for handling administrative and log­
istics traffic from SAG bases, possible by teletype techniques 
where traffic load does not require high-speed terminals. 

1. 4 COMLOGNET 

This system is also nearing completion and no purpose 
would be served by stopping the message-switching portion of the 



system, which is capable of expansion and .has considerable flexi­
bility, since it will handle teletype as well as synchronous binary 
data up to 4800 bit~ per _second. This switching portion should be 
considered as a cariciidate for the prototype of a coimllon-user system. 
The proposal for circuit-switching for.the COMLOGNET system is too 
vague to determine whether it is a worthwhile adjunct of switching 
needs of a common-user system. The possibility of using other cir~ 
cuit-switching systems that are a~iiable or ~ear completion needs 
to be_- looked into. 

1.5 Other Command and Control Systems 

The other conimand and control systems being pla.nhed should 
be designed, insofar as possible;. to share a common•user communica­
tion system. The systems transmitting highly sensitive data, such 
as the 466L intelligence system, present special problems, since 
security must not be violated either by· switchroom personnel or 

.· through inadvertent transmission of messages to .wrong addressees. 
Solution to this problem is theoretically possible, but consider­
able study is still required and. should be pursued. vigorously by 
the contractor-and the ES$PO concerned~ 

... , ...... . 
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2. · COST 

The Cost Panel established two primary objectives for its 
analysis of the costs of the L-systems: 

(a) 

(b) 

Acquisition of background knowledge for general 
Winter Study use by costing one likely configu­
ration of each of 15 L-syfitems for the 10 years, · 
FY 1961-1970, 
Initial development of .unique methodologies for 
determining the cost of L-systems. 

Subsequently, the Cost Panel concentrated on proViding cost 
analyses related to specific activities within the Winter· Study 
by: '(1) furnishing cost information to the panels concerned with 
particular system. configurations and analyses; (2) responding to 
indiv~dual requests from the specialty·panels for cost information 
and similar assistance; and (3) participating in· the for.mulatfon 
of general Winter Study Group recommendations, · · 

The observations and conclusions of the Cost· Panel result both 
from numerous visits to the ESSPO 's, ·. contractor plants; and a num­
ber of pertinent headquarters (USAF, ARDC, AMC, NORAD, ADC, and 
SAC) and from discussions with various groups within the Hanscom 
Field complex. The Cost Panel also found it des:!. rable/ to extend 
'beyond its specialty area, since the scope of the investigat~ons 
to develop system costs required the adoption of a broad view of 

.the L-systems and of the problems associated with their management, 
implementation, and operation. In addition, the nature of the 
analysis required an examination of all. activity related to these 
systems; including personnel requirements, equipment, facilities, 
supp~ies, and the support required from USAF overhead commands, 
such as ~ and A'IC, 

2. 1 Need for Cost Ana1ysis in Military System Planning 
--~ . 

The first major conclusion reached by the Cost Panel is 
that cost analysis is decidedly needed in military system planning. 
Military planning involves the continual selection of particular 
courses of action from available alternatives, selections that hope­
fully will maximize military effectiveness with the resources and 
within the time expected to be available, An appropriate means of 
accomplishing effective military system planning is to measure the 
trade-off possibilities of three important variables: (1) the rela­
tive effectiveness of the alternative system,. (2) the relatiVe time 
required to achieve the mission objective under each alternative;-­
and (3) the relative cost of each alternative in terms of resources. 
However, for a complete system analysis these possible trade-offs, 
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which exist only to the extent that the variables are independent 
of each other, need to be examined over the full practical range 
of the values of the variables. Cost analysis, the detennination 
by methods of analysis of the implications of proposed courses of.· 
action on economic resources, must be an integral part of a com­
plete system analysis. · 

The Cost Panel believes that three specific types of cost 
analysis activity needed by the Hanscom complex may be distinguished 
as: 

(a) Support of total force-structure costing, 
(b) Group L-system costing,. 
(c) Individual L-system costing. 

The force-structure planning of USAF involves the speci­
fication o.f the composition~ ,deploY1llent, and operational cone epts 
for one total force for USAF. This type of planning, to be effec­
tive, requires the costing of many total.,.force compositions over 
several long periods of time and involves the costing not ohly of 
weapon systems and command-control--senpor systems, but all of the 
supportin:g·tJSAF overhead activities, e.g., .AI>C, A'W, as well. The 
Hanscom complex should support the USAF force-structure plaru1ing 
by providing .total cost data on systems for the proper exercise of 
the functions of command, control and sensing and criteria for the 
selection of an appropriate system mix for the various force struc­
tures considered in future planning. 

Once a particular total force-structure plan is proposed 
· by Hq USAF, the Hanscom complex should develop an integrated group 

of systems that will maximize the operational effectiveness of the 
total force, insure com:patibility, avoid duplication, pennit joint 
use of the facilities where appropriate, and provide proper time­
phasing of personnel and equipment requirements. A cost analysis 
is required to support this activity. 

The third type of major cost analysis activity required · 
in the Hanscom complex is related to the individual L-systems. A 
capability to cost either alternative configurations of a given 
system, or alternative systems, is required. Cost sensitivity 
analysis can be a useful analytic technique for this type of 
analysis. In this technique, the sensitivity, or insensitivity, 
of cost to changes in the system 1s parameters is measured. 

2.2 Present Cost Analysis Capability of the HanscomComplex 

The second major conclusion of the Cost Panel is that a 
sufficient.capability does not exist today in the Hanscom complex 
to provide the previo1~ly described cost analysis in the L-system 
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area. This conclusion is based on observations which show that 
the complex lacks four important elements necessary to an ade­
quate cost analysis capability: 

(a) An organization with responsibility for the 
function; 

(b) Trained personnel, 
(c) An adequate data base, 
(d) Developed cost methodologies. 

No specific organization within the complex appears to 
be charged with the responsibility for cost analysis, except as 
may be provided by the Program Office of Mitre in support of its 
line departments. The cost orientation of the ESSPO's, for ex­
ample, is,·certainly not in this direction, but rather appears to 
be concerned with the budgeting and procurement processes. Neither 
of these existing orientations provides a complete system costing 
for even one configuration or employment plan of a system, much 
less for the range of alte1native configurations or plans needed 
to perform cost analysis. On the contrary, the cost estimates re­
viewed by the panel were found to, be related primarily to hard­
ware and to operational installations, with much less regard for 
total personnel requirements and other required resources. 

The Cost Panel also found no personnel in the Hanscom 
complex who can be considered fully trained in the complex field 
of system cost analysis. This does not imply, however, that there 
are not many people there, highly qualified in their particular 
field, who could not be so trained. 

An adequate data base, giving the operational and tech­
nical parameters of equipment, is an essential part of a cost 
analysis capability. The initial development of such a data base. 
is time-consuming, requiring as much as several years to accom­
plish. The panel did not observe any comprehensive compilation, 
much less analysis, of basic cost data on the resources required 
by L-systems. Only assemblies of a piecemeal nature were observed 
in most of the USAF offices visited, in contrast to the needed sys­
tematic and regular gathering and analyzing of the basic pieces of 
cos~ information from which time-phased system cost estimates can 
be prepared. 

Finally, a series of cost methodologies must be established 
for the L-systems, one for each major class or type o·f L-system. · The 
panel observed no ·such methodologies being developed at Hanscom. The 
panel has made.some progress toward developing such methodologies, 

· but it must be stressed that much research is needed before adequate 
methodologies can. be developed. 
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2.3 Other Comments 

In addition to the preceding observations that the panel 
as a whole has reached, a majority, but·not all, of the members 
have made·other observations pertaining, in general, to the broad 
subject of L-system planning: 

(a) Judging from the present. status of the L~systems, 
planning has "t?een·uncoordinated and·inadequate; the close rela­
tionship which.should .exist between L-systems, weapon systems, 
and.other portions of the total force-structure has not been 
P!Operly re~ognized. · · 

... ; 

. . (b)' The. development' :!Jnplementation, and operation of 
future command·and co:q.trol systems will require an increasingly 
greater planning effort and an increasingly greater amount of the 
nation''s: .r'esoilrces. 

(c) Current pl~ing by ARre ~and AMC is foc:used on prob­
lems of research, 4evelopment, and ·implementation; insUfficient 
attention is devoted. to pot·Emtial operational problems with these·.· 
systems. · · 

(d) . Command. and control systenis are not generally pro­
grammed and budgeted as systems, but rather as individual items 
of hardware and installations • 

(e) Many alternative configurations have been proposed 
for most systems; it is not alway's clear which configuration is 
the officiai plan authorized for implementation .. 

(f) Present configurations for command and control sys­
tems do not recognize that evolutionary changes or improvements 
to the ·s.ystems.will be required. 

(g) Planning for the L-systems does not seem to be based 
upon sufficient study of the trade-offs available between cost, ef­
fectiveness, and time foralternative courses of action. 

(h) ·. Time toes not appear. to be treated as a variable, 
but rather as a constant in the process of evaluat.ing L-systems. 

2.4 Recommendations 

The majorrecommendatd.on of the Qost 'Panel is that a sys­
tem cost analysis activity should be established within the Hanscom 
complex. 
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Further, the Cost Panel recommends that: 

(a) The Ha.nsc.om cost analysis act:i,vity should be an int~-
gral part of the system pla.nning activity~. · 

(b) Cost analysis should actively participate in a sys­
tem analysis from the inception of the study. 

(c) The cost analysis activity should develop a capability 
in both individual anQ. group L..;system casting. 

. . . . •' . . . 

(d) The system analysis activity and the cost· analysis ac­
tivity-should 'support total force'-structure pla.nning efforts of 
higher headquarters by the d~velopm~nt of (1) data on the command, 
control and sensor needs of the USAF. for a wide range of force 
structures.and miss:i,ons; and (2) criteria for the selection of-an 
opt:l.mum. aggregate mix of command, control, and .s~nsor systems 
given any proposed plan for a .total air force .. 

·(e) The cost analysis activity .should be staffed by 
trained cost analysts hav,ing_the approp~iate ~i~ of backgrounds, 
including personnel who are. system engineers •. 

(f) The cost analysis· activity should .,.establish two major 
research goals: . (1) the development of an adequate data base, and 

· (2) the development of specific methodologies for the costing of 
L-systems. 

Other recommendations of the Cost Panel, not necessarily 
concurred in by all panel members, but corresponding to the com­
meritsc co:hta::lmed: '1n:-;s~'Qt\1lon\2·~3c a.'bo'Ve· · a,J;ie:: 1 tr::~ _, : ,, ·c : 

t .,... ' • ' 

(a) 'Pla.nning for comni~d, control, ancl sensor systems ' 
should be based primarily on total force-structure analysis; cri­
teria must be developed which lead toward a proper m;ix of USAF 
weapons. and commanQ., ·control, and sensor systems.· · · 

(b) An integrated activity for overall L;..system plaming · 
should be established within the Hans?om compJ,.~x. 

· (c) Pla.nning by ARI:X:: and AMC_ should give. increased atten­
tion to the operationalproblems and'should also follow through the 
life cycle of. command, control, and sensor systems .. 

·1 :;::- -::-· .:;~ 

. (d) In the programming and budgeting process throughout 
the USAF, L-systems should be treated as system.S . and not· as ~oups 
of eqUipment. · 

. CONFID§ UNCLASSifiED 
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(e) The latest authorized system cqnfiguratio:p. ·:pl~ed ·. 
for implementation should be clearly specified,. aJ:ld cha.nges shoUld 
be rapidly disseminated to all USAF offices concerned. 

(f) Attention shoUld b~ directed to means for predicting, . 
and including in system design, provisions· for a continuing growth· 
potential in future.command and·control systems. 

(g) Planning decisions regarding command, control,·and· 
sensor systems should be based on continual exa.i:nination of the 
trade-offs available between cost effectiveness and time i~ the 
light of· changing strategies and technology. 

' . . . 

(h) The evaluation process should includ~ an examination 
of alternative development periods, production lead. times, imple­
mentation schedules,. ancLoperational periods; techniques for esti-' 
mating these factors should be improved. 

:.~r: -.- ~ ·:· . . 
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3. DATA PROCESSING 

With :respectt~: the present and future states-of~the-art of 
data processing equipment, it was found that the data-processing 
problems. needing attention were common to most of the citrrently 
planned L.:.systems. Using information and opinions· gathered· from · 
contractors, ESSP0 1 s, .and others concerned with the work statements 
of various L-systems, and the previous experience of the panel in 

/ the field of data processing~ the panel has endeavored to indicate 
·the direction for future research, the special problem areas asso­
ciated with the L-system data;..processing requirements, and certain 
of the problems observed insystems already·being implemented. 
These findings.and recommendations have been organized into four 
areas: 

(1) Equipment and its relation-to component development, 
(2) Processing techniques~ 
(3) Program production techniques, 
(4) System and subsystem interface problems. 

3.1 Equipment and Components 

The data-processing equipment available and planned is 
numerous. Because of the magnitude of the stated requirements of 
most of the L-systems, only the middle- and large-scale digital 
computers have been thoroughly investigated. One comment to be 
made about the current and anticipated futu:he state of the art is 
that a natural obstacle, the maximum signal transmission speed 
(that is, the speed of light) is rearing its head. The maximum 
signal tr~smission speed is about a foot in one millimicrosecond, 
a period of time soon to become significant in computer technology. 
Despite this perhaps ultimate obstacle, probable improvements with­
in the next five years .will lead to a computer 100 times as fast 
as those available today. However, this improvement appears to be 
close to a natural limit. Only radically new organizations of ma­
chine components will allow progress beyond this point. 

Searches for patterns in arrays of bits ~hat represent a 
complex relationship are made time consuming by the current organi~ 
zation of machines. A process may need to be developed for the as­
sociation and pattern recognition capabilities needed in the 438L 
intelligence data-handling, 473L Hq USAF command, and 425L NORAD · 
COC systems. Some of the newer machine organizations, such as the 
AN/FSQ-27, reflect a design goal of growth potential in several of 
the important parameters without excessive initial cost or extensive 
downtime and repro.gramming at the time of expansion •. 

CON 
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The ability of the computer field to anticipate coming 
developments is improving; _thus, building-block computers that can 
have older modules replaced by those of the newer design and larger 
capability are now both possible and practical. In addition, mcidu­
lari ty and flexib1;e interconnecting devices allow the addition of 
computing capacity without reducing the usefulness of previously 
devised computer programs and staff procedures. 

There no1..;r appear to be two situations which are delaying 
the faster development of better data processors. One of them is 
that a large part of component and subsystem res.earch and develop­
ment is funded as part of system design or improvement contracts 
(e.g., a weapon system development contract), which has. several 
deleterious effects: 

(a) Many of the research or development.programs whose 
output cannot be "guaranteed" to be available within the "lifetime" 
of the system contract go begging. 

(b) Usually only the prime contractor gets money to de­
velop his ideas and to maintain or build a competent staff in the 
newer areas. 

(c) A company that is in an advanced position with re­
spect to the state-of-the-art:, but relegated to a subcontractor 
level, ·may wither on the vine waiting for research support while 
the prime contractor rapidly becomes a competitor. 

The second siiuation that is del~irig development is the 
parochial nature of the machines of the larger companies. While 
the Government is supporting research and development of many good 
subsystems, it is seldom that the best of "best buy" equipment 
appears 'as part of bne integrated computer complex. 

-The reconunendations of the panel in the area of data­
processing equipment and components are as follows: 

(a) Whenever possible, component research and develop­
ment should be funded separately from system design and improve­
ment contractors. 

(b) Manufacturers must be encouraged to design sets of 
compatible data-processing subsystems and flexible-interconnection 
devices. Where possible, compatibility of the components of sepa­
rate-manufacturers should be encourag~d . 

. ,, 



160 
i; .. 

'·. 

WSR-7 

~-...) IINCLASS!FifiJJ 
3.2 Processing Techniques 

Although most studies consider the-evaluation of computers 
as a problem in the equipment area, it is becoming increasingly ob­
vious that.any machine evaluation made independently of the problem 
to be solved and the solution technique can be misleading. In the· 
absence of a theory to relate the parameters and structure of a ma­
chine to a specific or a standard set of problems or techniques, 
the best .approach to an evaluation is to construct computer pro­
grams for the machine. These programs would solve the standard 
problems using the P.rocedure suited to the particular m~hine or 
machine. configuration being evaluated and would allow comparisons 
of different machines or alternative configurations of. the same ma­
chine. · Considerable study is required to determine a set of appro­
priate problems. After such a program has been undertaken, a rna"' 
chine can be evaluated_ against new problems by classifying the new 
problem as some combination of the standard 'set or by expanding the 
standard set. 

. Since processing equipment can be evaluated only against 
a particular problem and solution background, it is recommended 
that the selection of data processing equipment for an L-system be 
deferred until an adequate analysis of the system's "problems" al­
lows a rational decision between equipment alternatives. Further, 
the initial analysis of the data processing f'lllictions of the sys­
tem. should be directed toward discovering the constraints imposed 
by available equipment upon solution techniques. ·After such con­
straints have_been evaluated, the development of additional equip­
ment should be funded only if the analysis shews such development 
fully necessary. Certainly, this analysis must be done by a party 
not interested in selling equipment. 

Solution procedures and techniques are important. From a, 
study of the stated requirements of some of the L-systems, it is 
apparent that many tasks are assigned to the data processing com­
plex for which no proven procedure_ exists for performing the task. 
In fact, there is currently no theoretic or pragmatic backgrounq 
that will allow any but the most simple tasks to be performed in 
the area of information processing. Tasks such as automatic index.., 
ing, automatic request analysis and subsequent retrieval, and auto­
matic data correiation, except.in simple cases, are beyond current 
capability. There are, however, many inadequately :tested ·proposals; 
it is felt that advances-will be made only if the more promising 
proposals. are put to the ul timat.e test, that is processes are de­
veloped and applied. It is also felt that such testing should not 
be done as part of a production contract and that no· system con­
tract shouldbe let that assumes that. the solution to these prob­
lems is just around the corner. 

, •.. _, ! .• :0. ·._ ~5;·-, l'N ~ 
-~--- •' \J" u 



/ 

Something else that has· been observed to c:ause trouble in 
every .commercial data-processing systeni is the existence of contra­
dictory or erroneous input data, a difficultY that may be of tremen­
dous proportions in the larger files of the L-systems which contaih 
information items of long life. In the absence of known general 
solutions to this problem, it is imperative that it be recognized 
during the design of the system•·. 

One approach that would tend to reduce the load, but not 
the character of the data...:processing problems, is filtering the 
data inputs as near the input end of .the system as possible, pref-
erably before. indexing for filing. · 

The.recommendations of the panel in the area of data proc­
essing tecrmiques are as follows: 

(a) More money must be spent on the. development and test­
ing of large-scale information-processing procedures and techniques, 
especially for fully automatic indexing, file interrogation, and in-
formation correlation. · 

(b) The selection of data-processing equipment for a 
given system must be deferred until adequate analysis of the re­
quirements allows a rational decision. 

3.3 Program Production 

. In many of the L-systems, a much larger programming effort 
probably will be required for system design and system testing and 
evaluation than for the production of programs to do the operational 
tasks of the system.. Simulation, gaming, and similar evaluation and 
optimizing techniques will be needed not only as part of the opera­
tional programs but also as significant system design tools. Appli-­
cation of these techniques will allow the following: 

(a) Unanticipated aspects of the systems will be dra­
matically brought to light early. 

(b) The performance of special-purpose gear can be simu­
lated before freezing hardware design. 

(c) Alternatives for solution may be tested for validity 
and effectiveness at an acceptable cost. 

Since such problems are. so immediate, a special facility 
designed for such functions should be developed around a large data­
processing complex organized ~o permit expansion. Such a facility 
should be under the control of AFCCDD, must have more flexibility 

. •' 
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and· capacity than is ·required to haridle the problems in an.opera­
tional environment, and would take about one year to design, about 
two years to build; and cost in the range of $30 to $40 million for 
installationwith annual operating costs near $4 million. 

In the area of program production tools, it is felt that 
industrial development of computer programming languages is pro­
ceeding with sufficient rapidity to make USAf funding of work in 
this area unnecessary, except for an unavailable language .. Appro­
priate use of availal::?le languages is important, however, because 
major .gains can,be .ma,de in the time and manpower costs of obtain­
ing an initial system capability. Further, the problem of document­
ing computer programs is eased by the use of languages that permit 
the statement of computer programs in a more natural fashion. The 
use of more abstract cod.ing techniques permits a relatively rapid 
determination of the effects of modification upon. complex programs. 

If funds were applied toward the evaluation of program or­
ganization, sequence of implementation, testing techniques, and 
documentation design, the programming production problems would be 
better understood, performance would be improved, and more valid 
estimates of cost iri terms of time, manpower, and computer time 
would be made. · · 

. The panel makes the following recommendations for program 
production: 

(a) The USAF should establish a facility which will pro­
vide extensive data-processing capacity for use in system analysis 
and evaluation. 

(b) The impact of new developments in programming lan­
guages on the organization and techniques for program production 
shouldbe studied. 

3.4 System Interface 

A serious interface problem_can result whenever systems 
use a common communication net. Already decisions have been made 
in certain systems :which will have serious effects upon the lengths 
and rates of.transmission of the messages exchanged between: com­
puter complexes and the ease with which messages can be prepared 
for transmission and deciphered when received.. Just how deep the 
communicators should peer into the messages carried within the com­
munications network is a trying question. Most data processors 
would prefer touse arbitrary, but.formatted, binary strings for 
the communication, O·f. fixed-content messages. Most communicators 
and laymen;~_.however, are much happier if the message is coded us­
ing teletype characters or a rough equivalent. The question is 
moot whether communications must be in a fashion that allows a drop 
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to be made to a printer at any point along the circuit. The addi­
tional question of whether such a printout is then intelligible, 
forgetting no!'Ill.al security garbling, is even more disturbing.. Such 
requirements would· expand, by several binary orders, the magnitude 
of the messages being exchanged. These requirements als.o would in-. 
crease the encoding and decoding re.qui,red in the ·sending and .re­
ceiving complex. 

A less serious, but costly, system problem is the multi­
tude of formats used by the various sensor systems in recording t.he 
same types of information. Specially designed input devices are 
the most expensive of the data-processing components used in some 
of the current or contemplated systems. A portion of these costs 
could be r¢duced and processing expedited in future systems ·if at­
tention were paid to the development of standards in media and· 
format fo1~ reeording in sensor systems collecting the same types 
of data. 

The panel's recommendation in the area of system interface 
is as follows: 

The USAF should initiate a specific group to study the im­
pact of the communications network between the various systems on 
their data-processing capacity. This group should have representa­
tion not only.from the communicators and the system users, but from 
any group that is to handle the information directly from the net . 

s 
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4. DESIGN METHODOLOGY 

The problems. encoUiit.ered in the design of some bf the L-systems 
already under way have been identified. The systems that have been 
considered are primarily the SAC Control System 465L, MIDAS and 
SAMOS 117L, Continental Aircraft Control and Warning 416L, Air Wea­
pon. Control 412L, and BMEVlS 474L. The nature of management-of­
design problems being eJ{perienced·have been discussed in detail with 
representatives of AROC, the using command, and contractors. Tech­
nical design problems such as bit-rate limitations on communica­
tions have riot been considered; rather, the work has been directed 
toward the general design considerations and the proper management 
steps in the process of conceiving, developing, and installing 
large command and control systems as differentiated from large 
sensor systems. 

Some reflection on command and control systems is appropriate. 
Every military organization has a procedural system intended to 
provide that organization, particularly its commander, with a mech­
anism for performing tasks appropriate to the organization's ful­
fillment of its mission. This procedural system may well be 
termed a command and control system and may have many character­
istics t~at are also common to management systems. It is useful 
to distinguish between command functions and control functions in 
the military organization. The command functions are .those of es­
tablishing policy, procedures, budget estimates, training require­
ments, and strategies, while control fui1cti6ns are those which di­
rect and regulate operations, employ resources, provide real-time 
planning and replanning, and assure that military objectives are , 
achieved within the context of the command requirements. These 
two functional areas are obviously highly integrated, and the pro­
cedural .command and control system, including data flow and infor-
mation requirements, serves both areas. There is certainly a con­
trol function in a command organization and vice versa. 

4.1 Problem Areas .: 

The following problems in implementing command and con­
trol systems have been identified. Other problems were reported, 
but are not reflected here because they are believed to be pecu­
liar to a particular system. Although some of the problems may 
not be related directly to design methodology, their effects are 
significant. 

(a) .The fundamental problem :i.n present and proposed com­
mand and control systems is widely acknowledged to be a lack of 

, understanding of the problem to be solved by the system for which 
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the man-:-machine complex is being developed.· Usually- grossly inade­
quate analysis and little planning have been followed by frenzied 
emphasis on engineering and implementation. Yet, no" time has been 
saved by this "crash-to-crash, unhindered-by-plan'' approach. 

(b) The statements of requirements for most systems· show 
ah obvious lack of concern about their specific external boi.mdar• 
ies~ resulting in difficulties in.the interfaces between these sys­

. terns and elements of the environment. 

. . ~-

(c) Diverse groups work briefly on ''bits and pieces" re­
lated to the command.'s and commander's problern and then turn to 
extensive studies of hardware. Continuity of effort applied to 
analysis of a command's ·.and commander's problem, from which system 
requirements .for a command and control system are generated, is 
practically non-existent .. 

(d) .Inappropriate focus is placed early on equipment and 
its configurations~ thus severely restricting subsequent systemde­
sign efforts. 

(e) Using commands. tend to demand., even at the highest 
levels~ an inordinately large volume of data and the display of a 
significant part thereof. There is general feeling that if enough 
bits of data are available they can be analyzed on the spot to pro­
vide,app:;-opriate;information for thebest decisions and actions. 

.. (f). The tendency to design inflexible operational pro­
cedures and practices into a system, while the system :i,s still . 
l.inder development, severely restricts the spectrum of operational 
choi.ces that. may be. available in :the future, which condition is 
complicate4 f~ther by the lack of acceptance of the notion that 
a command and control . system must adapt continually during its 
useful life to changes in the environment in which the system 
op~ra~~s .• 

(g) Many people ·who are to use a system simply do not 
understand what its performance capabilities will be when the sys­
tem becomes operational. · Further, ·during the design and implemen­
tation work, new requirements. are placed on the system which are 
not consistent with the previous requirements. 

(h) The USAF management organizations for the L.:.system 
programs simply do not possess the strength required to direct ade­
quately the various projects. It is difficult to determine whether 
thehigh degree of interference in the management and·technical di­
rections of the project by outside organizations ·and individuals 
result from the weaknesses of the project management or is a cause 
of such weakness. 

.· ·;, s 
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(i) The delegation of design responsibiliti,es is. imcom.,. 
plete and indefinite; the prerogatives to change and influence de­
sign resides with many organizations and individuals. 

( j) Many "requirements" imposed on a system are derived 
from today's isolated problems·rather than from the perspective of 
the needs of the command and commander during the period in which 
the man-machine complex will be operative. 

(k) It is characteristic of all ·L-system programs that 
schedules are underestimated . 

. (1) Erratic funding has created, or ·at least complicated, 
many problems---schedule slippage, alteration of design and concomi­
tant degradation of capabilities, inefficient manpower programming 
and employment, delayed implementation, etc. 

(m) Responsiveness to needed operational changes and to 
the need for orienting systems toward operational simplicity is 
lacking . 

. (n) Only sporadically are the experiences gained in the 
development of one system (or one of that type) either requested 
by-' or available to, .another system program. 

_(o) In those systems which interact with the intelligence 
community, .. as ,.,.ell as within intelligence projects themselves, there 
is virtually no access to the intelligence information needed for 
designing the system~~ 

(p) ·Little effort is directed toward the· potential threat 
to a system, and such knowledge that exists is not seriously con-
sidered in the design. · 

(q) Dependence on appreciable research and technological 
development in order to implement a system has almost invariably 
led to schedule slippage, increased cost, redesign, and redirec­
tion of system capabilities. 

4.2 Discussion and Recommendations 

A command and its commander are responsible for defining 
a command and control system's functions ·and for evaluating the 
system's performance, as contrasted to the next higher command 
which is responsible for explaining the mission and evaluating the 
mission performance of its subordinate. A commander must insure 
that his command and control system performs functions appropriate 
for fulfilling the command's mission. This responsibility 6f the: 
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commander cannot be' delegated. Mission-evaluation criteria for 
the mission and operational test criteria for the command and con­
trol s.ystem must be stated early by the commander to provide clear 
guidelines to the system designer. and operators. It is only by a 
critical review of these crit~ria that judgment can be made whether 
or not a satisfactory operating system description can be developed. 
Further, exercising a command and control system is mandatory, not 
only for system evaluation, but also,for system training. The nor­
mal fUnctioning of a system in peacetime is not a suitable basis 
for evaluation, of its ability to handle a stress load properly • 

. In- summary, a user. command and its commander must be intimately 
involved in the functional design of the command and control sys­
tem associated with them. 

.. .. . The functional v~iables in a command must be recognized 
arid provided for-before a system can be "engineered11 for that com­

.mand.,__ C9mmi tment. to a hardware configuration must be made only 
after a satisfactory analysis has been made of what the system is 
to .accomplish •. The USAF needs much more WHAT before an attempt is 
made to.define HOW. Further, the analytic work required· to define 
asystem must have a continuing nature. It cannot be a one-shot 
exercise by a few people for a short time. Even if such an exer:.. 
cise _:were completely succe.ssful in precisely relating all of the 
selectable and controllable. variables to the understanding and 
agr~ement.of all personnel concerned, the system's design would 
nee.d to vary with time by virtue of the uncontrolled and unpre­
dictable variables (threat,- environment, even technology), all of 
which vitally i:rif!luemce: the objectives and· capabilities required. 
Finally, the continuing nature ofthe analytic effort does not Pre­
clude .settling on .:a given hardware configuration to meet a speci.:,·. 
fied operational capability at a specific time. Instead, the con­
tinuing system analysis will provide the mechanism to define and 
plan how to evolve from one hardware configuration and operational 
capabil-ity to .the next as the command's needs change. 

This continuing analysis team should be organized from 
the time_that_a command first realizes that· its existing command 

. and con:trol system is not (or may not be) adequate and that some­
thing has to.be done. ·Complete· access to the co:minand-resources 
must be provid~d. A~l user command personnel, particularly at 
the highest echelons, must be available for consultation and in­
terview. From the first, this analysis team must be of signifi­
cant size and must ha~ the promise of continuity, financial sup­
port, and freedom to look at the command's whole problem as objec­
tively as possible. While it is necessary that.user-command per­
sonnel be integral members of the analysis team, it is also impor­
tant to keep this team administratively and ·organizationallJj inde-
pendent of command structure. 1 
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When and if it is established .by the analysis team that 
an equipment program is needed to help solve the difficulties in 
the command's command and control system, then an ESSPO, or more 
appropriately, an SPO - System Program Office - should be estab­
lished, the chief and co-chief of which should come from AFCCDD 
and the user command, respectively. The co-chief would. be the 
senior project officer of.the user command. A high-level Me rep­
resentative who reports in a·line relationship to .Hq AM::, and who 
has procurement responsibility and authority for the program shoul~ 
also play a major role in the SPO. This AMC representative should 
also have a staff authoritatively representing the maintenance, sup­
ply, production, and installation areas of AMC. The continuing 
analysis team then would report to and support the SPO .by continu­
ing the team's efforts to detail the command's.mission and functions, 
study the threat, and generally explain the problem which the new 
command ~d control system is to help solve. This team would ini­
tially determine the goals and functions of the new command .and con­
trol system and would continually re-examine and redefine these 
goals and functions as necessary. The analysis team would config­
ure the functional subsystems to perform the required tasks and 
would rigorously evaluate such configurations. The team would per­
form, or direct the performance of, appropriate operational experi-

. mentsj it would underlake, or contract for (through the SPO), feas­
i.bili ty studies. This team would help in the preparation of state­
ments of work to be included in requests for proposals to equipment 
contractors and would provide assistance in the evaluation of ideas 
and proposals submitted by private industry. 

The SPO, given strength .by the analysis team, high-level 
user-command participation, and adequate AMC support, would be iiJ. 
charge of the program. It would direct the preparation of state­
ments of work, schedules, phasing plans, and budget requirements. 
Through the use of the analysis team and with the technical assist­
ance of ARDC laboratory agencies, the SPO would monitor the work 
of implementing the system. 

In a phased program such as exists for the L-systems it 
is almost trite to say to management that they·-should put their 
effort where the problem is. In the area of command and control 
systems, the problem is that the operations cormitands need.now com­
mand and control systems capable of continually evolving, that is, 
systems without fixed "requirements" for the equipment, etc. No 
outstanding success can be expected from a command and control 
standpoint until·this unappetizing critical problem is addressed 
full face .by USAF management. 
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5· DISPIAY 

Early in the Winter Study, it became obvious that the term 
"displays II WaS COmmOnly USed in two importantly different WayS: 
displays as transducer equipment, and displays as media for commu­
nicating effectively with system operators. Both meanings of dis­
plays have been taken into account in the panel's work. It also 
became obvious to ~he panel members that system designers, imple- · 
menters, and users tend-to attribute system difficulties to displays 
without a clear understanding of what constitutes a "display prob­
lem •. " 

The display requirements of the currently proposed L-systems, 
the state of the art of display equipment, .and the problems of s:e­
iection and use of displays have been considered. In addition, 
some display principles were developed that are believed to-be use­
ful for system designers, irnplementers, and users. 

In any discussion .of displays, it is helpful to distiriguish 
clearly between display equipment and display function. Dfsplay 
equipment is a transducer and the function of displays is to com­
municate. .The distinction between equipment and function is use­
ful because it helps aVoid the illusion. that communication occure; 
simply because transduction takes piace. Displays are the last 
stage in the process of commtinicating with operators, but all too 
frequent~ the need to communicate is not well served by the pre- · 
ceding stages. Unless the confusion between transducing and com­
municating is removed, all problems of communicating with men are 
likely to_be considered display problems, and the equipment may be 
blamed-erroneously for communication shortcomings. Consequently, 
attempts to achieve better displays will be directed too much to­
w·ard fancier equipment and too little toward better communication. 
The way to better displays is to be found in the science of commu­
nicating with:"men;who_ operate sY"sterns:,: ih :the~)methods ·o:fi specify.., 
ing communication requirements, and in changing the habits of men 
who operate systems. 

When studying communication with operators, information must 
be distinguished from data. Information is the answer to a ques-

. tion, and data are the-raw materials from which information is ex­
tracted. . What are actually transmitted to a man are bits. of data, 
and his output indicates what information he has extracted from 
these bits. How .effectively the data are processed, organized, 
and arranged before presentation will determine how erfectively 
the man c.an and will. extract the information he requires frol)l his 
display. Too frequently these.two terms, data and information, 
are confused,. and the statement, "I need.more information," means 
rather, · "I want more . symbols. " · The reason is usually that the re-. 
quired information is not being extracted from the data. Unless 
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the confusion between data and information is removed, attempts to 
increase information in a display are directed at obtaining more 
data, and the trouble is exaggerated rather than relieved. · 

5.1 Sequence in which Systems are Developed 

ManY of the difficulties encountered in the selection and 
use of effective displays are inherent in the way systems are pres­
ently built. In today's development of systems, the necessary se­
quential order of steps toward an adequate display system is usu­
ally violated enough to limit the acquisition of relevant knowledge 

. I 

of display techniql,les and its timely application. · When a system's 
function depends upon proficient operator behavior, an improper 
linkage between man and machine will contribute to the system's 
falling short of its intended performan9e .. Unfortunately, aware­
ness of display deficiencies·. usually· occurs late in the system's 
history. Attempts to correct display inadequacy so late in the 
game can be little more than choosing between basically unsatisfac- · 
tory compromises. Symptoms of a system's troubles therefore are 
attacked piecemeal, ·while the underlying illness remains uncured. 
One way out· of -this dilenuna would to be avoid built- in deficiency 
by following . a differen·t procedure for implementing systems' a pro­
cedure that would more effectively permit technical capability to 
influence the course of events in the selection and use of displays. 

·· The imp6rtant fact to be faced is that display selections 
should follow, rather than precede, a detailed statement of how the 
disp'lay is to :be used; The more that is ktiown about display use,· 
the more intelligent. can be the selection. Putting this principle 
to work in system development is a matter of management, and manage­
ment must realize that the specifications of system functions and 
the production of the related hardware must be developed in a proper 
sequence, not all at the same time or in reversed sequence as in 
the present mode of implementation. 

5.2 Relationship Between Computer Programs and People 

Generally, people are used in systems to make decisions. 
However, with the amolint of data that must be analyzed and the 
time restrictions imposed on human reactions in many systems~ it 
is unlikely that these. systems can afford the luxury of having 
people extract inform.ation and make decisions from a display of 
relatively unprocessed data. On the other hand, automatic deci­
sion-making devices that can be completely divorced from human op~ 
erat·ors are equally untenable~ Even though the technical 'diffi­
culties of programming accurate decisions could be overcome, there 
sti,ll exists the problem of whether the responsibility for making 
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such decisions should be given to a machine. Some. compromise be­
tween these t1¥o extremes is necessary. How effectively this com­
promise is carried ou~ is one of the important problems in the 
present design of systems and has-direct effects on the develop:.. 
ment of displays. 

The preposterous amount of data that is scheduled to ap­
pear on the displays in some of the .command and control systems, 
and the degree to which these data are invalid, indicate that this 
compromise between men and machines has not been carried out suc­
cessfully enough to avoid making display problems out of what are 
really system design-problems. No amount of ingenuity in the cod­
ing of the data or in the development of elaborate display.equip­
ment can produce adequate displays under such circumstances. Fur­
ther, a reduction in the amount of data or an increase in its 
validity, or both, cannot be accomplished merely by more extensive 
automation of decision-making functions. The proper compromise· 
1¥ill require both the development of better metl1ods: ·of: using: :people 
and the development of better computer programs. Some suggestions 
are made for the joint use of people and computer programs ·that may 
result in operator jobs for which adequate displays can be developed. 

5·3 Job Descriptions in Designing Displays 

Perhaps the most disturbing element observed in all dis­
play -.rork in command and control systems is a_ widespread failure­
to appreciate the value and importance of good, usable, detailed 
descriptions of ·what is expeGted from an operator. Job descrip­
tions, as they are called, are usually looked upon by system de­
signers: as. rather noisome "personnel problems" and their construe-. 
tion .is to be left to outside contractors, and then only in re-

. sponse to pressures arising late in system development. As a con­
sequence, these job descriptions are nearly useless as devices for 
determining requirements for equipment, because the equipment is 
already under construction and minimally susceptible to modifica­
tionj the job descriptions are written after equipment constraints 
are placed upon them. The greatest-impact of these job descrip­
tions is upon what the messages are that are to be communicated, 
but even here their effects are severely limited. The fact is 
simply .that the critical information and communication require­
ments, and the criteria for equipment design and operator configu­
rations, are io be deduced from detailed statements of what the 
operators are expected to do. Since the job descriptions have to 
come-first, any value in their late construction is happ~ accident. 

:\\f.\\.­
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5.4 Determining Information Requirements 

The determination of information requirements and know­
ledge of the manner in which the information is to be used opera­
tionally in the human decision-making process are critical for ef­
fective design of displays. Preliminary examination of the stated 
quality of the.information requirements for the USAF L-systems 
shows a lack of valid or realistic information requirements. This 
lack of requirements has resulted in a desire for all available 
"data" to be sent toall systems "instantaneously," regardless of 
the needs of the systems. The pressures imposed by both private 
contractors and USAF in<.·.terms of time, money, and manpower, have 
forced the system designers to seek a hardware approach to the 
solution of their design problems. The requirements for display 
design that come out of a hardware approach are formulated around 
component equipment performance rather than the system require- . 
ments. 

5.5 Options Available in Design of Displays 

It is frequently forgotten 'that the a~ of presenting 
symbols and sets of symbols on visual displays is to influence the 
actions of an operator. In order to direct the operator's behav­
ior in this fashion, it is necessary to .provide visual stimuli which 
satisfy both the perceptual requirements of thehuman visual appar­
atus and the interpretive or decoding capabilities of the operator's 
intellect. The operator has to recognize the signal for action, he 
must recog!fize immed:i:ati:dy. wha:t;: actiOn :.is· beihg s.ignaled for, and 
he must have the detailed knowledge needed for the action. To en­
sure appropriate and timely operator action, the symbols must be 
properly coded. 

The operator must be capable of extracting from his dis­
plays information that enables him to determine quickly and accu­
rately the classes, subclasses, and details of appropriate actions 
he is to take. In order to accomplish this purpose of the display, 
several options may be available to the display designer for or­
ganizing the data that is presented: 

(a) The operator can be given the class of action he 
is to take and details of the action. 

(b) The operator can be given the details of the action, 
and he has to figure out the class. 

(c) The operator can ?e given the class of action and the 
details of the situation,. and he has to avply a learned rule to 
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determine class of situation and then figure out the ·details of 
the action.-

(d) The operator can ·be given the class of situation and 
details of the situation, and he has to determine the class of ac­
tion and figure out the details of the action.· 

(e) · The operator can be given some of the details of 
the situation from which he has to figure out the class of situa­
tion, apply a learr1ed rule to determine the class of action, and. 
then. figure out the details of. the action from the details of the 
situation. 

(f) The operator•can pe given the details of the situa­
tion and he has to figure out.everything else, including his own 
ru.les for action. 

It is::seen that in .organizing the data to be presented 
to an operator 1.rho is to extract information from it, the amount 
of figuring out left to the operator increases :from Option (a) 
to Option (f). Also, the(operat;or takes longer to learn the job 
ana. longer to perform that job for each option from (a) to (f). 
One interesting revelation :f.romthis analysis is that "flexible" 
in respect to displays means "unorganized," or even, "I don't 
know what you'll need, so I (the system designer) will give you 
all the data available. " What is needed is better organization 

·in system implementation for better communication and performance 
after the system is in use. 

"Prethinking" in system design is essential. In order to 
comm.unicatej one must know beforehand what is to be communicated. 
If it is. argued that the contingencies that probably will arise 
cannot be anticipated to an appreciable degree, the panel would 
argue that those contingencies must. be anticipated because there 
will. not be enough time to figure out what should be done when they 
do occur. 'rhis is the main reason for stressing the importance of 
useful job descriptions. It must be decided what an operator will 
be experiencing at any given moment in order that a display may be 
so designed as to. ensure operator detection and comprehension of 
his visual messages. Of course, a good display is valuable in a 
systemonly when the rest of the operator's facilities take ad­
vantage of the display's effectiveness by facilitating the opera­
tor's response. 

5~6 Coding Dimensions of Displays 

The final choice of display-generating equipment should 
be based on many considerations. System design requires that it 
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be compatibil:e with other equipment for data processing and commu­
nication. Functional requirements dictate such things as display 
capacity, processing rate, updating time; h~an capabilities and 
limitations guide the choice of the coding dimensions and formats. 

The initial deciSion that must be made in displaying data 
to operators is which of the sensory modalities is to be used. 
Taste and smell seem to be of little use for systematic information 
display. Kinesthesis (balance) is an important display modality in 
the dynamic control of vehicles, but seems to be of very limited · 
utility in command and control systems. Touch has some potential 
in presenting patterned information . (as in Braille reading), but 
is limited for display purposes by several factors. It requires 
some kind of direct application of the input device to the opera­
tor, and if this device is attached to the hand or fingers, it ID,I:J.Y 
interfere with the manipulative tasks required of the operator; 
also, because of this requirement for direct contact, tactual dis­
plays.must be individual displays; finally, the display of informa­
tion through arbitrarily coded tactual inputs presupposes special 
and extensive operator training. 

Remaining are sight and hearing. Both of these modali­
ties .can operate at a distance and perini t a wide ·variety of pat­
terned inputs for the organization of information. Audition is 
characterized by the fact that it is ess~ntially non-directed; 
the operator does not have to "look at" an auditory display in 
order to receive inputs from it.· Auditory signals, therefore, 
are frequently used as warning or attention devices, but should 
not be used for more form,al display purposes when direct verbal 

· communication is also required. · 

Vision is, of course, the most useful and versatile mo­
dality for information display, to the extent even that the word 
"display" is often used to mean only visual display. Visual dis­
plays can present data by variations in time of a number of dimen­
sions including shape, size, color, brightness, flicker rate, 
resolution (focus);· and spatial position; Because of human limi...; 
tations, some of these potential coding dimensions are much less 
useful that others. Hardware limitations may make it impossible 
to use certain of these dimensions in any particular display sys-' 
tern. Two dimensions of current high interest are color and depth 
(3-D). 

Color is useful as a means of redUndant coding to provide 
visual separability of cl~sses of displayed information; hostile 
vs. friendly tracks_, damaged vs. intact installations, . available 
vs. potential weapons, and so on .. As such, color is general·ly a 
helpful, rather than a necessary, display feature, and in some 
applications may be .. unjustified in terms of equipment costs, slower 
update times and decreased display reliability. 

., 



The display o'f information· ·in depth is a similar case fn· 
that the sum of equipment penalties may outweigh potential'useful­
ness Jn any. particular application. · Depth display_.would be most 
useful in situations where information is needed regarding .·the rela­
tive positions of objects in real space, e.g., the close-in terminal 
guidance required .in air traffic control, would be successful only 
to the extent that they simulate or are actually presented in three 
E;patial dimensions. Binocular cues alone (convergence and stereo­
scop~c vision) provide a very limited pez:ception of depth, since in 
ordinary vision an operator is accustomed to relying on many other 
depth cues, including relative size, interposition, linear. perspec­
tive, aerial·perspective,. monocular movement .parallax, patterning 

, of light and shade, and accommodation.· Although some of these bi­
nocular .cues. are relatively· unnecessary for display purposes, cer­
'tain of them based on head movement by the Vie1-1er are critical. 
·A display system based on illusory depth does not proVide these 
cues a:.nd.may; as in the case·.of Iconorama, actually break down 
vis.ual·ly ·as . a resUlt of sudden head or· eye. movements. · 

In general; there, is a clear reciprocal interaction be­
tween the selection of ;display coding dimensions and· the ·capabili­
ties .of: display generating hardware. 

5. 7 Large Common.,. Surface vs Iridi vidual Displays 

Many of the currently proposed L-systems have stated re­
quirements for large common-surface displays. As to selecting and 
us:i,ng them in proposed L:-systems, it should b~ rioted that large 
and small displays.are equivalent in .the amount of data that can 
be presented under optimal conditions. A large display may be an 
economical substitute for several smaller individual displays in 
situations where all members of a group have the same informational 
requirement. In such an application, large displays would compare 
unfavorably in terms of system reliability, and perhaps vulnerabil­
ity. In general, the functional justification for large displays is 
based on their use with individual display facilities to present 
data required for common reference by a group of people. Various 
historical factors and non-functional considerations exist, how­
ever, that can lead to the uncritical advocacy of large displays 
even in situations where they are not required or where they may 
even detract from effective system operation. 

5.8 Selection of Display Equipment 

The final choice of display generating hardware for a par­
ticular L-system must, of course, take into account equipment limi.;. · 
tations and capabilit;i.es. Various display equipment currently 
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available and presently under development has been reviewed. It 
has been concluded that presently or potentially available display 
equipment will adequately meet.· the funqtional requirel!lents of the . 
propose!d·L-systems and that satisfactory: progress in.the state of. 
the art.is being made. 

5.'9 Recommendations 

(a) Tne Display Panel believes that USAF will not get 
presently,proposed L-systems to do their required jobs unless .the 
e.dmittedly difficult task.of determining the detailed requirements 
for each system is tackled forthrightly instead of being bypassed. 
The.:syst~·.r.equd.:rement:s' mi.tst:;·be' ;deternttrie'd.,b'efote;"hapdvare'.·:.is; ·~p_eci-
:fied:;a.rrd purchased;.;l'._;.. ·· · · • • ··, ... : ·•·· 

(b) Display, communication, and'. data-processing functions 
in systems will be helped imlneasurably by careful distinction .be-·· 
tween data and information and by an intelligent use of filtering 
and coding techniques. Nevertheless, in order. to use filtering 
and coding techniques intelligently' an a<:lequate inventory of tech-, 
niques must be available. Research on filtering, coding, classi­
fication, and the like, is urgently needed,· and .such research 
should be strongly supported. 
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6. LOGICAL CONCEPTS 

The Logical Concepts Panel studied the following three topics: 

(1) Weapon allocation and retargeting,. 
(2) Logical design of military organizations,. 
(3) Best use of weapons, i.e., "force against 

·force" or "force· against value." 

The intent has been to clarify fundamental questions concern­
ing the expenditure of military resources for the defense of the 
national value. The approach has been theoretical, but the inves­
tigations are intended to have some permanent value, and the impli­
cations of various underlying models have been studied with a 
reasonable degree of mathematical rigor. 

6.1 Weapon Allocation and Retargeting 

~e theory deve~oped for the allocation of a weapon force 
against a collection of targets having known values has taken into 
account the probabilities of weapon destruction in an enemy attack 
and of weapon malfunction, assuming that the weapons survive. 

Four classes of targets were considered: 

(a) 

(b) 

Undefended targets (the probability of target 
kill, p = 1-e-kb, where .. b is the number of .wea-. 
pons expended against the target),. . · 
Defended targets (the probability of target kill 
is zero if fewer than n weapons are expended si-
multaneously to saturate. defenses), 

(c) .. Retaliatory "population u targets . (the number of 
targets is large, but their total value is finite), 

. (d) Tactical-type targets (a finite nuni.ber of targets 
having approximately equal value). 

Five methods of using weapons were considered: 

(a) Dispersed (the weapons are placed so that their 
individual survival is an independent chance . 
variable), 

(b) . Clustered (the weapons are clustered in squadrons), 
(c) · Unretargeted (weapon allocation is not changed on · 

the basis o·f what has survived an attack), 
(d)· Individually retargeted (the survival or.destruc-

(e) 

tion of every weapon is ascertained and the force 
retargeted accordingly), 
Retargeted by groups (weapons within initially de­
fined weapon groups are retargeted) . 
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The optimum allocation of weapons, that is, the numbers 
of weapons assigned to each target was determined in each case and 
the mean value of destruction on the enemy computed. The effec-

. ti veness of retargeting also was computed in terms of an equi va­
lent augmentation of the weapon force to determine the relatiqn 
between the value of retargeting and the cost of weapons. The in­
crease in mean enemy value destroyed in a retargeted force ranged 
between 20 and 80 per cent in typical cases, and the equivalent 
augmentation factor of the weapon force ranged between 1.7 and 3.0. 
The costs of increasing the utility of a force (measured by the 
mean enemy value it can destroy) by (a) increasing weapon produc­
tion, and (b) making provisions for retargeting, could then be 
compared. 

Because of the effectiveness of retargeting demonstrated 
by these studies, the cost and feasibility of the required commu­
nications, data processing, and weapon control equipment should be 
investigated. - -

6.2 The Logical Design of Military Organizations 
\ 

A general logical design of decision-making organizations 
has been determined on the. assumption that the modern formulation 
of the theory of decision-making under uncertainty is correct and 
in addition: that it is logically complete. This design was then 
applied in block diagram form (see Fig. 10) to the synthesis of 
military organizations. It was then attempted to determine: 

(a) The functims that are logical and that:, in 
principle at least, can be carried out by 
computers; 

(b) The functions that are extra-logical and re­
quire human:s; 

(c) The nature of the data-processing functions; 
(d) The effectiveness of the organization in terms 

'of the capacity 6f the information channels be­
tween various elements of the organization; 

(e) The minimum set of working hypotheses tha~ is 
implied, if not explicitly stated, from which 
may be obtained a model of the organization's 
d~ta base, including, for example, a hypothesis 
of the relations between effort and results, 
such as the expenditure of weapons and the de­
struction of enemy force or value; 

(f) The sources of adaptive_ behavior in an organiza.;.; 
tion for correcting conditions such as where the 
expenditure of resources by the organization 
fails .to achieve the anticipated results. 

(~0 
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This general logical design has far-reaching implications. 

For example, it shows that the logical elements of a military or~ 
ganization can be described as: 

(a) 

(b) 
(c) 

(d) 
(e) 

Sensors (radar, intelligence data, prisoner inter­
rogation, etc.), 
Data inference (TLQ-8, 438L, etc.), 
Programming of effort (strategic and tactical 
command),· · 
Operations, 
Extra-logical elements. 

The first four of these elements comprise a functioning 
organization with specific data-flow channels; their response should 
be as reflexive as possible. The fifth element supplies the work­
ing hypotheses and determines when the other elements and these 
hypotheses are to be altered and how. The fifth element, iri gen­
eral, represents the unpredictable adaptive behavior and is the 
chief factor in the success or failure of the organism. 

Work on the logical design of organizations has bar~ly 
scratched the surface, however, and continuation of this study is 
reconimended. It may eventually have a first-order effect on.our 
future defense effort, particularly with respect to command ahd 
control. 

6.3 The Best Use of Weapons 

This study was made to provide a quantitative evaluation 
. of the use of weapons for: 

(a) Second strike against enemy value, enemy force, 
or both; 

(b) Pre-emptive strike against enemy value, enemy 
force, or both; 

(c) Determining the conditions under wl'lich a poten­
tial enemy can be prevented from "winning" a war; 

(d) Computing the best U:Se of the force to prevent 
the enemy from winning. 

Quantitative results were developed urider very restric­
tive, simplified assumptions which show that the optimum strategy 
is dependent upon the relative initial sizes of the two forces and 
the ratio (k) between the number of weapons. (targets) destroyed and 
the weapons expended (force versus force). If k > 1 (almost cer­
tainly the case of ICBM's) the weaker side does not pre-empt; 
whereas, if k < 1 he does pre-empt and uses his force to attack 
enemy force. 

·.c· 
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The minimum force for preventing war · (maintaini~g parity) 
is related to the enemy force, enemy value, and k. 

The case studied was restricted, to spasm warfare where· 
all forces are collll!\i tted instantly. Where an exchange 9f ~ttacks 
extends over a time comparable to or longer than the time needed 
to deliver a weapon,·the analysis becomes more complicated:, and· 
the possible strategies become more numerous. 
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-7·- PEOPLE 

The "people problems" in L-systems are best understood in 
terms of the diversity of such problems.. These problems range 
from (1) the complex ones associated with the management of-per­
sonnelprocurement, selection, training,· assignment,· retraining, 
and reassignment of' manpower, through (2) the problems related· 
to the fact that human beings are all too human in the habits they 
generate, the pressures they feel, and the ways they respond when 
stressed, and_on to (3) the problems that arise in the design of 
man-machine systems where the hardware charac.teristics are known, 
but the characteristics of the human operators are unknown since 
the system design influences the interaction between men and ma­
chines. 

Much of what was "found" is clearly experimental and "state­
of-the-art- ish" an<i drawn from tb,ree sources: experience with 
operations in large man-machine systems such as the manual system 
of air defense, the SAGE system, SACCS, and industrial systems; 
documents and briefings related to the proposed L-systems; and 
the bodies of knowledge which compose the-behavioral sciences. 

7.1 Manning the L-Systems 

In tackling the problem of whether or not USAF will be 
able to man the L-systems with qualified military personnel, it 
was possible to make some head counts and estimates. Since the 
study covered the period up to 1970 and much of the data needed 
was not yet in existence, it was necessary to make and to accept 
estimates. An example of such estimating is in the Air Training 
Command's projections of manpower requirements in L..;systems for 
which qualitative personnel requirements information has not yet 
been generated. The ATC personnel made their estimates by a se­
ries of approximations. If a system is to have a certain type of 
computer, the ATC people looked for a similar computer now in op­
eration. and used its manning requirements as the basis for esti­
mating the projected system's requirements. Thus, the ATC person­
nel were able to generate a fairly credible set of estimates. 
They1 hasten to point out, however, that their procedures assumed 
no breakthrough in hardware that vrould materially alter the man­
ning requirements. In any event, these ATe-estimated numbers were 
used to explore the probability that USAF will be able to man the 
new system within the constraints of personnel procurement and 
employment policies and practices. · 

A personnel management concept was evolved especia;Lly for 
command and control systems. The concept established a context for 
implementing ARDC's general definitions of a personnel subsystem 

-,;:.-:. -__ --c----
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and suggested, the essential elements, relationships, and problem 
areas in a command·and·control personnel subsystem. Desigriing the 
personnel subsystem in a command and control system is a task per­
haps more complex than that associated with hardware development, 
in.that.the.use of' htuna:r:ts in the systems is ·a function not only of' 
the same considerations involving the. use of' hardware, but other 
factors as. welL· -Consequently, a technical .personnel subsyst'em de­
sign group, acting_in parallel with engineering design groups, 
should be established to conduct research on the use of'·hwnans in· 
systems and to develop personnel procurement and assessment tech­
niques. 

The activities of' many of'~ the peo.ple involved in the op­
erations, of' L-systems could prooably be grouped into six classes 
as follows: .· (1) command staff' activities devoted to ·the manage­
ment o:f' resoU+ces and the setting of' policy;· (2) sensing operator 
actiyities-, essentially connected with initial screening; (3) sur­
veillance activities, associate~ with comparing screened input 
data with long-term trends to produce status information; (4) ap­
plications activities, associated with the devising andtes:ting of' 
hypotheses whose purpose is to generate indicators and threat 
trends; ._(5) weapon-:-release and direction actiViti-es;· and (6) proc­
ess-control activities associated with monitoring on-line system 
f'unctio:ns .. ; · · 

~e probability that adequate manning would be available 
for the L-systems was explored~ The.resources available limited 
the exploration. to enlisted personnel; the exploration of' adequate 
manning of' officer positions was not completed at the time of' this 
report. 

As to the availability of' draft-eligible males of' suf'f'i­
cient:Ly high.aptitude there appears to be no problem. This, of' 
course, preswnes no major increase in the programmed inventory of' 
the USAF. The increase in the birth rate following World War II 
was sufficiently great to make the quantity of' men a matter of' .no 
great concern. ·. The recent advent of' .ARIX: 's "Personnel Subsystem 
Management Concept" appears to provide the· USAF with a coordinated 
policy for the .actions necessary to properly introduce a new wea­
pon or support system into the USAF ·inventory. If this proves to · 
be the cas~, it is not expected that futu.re L-systems will be· 
plagued with non-availability of' qualified personnel. The re·stric­
tions imposed by the Department of' Defense on quality procurement, 
in one f'oriil o~ ·another. since 1952, now have been- lifted almost en­
tirely. Unless these restrictions are once again imposed, it ap­
pears that USAF sh,ould be able to recruit the needed numbers of' · · 
high-aptitude airmen. 
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In 1958, USAF discontinued tb.e use of the free Airman . 
Classification Battery, AC-2A. An abbreviated form of the battery 
is.now being used as a pre-screening test in the USAF Selective 
Recruiting Program. It is recommended that the effect of this 
truncated testing on classification and assignment be evaluated. 
It is also recommended, in the. face of expected heavy demands·for 
highly technic.al personnel in L-systems, that established minimwns 
be reviewed for their continued appropriateness and, where possi­
ble:, downgraded. 

7.2 Critical Roles of People in the L-Systems 

It is understood that, not long ago, a miniber of Bomarc 
missiles started to prepare themselves for firing automatically 
as a.result of noise in the computing circuits, .later traced to 
radio transmissions from a passing truck• · Because such things can 
happen, and will happen, war-making systems cannot be turned over 
to machines. Automatic aids will be highly useful, but men must 
rem~in in control of the situation. 

Alth~ugh men are vitally necessary and must take the 
critical roles in a system, the· system designer must recognize 
the fact that men, in playing such critical roles, represent a 
very real threat to successful operation of the system. These 
men probably will not recognize.in :time the clues that could pro­
vide warning of attack. Even when it becomes clear that the u.s. 
is actually at war, the.men in command and control systems will 
tend not to believe that it h~s happened. Many may simply fail 
to comprehend direct orders that run counter to their expecta­
tions. Finally, some people may rise to the occasion in an emer­
gency and take wholly unauthorized courses of action. Such ini~ 
tiative could help overcome the inadequacies of a system, but it 
could also lead to disaster. 

The implications are clear: While a command and control 
system. must depehduponmen, we must circwnscribe their authority 
to prevent catastrophic unauthorized actions. As long as central­
ized control is possible, it must be exercised by the highest 
levels. Only when there is no longer any capability of central­
ized control should the decentralized mode of operation be resorted 
to .. ·A Minuteman squadron commander, for instance, must be denied 
the r,ig~t to launch .his force in the absence of authenticated . · 
order.s unless a set of criteria, carefully established in advance, 
has : been satisfied. Analagous rules must be established for 
theater forces. Limited war task forces must ·similarly be kept. 
under tight control. 

co 
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Finally, in designing command and control systems .and:• es-:­
tablishing military:.organizational·patterns, we must insure that 
the machines. are -subordinate to the men, not. the me~ t·o the machines. 
It must also be accepted that be.cause machines break down. and be-

. cause mEm react. in unprogrammed _ways, there will. always be a certain 
amount of irrationality in the most. rationally designed systems. We 
must strive to limit the extent of this irrational! ty through ration- .. 
al designofsystems,.establishm:ent of organizational patterns, se­
lection of people for c:;-itical positions, training of people, 8.nd 
system exercises. 

7·3 .Human Behavior Under Stress .. · 

. .Human behavior under stress must be taken· int9 account in 
the design of systet)ls .. · Such crises as Lebanon, .·Suez, and Formosa 
clearly reveal that mili:tary people. are after. al:).. only human. They 
react to crises in often noble, but system-.confusi~g ways .. To be 
certain that a message gets through,· its priority is raised. W;i.th 
everyone upping priorities, _·communication lines become overloaded. 
One commander, in order to do more than.his job andreally be of_ 
help, may assemble his crews in record-breaking time and get his 
aircraft airborne hours ~ead of schedule,'only to have them ar­
rive-overseas at anoverloaded field.and.be dispersed to nume:J;'ous 
other fields witha consequent delay in their mission. Although, 
in a limited war, this might be only a nuisance; in an all-out war. 
it might result in irretrievable loss. in effectiveness. · During 
the early phases of an all-:-out war,_unlessther~ has been ·a. great 
deal of- extremely, realistic.training, we can expect certain stress 
behavior~ . Everyone will feel isolated ... The urge to commimicate 
will be great. Much time will be consumed in "making .certain" that 
the war is on. The urge to act will dominate judgment, and men are 
apt. to -fire first and ask what the target was late~; The.very 
newnes_s of a nucl~ar all-out. war.-will cause a great deal of stress. 
Men will be fighting .a type of war they have.never.fought before 
with weapons.they have never fought with before, and· they will have 
to depend on sensors that are electro-mechanical 'and at great dis-
tances away. No. one will. be able to view the battle from a moun~ 
tain top; many actions will be taken based on inferences. The ex­
ercise of< each system as a whole, and of systems together, becomes 
more and more necessary as the systems become more and more COmPlex 
and more and more interdependent.·· 

7.4 Training 

The next dime~sions of. comlexi ty that future USAF system:;> . 
will:bring to.trainingwere:a.:halyzed. One of these· dimensions fol­
lows from· the· continuo.us· retrofitting which characterized the. 416L 
SAGE system, andwhich brings about redefinitions 9f.operator and 

·'. .. . , .. 
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maintenance tasks with a consequent need for "change-trainin.g," 
i.e., training for a change' in tasks. A second dimension which· 
also demands frequent change-training is the rapid and continuous 
change in the characteristics of the military objectives to which 
theL-systems are· directed~ TheSe dimensions are not new to the· 
USAF, but what is new is. the projected rate and scope of the;m~ 

. The. slowly· evolving and complex nature of·the L-systems 
creates real difficulties· in specifying sufficiently early the 
training requirement~, in the updating of training, and in the 
provision of training that is sufficiently complex and diverse. 
USAF may be planning to rely too strongly on contraetor personnel 
for system maintenance and system programming with a resultant 
lack of systematic study, of and planning for a USAF capability to 

'· ta~e ov_er. A lack of early development of analytical information 
on training requirements ma;y. lead to an unjustif-iable emphasis on 
o:p.e trai:p.ing:strategy or. technique as a panacea. 

Developments in automated teaching·are believed promis­
ing of eventual reductions in training time and of broadenilig the 
access to and the availability of training throughout the. USAF. 
Operat:i;on~i experience with c·ommand and control systems has made 
it appare;nt to even.the most casual observer "!'hat computerization 
is not .equivalent ·to automation. Computers are powerful tools 
for mastering· many functions that are vulnerable to human error · 
and human sluggishness. but they are, as yet, conspicuously lack.­
ing in the- flexibility to handle the .unusual situations, or those 
not anticipated by the system designer. An illustrative sample of 

· functions involved in most . command and control systems is listed · 
below.,- grouped into three clasf1es roughly corresponding to how 

··well they can be automated. · 

The first group of functions can be automated more or 
less readilyo An adequately designed system can be ~xpected to 
substanti~lly reduce the-necessity for human involvement in these 
functions.. These functions will not, therefo;re, require mu9h 
training.·· Th~ first group is as follows: · · 

Arithmetic operations; 
Output encoding, ~nput decoding; 
Recording; , 
Bookkeeping; tabulating, information transfer; 
Formatting of·· information; 
Display composition. 

The second sample of functions can likewise be automated, 
although with varying degrees of-success. The amount of training 
required·· fo.r these functions· will' be .• determined to a. large extent 
by {1) the_ amount of sophistication incorporated into the system 

,'•; 
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design and (2) the adequacy of the design implenentation. Train­
ingrequirements.exhibit a reciprocal relation to the above·two 
factors.· A sophisticated design will reduce training needs, but 
only if the system is effectively·brought :into being. The second 
group is as follows: · 

Monitoring, alerting; 
. Error and noise detection and rejection or correction, 
Priority d~termination, 
Trouble detection, self-eValuation, regulat1on, 

· .. Load regulation, priority shiftiri~. · 

The third sample of functions can be handled effectively 
only by people at the present time, although they may be assisted 
b~; a computer. Although major advances can be expected :i,n this 
area in the future, it is unlikelythat they will·come early 
enough to affect the proposed configurations of the L-systems be­
fore they become operational. Success in these f'un:ctions will re­
main dependent, to a large extent, upon the application of human 
intelligence and s.~ili. The third· group is as follows: 

Complex problem-solving, 
Integrative decision-making, 
Pattern recognition, Gestalt evaluation, 
Policy and strategy, 
Creative thought. 

7·5 Classification of Manpower 

The development of classification procedures was traced 
from the narrow "general intelligence" testing of World War I, 
through the greatly broadened "aptitude test battery" of World 
War II, to a prediction of the development of automated, job­
sample simulation tests, which will not test aptitudes singly, 
but in the essential configuration in which they appear in USAF 
jobs. 

The central role that people must play in the large sys­
tems has been repeatedly stressed during the course of the devel­
opment of the L-systems. At times it has seemed that people are 
like the weatherj everyone talks about it but no one does anything 
about it. This concern for the importance of tying people into a 
system, yet a simultaneous disregard of how they are tied in, is 
somewhat understandable. Until relatively recently there has been 
no good model to guide the system designer. The knowl~dge of the 

I 
behavioral scientists has been Jargely compartmented into fields 
such as psychology, sociology, and anthropology. Each had its 

··,. 
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area of interest. Each had relatively little it could contribute 
to the system designer, if for no other reason thai.r the language 
barrier. Each could point out that certain consider~tions were 
important, yet in the past the:re was little thl!.t they could tell 
the system designer as to.what he should do about ;it• However, 
with increasing involvement in, the training of large syste:rns, with. 
increasing involvement in the redesign, of large systems, anc:l with 
recent developments in the.theory of h~ self-organizing systems 
behave, it is believed that an increasing body ~f concepts is be­
coming availab],e, couched in system ~ngineering terms tha,t can be 
put before the system designer---concepts about th~ proper use of 
people in systems which the system designer can and should use in 

"future systems . 

. • J 
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8. SENSING EQUIPMENT 

Existing a:.nd prOposed L-systems that have amajor requirement 
for sensing equipment were studied. Sensors considered were those 
which operate.by radar, active and passive detection, infra~red, 

and optical techniques. Detectors for temperature, pressure, hu­
midity, particle radiations, X-rays, etc., were excluded from the 
study. The panel attempted to answer such questions as: Can the 
presently planned sensors meet the system requirements? If not, 
is it within the present state of the art to meet these require­
ments? Is there undesirable duplication or ineffective use of 
sensors in present or proposed systems? 

Lacking definitive realistic system requirements, a th~eat 
model was postulated against which to measure sensor capabilities. 
The threat is•summarized for the 1965 era as (a) the ICBM will be 
the predominant Soviet weapon3 with a bomber force retained for · 
low-altitude attacks, mop-up, etc.; (b) the missiles will carry 
decoys but no ECM; heavy ECM on bombers will be available for use 
where advantageous; (c) sneak manned~aircraft attacks are to be·ex­
pected iri the early 1960's but probably not in 1965 or later; and 
(d) satellite weapon~carriers or o.ther advanced systems are not e·on­
sidered a threat until much later. 

In evaluating the· sensors in the L-systems, an attempt was 
made to identify the more critical sensor problem areas arising 
from major system performance requirements. It was found that the 
problems can be solved with varying degrees of difficulty depend­
ing on the specific operational requirement authorized for a par­
ticular L-system. The more important of these s~nsor problem areas, 
with examples of some of the L-systems more critically affected by 

·them, are as. follows: 

(a) Re~iability is a major problem in the satellite-borne 
sensors of the MIDAS and SAMOS ll7L system which must operate for 
months without maintenance. 

(b) Physical hardening of antannas is most critical in any 
sensor-dependent system that must function during and after initial 
attack. Such systems are 416L C.ontinental Aircraft Control and 
Warning, and 412L Theater Air-Weapon Control. 

(c) ECCM is of major concern in sensors for use in air-breath­
ing surveillance systems like 416L, 412L and 413L DEW Line. ~· 

(d) The problem of identification arises in both the air­
breathing and missile environment, but is most critical in the, 
BMEWS 474L system~ as direct identification is made only throUgh 
recognition of ballistic trajectory. 

··. 
-: .. . \. ~. 
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(e) The 1'esolution of sat•elli te sensors is limited more by 

sensor aperture-vehicle compromise than by sensor technology. 
There is a good possibility~ however, that atmospheric limitation 
on ll7L SAMOS resolution u:n.der average conditions may be very near 
the reqUirement of approximately 5 feet. 

(f) Accuracy: Positioning of the ll7L MIDAS vehicle to the 
specified ~ 1 degree will cause a 600-mile area of uncertainty 
along the earth 1 s su't'fa.ce and will make even rough detecti.on of 
latinching sites very difficult. 

(g) Excessive. :false ··~ue.ri'.a.s being encountered oil· the'. AN/FPS-23 
fluttar radar in the DEW 413L system have made this sensor prac­
tically useless. 

8.1 General Conclusions and. Recommenda.tions 

The present state of the art of sensor equipment is in­
adequate to meet the defense requirements represented by the pri­
mary threat~ ICBM, envisioned after 1963~ since techniques do not 
now exist for achieving the resolution and identification capabil­
ity necessary to sort mis.sil.e nose cones from decoys. Further, it 
is anticipated that the development of such techniques will require 
an extensivey high-priority research and development program. 

Sensors for the express purpose of missile warning such 
as BMEWS and MIDAS are within' the state of the art. Continued . re­
searchi development, and te::i;ting is necessary3 however, in order 
to imp~ove reliability and to establish the level of confidence 
required. 

ECM is still a threat in the air-breathing situation. 
ECCM techniques should be in.tensely pursued. because of present in­
adequacies in the areas of passive location~ resolution, and iden­
tification. As a by-product, ·these techniques will be very valu­
able for future use in missile systems as an ECM threat develops 
in this area. 

Study, basic research,, and development of large electronic­
ally scanned array radars should 'be continued. Such radars offer 
the best possibility for ex~remely high power and high resolution 
with a hardening capability of more than an order of magnitude 
greater than conventional present-day antennas. A full-scale array 
of this type is needed for research~ development, and. experiment . 

. The scaled-d.own versions built to date have neither adequately an­
swered such questions as steering accuracy and side-lobe perform­
ance, nor fully revealed the operational limitations and capabili-. \ . 
ties. 
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Despite certain limitations, infra-:-red and opticai- sens-. 
ing have unique capabilities not found in conventional radar sens­
ing techniques. Efforts should be supported to exploit these ad-
vantages which tend to. complement radar sensors. · · 

8.2 L-System Analysis 

8.2.1 MIDAS, 117L 

The MIDAS program should continue ·as presently 
planned. The initial syst·em, however, appears to have certain 
limitations which require cont'inuing research and development. 
It is reconimended that. _every eff6r~ be made t.o keep the initial 
operational system flexible so that major changes can b~ incorpo-·· 
rated if necessary. . · · ' . 

A so~thern_ readout station would greatay increase 
the coverage of MIDAS,- because many of the U.S.S.R. -launching sites 
are below the 550 latitude line-of-sight readout-station-to-satel­
lite line. Continued improvement in the infra-red detection sensi­
tivity must.be undertaken becauae future.rocket developmen~ will 
likely permit order,..of:-ma.gni tude attenuaticni of· flame si~als. 

There should be no hope held for JlSeful trajectocy l · 
information, si-nce the missile is viewed only in a part of its. 
powered flight that precedes its ballistic trajectory. · 

8.2.2. SAMOS, 117L 

This system is als:o ·in. an early developmental 
state, and there is room for. considerable research and development' 
to improve reliability and resolution. The extreme temperattire 
control requirements of the optical system, complicated by varying 
solar illuminations during portions of the orbit arid. low-altitude· 
effects, have not been adequately solved. · 

8. 2. 3 · Theater Air-Weapon Control, 412L · 

.The sensing equipment, as well as :the system ground 
environment of .the 412L system is . too large, complex,. and cumber-. 

. . . . ·. . . 

some for use in a fluid tactical situation, .since the field. instal-
lations are relatively fixed. and require many vehicles~. an' .excessive. 
amount of time, and considerable manpower to move, to a new location .. 

l.. l)l" 

In the design of this system, local operayionnat the 
sensor has been eliminated in favor of remote operation tprough the 
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ground environment. _ Because of the high physical vulnerM,ility of 
ground links and control centers, manual operational capability 
9.nd local communications facilities should be restored to sensors 
such as the·AN/TPS-:27. 

Because of navigational techniques, other than 
airborne emitters of pulsed microwave energy, available to the 
enemy bombers, and because of its dependence on operating ground 
environment for correlation, the value of the AN/MLQ-21 passive~ 
detection equipment appears to be small; cancellation of this re­
quirement therefore is recommended. 

To provide the most reliable and greatly needed 
passive-detection capability for operating under intense jamming, 
the AN/TLQ-8 equipment should be considered, since it operates 
with local processing links to the sensor site and does not depend 
upon survival of the central processing equipment. The search 
radar, AN/TPS-22, requires the addition of the presently omitted 
side-lobe cancellation for effective use as a passive-detection 
sensor. 

8.2.4 DEW, 413L 

In view of the reduced threat represented by manned 
aircraft and the ability to increase the high-altitude coverage to 
better than 100,000 feet by tilting the AN/FPS-19 antenna, it is 
not recommended that the AN/FPS-19 radars be replaced by AN/FPS-30's 
on the main DEW line. 

A technical evaluation of the CW doppler bistatic 
radar technique, including employment of the doppler spectrum 
analyzer, is recommended for determining whether the AN/FPS-23 
fluttar radar should remain as operating equipment on the main DEW 
line. This evaluation is necessary because the increased manning 
and the altered mission of the line have so increased the ambient 
traffic that the AN/FPS-23_suffers severely from false alarms. If 
the low-altitude_ alarm capability must be provided, the use of al­
ternative techniques which may be simpler and more satisfactory 
should be considered. 

8.2.5 Continental Aircraft Control and Warning, 416L 

The 416L system is highly dependent upon the ground 
equ:i.pment that is characterized by the SAGE. system. Analysis of the 
nature of the threat for the period after 1962 has shown tm. t SAGE 
would probably not survive an initial missile attack of nuclear 
weapons, and that only portions of SAGE or individual sensors would 
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probably be fUnctioning in isolation at the time a follow-on, air­
breathing attack arrived in the u.s .. 

. . . . . . 

Sonie air-defense capab1li ty ·could be retained for 
use after missile attack if radar sites·were provided with the 
equipment~ manpower, and communications required for local opera- -
tion and single-site control. Recommended action to obtain this 
capability includes: 

(a) ProViding prime radar sites with a passive 
detedtion capability as independent as pos­
sible of SAGE, such as the AN/TLQ-8, for 
use in jamming environments; ' 

(b) Installing "burn-through" radars, using· 
state~of-the-art components and techniques 
at prime sites, to greatly increase the ef~ 
fectiveness of the passive-active local 
si~e capability:'.in jamming environments; 

(c) Installing frequency-diversity-radars, 
strategically located, thus giving the 
maximum single-site control capability; ' 

(d) Updating existing radars· with EcCM fixes, 
etc. , and retaining local control. 

Evaluation of gap-filler radars, which are useful 
only in conjtinction with the associated prime site using a SAGE 
interconnection, has shown inadequate provision for operating ~ 
the presence of natural and man-made clutter. In addition, relia­
bility is unsatisfactory for unattended sites. Further deployment 
of these radars should be ·studied carefully in view of their de­
ficiencies_ and present deployment. 

8. 2. 6 · W.eather2 433L 

The sensors for the 433L system are considered 
adequate. The problem of furnishing adequate weather information 
is presently more d~pendent upon communications ·and the use of the 
data supplied by the sensors than upon the accuracy of the data. 
This in no way suggests, however, that the kind of information 
such as will be. obtained from a meteorological satellite is not 
greatly needed. 

.,,, 

8.2.7 _Electromagnetic Intelligence, 466L 

The only important deficiencies in 466L sensors 
lie in requirements for __ :i.mproved accuracy of azimuth fixes at low 
frequency, increasen-range of interception, and interception of 
burst transmission. Continued research and development is recom­
mended to :provide_better understanding of the properties of electro-

·._ '.: -
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magnetic propagation_and to provide better techniques forQnter­
ception of burst transmission. 

The equipment under development for 466L is ex­
pected to be satisfactory, except as specified above. Propagation 
research is recommended to gain knowledge which will permit in­
creased use of ducting, ionospheric propagation, and arti~icial 
propagation mechanisms for long~range reception. Azimuth accuracy 
13;t low frequencies is limited by antenna size,~ which in turn is 
limited by cost and problems in obtaining suitable sites. Tech­
niques should be sought for obtaining improved accuracy without 
the use of larger antennas~ 

8.2.8 BMEWS, 474L 

The presently planned BMEWS. sensors are considered 
adequate for 'the initial 'ICBM threat. It is anticipated, however, 
that with the current U.S.S.R. missile technology as a foundation, 
a more advanced threat which the present syst-em cannot detect will 
evolve in the near future. Among U.S.S.R. missile capabilities 
considered as part of this future threat are trajectories which 
circle the earth, low-angle trajectories which impact the BMEWS 
sites undetected, or high-angle-trajectories designed to traverse 
the beams so rapidly as to escape detection. Because of the rapid 
advance expected in the future threat, site selection and design 
of adequate sensors should be initiated immediately. 

Trajectories are computed from discrete observa­
tions of targets in two beam positions in which angle, range, and 
range-rate are obtained. Identification of trajectories as ballis­
tic is dependent upon correlation of data on all of the observa­
tions made on all targets to exclude false alarms, impossible tra­
jectories, and satellite orbits. Trajectories of hostile objects 
then are separated from other trajectories. As indicated by this 
process:, a high-density attack or the presence of numerous targets 
and false alarms will result in overloading the computer and com­
plicating the identification process, perhaps yielding excessive 
false alarms. This problem should be reduced by the more sophisti­
cated radars· required to cope with the future threat. 

A proposal has been made to install a "Texas-Tower"­
like barge-mounted complex of sensors, computers, communications 
equipment, etc., off the coast of Greenland, known as '"Interim Site 
III." This proposal has come about as a result of a breakdown of 
negotiations for construction of the Site III in the U.K. Unfore­
seen technical problems of implementing this alternative will cer­
tainly arise, the $50,000,000 cost would certainly increase, and 
excessive delays would be introduced. It is recomin.ended that this 

UNClASSifiED-



c 
WSR-7 195 

BMEWS Interim Site III not be considered and that the funds saved 
should be expended. to expedite early completion of. a permanent: · 
Site III in the U.K. 

BMEWS sites should be equipped with bomb~alarm de­
tectors and hardened alternate communication circuits so that,.im­
med.iate notice of attack is provided in_ the u.s. · The AN/FPS-49 
tracking radars provide little additional capability and should 
not b~ installed at Sites I and II. 

8.2.9 Spacetrack, 496L 

If, as is generally believed, the function of 496L 
does not include tactical warning, and if missile detec;tion ·is 
eliminated from 496L and handled by 474L BMEWS, there seems to-be 
no valid requirement for the cataloguing of.new satellites in .less 
than 15 hours. 

It is recommended that: 

, (a) Efforts should continue toward improving the 
liaison between 496L and existing sensor systems in order to ob­
tain an immediate improvement in. the present capability of· 496L. 

(b) System 496L should obtain as soon as possible 
the full-time use of some existing radar such as the AN/FPS-49. 
Control of such a radar would appreciably increase the detection 
capability of the system • 

. (c) Plans for the design, devel()pment, and ins.tal­
lation of a single improved radar for 496L should continue. This 
radar should be designed to satisfy the requirement-for detection 
and cataloguing within 15 hours of all satellites out to ranges 
of 3000 miles. 

(d) Plans for the extension and-improvement of 
the optical network for . the detection of all satellites beyond.· 
3000 miles should continue. The extended use of light amplifiers 
in these detectors shou~d be considered. 

(e) New or modified antennas should be installed 
at 466L sites to permit 466L to fulfill its requirement for the 
collection of intelligence data from radiating space vehicles . 

. '(C .. {) ' I ',:·· . •·. '. :.r.-
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8.2.10 Atomic Strike Recording System (ASTRK!), OSR-62 

tf.?f' . - . 

The sensors for ASTR~''" are believed to be adequate 
for accomplishing the primary purpose of locating atomic strikes 
on enemy targets.· Since, because of spherics, the identification 
of returns from observing stations depends upon knowledge of the 
approximate location and time of burst, it would be difficult to 
convert ASTRK! to a bomb-alarm system to which such information 
would not be available. The extensive communication links and 
the sites ·Of AS~· represent a suriri vabili ty problem. 

8~2.11 Bomb Alarm System, OSR-290 

Installation of this system as presently planned 
is recommended. Some modifications to the sensors being suggested 
in order to obtain further information, such as height of burst. 
and yield, would. result in the present, simple ~ystem becoming a 
more complicated system and would necessitate fUrther development 
effort and more extensive commimication facilities. Such.modifi­
cations are not recommended unless the need for still additional 
information is critical •. Instead, effort should be expended toward 
making the present, simple system more dependable. In particular, 
arrangements should be made to place the test lamps far enough 
a,way from the sensing surface to prevent surrounding the whole by 
an opaque shield, such as a tin can, which would allow the lamp to 
continue to function, but would prevent the sensing surface from 
seeing a nuclear burst. 

8.2.12 IFF Mark X and XII 

Research arid development for Mark X, Mark X (SIF) 
and Mark XII is essentially complete and the sensors are adequate. 
Continued research and development is not. recommended, because of 
(a) the decreased importance of the air-breathing threat and the 
reduced probability of mass engagements and (b) the lack of any 
valid requirements for electronic IFF in presently planned space­
craft.. Systems of this type will probably again be required in 
the future, but these requirements are too indefinite at this time 
to support an effective research ~d development program. 

' .·. :;,:'·i ' 
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Tq~ ?~&~t:~~~nts for i~~~~l~~~nce f.nfpr.ma~~gn ip ~ommand and 
control ~;y;:stems are complex and ml:j.ny-sided, ~:j.nd th~y vary in vel-
um~~ -~~~~~~' '"~4 f~ctlon .. -N~verthe~eps; they ~~ aJ+ ~:Pn~d at . 
~s-w:~ri~ fSt: ~h~ commanders g,uesti<?.:P.f? Q:f ~a~tiqs, st:rategy, force 
compo~i~.f~,n~ tn.e~ ca~_f:lbili~~~s~ ~n~~ targ~ts~ ~nemy teci;mological 
status, ~~- :Lnnn~nence of en~ actiQ.J?:·. Furi'hE;!r~ tl1e :mult~plicity 
of these ·"r'Eiqulremerits places severe demands for faster and better 
f1\~d~:a~i,?i"~~~ in~elligetlCEf 'c~l~e~t~o.n and P;"~CeS~-i~~. facili t;ies -
faster ~nformation about new items or more complete ~nformation on 
old :i.tenis'..i. ..:'·'t~formation which .places' v~ing. loads on the int.elli­
g~ri<?.e -c~l~~:c;.~9:r. a.n:d sensor sy~;t~l}ls ;·-~s 'weli"a§. on: ipt~lligence 
d;ata prO'c_eiiS.ors and pe_ople. ' . 
. ·.,~ • .... ~ .. ~·~ .• ·~;"!:.:i( .... \.J~ .. ~· .. ., '· . 

. Siif,c~~ ~!1~~ Amc_tic;n; of- ~omzn~d ai,J.~ c.ontrol :is lar~:ly one of 
ma~nt~~n~:q.g, a.I:l. e:t;fect~ye force and p:roperly applying ~t. at the 
:r,:ight t~~;~ it}te~ligeric_e. in:fo:rinatie>,~_-m~t. be. ~ilaiJ,~J)_J;~ to the . 
f'_orce co~ool}~ l,!l. tl1e_ face._ of·~- -t;~e- qf st~a:tegJ:c~ challenge_, . 
a.p.d the_ in:t.elligep.ce function must perform in any type_ qf strateg:Lc~ 
envi:rpnmen}t:~-:-u~heirmore,. tliis inteliigence_ f:unGt,i9ri I!iust_ be . 
s~i\sb.~;o_:(~;:;L*?~ ·o]i~ ·strategi~; .. cha~iep:ge to a.t:l9_tlle!',: sip.ce strategj.c· 
s~ tuat~ons .. B.+"e. extre)llely dynamic. · 

,: \ • \,' ; .H~.I o;'.].,,A_ ~:u • • '•, • ' • '• --~' 

Th~ sys.te_m for. providing a. co~~der with. intelligen9~- infor-
ma~ .. f-P~' m&>:~; b~~t c~ri~igured so that . the_' COl!llllf:l!lder will·_ n9t be limj_ ted 
~h-his a"b'ili;ty: torespond to a dev~loping situa"j:;ion. Response 
till!~,~' .b~~~,--~f~·c_?l~~ctors. ~d sens_ois: and of data-h@d:l,ip.g de:rices 
tlla.~ a~P: ~:rl. .. the d~c~sion-making proces,:;;, thus_ h,a:ve t(), be cons~dered~. 
R~.s~;o~s!!..: t,~fr~'is,_ o~: .. ot- th~. mqs:t: ba.?-1-P: .in:gr.ed,ie_!lts-. i-n-. tl:le- intelli~. 
ge;nc¢·.p:r-oc;:_e9.9,, and undo1,l.btedly_ is the~ element .. that. c:r.e.ate.!'l the nee_d~. 
f¢!z.:·a: r~vft'~}ized- approach to 'tl_1e int~ll~gepce, data_-:r_e~uct-ion -pro b.,. .. · 
lein·· -·Al:i:-_eacy; the tinie element .has caus.ed t]J.e. u.s._ tp-speri.d mil:.. 
lions o:r: doii:ars on new intelligence-.-data-coii~ction devices' which 

' ~ ·• . . . f i: .. .i j_J.:.:. ' . \ ' ' ! • ' • • ~ • . . • ••• • • • • • ·• .• . ... ' • 

has· r~f!~:Lte§.., i~, a: vir.tu!:!-1. deluge o:f rfi}?'- data s.~nce 19~6-. It is es-
t.im~~~df t~~tt t~~.~:e _ new .. inte:i:L~gepce_· d,a.~a-gJth~!'_ing, d~yices deliver 
15,::tf!J1.¢~ .m9r!.:;dp.ta th~ was. ava~lal?l~~-1~ _year~::: ago.. T!lJs. vo;Lume..' 
factor alone has caused intelligence .data-processing- systems,; to:J -., 1··., 1- . l~ir..;; .-.· . 1....:: ,.1 .. ·~ .·...J.}. . · -- · · .J .• -:: ._,_,...., · • · ...... - · ._.., ~-' • 

sJ,.~y{, d9wn.; ., 8.ft&~- .. if a req':rlrement. tq,;re,duce .the_ re~po;n~-~'- time to~cope 
wJ,.tl1.ney w~~I?Bn. cap13-'l:?ili~ie~-: is.- a~9:~c;l;;tC?._this_ e)(Jl~de.d_.· vol:ume:, _ the . 1 
P!'~fi_en:t ·- i:~rM;!;~~ge:rl.(!e syst~ would b~, .. sJ-o:wed. to-.a_ crawl!_ 

9· t:- A .Pr:_qpo_sed- Intelligence SJ':~~~~::.-
... ~h··~·-··-· .. ··- - . ... . . :'·· 

S~IJ:?,_~:-::t¥<? __ requiz:e:m~~t_s_, tim~,_ anq-_vc;>lume,,, teiJ.f!:~t~ cas_~~de.: 
the intelligen~.e. problem, the .panel .pxoposes that·:a ,,_ney·_. ~nt~ll~~ 
g~~~:~ -~-s~~t-~Ii{~~~f_d7~+~:P.ec};: .tr!:a~ _wiiLa~.~grr~ a.:·_du,a:L "set-~ of_, d~t_€1--:ha.ndling:::.: 
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:·ED 
channels.' One of these channels would cope with the intelligence 
data that must be handled quickly to be of value, and the other 
wouid cope with that data which comes in large voltmJ.e~ but by its 
very nature can be handled more slowly. 

The slow-response channel might include such intelligence 
sensors as photography, ELINT, COMnilT~ collateral~ open sources, 
and acoustic detectors. The fast-response channel might include 
such intelligence sensors as' MIDAS, :radar ·(BMEWS and ionosphere), 
acoustic and seismic d.etectors, bomb alarm~ ELINT, and real-time 
television photography. 

In the slow channel, inputs cannot in themselves produce 
intelligence information. The type of data that is collected must 
be interpreted, correlated, and w~alyzea. 'before intelligence infor-· 
mation can emerge. For examplej photographs must be viewed by 
people trained as photo interpreters. The interpreters need to 
compare one picture with another, read collateral and supporting 
data from COMINT, and often reviet¥ ELINT data before factual in­
telligence inforination can be produced.· This factual information 
may be brief, but it is based on a high volume of original data. 
In this example, the intelligence information produced is:;subject 
,to individual interpretation and will vary between interpreters. 
But, the same raw data can support factual intelligence informa­
tion in more than one field. A photograph of a military airport 
to one interpreter may indicate the existence of a-particular 
aircraft needing long runways and to another interpreter may sup­
port a study of refueling bases or air defense installations. 
Such studies, by their very nature, take time end so they have 
been grouped in this proposal under the slow-response channel. 
The desire ·is to make each chru2nel more efficient and useful and 
to separate data requiring inherently slow correlation and a.naly-

. 'sis sequences from data that ca.11. and must be interpreted f'ast. 

I:q. the fast-response channel the intelligence data 
gathered lends itself to a much narrower spectrum of uses than the 
data in the slow channel. A MIDAS or radar signal means only one 
thing. The reason for collecting a special piece of COMINT for -
the fast system is self-evident, ruld the data needs less interpre­
tation than the data collected in the slow-response channel. The 
fast-response channel -also lends .itself' to digital techniques mare 
readily than the slow-response channel. The end use of the data 
can be stated, i.e., warning, retargeting, or enemy force deploy­
ment. The rules for correlating and reaching conclusions for the 
fast.. response channel can be much more clearly determined than 
for the slow-response channel. 

The slow~response channel would feed into a slow correla­
tion device and the results of this correlation would 'be fed to 



display devices f'or command decision. The.f'ast;:.response channel, 
would f'eed into a f'ast correiation device; and this ·also. would 
feed dielplays f'or. · coimmmd decision. · · ·· 

A f'eature of' the f'ast-response channel would be that the 
sensor.elements would be configured to allow special requests f'rom 
a command.er. to the sensors whenever he may need par'ticular· inf'orina.::. 
tion. 'While this f'eature is lacking i_n any of' the presently planned· 
L-systems, it is considered vital to the decision-making processes 
that U:se intelligence data. 

In the. development of' the slow-response channel, it is 
recommended that research and development ef'f'orts be pursued in 
the f'ollowing areas: 

(a) Indexing techniques specif'ically oriented to the 
. kin?- '6f' data which must be handled. in the intelli-
gencecenter; 

,(b) Indexing techniques f'or def'ining high-speed, 
search-selector, indexing devices; : ' 

(c) More ef'f'icient storage devices capable of' handling 
a variety of data, both graphic and dig'i tal; 

(d) Reading devices for printed and graphic material; 
(e) Pattern recognition techniques; 

· (f) A trend-analysis computer f'or the intelligence 
center. 

_In the development of the fast-response channel, it is 
recommemded that the areas of sensor control, targeting and re­
targeting, and survivability and hardening be the supjedt.s of · 
detailed studies. 

9· ~ Data Flow and Compatibility 

Perhaps the most. difficult problem in ini.plementing the -· 
above concepts is recognizing the need for data flow.in enough de­
tail betwe~n channels to provide adequate compatibility. This: 
problem has many aspects and conse'quently m~t be examined' in some 
detail bef'ore a solut'ion can be reached. 

Ih the i'ast~response channel, the main.emphl:l-sis must_be 
placed on the data from the fast sensing devices that can contri- · 
bute to the correlation needed tp obtain warning. A detailed look 
at each sensor must be made to a.Scertain how data can be processed 
at the source without removing valuable data from the central cor­
relation device. 
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In the slow-response channel, the separation of data for 
filtering at the source and correlation at the intelligence center 
presents more of a challenge. In many cases the data will be words 
or pictures or both. The filtering function will be done by people 
and will be a subjective interpretation varying between them. The 
exact division of the load between filtering and analysis will need 
study, experiment,· and continuing evolution and learning. 

Compatibility of format and equipment becomes important 
after functional rules have been established. Automatic aids will 
force compatibility requirements which will pose difficult prob­
lems for the 1 designer. It becomes apparent early that the slow­
response channel must support the fast and the fast must also feed 
into the slow whenever time allows. Both these channels must be 
compatible to a degree and must have a crosstelling capability. 

9.3 Advanced Sensing and Detection Development 

Present intelligence sensing devices become obsolete even 
faster than weapons because of the following two factors: 

(a) The enemy can deny the use of some sensors by 
technical and even poli t.ical action, 

(b) The enemy could develop ne~ technology that 
would demand a new type of detector. 

In the first case, enemy denial, the more effective a given 
detector, the higher the probability that the enemy will attempt to 
deny its use. If electromagnetic detectors are used to gather data, 
the enemy may install more land telephone lines to avoid the radia­
tion. The results of the U-2 incident is a prime example of denial 
by political action. 

New weapons or new uses of current weapons can also obso­
lete sensors. The large bomber airfield is difficult to hide. The 
1960 version of an· ICBM site is also a sprawling installation. The 
missile-launching sites of 1965 to 1970, however, may be difficult 
to find; the Polaris submarine is a prime example. 

The gathering of intelligence data in the face ·of diffi­
culties should not be considered hopeless, but rather a reason for 
accelerated effort in the sensing and detection area. The element 
of technical surprise can be used to advantage. A steady emergence 
of new sensing devices poses a difficult problem for enemy counter­
activity, either technical or politicai. 
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History has,. already shown that much can be done by con­
centrated research and development effort ·in the -. detectiilg and 
sensing area. Time has not penni tted an analysis of present sens­
ing devices to determine t~eir value. The mention of ionosphere 
radar., acoustic detectors, and real-time television photography 
·have been tised as examples of. new techniques now emerging from re­
search laboratories. Each of them could prove equally useful. 

9· 4 .Future Trends 

The u.s. national policy for deterring war is expected to 
continue through 1970. The key for effective deterrence appears to 
be effectiVe command and control of the deterrent forces supported 
by -successful intelligence systems. To deter without .complete know­
ledge of what is to be deterred is difficult, if not impossible. 

·Further, for maximum deterrence the enem;Y must Understand the abil­
ity of' the intelligence system to discover and report on his ac­
tiviti•es. .Thus the collection and dissemip.ation of :ihteliigence 
becomes a prime tool in maintaining a national·deterrent posture 
in this period . 

. Accepting this, the design of intelligence systems must 
be predicated on an understanding of probable weapon systems of 
the period under consideration• Intelligence data~gathering sys­
tems must be paced for effectiveness in revealing the enemy's wea- · 
pon sy;stems before, rather than after, .the fact. Present tech­
niques for organizing intelligence .systems,· selecting processing 
hardware, and testing applicability require several years;. often 
more time than is required for technological advances in the 
enemy's weapon~. Planning must be far enough ahead to overcome 
this delay; 1965 tp 1970 is not so far in the future as to be 
beyond ·our ability to arrive logically at the most likely require-
ments. Now is the .time to do. this planning. · 

The present rapid advances in missiles and space programs 
clearly portend the nature of the time ahead. There can be little 
question that ·the requirement for the intelligence coverage. has 
alreadymoved-into space. Future intelligence:systems must satisfy 
not only the requirement to provide surveillance-of earth from. 
space; but also to survey space from earth. Indeed, it already 
appears that a third requirement of surveying space from space is 
.necessary. 

··:: 'J . : .: ' . ~ .• . •. ' 
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9·5 Recommendations 

The panel recommends that the Air Force: 

(a) Authorize a system management group to control the 
problem of intelligence collection, processing, and disseminationj 
to plan, program, and finance all future long-range intelligence 
systemsj to modify, expand, or limit present systemsj and to insure 
compatibility and reduce redundance between present and future in­
telligence systems. 

(b) Revise the present intelligence data-handling system 
and reduce the mounting volume of intelligence data so that it will 
be compatible with·the needs of national decision-making. 

(c) Specify a 'Bifunctional, dual-channel, intelligence 
system for the USAF which will serve all 'commands needing intelli­
gence information, one channel for the inte~ligence data that must 
require slow hUII).an judgment for analysis and correlationj and the 
other for real-time,-fast response in the areas of warning, retar­
geting, and weapon deployment associated with imminence of_attack 
or post-attack action. 

(d) Find ways and means to attract and hold high-calibre 
pe·ople in the vital positions of intelligence analysts. 

(e) Continue and expand such experimental work as in the 
438L Intelligence Data-Handling system while concurrently carrying 
on development and installation of operational systems. In parti­
cular, permit enough technical experts to cross the security bar­
riers to experiment with the reduction of data gathering from sev­
eral sensing devices and to take advantage of the powerful factor 
of correlation of the data between sensors. 

(f) Support basic studies in the areas of indexing, ab­
stracting, ·and file-search mechanisms to aid the intelligence ana~ 
zyst in his search for supp0I!t1ng :data.. These studies should be 
carried out on the intelligence proplem and not in the abstract 
library area. 

(g) Recognize the need for fast-response sensors to aid 
the fast-response-intelligence system inserving the commander 
with increased confidence. In particular, support strong develop­
ment of ionosphere radar, aco}lStic detectors, real-time television 
photography, and real-time ELINT. . 

(h) Support a thorough f!ttidy of all sensing and detecting 
devices for intelligence with inqreased emphasis on pertinent advance 
devices. In addition, authorize a central group both to direct 
heavy research and development support and to introduce new devices 
into the field before older devices become obsolete. 
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10. THREAT 

Intelligence information from available.sources has been exam­
ined to determine, insofar as possible, the Soviet military programs 
that may be expected to evolve from 1960 to 1975· Ranges of values 
are used to indicate the strategic flexibility that should be con• 
sidered in designing and evaluating future L-systems. Since the 
confidence with which the threat can be predicted varies inversely 
with time, the estimated values of the threat increase with time. 
The upper values of the 10- and 15-year predictions have been 
tested for feasibility against similar predictions for analogous 
U. So military programs o The risk of overestimating Soviet poten­
tial can, it is believed, be more than offset bY providing adequate · 
growth potential in the design of future L-syst~ms. 

The Soviet's forces and capabilities from 1960.to 1975·have 
been analyzed, using the information obtained fr9m intelligence re- . 
ports and briefings by various USAF agencies, including AFCIN, ATIC,' 
SAC, and NORAD, and a number of contractor organ~zations, such as . 
RAND, Boeing, and Convair. Where intelligence data wasunavailable, 
information on tb,e current and foreseeable state of the art in the· 
u.s. was used to estimate Soviet capabilities. 

Since the specific technical and operational characterics of 
Soviet forces 10 to 15 years hence will depend, in some measure, on 
unforeseen technological, political, anc;l economic developments, 
both in the West and within the Soviet Bloc, and because the inher­
ently secretive nature of Soviet society will frustrate attempts at 

. obtaining a clear picture of their technological progress and inten­
tions, any estimate of strategic offensive capability can, at best, 
be viewed as a spectrum of capabilities rather than a specific point 
on a curve. 

To make the analysis 'as logical as possible, therefore, speci­
fic statements of Soviet capabilities have been judged in terms of 
(a) whether the statements are within the realm of known intelli­
gence data or, (b) where intelligence data is lacking, whether the 

· statements are reasonable in terms of operationaJ. and technical· 
·· feasibility. 

· It was also noted that over the 1960 to 1975 period a variety 
of military and non-military threats to u.s. security would perhaps 
materialize, but.the Soviet Union was chosen as the most likely can­
didate now and for the foreseeable future, since it is possible to':. · 
.engage in only the broadest of generalities about our future· enemies, 
and since it is generally agreed that to build the diversified and · 
complex arsenal required to fight a general war, a nation would re­
quire a large, well-established, scientific and-industrial base, 
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·· backed up by abundant 
two nations appear to 
and the Soviet Union. 

10.1 Soviet Strategic Offense 

resources. Only 
the United States 

The U.S.S.R. is creating a deterrent/retaliatory strategy 
for the pre-1965 period supported by a strategic arsenal consisting · 
of ballistic inissiles, sited in hardened and mO:bile land bases or 
carried by submarines and manned aircraft. This capability will be 
supplemented in the post-1965:period by orbital bombing systems and 
perhaps weapons based on the moon. This varied and highly dispersed 
force will be used (a) to deter a u.s. preventive or pre-emptive 
strike by raising the level of doubt in our minds as to the outcome 
of such action, and (b) to retaliate against our national survival 
resources, that is, people, cities, and industrial ':racili ties, 
should they fa~l to deter us. The Soviet strategic arsenal will 
also be designed to support a strategy based on a massive preven­
tive or pre-emptive attack against the u.s.-Allied military capa­
bility, if and when the requirement arises. 

From 1965 through 1975, the capability within the Soviet 
arsenal should enable them to neutralize or destroy any fixed fa­
cility, hardened up to 2000 psi, with aero~ynamic and ballistic 
weapons having CEP's ranging from 0.3 to 2.0 nm, and yields varying 
from tens to hundreds of megatons. Such attacks could be initiated 
from terrestrial as well as spatial bases, at altitudes ranging 
from 1000 feet to possibly several thousands of miles above the 
earth, at velocities of 600 to 35,000 feet .per second, or more, with 
minimum warning times of 5 minutes or less. 

10.1.1 Soviet Force Composition 

From now until 1975 the Soviet aero-space weapon 
arsenal will be. 'gradually modified to emphasize diversity and flexi­
bility~ For example, by 1965 their current manned-bomber/ICBM force 
will be supplemented with supersonic cheinical or nuclear-powered 
aircraft; short--to intermediate-range ballistic inissiles. launched 
from conventional submarines and later nuclear-powered subwines; 

{! air:..launched aerodynainic and ballistic air-to-surface missiles with 
ranges of 300 to 1500 nm; ballistic missiles with global ranges of 
10,000 to 20,000 nm; and possibly a supersonic, mach 3,· low-:-altitude, 
nuclear, cruise missile. This essentially terrestrial force will be 
supported in the pre-i965 period by manned and unmanned orbital and 
aeroballistic vehicles used initially for reconnaissance, warning, 
and communication and later possibly as global bombing systems. 

co~ ·~l~J. -. ··_ .. fLUNCLASSIFJEQ 
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Beyond 1965 and through 1975, the Soviets will 
improve rather than di.versify terrestrial weapon systems~ with the 
emphasis on development~ diversification, and deployment of spatial 
weapons, in particular those systems designed to operate in the low­
earth ( ~ 500 nm) and 24-hour (20,000 nm) orbital zones. Between 
1970 and 1975 the Soviets may attempt to build a military base on 
the moon. 

The emphasis on dive~sifying and dispersing the 
arsenal will result in a concomitant expansion of the East-West con­
flict environment from a terrestrial~ essentially two~dimensional 
mode, to a spatial, three-dimensional mode. 

10.1.1.1 Aerody?amic Vehicles 

Manned aircraft are now the primary 
weapons in the Soviet strategic arsenal,. but after.l963 they will 
be used less as high~altitude gravity-bombing vehicles and more as 
low=altitude penetrators and airborne launching platforms for short­
to=intermediate range aerodynamic or ballistic air-to=surface mis­
siles. The total aircraft inventory will be kept at approximately 
1000 to 1500 vehicles up to 1965 by converting manned bombers to · 
low-altitude penetrators and missileblaunching platforms. After 
1965 the inventory.will be reduced as subsonic vehicles are phased 
out and supersonic and nuclear aircraft bec9me operational• By 
1970 supersonic and nuclear aircraft could comprise the total long­
range aviation inventory. Between 1970 and 1975 aircraft 'could be 
used exclusively for support roles, e.g., decoy carrier, ECM, cargo 
transport, air-breathing booster systems; and any requirement for 
selective high=altitude bombing could be met by aeroballistic and 
orbital space weapons. 

The Sovi'et Union has limitednlimbers 
of aerodynamic cruise missiles similar to Matador, Snark~ and Regu­
lus assigned to operational units or undergoing some-phase of flight 
testing .. Before 1965, they could develop a low~altitude, nuclear 
ramjet cruise missile with a. maCh 3 capability. The difficulty in 
establishing a firm military requirement for cruise missiles,_in 
the face of agrowing ballistic missile arsenal, however, may result 
in program cutbacks and minimum operational inventories. 

l0ol.l.2 Aeroballistic Vehicles 

There is no specific intelligence infor­
mation that indicates that the Soviet Union is developing a Dynasoar­
type~ aeroballistic vehicle to meet either scientific or military re­
quirements. Nevertheless, the advanced state of Russian aircraft and 
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rocket technology, as well as information on the boost-glide princi­
ple, appearing in various professional and semi-professional Soviet 
journals, indicates that the capability for creating such a weapon 
exists in the U.S. ~LR • today. 

Assuming the Soviets have a Dynasoar 
research and development program under way since 1958, it can be 
estimated that an ''operational prototype could be fully flight­
tested between 1961 and 1963 and a unit initially operational be­
tween 1964 and 1965.·· · Designed around a w:i!nged; hypersonic glider 

I , 

with a gross weight, ~ncluding payload, onnthe··order of 30,000 to 
50,000 lbs, the operational prototype could be coupled to a liquid­
fueled, rocket-booster system similar to those which launched the 
Sputnik series. The estimated gross weights of the gliders for 
1965 may be conservative, inasmuch as ATIC has. estimated that by 
then the Soviets could be capable of placing reqoverable payloads 
of 100,000 to 150,000 lbs i~to low-earth orbits or a~roballistic 
trajectories. Between 1965 and 1970, as the aeroballistic vehicle 
attains its full operational potential, it c9uld be used as a 
multipurpose weapon, .i.e~, a_maneuvering, , Fecallabl~, ballistic mis­
sile, a winged satelli:te'wit~ sustained patrol capa,.bility, or a 
high-per;f'ormance aii"craft. · 

' . ,. . . ;.:;,,.,' . 

.. lO.Ll.3 Ballistic Missiles .. 

The technical and operational charac­
teristics of Soviet ballistic missiles will improve through the 
1960 to 1975 period and will result in maximum ranges in excess of 
10,000 nm, accuracies of better than 1 nm, payloads ranging from 
1000 lbs to as high as 100,000 lbs, or more if required, reaction 
times of 5 minutes or less through the use of storable and solid 
fuels, operational reliabilities of 0.7 to 0.9, employment of ma­
neuvering re-entry-vehicles, sophisticated decoys, ECM and terminal 
guidance systems, and a reduction in the vulnerability of the force 
through (a) construction of hardened, dispersed launching complexes, 

' (b) the use of missile trains and barges, and (c) the use of long­
range, chemical and nuclear-powered aircraft, submarines, and ulti­
mately, space vehicles as mobile, missile-launching platforms. 

Soviet ICBM force levels will build up 
rapidly from an esti~ted 50 to 100 missiles in 1960 to an estimated 
1000 to 2000 missiles in 1965, with the capacity for doubling or 
tripling this production between 1970 and 1975. 

I/ 
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10.1'.1.4 . Space Vehicles 

An offensive force could be developed 
between 1965 and 1975 that would consist of manned and unmanned or­
bital space systems operating at altitudes of 500· and 20,000 nm. 

- above the earth]· and, by' 1975, · from· lunar bases. Weapons employed 
could be high-velocity ballistic or aeroballistic, and in the lat­
ter part of the' period such exciting weapons as focused particle­
generators or atmospheric control devices. 

10.1.2 Conclusions and Recommendations 

Through consideration of the nature of the 1960 
to 1975 Soviet offensive threat, the following conclusions were 
reached: 

(a) The increased diversification and dispersal 
of the Soviet strategic arsenal~ terrestrial· as wel;t.as spatial, 
will place additional data collection, processing, and discrimina­
tion loads on such intelligence and surveillance systems as 466L 
ELINT-COMINT, 496L Spacetrack, and 438L Intelligence Data-Handling. 

(b) The 1960 to 1975 period will·see a further . 
Widening of the gap between the offensive and defensive capability, 
as well as a shifting of the focal point of any pre~emptive or pre-
ventive attack from terrestrial' to aero/space. bases. .· 

(c) If the Sovi.ets lead in t~e development of 
space and construct military bases on the moon, theywill be able 
to control the earth if, and only if, these 'space weapons can neu­
tralize the earth-based deterrent/retaliatory forces aimed at the 
Soviet heartland. If they cannot, Soviet space vehicles and bases 
on the· moon can be considered as simply additions to their total 
arsenal. Far ·more·important than its significance as an earth­
control element or,a strategic deterrent, development of space and 
the establishment of a moon base by the U.s.s.R. could give that 
nation a decided advantage for the exploration and control of our 
entire solar system. · Such a possibili~y could have economic, 
political, and military implications far beyond the,scope of any 
current terre_strial conflict. 

The following recommendations are made: 

(a) A missile-detection· system should be de..; 
ployed on a glob~ scale before 1965 to provide warning of an omni- ' 
directional missile attack in the post-1960 period. 

'r, • 
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,.. .• (~) •. The u.s,· offensPv'J..CJJSSIR{aorce shO~d 
not be coupled to a few massively hardened co~d anCL control cen-

• ters that would provide the Soviets with fewer, rather than more, 
targets to attack· and thus .defeat the objective o~ dispersing and 
diversifying the u.s. force. 

. ·. 

( c) In . the face- of a growing threat from : / · ~ ·· 
submarine-launched ballistic missiles the USAF's existing and pro­
posed missile warning systems. should be coupled to.the Navy's Anti­
Submarine Warfare effort. 

(d). Some mea.D.s l!lust' be devise'd fo~ discrimina­
ting between military and sden:tifi.c vehicles.•: · 

10.2 Soviet Strategic Defenses · .. 

The Soviet. military program reveals the effeqts of an ag­
gressive foreign policy. Consistent wi.th the policy, the prime 
characteristics of Soviet. mili ta.ry establishments are:. 

(a) -The m111 tary is offense.;;oriented, with capabilities 
ranging from limited war with conventioriliJ.. weapons to_general war 
supported by thermonucl:ear stri}te forces. 

' .' , ' , • ~~ •: ; , , , ~·' , ~·· I • , ! ' ' ' I 

·. (b) Defense of the strike forces. is ~aChieved through a 
diversification of weapons and delivery ,systems.and dispersion of 
hardened or mobile firing units. 

(c) Active. defense counterforces .are assigned to the 
protection of population and industrial concentrations. 

It must be accepted that the Soviets will press for a 
capability to react across the entire spectrwn of possible u.s. 
preventive or pre-emptive action. The building of a-strong and 
large ICBM force will serve to creatE! an imbalance ·favorable to 
the Soviet Union in the forces capable of pre-emptiv~ action. Such 
an imbalance will exist as· long as. the manned bomber remains the 
primary deiivery system for u.s·. 'str~tegic-.weapohs and the Soviet· 
Union maintains a significant· ICBM· force. · While this imbalance 
lasts, defense of cities and industrial complexes against.air at­
tack will have a high ·priority in the l]. S . S .R •. . As the U.S. in­
creases its ICBM forces, the Soviet defense strategy·may shift to 
the development of anti-ICBM systems; Again, in a. condition of 
mutual deterrence, priority would be given to defense of cities and 
industri.al areas. While ·the· emphas:ts on active defense systems may 
'shift with the tide' of th¢ threat;.' the civil defense programs' i •. e.' 
shelter construction, trainingp-ahdeeir~cuation·dr:i.lls, pi'<i>mise en­
during benefits to the defense posture j.n the event ·Of war and 

' . 
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contribute to the deterrence from war·. From now until 1970, prog­
ress in Soviet strategic defense relates to defenses against the 
manned bomber and the ICBM. 

10.2.1 Manned Bomber Defenses 

The history of development of Soviet components 
for defense systems attests to a strong emphasis .on system relia­
bility. Improvements are often gradual, since reliability·is 
achieved in simplicity of design and current requirements are met 
by brute-force modifications. 

. ' 
In predicting the course of development of 

Soviet defense systems~ a study of the distribution of potential 
targets is necessary. The population and industrial centers of 
the Soviet Union homeland are apparently more uni-formly distributed 
than u.s. centers·. · ~or example, the top 10 cities of the u.s. have 
a total population approximately equal to the 40 most populated 
cities of Russia. While the Russian centers of population are even­
ly distributed, they are confined to an area of only about 1000 by 
1000 miles. other strategically important centers, however, lie on 
the Siberian perimeter. 

From trends in the development of U.S. bomber 
forces and from trends in development of Soviet defense components, 
as well as the distribution of target complexes, some predictions 
may be made: 

(a) Gaps in early-warning radar coverage along 
the perimeter of the Soviet Union will be filled. Priority will 
be given to protection of approaches from the Arctic regions. 

· (b) Isolated targets along the Siberi~ perime­
ter will be defended by point defense weapons, missiles with salvo 
capability, and high=speed, short-range interceptors. 

(c) To counter the high~performance bomber. 'and 
the air-to-surface cruise missile; the depth of 'their defense will 
be increased by development of long-range, surface-to-air mis~iles 
and all-weather fighters. There is no direct intelligence avaiiable · 
on-soviet development of a long=range surface-to=air missile'system. 
Intell:lgence information is available~ however, on· components which. 
would constitute some of the major subsystems. ' 

. (d) · For the air defense of the Russian homeland. 
there will be. -a gradual growth toward an area defense system. ema- · 
nating in all directions. from a center in Moscow and extending 
throughout the lOOO~by-1000 mile heartland. The surveillance system 
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will integr~t-e ·inputs :f~om a sufficient number of fixed radars for 
at least double coverage. Passive tracking techniques, among other 
possible counter-countermeasures, will be used for ECM attacks, and 
MTI techniques will be used to filter·chaff. 

(e) The air surveillance and weapon assignment 
functions will become more.centralized by the development of data­
processing centers to present an air situation over a large area 
and to ·exercise tP,e command functions of weapon dep;toyment and wea~ 
pon assignment. On the other hand, the weapons will be controlled 
from missile batteries and interceptor control centers. Reliable 
information :indicates that the Soviets have a large staff of engi­
neers involv~d in the development of an air defense system similar 
to the u.s. SAGE System. The Soviet system is reported to use 
electronic computers and to display on a large wall the compiete 
defense situation over the entire Soviet Union. 

(f) Long..;range, ship-borne, surface-to-air mis­
sile systems could be deployed to deepen the peripheral area defense 
of coastal areas which border the Black, Baltic, Barents, Bering, 
and Caspian Seas, and the Seas of Okhotsk and Japan, and thereby 
contribute directly to. the local air .defenses of important coastal 
targets such as Leningrad, Riga, Baku, and Vladivostok. Soviet 
ship-borne, surface-to-air, missile systems would d:)..rectly affect 
the missions of both u.s. Air Force and Navy air power, since they 
could conceivably-use a 100-mile missile, modified.for ship-borne 
handling and storage. Initially at least, tP,e target ·and missile­
tracking radars _r;:ould be .col'ocated on the missile-carrying ship, 
although.target detection and tracking capability would affect the 
interception-range capability of the system. The Office of Naval 
Intelligence estimates a 75-nm range for a ship-borne missile sys-
tem by 1961. · · 

(g) Intelligence sources that were consulted at­
tribute to the Soviet defense only token performance against low­
altitude penetration. Low-altitude surveillance apparently needs 
improvement, and no weapon (conventional artillery is mentioned) is 
efficient at low altitud'es·. · 

10.2.2 Anti-ICBM Defenses 

A Soviet anti-ballistic missile defense system, 
capable of destroying an ICBM or IRBM nose cone in a ~ecoy environ­
ment produced by the missile itself, would require very·complicated 
and elaborate radar and computer facilities that could be outmoded 
by relatively simple changes in the decoy environment. An AICBM 
system, capable of destroying the missile before such decoys could 
be used, would require an elaborate satellite surveillance system 
with tremendously effective interceptor missiles for interception 

' 



near the ballistic missile 1 s apogee. Such anti=missile systems 
woQld need the support of a most advanced electronics manpower and 
would be a considerable drain on other weapon system development 
programs. The expenditur~ of this effort for a defense system 
which could not be available until several years after the basic 
threat became existent and which would be of doubtful effectivene~s 
against second=generation baU.istic m:i.ssilesj is a step which the 
Soviets do not aeem likely to take" On the other hand, the develop­
'ment of satellite surveillance and_communication systems for in-
spection and reconnaissance is probable. 

10.2.3 Conclusions and Recommendations 

/ There are two general conclusions which appear 
inevitable from a digest of intelligence relating to Soviet strate­
gic defenses~ 

(a) Against the manned bomber~ ~he Soviets will. 
rapidly i~prove an early=warning network, significantly deepen their 
defense} and improve its traffic.= handling capacity o_ . 

(b) Against the threat of the ICBMj satellite . 
reconnaissance will be developed for adequate determination of 
states of alert and of the disposition of visible, mobile u.s. ICBM 
and IRBM task forces. 

The general implications affecting design of L­
systems are as follows: 

(a) Improved manned bomber defenses will made 
penetrations by individual or small groups of SAC bombers prohibi= 
tive. The situation can be reached wherein signiticant rerouting 
of attack routes and retargeting will be required to guarantee a 
stress to the Soviet defense system sufficient for penetrati9n to 
a minimum of targets 0 

(b) Satellite reconnaissance may reach the ef= 
ficiency and precision necessary to significantly reduce effective­
ness of proposed u.s. mobile strategic forces. Almost certainly 
the geodetic error contributing to the inaccuracy of weapons will 
be significantly reduced. Efforts to conceal locations of vital 
U.S. military targets are well=advi sed, 

10.3 Soviet Limited War Capability 

Limited war beyond 1965 was not consideredy because lim­
ited war is considered to be fought with conventional weapons, since 

: i~ ' • t •• 
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the forecasting of development trends for conventional weapons be= 
yond 1965 is almost completely neglected by sources of in,formation 
available to the Winter Study group. 

Nevertheless, in the post=l965 era, the Soviets are ex­
pected to retain the philosophies of brute-force design and of de­
signing for mobility of all types of weapons, both of whi.ch produce 
a superb capability for limited action. Therefore, the level of 
capability of the Soviet Bloc nations for waging conventional war 
is not expected to diminish after 1965. 

For the purposes of the analysis made, limited war was 
considered to have three salient characteristics: 

(a) ·Limited war is limited as to participants. 

(b) Limited war is limited as to objectives. 

(c) Limited war is limited as to weapo~s. Specifically, 
plans must be based on the use .of conventional warheads only, .since 
the decision ~o use nuclear weapons will not be made by the military. 

\ 

Evidence indicates that throughout the 1960 to 1965 era, 
the Soviet Bloc will possess a superb capability for waging limited 
war in any theater on the periphery of the bloc. Requirements 
which Soviet Bloc forces meet to give them this capability are: 

(a) 

(b) 

(c) 

(d) 

Many aircraft readily adaptable to limited 
,theater operations, nota~ly fighter-bombers 

· a.hd light bombers; 
Mobility .and portability of ground environ­
ment and support equipment~ 
Simple, rugged design of mechaniaal'and 
electronic equipment; 
Effective weapons for air ~efense against 
low-flying aircraft~ notably gun artillery. 

It is concluded that the Soviet Bloc nations can quickly 
assemble enough air force elements to support any land or amphibious 
action at the time and place of their choosing. Such a force may 
contain air defense fighters, guns, and missiles; electronic support 
including radars, fire control systems, air traffic control systems, 
air navigation and bombing aids, and communications; surface-to= 
surface cruise and ballistic missiles; attack aircraft i~cluding 
fighter bombers, light bombers and medium bombers; logistical sup­
port aircraft, such as assault helicopters and transports, and 
medium-range transports; and such ground support for maintenance and 
replenishment as the local situation may require. 
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Whereas general war requires that the·L-systems have 
some mixture of instantaneous refiex and survivability, the condi­
tions imposed by limited actions are markedly different, oeing 
more stringent in some ways and less in oth~rs . 

. Taken. in sequence, the actions in limited operations are: 
. H 

(a) 

(b) 

(c) 

(d)' 

Response of command t.o the situat.ion in its 
early phase; 
Deployment of forces suitable to the locality 
and scale of operations; 
Establishment and maintenance of communica= 
tions from the theater to the ZI; 
Participation in the action in the following 
spheres: 

Close support of ground and naval forces~ 
Logistica~ support of all forces, 
Air defense ~dthin the theater, 
Reconnaissance, 

(e) · Withdrawal from the theater when the s~ tu­
ation requires it as, say, at the termination 
of hostilities. 

The response of the command may be a matter of hours, or 
even days, and the deployment of for'ces may also be relatively slow 
compared to strategic, or general war situations. Communications . 
within the theater and to the U.S. are v:i tal, and1 ii:lsofar as pos­
sible, they should be ready in advance of the operations requiring 
them. The el~ments of participation require frequent exercises 
within all services, as well as accurate methods of logistical con~ 
trol, and complete systems for local air defense _and air traffic 
control. Efficient withdrawal is a, planning function, and plans 
may be prepared before or during actual operations. 

. . 
. · The constraints on the use of nuclear weapons demand that· 

the force be supplied with adequate conventional weapons and that 
they be frequently exercised .in their use. Uncertainties as to lo­
cality of ~he_action demands that weapons and systems be designed 
for mobi;Li ty, even as the Soviets design their weapons and systems. 

.. r·. 
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11. ·._ VULNERABILITY:: '· 

The problem of, Vu,lne~bility· of comm.a.nd and control systems. is 
vital, sinqe present concepts for controlling our forces depend so 
heavily on the s.ti:.t-viv:ability of these systems. Consequently, a 
first objective of the panel was to develop methods for estimating 
the survivability of presently planned I.-systems and those .command. 
and control systems, yet ·to be devis.ed and, later,· to seek ways and 
means for increasing the s~ivability of those. systems in war 
environments ranging from peace to -all-out general war. 

Though it is desirable to be ·able to state general survivability 
.principles which are applicable . to .any command and control syst~, 
this statement is not easily achieved. True, .it may appear better 
to disperse, multiplex, and be mobile rather than to remain station-
ary at fixed bases and centers, but a quantitative estimate must be 
mB.de of the relative value and cost .of these changes before an 
intelligent choice can be made.for a particular application. In 
short, .an operational analysis, that is, a cost, value:, and techni­
cal·investi~!'Ltion, is needed in each situation~ 

·Th~ee_ e!lro:rs contributing to the v~erabili ty of the presently 
plB.rined. L-syst·ems are (a) preoccupation with peai:etime operation, 
(b) .colocation of ~acilities, and. (c) ,1965 versus 1970 th~at. 

Based on information obtained, the L-systems now appear to be 
chiefly concerned with peacetime operation. Since at·leastsome of 
the 'jUstification for these systems rests on their operation in war­
time, much more thinking shoUld be· done towa:M incorporating war­
time capabi.lity. In abort, the presently planned L=systems are 
greatly lacking in wartime survivability. 

The problem of location is a serious one because many of the 
planned L-systems are to be installed at existing SAC and .ADC bases, 
·or near cities. The. results of' such colocation may be, of course, 
a bonus to the enemy during an attack. · · 

There has been an overemphasj.s on trying to assess the 1963 to 
.1965 threat -and applying it to the planned_ r;.systems, probably be- . 
c~u6e of the difficulty of obtaining an accurate threat .estimate - -
for 1963 to 1965, to say nothing of that for 1965 to 1970. Neverthe­
less' the trouble with this approach is that in the majority of cases 
the L-systems are slated to become operational between 1963 and 1965, 
which means that. if a 1963 to 1965 threat is assumed against which . 
to design the system, then obsolescence will have set inbefore any 
reasonably useful.lifetime can be obtained. To obtain a useful 
operational lifetime, the L=systems need to be designed against the 
~965 to 1970 threat. 

Q 
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11.1 Vulnerability Factorf! 
.~ _;..:. 

Gene.ral vulnerability· factors which affe'ct': command and. 
control systen1 survivability are:· ehemy action,· ·natUra.l phenomena, 
shortcomings in' system design, ·.·errors in syE?tem operation, effects 
of u~s., neutral, and allied political systems. · Un!ie~ each of· these 
factors, there are several areas of vulnera;bility, which, together' 
with some' more 'obvioUs "curves~" are shown in '!'able r~~ 

The above factors are of such a general nature that wit~ 
the exception. of a qualitative study considering all these. factors 
(see Section 1L2 .l.below), it. seemed ~e~if11i0U;~:,; to·· concentrate 
the study on enemy action. Iri pa:r;ticuiar, .. qua.riti'tative consideration 
was given to fixed versus. mobile systenis; chemical, bd.ological, · · 
radiologicai ( CBR) ·warfare';.· electronic · cotint~nneasu.re~; .·electronic 
interference; and the nuclear effects on an ·airborne::command post. 

( '•· . 

11.2 Conclusions and Recommendations 
.'.! . 

' . . . 
The major recommendation regarding vulnerability is .that. 

a pe,nnanent group be set up to study the vulnerability. problems. of 
co:minand and control. systems ... ·The purpose of this· permanent grotip · 
should be: (a} to maxilhize system. survivability (b') ~o improve ·.the . 
match between needed functions and specified requirerilEmts for systems·. 

. ~ . , . . I , · ... 

After listing fiveinajor vulnerability'factors ranging 
from enemy, action to. influence. of political systems:, · the Panel made 
a qualitative study of the vulnerability of presently planned L­
systems. In addition, brief quantitative studies wete ·ID8de of 
several·areas such as physical damage, ~ECM, and electromagnetic in­
terference. Specific conclusions and .. rec6mmendations drawn from 
these studies . are given in the following paragraphs ... _; 

11.2·.1 Qualitative Study of L-System Vulllerability 

A qualitative study was undert~~h to classify the 
expected: and needed survi vabili ties of the presently planned L­
systems as a- function of war environments from peace :to all-out war. 
The conclusions drawn from this analysis are a~ follows: 

. (a) Frein the···survi~bility aspe~t,. the pr~sently 
planned L-"'systems are designed for peacetime operation. 

(b) Insufficient effort ·~s gone into making the 
L-systems countermeas-ure-proof; 

(c). The L-system requirements 'and-needed functions 
are not always well matched. 

'· ~ 
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. The recommendations are as follows: 

(a) Where L-systems need wartime survivability, 
a serious attempt should be made to achieve it, or it should. be 
recognized and_ stated that they possess only peacetime capability. 

(b) - Countermeasures considerations should be in­
cluded in new L-system design from the beginning and on an equal 
footing with the design itself-. 

(c) The requirements for L-systems should be 
matched with what is actually needed to carry out their intended 
functions 1 -and this matching.must also be more closely thought out 
from the beginning in any new L-system design. 

1L2.'2 Fixed vs. Mobile Systems 

Based on the assumption that the L-system centers 
will not be prime targets, but rather that SAC bases will, calcula­
tions were made of the mwber of enemy. :weapons, ·delivered by ICBM' s 
and manned bombers, needed to destroy these bases to a kill proba­
bility 'Of 0.9. Because of the colocation of many of the L-system 
centers with the .SAC bases, these centers.will probably be destroyed 
as a bonus. Similar calculations were carried out for the case of 

_a superhard control center, both with and without an AICBM defense. 
The conclusions drawn from these calculations are as follows: 

(a) Presently planned L-system centers are highly 
vulnerable to a hotwar strike. 

(b) Presently planned L-system centers are co­
located with SAC bases to.such extent tliat many will be destroyed 
as a bonus. 

(c) The enE>..my will probably be able to destroy 
superhard fixed centers (2000 to 3000 psi) whether these cente·rs 
are defended (AICBM) or not, 

The recommendations are as follows: 

(a) Thos_e L-system cent¢rs whose functions must 
survive a hotwar( strike should be made more survivable; this sur­
vivability might be achieved by resorting to mobile control centers, 
or greatly increasing 'the number of fixed centers, or both. 

-(b) Colocation of L-system centers with SAC 
bases should be avoided to minimize the number that will be destroyed 
as a bonus of an attack on SAC. 

~ . ... . . . . .: (, . 
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ll.2. 3 Chemical, . Biological, Radiological: ( CBR~ Warfare 

. .. The attrition of ·our force and pop-q.J.ation centers 
from an all-out·nuclear attack has been extenSively d~scussed. 
Methods to counter this type of an attack for command and control 
systems·have been suggested through the use of harden~ng, dispersal, 
redundancy, mobility, etc. If it become~S economicallY infeasible for 
an enemy.to destroy the effectiveness of these systenis through 
nuclear. weapons 1 other methods may. be used to degrade or destroy them. 
One such method is the use of C:BR warfare. A study ~as made of the 
survivability of the planned lFsystems to CBR warfare·:~ The con­
clusions drawn from this study are ~s follows: 

.. 
(a) Presently planned I.-systems are vulnerable 

to CBR warfare· by either covert or overt attack· ;. 

(b) A~ cording to AFCIN and the U.S. ·Army Chemical . 
Corps., the U.s.s.R. is capable of large-scal.e.employme:rit of CBR 
warfare. Off'en.Si ve warfare, using CW and. HI weapons, : is within the· · 
capability of even "weak" nations. · · · - · 

I 

· '· (c) The use of CBR .wafare is being neglected in· · 
the design of USAF command ~d control systems. (In· only four. in- · 
stances have any of the effects of CBRW&rfare been taken into ac-
count in the design of L-syst.ems). . · . 

•, .. 

(d) For the present, there is no .clear-cut 
pattern of USAF policy on the CBR threat or protective methods. 
Instead, the present "policy" is one of no action and a calculated 
risk. 

(e) No requirement has been stated nor any policy 
adopted for CBR decontamination of USAF facilities. by the .Chemical 
Corps .. · ... ,. 

! : 

(f) No research or development work is being 
undertaken by t~e Chemical Corps to meet any USAF requirement. To 
date, there are no requirements for the u.s. Army,:Chem.ical Corps, 
who have DOD cognizance for CBR warfare, to supply collective pro­
tectors or any other protective devices to the USAF .• 

1 . . Inasmuch as the cost for adequate 'CBR protection· 
is sinall (about $16,000 for direct. labor and -materials to protect .· 
100 people, according to the Chemical Corps) and the threat is far 

. from negligible, it. is recommended .'that adequate CBR prot.ection of 
USAF command and control and ·other key facilities be p~vided. 
Specific recommendations are as follows: 
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(a) Install collective protective systems .in all 
key system facilities, that is, add to present systems and integrate-­
into future systems. Sponsor ·development of better protective equip­
ment to meet USAF needs,. including blast closures, decontamination 
facilities, fitters, and system designs. 

·· · (b) Use available. CBR sensors and sponsor de­
velopment of new sensors and.ala.rms tc;>obtain desired reliability 
and warning. 

. (c) Change and Update USAF regulations and di-
. rectives on CBR warfare, · so that all units will be afforded equi va:­
·lent protection. (AFR=355=3 is presently being revised). 

ll.2.4 Electronic Countermeasures (ECM) 

The> ECM vulnerability of command and control 
syst~., especially their sensing and conununication subsystems,. was 
reviewed. Although experience on large-scale systems to date is 
almost completely confined to the air defense function, an attempt 
was made to apply this experience' not only to future·. defense 
systems,. but also to .other USAF missions. S"Qggestions are made as 
follows·for·conducting future command control system·developm.ents . 
so as to attain adequate performance in ECM: 

( ~) , An.y military system whose operation relies 
upon the transmission of electromagnetic waves from one point to 
another is vulnerable to electronic countermeasures (ECM). · The de­
gree of vulnerability of any particular system must be determined 
by an evaluation of the technical; operational, economic, and 
political considerations involved. 

(b) Presently .planned and operational Ir-system.s 
range in ECM vulnerability from very·low to very high. At the low 
end are many systeins, particularly those related to command, which 
·appear safely invulnerable to ECM iri a cold or all-out hot· war. In 
the intermediate-to-high category ar~ conununications links that 
would be involved in limited wars. · At the high end are the systems 
directly involved in air defense; they are nowda.n:gerously vulnerable 
to ECM. .The situation· on L-system.s for ·intelligence is. not clear. 
Collection systems seem vulnerable to deception although there.is 
some feeling that this vulnerability d,epends on the skill of .the 
personnel emi>loyed in data-processing .centers. • If this .hunch is 
correct, that. is, if human ejq>e;rien,ce ·and judgment are our best pro­
tection against deception in the intelligence game, then there is 
great danger in the trend to automate the intelligence data= 
processing ftinction. 
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(c) The current ait'defense concept of detect­
ing, tracking, :·and attacking individual targets has resulted in 
systems that are highly Vulnerable to ECM, b~caus.e they are based. 
on the ability!·of radars to :provide highly accurate tracking data, 
and their wea:po'ns require such data. In the :presence' of ECM, the .. 
radars cannot supply such data and the weapons become nearly use­
less. Addition of :passive subsystems to the radars will produce 
some restoratio~ of detection ·and tracking capability. However, 
:present information indicates that this -c·a:pabili ty will not be 
adequate. 

(d) On the general question of ECM vulnerability 
of command and·. control systems, we believe that there. is a useful 
lesson to be.leamed from our experience with SAGE, the only large­
sc'ale electronic system .we have built and operated to date o The 
lesson. is very:sim:ple; we must wage electronic warfare right from 
the inception of the sys~em. · Putting off ECM considerations until 
later, on the :philosophy that "we'll get the system operating ·among 
friends first and worry. about the ·electronic eriemy,later", does not 
work o . It turns out that a villne,rabl;~. system cannot .be properly 
"fixed" later by the addition of counter-qoW:lt.e;rm~a_sure (CCM) modi­
ficationso Unless the ECM-CCM contest fa ke:pt active during the 
conception and. design of the system. fu;d its. components, technical . 
choices will invariably be made which le·a.a.. to serious ECM weak:qesses, . 
and the removal of these weaknesses at later times ·will. require · 
difficUlt, expensive, and tim~-conauming re:visions. ' 

The recommerida tiona.· regarding. ECM vulnerability . . . , . . 
are as follow's: 

. . (a-) ' ''The defense concept in the u 0 s 0 and overseas . 
. theaters should be re-considered, re-evaluated, arid modified. so that 
the weapons, delivery syst~e, and weapon control.equipment will pern 
form effectively with .the ex:pec.ted accuracy and capacity of the 
sensors under ECM. 

(b) Command and cont.rol system, subsystem, and 
technique designers should be ke:pt continually aware of the effects 
of the ECM. threat and required to design appropriate CCM ca.:pabili~;y 
into future systems. Previous research and development experience 
indicates that the only reliable·way to 'do this is to DUUte the design 
groups responsive to·a qualified electronic warfare group cha"t'ged 
with res:ponsibili ty for evaluating the system :performance against; . 
th~ ECM to be expected from a technically compe:tent· :en~. 

' l_ -~ •• '· 
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11.2. 5 Elec.tiomagnetic Interference 

1 
Wo,r.k in this area consisted of' (a) a survey of' 

;the present interference problem and the direction in which it is 
~oing, (b) an examination of' th;e developments that led(. to this 
situation, and (c) a statement of' a possible method of' alleviating 
the problem ... Th~ concluSions draw f;t"C>m thi~- work are as follows: 

(a) The electromagnetic spectrum is becoming 
very crowd~d. Over 500,000 licensed stations involving over 
2,ooo,ooo transmitters are operational in the u.s. ii:i addition to 
the military ele~t:ronics ~ The _ v1IF and lower bands are overcrowded 
and the growth is rapidly increa.s·mg in the tmF and microwave bands 

·where the USAF is dev~loping arid producing very high.;.powered radars. 

(.b) Serious· .interference problems exist today, 
~d worse ones. are yet to come~~ .. Military radars now experience: a 

· high level of' mutual. intf;!rf'~renc·e; · Future. plans can be expected to 
increase this problem; not only for ·radars but also for other mi1i tary 
electronic operat:I.ons;in.addition, 'i;h~y will lead to problems of' 
interference with non-gover.nment s~rvic~s. The. introduction of' 
frequency..;diversity .radars. into the· field :will cause television iri~ · 
terf'erence in Pittsburgh and_ several other places. In addition, 
s_erious interference will be. ¢1lC01JD.tel;'ed 'l;>y industrial, public safety, 
and· iand ~ransporllittion · servic·e$. ir1' dalif'orniaj · Permsyivania, and 
elsewhere. · · ·· · · · 

(c) The. present spectrum allocation seriously 
complicates the interference. problem• T.b,e .frequency spectrum where · 
P,igh~powered ;~:"ad.ars are planned is divided into many narrow bands, 
a1tern,ating between Government. and n.on=Govermrient services. There 
~eems to be no clear way out of' this problem without a drastic re­
;visiori. of the allocation in CE!rtairi portions Of' the Speci;rtlD'lo 

(d) The .ARDC appliE:;:d-research program is directed 
toward radars in the VLF, LF, and. .HF bands as well as P, L, S, C, and 
X bands. Clearance to radiate on the low frequencies is extremely 
doubtful since. international agreement and authorization will be re­
quired and the interference to communication in these bands would be 
very serious . 

(e) The state•.qi: the art in measurements has not 
kept pace with the requirement generated l?Y the increases in effective 
radiated power of' modern· radars arid' the sensitivity of' receivers~ .... · 
Off-frequency radiation.()f emitte:I"S·and acceptance characteristics 
of' receivers can be measured at levels of about 70 to So db down 
from the fundamental, but 100 to rio db is required. Also, .elec­
tronic standart:ls andspecif'ications do riot .n6w specify: 

_.:._; 

. -, .. ~. 
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VULNERABILITY FA,CTORS RELATING TO COMMAND AND-CONTROL SYSTEMS 
\ 

AREA Of;;VULNERAB Ill TV ENEMY ACTION . ... 'CURE 

· 1. PHYSICAL DAMAG.E I SABOTAGE, NUCLEAR BLASn . 
2. NUCLEAR EFFECTS),IN ATMOSPHERE AS A PRO- . 

PAGATION MEDIU.M . . .. 

3. NUCLEAR EFFECTS."ON ELECTRONIC COMPONENTS 

4. NUCLEAR EFFECTS' ON MAN . 
. :-', 

5. ECM (INCLUDING DECOYS) 
6. CBR AGENTS !EITHER SABOTAGE OR OTHERWISE) 

. ". . '. 
1. POLITICAL OR ECONOMIC PRESSURES 

. ' · .. . . 
8. SPOOFING LR IRRITATION 

"POUR CONCRETE", MOB Ill Tv, 0 IS PER SAL 
. CHANGE FREQUENCY 0~ ~~OPAGATION RADIATION 

. ' . 

USE LESS SUSCEPTIBLE ELECTRONIC COMPONENTS 
SHIELDING.· ... ··~ . 

. . SHIELDiNG .. ' . . . 2 

, : __ .MODIFY c~N~EPTs·r9 oP,f~ATE .IN ECM. .· EccM TEcHNititiEs 
FilTERS, GAS-~ASKS ::'. _ ·' .. ~---: ::--:~:··-,· _,; 

. . DESIGN FOR INSENSITIVITY TO EXTERNAL· PRESSURES ••. 
· DESIGN SYSTEMS FOR APPLYING COUNTER-PRESSURES • 

DESIGN SYSTEMS FOR SPOOFING ENEMY. DESIGN SYS· ·· 
TEMS TO MAKE SPOOFING MORE EXPENSIVE. FINO WAYS 
TO DISCOURAGE SPOOFING, DECOY SYSTEM TO CONSUME · 
ENEMY SPOOFING CAPABILITIES. IMPROVE DATA. 
ANALYSIS AND COMMU.t·ilt'ATI~N SECURITY. 

NATURAL PHENOMENA 

L WEATHER 
2. AURORA .. i 

3. VAN ALLEN BELTS 
. 4. EARrnQUAKES 

... 
•' . 

. WEATHER FORECASTING I LONG RANGE), WEATHER'CONTROL 
. CHOOSEOPTIMUM LOCATION AND FREQUENCIES •. 

... SHIELD AGAINST RADIATION . . .. . . ~ 

. STRUCTLiRAL STR.ENGTHEr:iiNG 

SHORTCOMINGS IN SYSTEM DESIGN 

1. EM I NTERFERENC[ .. ·· 

2. PEACETIME vs. WARTIME DESIGN : .····. . .. 

3. LIMITATIONS IMPOSED BY COST 

IMPROVE FREQUENCY: ALLOCATION METHOD. COLLECT AND 
DISSEMINATE ENVIRONMENTALDATA. DESIGN SYSTEMS , 

. TO AVOID INTERFERENCE. IMPROVE RF MEASURING . ' 
. TECHNIQUES. . . ' .· 

ESTABLISH REALISTJ(~ REQUIREMENTS. IMPROVE EXER~ 
. .. CISING AND EVALUAliON. . . 

DESIGN SO THAT LEAST MONEY SPENT FOR LEAST 
VULNERABLE PARTS. ' .; . 

•.. . 

' :·· ERRORS IN. SYSTEM OPERATION. . 

i. FUNCTIONAL INTEGRATION AMONG SUBSYSTEMS.· 
2. UNEXPECTED OPERATING SI.TUATIONS · . . 

3. ERRORS IN JUDGEMENT 
. .. 

I 

SYSTEMS INTEGRATIQN . 
. · W(\R GAMES, SIMULATED AND LIVE 

BA'J:TLE SIMULATIONTRAf~ING 
EFFECTS OF U.S., NEUTRAl,· AND ALLIED POLITICAL SYSTEMS 

L SABOTAGE 
2. FUNDING 

SECURITY 

UNDERSTAND A~JO ACT UPON THE INTERACTION BETWEEN .. 
FUNDING AND SYSTE~M)EVELOPMENT; 1; e, 1 RELATE All. 
COSTS OF All AF SYS.TEMS; TO ANTICIPATED AF BUDGETS, 
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(1) Maximum permissible· radiated signal 
level outside the;.mormal band (spillover modula­
tions, harmonics, and spurious signals). 

(2) · Maximum receiver acceptability for off' .. 
frequency signals using various types or-modula­
tion. 

The reconimendations regarding electromagnetic 
interference- are as follows: ·. · 

(a) The .inte~ference problem connot be solved 
. vi thin oll.e sex-Vice. and. must of' nec~ssity iD.vol:ve the three services, 
. other 'gove:rni!1ent agencies~ and indiistry. Therefore, it is recom ... 

mended that the USAF request DOD to establish a technically competent 
group to: repres.ent the three SE!rVices an,d:. ·· · 

.r, T o t ': 

.: .. 

· (1) Wozit' with FCC, industry~ ·and non.~ 
military governmental departments to plan a l9ng-

.. range program for 'better.· spectrum assignments. 
Partic~r consideration should be given to 
clearing pa;rts of the spectrum where super-high­
powered radars _could be operated· eff'.ectively with 
minimum intert~rence. · · · 

_ (2) Collect data-on all-electronic ~quip-
ment, _solve interference prediction prbblems, .and 
establish adequate.S'tandards and'specifications 
for interference- controls. ' 

(b) The Air Force should: 

(1) Take inmiediate action to f'und··its inter­
ference measuremen.ts program and to investigate 
and solve, by prevention if possible, the inter­
f'eren.ce problem associated with .the ins,tallation 
of' the frequency~diversity radars. 

( 2) Require the sele-ction of a particular 
portion of the spectrum for future.radar.develop­
ment to be fully coordinated vi th the fre,quency 
control agenci.es; .·in order to allow advance plan­
M.ng fo~ frequency clearance and to. minimize in­
terference problems. 
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11.2 .• 6 Nuclear Effects on an Airbo.rhe Comniand Post 

. The SAC airborne command (or control) post, pro-
posed to be in a KC-135 aircraft, has been examined for vulnerability_.·· 
to nuclear effects in the following.areas: conununications~ airframe, 
personnel, and· electrc:mic components . The int_ent has· been· to provide 
quantitative data wherever possible. The conclusions':drawn are as 
follows: 

(a) Any line-of-sight or grou.lld-.wave :conununica- · 
tiona link w:ili ·suffer little or no degradation due to n·uclear .ef­
fects. This conclusion is based upon·the 1958 Hardtack series of 
tests, and upon the analysis conducted by GE TEMP0 under contract· 
AF 18( 600 )-1808. . 

(b) The airborne command post is relatively· 
invulnerable because'the radius of vulnerability for rupture of the· 
airframe by a 5- to 10-MT burst, colatitude at 40,000 feet, is 6 to· 
7 miles, an~ th~ vulnerability radius for complete and immediate 
incapacitation ·of the crew (at the 5000 r level) is about 4 to 5 
miles.· These. calculations were based upon ."The Effects' of Nuclear 
Weapons" (AEC-1957), and the NOVA study (RAND-1957). · _· 

(c) The electronic components of the airborne 
equipment will fail due to irradiation at ranges considerably 
shorter than those in (b) above. Indeed, some components will not 
fail unless ·irradiated to levels found only in or·nea.r the fireball. 
These conclusions are based upon reports of the Battelle l~emorial 
Institute (1959). 

. Based upoh the above it is reconunended that the 
airborne command or control post be considered for supplementing 
other vulnerable links of the conunand and control processes; It 
is recommended that all communications with the airborne command 
post be line-of-sight, or line-of-sight to tha ground and ground~ 
wave to remote ground locations. . 

.. 
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12 . WEAPONS . 

CONEi 
"-·-. --5 --

Information concerning capabilities, numbers, and deployment 
of l.JSAF weapons which probably will be used in the two periods 
1960-1965 and i965-l970 was collected, and command and control 
problems posed·by each weapon system in this anticipated arsenal 
were consid,ered. 

12.1 Force Structure l96hl965 

The inventory, deployment, and characteristics of the 
strategic, .tac.tical, and defensive :w~apons of USAF from 1961 thru 
1963 have been determined from the official documents available. : 
The determination of strategic weapons has been extrapolated to a 
general estimate, in the .absence of official documents, of what 
the strat~gic weapon inventory of ~965 can reasonably be expected 
to be. · 

Tal::>le II is a summary o,f. t;b.e total inventory and deploy­
ment of active us.~ weapons of FY 1961 thru F.Y 1963. 

. Existing and progracimed· strategic. w~apons consist of the 
B-4 7 (expected to phase ·out of e~seritiaJ.ly active operational use 
by 1965), B-52 and B-58 man.."led bomb~rs; SM•62 Snark; SM-65 Atlas, 
SM-68 Titan, and SM-.80 Minuteman.bal,listic missiles for deployment 
in the u.s. and SM-75 Thor .and SM;.78 Jupiter for deployment over­
seas. Tactical weapons pla.nned an.d· p.fQgl·ammed consist of the F-100, . 
F-104, and F~l05 manned fighter..:bom~rs and the 'llvl-76 Mace and 
'IM-61 Matador-aerodYn,amic cruise·missile; all deployed in.overseas 
theaters. The existing defens-;l:ve, weapons corisi~t primarily of the 
F-106, F-101, and F-102 maimed interceptor aircraft and the IM-99A 
and IM-99B and Nike Ajax and Hercules .guided interceptor missiles. 
Strategic support l.L."lits consist of the KC~l35 and .KC.;.97 tankers and 
C-124 transport aircraft and the RB!"47 ;reconnaissance aircraft. 
Tactical support units consist of;the .lm-5i. tanker, RB..;66 and RG-101 
reconnaissancea1rcraft, H .. 2l.helicopterj.and.TB...57 ·tow target. 

:. . . . ' : . . 

By 1965, it is- predicted;·that the characteristics of the 
strategic offensive arsenal of·the United States. will have undergone 
substantial changes. The Strategic. Air ColliDlBild will probably then 
contain a .total of 1500 to 2000 ~reapon units: 700 to 850 B-52 air­
craft:, 100 to 150 B-58 aircraft, 500to 600KC-l35 tankers, 150 to 
200 Atlas missiles,-150to 200 ,titan missiles; 300 to 400 hardened 
and dispersed Minuteman missiles; and:;,lQO to 200 'mobile Minuteman 
missiles. With the exception of -100 to 150 bombers and 75 to 100 
tankers, all of SAC's 1965 weapon systems are expected to be located 
in the u.s. 

~I .. UNCtASS.IfiED 
•· 
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TABLE II - SUMMARY OF WEAPON AND WEAPON SUPPORT FORCES 

. FY 1961, 1962, 1963 

Outside u.s. Within· U.s. Total 
6i 62 63 61 62 6~ 61 62 63 

} .. STRATEGIC WEAPONS 
B-58 36 loB loB 36 lo8 .loB 
B-52 60 60 60 . 557 632 632 617 .692 692 
B-47 287 287 287 967 787 632.12541074 925 
SM-68 Titan 10 40 90. 10 l~O 90 
SM-65 Atlas ·50 90 120 50 90 120 
· SM-62 snarlt 45 45 45 45 45 .· 45 
SM-~0 MinutP.man 150 .. 150 
.SM-75 Thor 60 60 .60 :60 6o·· 60 
SM-.78 .Jupiter · 45 '45 45 45 45 45 

"Support 
KC-135 28 28 28 382 .442 522 4J.O · 442 550 
KC-97 259 259 259 569 549 469 828 BoB 728 
C-124 114 114 114 114 1l4 114 

B. ·TACTICAL WEAPONS 
F-100 568. 524 556 450 450 450 1018 974 1006 
F-105 ·168 243 318 72 72 72 240 315 390 
B-57 80 80 80 14 14 14 94 94 94 
B-66 64 64 '64 64 64 64 
'IM-: 76 Mace · 138 174 174 138 174 174 
'IM-61 Matador 80 80 6o 80 80 60 

Support 
RB-47 .25 25. 25 25 25 25 
KB-50 54 54 54 40 40 l~o 91~ ·94 . 94 
RF-101 90 90 90 36 36 36 126 126 126 

c. DEFENSIVE WEAPONS ( ADC) 
F-106 270 270 252 270 270' 252 
F-101 324 324 324 324 324 324 
F-102 · 240 192 218 240 192 218 
IM.,.99A Bomarc 210 210 210 210 210 210 
IM-99B Bomarc 60 60 180 390 420 180 450 480 

.D. DEFENSIVE WEAPONS (USARADCOM) 
By mid-1961 USARADCOM' s Nike Ajax and Hercules point defense systems 
are expected to be completeiy operational and to consist of the fol-
lowing: 
No. of points to be defended: 38; cities 24, SAC 14. 
No. of batteries: 268: Ajax 147, Hercules 102, combined A & H 19. 
No. of Missiles: 6014; Ajax 4512, Hercules J.502. 

. \ \f'~'ll~~~i ~S~IFIE~ ". ... . :· . ' .. ;-·, 

.,( 
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In addition to SAC's weapon capability in 196.5, the u.s. 
is also expected to have (1} a naval force of 20 to 25 nuclear­
powered submarines, armed with a total of 192 to 320 Polaris missiles 
(16 per_submarine), (2) aircraft with thermonuclear capabilities 
assigned to the operating fleets, and (3) some tactical aircraft 
and missiles in the European and Pacific inventories. 

12.2 Force Structure, 1965-1975 

Many people assert strongly that at: least until 1975 there 
will be targets that can be successfully attacked only with manned 
bombers. The phasing-out of bombers will depend on many developments, 
including military map-making; intelligence; missile CEP and warhead 
yield, missile re=action time; -hardening, mobility, and dispersion of 
missile installations and aircraft bases; and defense against missiles 
and aircraft. looking forward from 1960 past 1965, we must anticipate, 
therefore, a mixed force of aircraft with speeds ·bounded by those of 
the B-52 and the B-70, plus missile and satellite weapons. 

_12.2.1 General War Arsenal 

There are no B-47's·scheduled for operation after 
1965. Nevertheless, it will be surprising if SAC actually retires 
these aircraft; it seems more likely that there will be some hundreds 
still flying well after 1965. There are presently schedUled more 
than 650 B-52's in 1965. Many of them will be relatively new and 
will last long into the 1965 period. The B-70 may be procured in 

· some quantity; if so, deliveries of operational models could begin 
by FY 1965 ~ arid the nUmbers of _B= 52's would probably be reduced. 
There may be nuclear~pow~red aircraft in the late 1960's. They will 
be slower than B-70's (Mach 0.9) 1 but they will be able to stay air­
borne alert for· days. There will be several hundred KC-135 's, which 
were designed for refueling B=52's, but since B-70 can fly as slowly 
as 500 knots, the KC-135'.s can be used for refueling B-70's as well. 
There will be a few B= 58's. There will be a number of air-launched 
missiles (AIM) to be used f':rom heavy bombers. 

For some time after 1965, the u.s. will have Thor 
and Jupiter missiles-abroad, and some Atlas's and Titans. in the u.s. 
with many Minutemen._ It will be feasible to build missiles much 
larger than Titan, to carry payloads _of 25,000 to 100,000 pounds, 
but at present it seems more likely that satellite weapons will be 
built instead. It would not be :r.eaJ:.isticc to try to specify'char­
acteristics of military satellites so far in advance. 
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ASSlflED . 
12.2:2 Limited war Arsenal 

The information. available in· the inventory of . 
tactical fighte.rs and fighter-bombers goes· only .through FY 1963, 
when there wi11:be over 1000 fi~ters, F-lOO's, F-lOlis, F-104's, 
and F-105's, sta:tioned i:q. the u.s. and abro8A, but it seems highly 
probable that there wiil be at least several htindred df:these in 
service after 1965. . we ali:;o . exp~ct" soine b.:Uzidreds of .tac:Cical 
missiles which ~ilr'be impl-oved v~rsioris.of those 'which will be in 
service ~fore . i965 . . A number of 'AIM 1 s are under development, but 
no new. fighter aircraft. Undoubtedly satellite vehicles and weapons · 
will have some usefulness in limited.war, but.one ca.imot yet tell 
how they will bt: · used. · VTOL transport;; vehi.cles wi·ll.be cused, late 
in the 1960 decade. · · ·· .· · ·.. , : 

12·. 3 Co:rmnSnd and Control Implications 
... 

The ,command and control problems concerning the present 
SAC, TAC, and ADC forces' have been examined else-Where in this report. 
Nevertheless, ft""'is worthwhile to state again that, tmder existing 
laws 'and procedui-es, the efficacy of SAC as a retaliatory force is 
critically dependent upon the survival of communications from the 
President and JCS to SAC headquart~rs and then to the aircraft and 
missiles. 

The ·~ew weapons being added to the USAF arsenal in the 
1960-1965 period probably will influence the design of systems for 
commanding anc( controlling them in the follOW'ing manner: 

(a)>·.B-70: The war planning problem will be considerably 
more severe, because of the high speed of the aircraft. Much more 

.accurate planning will be required for each stage oi each mission -
take-off, refuel~g rendezvous, penetration, and arrival over target. 

(b) ·Nuclear-Powered .Aircraft: Nuclear-powered aircratt 
will.have a speed of only about Mach 0.9 .. They will hot need re­
fueling aloft.· . Their outstanding characteristic will be their 
ability to remain on airborne . alert for days . Hence, the war plan.,. 
ning problem wii_l differ from those of both B-52' s and B-70' s, but · 
there is.no apparent reason why this problem should be more severe 
with nuclear-pdwered aircraft than with the B-52's. If these nuplear 
aircraft are assigned to stations aloft in the polar region, new 
means of communication will be needed. 

(c) Satellites and Soaring Vehicles: The _applications 
of satellites arid of boost-glide and other soaring veh:tcles are not 
yet sufficiently well understood to permit predicting their charac­
teristics except in the most general way. 'B.Y 1965, arid after, it is 
expected that: · 

/.,.•, ·· .. · .... ,' 
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(1) Our own satellites·;, and thos.e of othe:r nations, 
will exi~:~t in large .numbers~ . 

(2) .. Extremely compiicat¢d observing .and data­
processing 'systems will be needed "to cat8.16g them. 

( 3) A w'orldwide communication system will be needed 
to ta]k with the satellites., to' control. them, and to re­
c.eive ·sensing ilil'o-rmation from them. Some of these 
satellites themselves may b_e_come parts of the communica-
tion system. · 

(d) VTOL aircraft: We do not anticipate that novel - > ~.: :·:< .. ;. - - · 
vehicles other than those for general war will create any' new com-
mand and control problem. 
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ADDENDUM A: USAF L- SYSTEMS 

The USAF is considering eighteen systems that are directly 
related in one or more aspects to the operational military forces 
of the United States. Fifteen of these systems fall into four 
functional groups as follows: 

Command 

465L, SAC Control System 
473L, Hq. USAF Connnand System 
425L, NORAD Combat Operations Center System 

Intelligence and Warning 

438L, Intelligence Data-Handling System 
466L, ELINT-COMINT System (EICO) 
117L, MIDAS-SAMOS System 
474L, Ballistic Missile Early-Warning System (BMEWS) 
496L, Space Track System 
413L, Distant Early-Warning System (DEW Line) 

Control 

416L, Continental Aircraft Control and Warning System 
(of which the SAGE System is a part) 

412L, Theater Air-Weapon Control System 
431L, Traffic Control and Landing System (TRACAI.S) 

Support 

480L, USAF Global Communications Management Project 
433L, USAF Weather System 
470L, Connnunication Satellite System 

Three other systems considered in the Winter Study, but not 
in as much detail as those above and not included in this addendum 
to the Winter Study Report, are as follows: 

423L, Communications Logistics Net for AMC (COMLOGNET) 
OSR-290, Bomb-Alarm System 
OSR-62, Atomic-Strike Recording System (ASTREC) 

All except the last three systems have been analyzed in 
enough detail to arrive at cost estimates that are believed reli­
able enough for determining the general financial direction in 
which the systems seem to be going. The first fifteen systems of 
the above list are briefly described and a summary of the cost , 
analysis performed on each is given. Research, development, test~ 

UNClASS~f~ED 
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TABLE I SUMMARY OF L-SYSTEM COSTS . 

FY 1961 THROUGH 1970 

TOTAL COST TOTAL COST 
BDT~ !P-Ii!!QI INITIAL IN~~SIM!;NT IQIAL INIIIAL CQSI A~NUAL QeEBAII~G CQSI BY END E'll270 BY E~Q EY 1262 

$ 58,600,000 $ 184, 900, 000 $ 243, 500, 000 $ 237' 000, 000 $ 480,500,000 $ 322, 500,000 
3,000,000 31,532,000 34,532,000 1,400, 000 35,932,000 32,400,000 
9, 500,000 39,700,000 49,200,000 45, 100,000 94,300,000 58,300,000 

107' 000, 000 176,400,000 283, 400, 000 «13, 300,000 686,700,000 310,300,000 
133,000, 000 217' 200, 000 350, 200,000 352,700,000 702,900,000 319,500,000 
623, 300,000 488,700, 000 I, 112,000,000 I, 527, 300,000 2, 639, 300,000 I, 663, 600,000 

207, 8JO, lioo 207, 8JO, 000 I, 133, 400,000 I, 341, 200,000 8«1, 200,000 

257' 000, 000 586; 700, 000 843, 700, 000 945, 200, 000 1,788, 900,000 949,000,000 
32,200, 000 Ill, 100, 000 143, 300, 000 193, 200,000 336, 500,000 215,000,000 
54,630, 000 I, 295,360,000 I, 349, 990, 000 I, 044, 230, 000 2, 394, 220,000 I, 151, 760,000 

171, 900, 000 171, 900, 000 171, 900, 000 108,900,000 

16, 8JO, 000 2«1, 200,000 257,000,000 112, 400, 000 369, 400,000 283, 8JO, 000 

$1,466,930,000 $3, 579' 592, 000 $5, 046, 522,000 $ 5, 995,230,000 $11,041,752,000 $6, 255, 260, 000 

53,600,000 53,600,000 I, 100,000, 000 I; 153, 600,000 603, 400,000 

99,600,000 448,300,000 547' 900, 000 6, 238, 900, 000 6,786, 800,000 3, 595, 8JO,OOO 

$1, 566, 530, 000 $4,081, 492,000 $5, 648,022, 000 $13, 334, 130,000 $18,982, 152,000 $10, 454,460,000 

651, ooo, 000 133, 500, 000 784, 500, 000 565, 900,000 1, 350, 400,000 823, 900, 000 

$2,217, 530,000 $4, 214, 992, 000 $6, 432, 522, 000 $13, 900, 030,000 $20, 332, 552,000 m , 27813601 ooo 



LASSIFiffi 
WSR-:-1 A-3 

and evaluation (RDT&E, P-600} costs. are' separated from initial in­
vestment (primarily P-800, Procurement) which. consist of. facilities 
installation, equipment. and spares, personnel training and travel, 
stock and other items, and computer programming. Estimated annual 
operating costs are also given where available. 

The L-system cost data represents obligational authority; 
That is, it is not called out year by year in terms of what will · 
be spent in those years, but what money Congress must obligate·in 
those fiscal years. It is·the money that will be' spent; it does 
not include money that has been spent on any of-these systems be­
fore FY 1961. RDT&E, initial investment, and annual recurring costs 
are included for FY 1961 through FY 1965. The annual recurring. ·· 
costs only have been stated for FY 1966 .throughFY 1970, since a, 
niore or less static capability is assumed after 1965. Only fifteen 
of the L-systems that are currently planned are costed, and most im­
portant, except for 416L SAGE and 413L DEW, the costs are incremental 
costs only. That is, they are in addition to the current USAF bud­
get. Fbr example, in the 465L SAC Control System, the communication 
network will replace the current primary alert and teletype network. 
Therefore, zero dollars are costed for communications services of 
the 465L system. 

Fig. 1 shows the yearly cost of the L-systems, except SAGE 
and DEW but including the satellite program for MIDAS and SAMOS. 
As shown, the RDT&E costs go from about $550 million down to essen­
tially zero in 1966, but the annual operating costs build up rapidly 

· to about $1 billion a year in 1965. These are again incremental an­
nual operating costs over and above the present annual operating 
costs. Fig. 2 shows the costs of SAGE and DEW, which are total 
costs, that is, both incremental and budgeted. Again the initial 
investment falls off rapidly. The annual operating cost is roughly 
$800 million for both systems. The initial investment includes the 
installations themselves, the equipment and spares, personnel train­
ing and travel, and stocks and computer programming .. The annual op­
erating cost includes equipment and installation replacement and 
maintenance, pay and allowances, communication services, and com­
puter programming~ Table 1 is a summary of the costs of each system. 

Fig. 3 shows the FY 1961 funding. Current plans and sched­
ules for the L-systems call for $171 million for RDT&E (P-600) funds 
in 1961. Other procurement (P-800) fund needs amount to $490 mil­
lion. SAGE is shown separately,. and DEW costs are not included • 
. The current ceilings are represented by the top of the white bars. 
It is clear that the plans have to change as of today, if these 
ceilings are held. For example, the ceiling of P-6oo, exclusive 
of satellite programs and SAGE, is currently only $58 million as 
compared to the indicated needs of $171 million. 
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Fig. 4 shows the presently planned systems in terms of their 
command and organizational responsibilities and their status. With 
the exception of the 412L.Theater Air-Weapon Control System, all of 
the systems .in production are for the support of SAC or NORAD, or 
both. The systems currently in research and development are all 
intelligence and warning systems, and are all oriented toward the 
strategic war problem. There are very few systems being developed 
to support the theater problem, or the limited war problem. It 
seems likely that the sixteen systems in Fig. 4 form only a small 
part, perhaps not more than half, of what might be required in com­
ing years to support command and control and sensor needs. The sys-

. tems . ·identified in the chart as future requirements are those that 
might be needed - a TAC control system, a MATS control system, a 
PACAF control system, a USAFE control system, control systems for 
each one of the theater C INC 's • 

C(J ED 
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l. COMMAND SYSTEMS 

Three systems are being considered by the USAF that are related 
primarily to the function of command, rather than control or sensor. 
The SAC 4651 system is being built under a production program that 
calls for an initial operational date of mid-1963. The proposed · 
4731 Hq. USAF system is in the study phase only, and no production 
plans have yet been made. Alternative proposals for the 4251 NORAD 
COC system are still being studied, and again, no production plans 
have been made. 

1.1 4651 SAC Control System 

The 4651 system is being built for SAC both for the on­
line, real-time control of SAC's active forces during exercises and 
alerts and to provide the off-line facilities needed for generating 
war plans. Although it is understood that significant changes are 
being made to it, the official 4651 program studied by the Winter 
Study Group calls for the facilities shown in Fig. 5· The four cen­
tral sites, one each at Offutt AFB in Nebraska, March AFB in Cali­
fornia, Westover AFB in Massachusetts, and Barksdale AFB in Louisi­
ana, will be interconnected with 2400-bps data lines so that the 
information at any one center can be transferred to any other. Each 
of the 1o8 remote communication complexes (RCC 's) will be cr mected 
to the traffic control center (TCC) at each of two central sites. 

FIG.5 465L, SACCS SYSTEM 
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The concept of SAC operation for which the -46~L.system is 
being designed, is one of centralized control. At any one time, 
only one of the four. central sites will do the on-line job, i.e., 
control of the entire SAC force, such as required, for example, 
during,a real alert. A second computer at a different central site 
will be receiving data continuously from the first and will serve 
as a• follower and backup so that it can at any time take over the 
function should the first computer become inoperable. A third com­
puter at a third central site will be used for off-line data proc­
essing, for example, generating war plans or .simulating exercises. 
The fourth computer at the fourth central site will be on scheduled 
maintenance. At any one time, only one central site will be in com­
mand and control of the SAC force. The computers will be switched. 
automatically to various jobs in accordance with a pre-established 
priority and without the knowledge of th~ syste~ operators. 

The 465L system is programmed to become initially opera­
tional in mid-1963. At that time, 75 of the loB RCC's, one of the 
military computers, one data display, and four d~plexed TCC's are 
planned for installation. The other three com.puters and displays 
will not be in and operating. The results of testing and experi­
ence with the initial system will determine the configuration of 
the system implemented to meet a complete operational date sched-­
uled for 1965. 

Each of the four central sites will contain a traffic con­
trol center (TCC) which will be the communication link between all 
the other parts of the 465L configuration, and which consists of a 
stored-program computer and switching facilities. Each TCC will be 
able to communicate with up to 70 other 465L facilities, and this 
capacity is expandable to 120. A local communication complex con­
sisting of message composers, keyboard inputs, hard-copy printers, 
and fault and facility controls is also a part of each TCC. Each 
of the four central sites will also contain a military computer, 
the AN/FSQ-32V, which is basically a transistorized version of the 
SAGE AN/FSQ-7 vacuum-tube computer, a display system consisting of 
request panels that _are connected directly to the TCC and military 
computer, large-screen displays, and hard-copy printers. 

A remote communications complex (RCC) will be located at 
each of loB airbases, both within the continental United States 
and overseas, to whiCh SAC manned aircraft are deployed and at SAC 
Titan and Minuteman missile bases. Every RCC will be connected to 
the TCC at each of two central sites. Every RCC will have a device 
for batching messages and will thus control message transmission 
and reception. This device, called a concentrator, will also have 
a buffer storage and a scanning capability, and it will be able to 
generate and check parities. It will be.able to accept messages 
from the up to 32 input devices, keyboar~ and message composers 

A-7 
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that will also be a part of each RCC. It will operate with up to 
32 hard-copy prinout devices that may be high- or low-speed. In 
addition to the concentrator and input and output devices, each 
RCC will also have an alert panel for receiving alarms from which­
ever of the four central sites is controlling the force; a fault 
facilities control for error detec'tion and correction; two crypto 
devices, one for encrypting and one for decrypting messages; and 
two modems, one for data transmission and one for data reception. 

In addition to the TCC's located at each of the sites in 
the continental United States, the 465L program calls for a TCC to 
be installed in the United Kingdom. The possibility of installing 
a TCC at Guam has also been stated. A TCC only would be installed 
at either Europe or Guam and not the military computer or the dis-' 
pl~ facilities as at the central sites in the u.s. The TCC planned 
for the United Kingdom is included in the cost analysis, but not 
that being proposed for Guam. 

Table 2 is a summary of the complete cost analysis of the 
465L system. The total cost of producing the 465L system as de­
scribed above is about $129,980,000, Which is summarized in Table 3· 

TABLE 2 SUMMARY OF 465L SYSTEM COST ANALYSIS 

RESEARCH, DEVELOPMENT, TEST, AND EVALUATION, 1961-1965 

INITIAL INVESTMENT, 1961-1965 

TOTAL INITIAL COST 

ANNUAL OPERATING COSTS, 1961-1965 

TOTAL COST, 1961-1965 

ANNUAL OPER~TING COSTS, 1966-1970 

TOTAL COSTS TO 1970 

c 

• 

$ 58, (00,-000 

184, 900, 000 

$243, 500, ()()() 

79,000,000 

$322, 500, ()()() 

158, 000 I ()()() 

$480! 500, 000 



TABLE 3 465L. SYSTEM PRODUCT ION· COSTS·. 
· . .). 

TRAFFIC CONTROL CENTER ITCCl· 

4 @ $8,140, 000. 

1 @' 3, 976, 000 ; 
. (TRANSFERRED fROM TEST, SO COSTS LESS I . 

EFFICIENCIES (SAVI!':JGS STATED IN p~ 

AND FUNDING PLANS; . 

IEC, 6 NOV 59. ) 

OTHER COSTS 
(ENGINEERING, TRAINING, SPARE 

PARTS, ETC. ) 

LOCAL COMMUNICATIONS COMPLEX: 

5@ $372,000 

OTHER PRODUCTION COSTS 

MILITARY COMPUTER:. 

4@ $7,168,500 . 

(INCLUDING ENGINEERING, SPARE 

PARTS, ETC. ) 

DISPLAY: 

1 SYSTEM@ $3,278,600 

3 SYSTEMS @·1, 981, 600 
OTHER PRODUCTION COSTS 

REMOTE COMMUNICATIONS COMPLEX (RCCl: 

104@ $243, 000 

ITHE COST:bF FOUR OTHERS THAT WILL BE 

TRANSFERRED FROM TESTING; MAKING A 
. . .. . 

TOTAL OF 108, IS CONSIDERED PART OF THE 

RDT&E COSTS) 

START UP COSTS FOR 104 

OTHER PRODUCTION 

DATA MODEM: 

542 UNITS AT VARYING UNIT COSTS (INCLUDING 

OTHER PRODUCTION) 

TOTAL PRODUCTION COST 

$32, 56q, 000 
3, 976,000. 

(4, 200, ()()()) 

$32~ 336, 000 
5,491, 000 

1, 860, ()()() 

1, 010,000 

3, 278,600 

5, 944,800 

6,580, 600. 

2.5. 355, ()()() 

142, ()()() . 

$25, 497. ()()() 

11,217, ()()() 
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$ 37,827,000 

2,870, ()()() 
'· ., ' 

28,674, ()()() 

15,804,000 

36,714, ()()() 

8, 091, ()()() 

$129,980, ()()() 
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1.2 473L Hq. USAF Connnand System 

The 473L, system has been proposed to provide Hq. USAF with 
an automated command post and improved facilities for large-scale 
simulation. The 473L system would receive data from all other USAF 
systems,· process it, and provide to USAF whatever information is 
needed for USAF to carry out its assigned missions. An initial op­
erational capability for the installation in the Pentagon has been 
estimated as early 1963. This capability would require the equip­
ment more or less as represented· in Fig. 6 and would Gost, it is 
believed, roughly $35,000,000 as shown in Table 4. 

FROM ALL USAF SYSTEMS 

I HIGH- SPEED 
OFF-LINE STORAGE 

FACILITY 

r-----il~ I HIGH- SPEED 

TO ALL L-SYSTENS 

STORED 
PROGRAM 

CONTROL 
SYSTEM 

INTERNAL COMMUNICATIONS 

FIG. 6 473 L, HQ. USAF COMMAND SYSTEM 

I REMOTE DIS­
PLAY FACILITY 
AT JCS CENTER 
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TABLE 4 SUMMARY OF PROPOSED 473L SYSTEM COST ANALYSIS 

RESEARCH, DEVELOPMENT, TEST, AND $ 3, 000,000 
EVALUATION 

PERSONNEL TRAINING AND TRAVEL $ 800,000 
COMPUTER PROGRAMMING 4, 600,000 5,400, 000 . 

TOTAL INVESTMENT TO OPERATIONAL DATE $ 8,400, 000 

42 MESSAGE COMPOSERS $ 1, 050,000 
42 DATA MODEMS 3,076,000 

168 CRYPTO UNITS 1, 260,000 
1 HIGH-SPEED, STORED-PROGRAM CONTROL 2, 850,000 

SYSTEM FOR AUTOMATIC. MESSAGE 
' 

RECOGNITION, ROUTING, AND DATA 

SELECTION AND PRESENTATION 

1 HIGH-SPEED, STORED-PROGRAM, DIGITAL, 6,420,000 
CENTRAL COMPUTER 

1 HIGH-SPEED, OFF-LINE STORAGE FACILITY 1,090, 000 
FOR EVALUATION AND ANALYSIS ACTIVITIES 

, 1 RANDOM-ACCESS STORAGE FACILITY WITH 1, 020,000 

A CAPACITY FOR 20,000,000 CHARACTERS 

1 REMOTE DISPLAY FACILITY AT JCS CENTER 80,000 
AT FORT RITCHIE 

14 DISPLAY CONSOLES FOR MONITORING 900,000 

OPERATIONS FROM THE MEZZANINE AND 

AIR COUNCIL ROOM 

17 ICONORAMA, REAR PROJECTION, MULTI· 3,500, 000 
VIEWABLE DISPLAYS 

1 CLOSED-CIRCUIT TV SYSTEM CONSISTING. 1, 080,000 

OF 5 HIGH-RESOLUTION CAMERAS, STUDIO 

FACILITIES, A CAMERA-CONTROL CONSOLE, 

A DISTRIBUTION CENTRAL, AND TV MONITORS 

1 HARD-COPY PRINTOUT FACILITY 210,000 
1 MULTIPLE-HEAD, LARGE-CAPACITY; MAGNETIC 120,000 

TAPE STORAGE FACILITY FOR MESSAGE 

DATA, VIDEO, AND VOl CE RECORDING 

INTERNAL COMMUNICATIONS 1,100, 000 
INITIAL SPARES 2,376, 000 

TOTAL INITIAL INVESTMENT 26,132,000 

TOTAL INITIAL COST TO OPERATIONAL DATE . $ 34, 532, 000 

ANNUAL OPERATING COSTS TO 1970 1,400, 000 

TOTAL COST TO 1970 $ 35, 932, 000 
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1.3 425L NORAD COC System 

The proposed 425L system calls for replacing the present 
manual NORAD combat operations center at Ent AFB, Colorado Springs, 
with an automated, hardened facility built into Cheyenne MOuntain 
near :&J.t. The system is in the study phase only and one study group 
consisting of members of the Winter Study, NORAD, and ARDC has con­
figured one system that could be operational in 1963 and that could 
be built for an initial investment of roughly $50,000,000 including 
research, development, test, and engineering. This system is func­
tionally represented in Fig. 7 and consists of a deep-underground, 
hardened installation equipped with a large-scale data-processing 
and display system with the necessary hardened communication lines 
and facilities. Table 5 is a summary of the cost analysis of this 
system. After the initial operational date, the 425L system as 
described above is expected to cost between $7,000,000 and $8,000,000 
annually to operate . 

l!l BNEWS 
• DEW LINE 

CINCNORAD 
& 

COMMAND PARTY 

SAC (2) OCDN -------+-------PLANNING . LIASON I 
FAA FCC _ 

I I 
DIRECTOR OF TACTICAL INTELLIGENCE CENTER WEATHER CENTER DIRECTOR OF COMBAT 

OPERATIONS CENTER REPORTING CENTER 
I 

I I I 
DAMAGE CONTROL DAMAGE ASSESSMENT lDGISTICS 

THREAT EVALUATION 

FIG. 7 425L, NORAD COC SYSTEM 

STAhs 
MONITORING 



• 

c ---AL· 

IINC!.ASS!Fl$-7 

TABLE 5 SUMMARY OF 425L SYSTEM COST ANALYSIS 

RESEARCH, DEVELOPMENT, TEST, AND 

ENGINEER lNG: 

R&D ON LARGE-BOARD DISPLAY 

COMPUTER PROGRAMMING (INCL 1 1/2 YR. 

MACHINE RENTAL) 

SYSTEM TESTING . 

SYSTEM ENGINEER lNG 

INITIAL INVESTMENT: 

HARDENED FACILITY 

CENTRAL COMPUTER SYSTEM 

INPUT-OUTPUT SYSTEM 

LARGE-BOARD DISPLAY 
15 SITUATION DISPLAY CONSOLES 

50 TABULAR DISPLAY CONSOLES 

CRYPTO FACILITIES 

SPARES 

TRAINING 

INITIAL COMMUNICATIONS CHARGES 

TOTAL INITIAL INVESTMENT· 

TOTAL INITIAL COST TO OPERATIONAL DATE 

ANNUAL OPERATING COSTS TO 1970 

TOTAL COST TO 1970 

· .. ~ ' 

$ 1, 000,000 

4, 000,000 

2,150, 000 

2, 350, iJoo 

20,000,000 

5,100,000 

4,000,000 

1,000,000 
1, 250,000 

1,500, 000 

900,000 

1, 200,000 

2, 500,000 

2, 250,000 

• 

$ 9,500, 000 

39,700,000 

$49, 200, 000 . 

45,100,000 

$94, 300, 000 

A-13 
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2. INTELLIGENCE AND WARNING SYSTEMS 

USAF has or is considering seven systems that are related to 
gathering, processing, or using intelligence or warning data. Ex­
periments on the 438L Intelligence Data-Handling system for process­
ing intelligence data are being conducted at SAC headquarters to de­
termine if automation will really help the intelligence analysts and 
the intelligence community in connection with warning. The 466L sys­
tem for collecting electromagnetic intelligence data will be added 
to existing collection equipment. The SAMOS part of the ll7L SAMOS­
MIDAS system will use both photographic and electromagnetic sensing 
satellites for collecting intelligence data; the MIDAS part will use 
satellites with infra-red detection equipment to detect actual launch­
ings of missiles. The 474L BMEWS system for detecting a mass missile 
attack on the u.s. from the north is being installed in Alaska and 
Greenland and a third installation somewhere in the U.K. is being 
negotiated. An initial capability for the 496L Space Track system 
for detecting new satellites and maintaining a catalog of the satel­
lite population is operating at Hanscom Field, Bedford, Mass. The 
413L DEW Line system for detecting manned aircraft coming toward the 
u.s. from the north is in various stages; the 57 stations of the 
main DEW Line, extending from Cape Lisburne, Alaska, to Cape Dyer 
in northeastern Canada, are already operational as are the six sta­
tions of the western extension in the Aleutian Islands; four more 
stations will by 1962 extend the DEW Line eastward to Greenland.' 

2.1 438L, Intelligence Data-Handling 8ystem 

The 438L system, as presently proposed, is intended to fur­
nish the common intelligence data needed by the intelligence commu­
nity and to provide for the transmission of all the intelligence data 
needed by a particular operational command to that command, process­
ing it, and then transmitting intelligence information as necessary 
to that command's organization. The configuration of the system 
studied by the Winter Study Group includes the central facilities 
as represented in Fig. 8. The NORAD, SAC, ATIC, and three .A:FCIN cen­
ters within the u.s. are proposed to be installed first; the USAFE 
and PACAF and other overseas centers as well as the centers for TAG, 
air attaches, and an alternate USAF headquarters will come in later. 
The centers are proposed to become operational beginning in 1963 with 
the last one coming in in 1966. An experiment presently being con­
ducted at SAC is focused on the use of 438L as a warning device. Be­
cause of the sensitive nature of the intelligence function, however, 
the details of this experiment are not available. No equipment list 
for the 438L system has been available, but a summary of the esti­
mated cost, based on information received primarily from the ESSPO, 
is shown in Table 6. The operating costs have been estimated from 
a low of $200,000 in 1961 to roughly $63,000,000 per year from 
1965 on. 

CO\\' F\ DEN~T\AL 
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FIG. 8 438 L, INT ELLIGENCE DATA- HANDLING SYSTEM 

TABLE 6 SUMMARY OF 438L SYSTEM COST ANALYSIS 

RESEARCH, DEVELOPMENT, TEST, AND EVALUATION: 

ENGINEERING 

HARDWARE 

INITIAL INVESTMENT 

TOTAL INITIAL COST 

TOTAL ANNUAL OPERATING COSTS TO 1970 

TOTAL COST TO 1970 

- .. . ~ . 

$16,000,000 

91,000,000 $107, 000,000 

176, 400,000 

$283, 400, 000 

403, 300, 000 

$686, 700, 000 
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2.2 466L, ELINT-COMINT (ELCO) System 

The 466r. system is being planned as a device for passively 
detecting and identifying communication and other electromagnetic 
signals. The plans call for netting some equipment that is already 
operational in the theaters, together with two kinds of equipment, 
to two central intelligence centers in the u.s. through the three 
processing centers to be installed in the theaters. Fig. 9 is a 
representation of what is known about the planned configuration of 
the 466L system. The new detection equipment being planned con­
sists of seven GLR-1 and seven GLR-2 intelligence gathering stations. 
A more detailed system description could not be obtained because of 
the sensitive nature of the intelligence function. The system is 
planned to become fully operational in 1965, more or less as follows: 

Two centers in the u.s. by mid-1964; 
One theater processing center by mid-1963, one by 

mid-1964, and one by mid-1965; 
Two GLR-4 stations by mid-1963, two by mid-1964, 

two by mid-1965, and one by mid-1966; 
Two GLR-1 stations by mid-1963 and five by mid-1964. 

Zl PROCESSING 

FIG. 9 466L, ELINT-COIIINT 'ELCO' SYSTEM 

USERS,438L,425L,433L, 
465L, 117L, 496L, 473L, 
CIA, AFIC, ETC. 

~f!CU.SSifl£0 
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The costs of the system have been estimated over the pe­
riod FY 1961 through FY 1970 based on information received pri­
marily from the ESSPO. Table 7 is a summary of the cost analysis. 
The annual operating costs are expected to vary from a high of 
$98,100,000 in 1962 to $71,300;000 in 1965. By 1970 the total cost 
of research, development, test, and evaluation will be about 
$133,000,000 and the total initial investment about $217,200,000. 
Annual operating costs will vary from $59,200,000 in 1966 to 
$64,6oo,ooo in 1970. · 

TABLE 7 SUMMARY OF 466L SYSTEM COST ANALYSIS 

RESEARCH, DEVELOPMENT, TEST, AND EVALUATION 

INITIAL INVESTMENT, INCL. SPARES, PERSONNEL TRAINING, 
AND COMPUTER PROGRAMMING 

TOTAL INITIAL COST 

TOTAL ANNUAL OPERATING COSTS 

TOTAL COST TO 1970 

$133,000,000 

217, 200, ()()() 

$350, 200, ()()() 

352,700, ()()() 

$702, 900, ()()() 

2.3 ll7L SAMOS, Advanced Reconnaissance Satellite aystem and 
MIDAS, Missile Defense Alarm System 

Both the SAMOS and MIDAS programs originated with the Dis­
coverer Program, and will jointly use many ground-based facilities. 
SAMOS will be a reconnaissance device for collecting intelligence 
data, and MIDAS is being developed for warning of missile launch­
ings. Fig. 10 represents the system configuration of ll7L sAMos 
and MIDAS that is scheduled to become completely operational in · 
1963. Total initial cost through 1963 including research, develop­
ment, test, and evaluation is estimated at $1,112,000,000. It 
should be noted, however, that no production for ll7L operation 
has been authorized. The program is present~ restricted to feas­
ibility demonstrations. 
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FIG. 10 117L, SAMOS-MIDAS SYSTEM 

TO INTELLIGENCE 
USERS 

The SAMOS satellites will collect intelligence data 
by surveying and mapping photographically enemy territory and by de­
tecting electromagnetic radiations. Ten of the 18 SAMOS satellites 
will have the photographic capability and 8, called "ferrets," will 
have the electromagnetic capability. The SAMOS satellites will com­
municate with the tracking and acquisition stations in Oregon, Iowa, 
and New Hampshire, and the satellite operations center will control 
the satellites through these stations. The packets of film ejected 
by the photo satellites will be picked up by recovery aircraft that 
will operate from Hawaii. All data gathered by SAMOS will be proc­
essed by the joint SAMOS/MIDAS data processing facility that has 
been called Subsystem I. 

2.3.2 MIDAS 

All eight MIDAS satellites being developed are for 
sensing actual missile launchings and will have detection equipment 
that will scan Soviet launch areas to detect infra-red effianations 
from the exhaust of ICBM's that have been launched. Each satellite 
will transmit all detections of missile launchings to the nearest 
readout station. ' to the MIDAS operations 

• 
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center and thence directly to NORAD, SAC, and other interested 
agencies. The MIDAS satellites will be controlled and monitored 
from the joint MIDAS/SAMOS satellite operations center through the 
tracking and acquisition stations, using the joint data-processing 
facilities as necessary •. 

2.3.3 Costs 

The costs of MIDAS and SAMOS were analyzed together 
since so many facilities are connnon to both. Table 8 is a summary 
of the analysis. Estimates of cumulative annual operating costs· 
will total about $1,527,300,000 from FY 1963 through FY 1970, with 
a low of $47,800,000 in 1963 and a high of $272,500,000 in 1964. · 
Toward the end of the decade, they are expected to level off at 
about $176,400,000 per year. 

TABLE 8 SUMMARY OF 117L SYSTEM COST ANALYSIS 

RESEARCH, DEVELOPMENT, TEST, AND EVALUATION 

INITIAL INVESTMENT, INCL SPARES, PERSONNEL TRAINING, 
AND COMPUTER PROGRAMMING 

TOTAL INITIAL COST 

TOTAL ANNUAL OPERATING COSTS 

TOTAL COST TO 1970 

2.4 474L, BMEWS 

$623, 300, 000 

488, 7 00, 000 

$1, 112, 000, 000 

1, 527,300, 000 

$2, 6391 300, 000 

The Ballistic Missile Early Warning System, 474L, is being 
produced to give 15-minute warning of a mass ICBM ~ttack on the u.s. 
from the north. Three sites equipped with detection or tracking 
radars, 7090 data-processors, and transmitting equipment will trans­
mit data to the NORAD COC in Colorado Springs. The display informa­
tion will be displayed essentially simultaneously at SAC headquar­
ters at Omaha. 
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Fig. 11 represents the 
system configuration of the BMEWS 
that is scheduled to be opera­
tional on 1 March 1963. Site 1 
at Thule, Greenland, will be sup­
ported by the nearby SAC base 
there and will have four AN/FPS-50 
detection radars with no tracking 
capability. Site 1 and Site 2 
will both be operated and main­
tained by RCA, the system man­
ager and prime contractor. Nego­
tiations for installing Site 3 
at Fylingsdale, England, have not 
been completed, but the plans for 
Site 3 call for three AN/FPS-49 
detection radars that will also FIG. II 474 L, BNEWS 

have a tracking capability. Site 
3 will be operated and maintained 
by England, but USAF would provide military liaison and RCA tech­
nical representatives . All three BMEWS sites will communicate with 
the display processor at NORAD by two 750-bps data links and one 
teletype link. In addition, there will be one voice link, two 
order links, and two standby links. Dual routing of the data links 
will be by submarine cable, tropospheric scatter radio links, micro­
wave, and commercial facilities . 

The entire BMEWS system is scheduled to become operational 
on 1 March 1963. Site 1 at Thule will have an initial operational 
capability on 1 October 1960 and is scheduled to be completely op­
erational on 1 January 1961. The initial operational date of 1 
October 1961 for Site 2 at Clear, Alaska, is hoped to be moved up 
to 1 August 1961; the date for complete operation is 1 January 1962. 
The schedule for Site 3 in England calls for an initial operation 
by 1 January 1963 and complete operation by 1 March 1963. 

Table 9 is a summary of the cost analysis of BMEWS. An­
nual operating costs will build up from about $69,300,000 in 1961 
to a high of $120,200,000 in 1964, where they will remain more or 
~ss constant through 1970. 

TABLE 9 SUMMARY OF 474L SYSTEM COST ANALYS I S 

RESEARCH, DEVELOPMENT, TEST, AND ENGINEERING (ALL P-600 COSTS 
APPLIED BEFORE 
1960) 

IN ITIAL INVESTMENT $ 207,800,000 

TOTAL ANNUAL OPERATING COSTS 1,133,400,000 

TOTAL COST, 1961-1970 $1,341,200,000 
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2.5 496L, Spacetrack System 

Several configurations for the 496L system have been pro­
posed for peacetime space surveillance and real-time defense warn­
ing. The system configuration studied and cos ted by the Winter 
Study Group consists of 15 sensing sites with both radar and op­
tical (camera) sensing equipment, a hardened processing center at 
NORAD, and the necessary communications and other facilities, as 
shown in Fig. 12. This system represents a total expenditure by 
the end of FY 1965 of about $949,000,000 including research, devel­
opment, test, and evaluation, initial investment,and annual operat­
ing costs. This system could become operational in 1966. 

l RADAR STATION 

v· OPTICAL TRACKING STATION 

·w~~~'\) 

PROCESSING 
CENTER 

FIG.I2 496l, PROPOSED SPACE TRACK SYSTEM 

There is now a national space surveillance and warning 
center at Hanscom Field that is run by AR:OC. This center is rep­
resented in Fig. 13. It has a number of people and a 709 computer 
for processing incoming data that is received from as many as 172 

UliClA S~H 
i IAI 
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agencies in the u.s. and 26 in foreign countries. The Navy's East­
West fence radars, one installation in southwest u.s. and the other 
in southeast u.s., and the radars in Turkey are presently the only 
ones that send information 24 hours every day. 

FIG. 13 PRESENT NATIONAL SPACE SURVEILLANCE SYSTEM 

Table 10 is a summary of the costs of the future configu­
ration that has been studied. 

TABLE 10 SUMMARY OF 496L SYSTEM COST ANALYSIS 

RESEARCH, DEVELOPMENT, TEST, AND EVALUATION 

INITIAL INVESTMENT, INCL. SPARES, PERSONNEL TRAINING, 
AND COMPUTER PROGRAMMING 

TOTAL INITIAL COST 

TOTAL ANNUAL OPERATING COSTS 

TOTAL COST TO 1970 

2.6 413L, DEW Line System 

$ 257. 000, 000 

586, 700, 000 

$ 843, 700, 000 

945, 200, 000 

$1, 788, 900, 000 

The DEW Line is the most nearly fully operational of the 
L-systems considered. It is a network of long-range search ru1d 
fluttar radars for detecting aircraft approaching Canada and the 
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u.S. from the north. The main DEW Line is operational and consists 
of 57 radar stations, 6 main, 23 auxiliary, and 28 intermediate, 
that extend from Point Barrow across northern Alaska and Canada to 
Cape Dyer. The western extension is also operational and consists 
of six AN/ FPS-19 radar stations in the Aleutian Islands. The gap 
in early warning coverage between the western extension and the 
main DEW Line is filled by the eight 
AN/ FPS-20 radar stations of the 
Alaskan Air Command. The eastern ex­
tension is being installed and will 
consist of four AN/ FPS-30 radar sta­
tions and will extend the DEW Line 
eastward from Cape Dyer, Canada, to 
Greenland. The eastern extension is 
scheduled to be operational in 1962. 
·The data gathered by the DEW Line 
radars is transmitted to the Alaskan 
Air Command, Anchorage, Alaska; the 
64th Air Division, Stewart AFB, New 
York, or the RCAF Air Defense Com­
mand, St. Hubert, Quebec; and the 
NORAD COC in Colorado Springs. Fig. 
14 is a representation of the 413L 
DEW Line system configuration. FIG. 14 413 L, DEW LINE SYSTEM 

The stations of the main DEW Line are operated and main­
tained by the Federal Electric Co. under contract to the USAF Air 
Defense Command and under the direct supervision of the 460lst 
Support Wing (DEW) at Paramus, New Jersey, who will also supervise 
the eastern extension, probably with a Danish firm. The stations 
of the western extension and those of the Alaskan Air Command are 
operated by the Alaskan Air Command. 

The cost of the DEW Line between 1961 and 1970 was analyzed, 
including the radar stations of the Alaskan Air Command. In summary, 
the initial investment from 1961 through 1963 will be about $53,600,000 
and the annual operating costs will be about $110,000,000 per year 
through 1970, totaling $549,800,000 by end FY 1965 and $l,lOO,OOO,OOO 
by end FY 1960. 
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3· CONTROL SYSTEMS 

Three of the systems being considered by USAF fall into the 
category of cqntrol systems, since their primary purpose is to 
guide and control the flights of aircraft. The 416L system which 
includes the SAGE System has been designed to defend the continental 
u.s., excluding Alaska and Hawaii, against an enemy manned bomber at­
tack by detecting such enemy aircraft, determining their position, 
and directing manned interceptor aircraft or guided missiles to them. 
~1e 416L system is already.partly operational and should be essen­
tially complete in 1962. ~1e 412L theater air weapons control sys­
tem is designed to provide a mobile capability similar to that of 
416L_in overseas areas of operation. The 431L project is an im­
provement program for the present FAA air traffic control and land­
ing facilities, USAF, TACAN, and other military control facilities, 
and for providing air traffic control systems that can be air-lifted 
to .theater areas whenever contingencies require them. 

3.1 416L, Continental Aircraft Control and Warning 8ystem 

The 4l6L system for the active defense of the United States, 
excluding Alaska and Hawaii, against a manned bomber attack is al­
ready partly operational and is expected to reach essentially com­
plete operation in 1962. The system that has been studied and 
costed is represented in Fig. 15 and consists of only the air de­
fense ground environment (no weapons) as follows: 

22 SAGE direction centers 
3 SAGE combat centers 
4 manual direction centers 
7 manual combat centers 

140 long-range radar sites in the u.s., 83 of which 
are frequency diversity 

30 long-range radar sites in Canada 
194 gap-filler radars in the u.s. 

45 gap-filler radars in Canada 
3 Texas Towers 
3 airborne long-range radar stations that require 

3 squadrons of 10 aircraft each 
138 time-division data link sites, 25 with high-power 

directional antennas, 80 with low-power omnidirec­
tional antennas, 33 with high-power omnidirectional 
antennas. 

.. 
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LONG RANGE RADAR SITES 
GAP-FILLER RADAR SITES 

WSR-7 

ARMY AIR DEFENSE COMMAND POSTS (NIKE) OFF-SHORE EARLY WARNING SHIPS AND AIRCRAFT 
RADIO SITES 

FIG. 15 416 L CONTINENTAL AIRCRAFT CONTROL AND WARNING SYSTEM 
(INCLUDING THE SAGE SYSTEM) 

Table 11 is a summary of the cost analysis of the above 
system configuration. Annual operating costs will go from abo'4,t 
$524,400,000 in 1961 to a high of $644,100,000 in 1963 and will 
level off to about $638,200,000 from 1965 on. The cumulative 
total of operating costs through 1965 is $4,047,900,000 and through 
1970, $6,238,900,000. 

TABLE 11 SUMMARY OF 416L SYSTEM COST ANALYSIS 

RESEARCH, DEVELOPMENT, TEST, AND EVALUATION 

INITIAL INVESTMENT, INCL SPARES, PERSONNEL 
TRAINING, AND COMPUTER PROGRAMMING 

TOTAL 

FY 1961 THROUGH 
FY 1962 

$ 53, 900, ()()() 

400, 100, 000 

$454, 000, ()()() 

FY 1961 THROUGH 
FY 1965 

$ 99, 600, ()()() 

448, 300, 000 

$547. 900, 000 

A-25 
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3.2 412L, Theater Air-Weapon Control System 

The 412L system is being designed to improve the control 
of the offensive and defensive tactical air weapon systems in over­
seas areas of operation. The basic system consists of data-gather­
ing, data-processing and display, communications, and auxiliary 
equipment. Fig. 16 represents the equipment configuration of a 
single sector complex of the 412L system. All of this equipment 
is required in a sector control complex, of which there will be 
three, and which will normally have three primary radar facilities 
(control and reporting center, control and reporting post, and 
early-warning reporting post) supplemented by a gap-filler report­
ing post and linked by communications to the command post (air op­
erations center). The plan now is to provide the 412L system for 
thirteen primary radar facilities by 1962. Equipment is programmed 
for three fixed sites in Germany and for ten air transportable fa­
cilities (three for USAFE, three for PACAF, and four for TAC). 

ENEMY AIRCRAFT 
DEPLOYMENT: 
I FIXED IN GERMANY 
FOR USAFE 
I MOBILE FOR USA FE 
I MOBILE FOR PACAF 
I MOBILE FOR TAC 

COMMUNICATIONS : 
POINT TO POINT 
TRC - 66 TROPO 
GRC-56 MICROW~VE 
SINGLE-SIDE BAND HF RADIO 

SUPPORT FACILITIES : 
HOUSING, ETC. 

AIR OPERATIONS CENTER 

PASSIV 'E DETECTION 
DEVICES 

FIG . 16 412L THEATER AIR-WEAPON CONTROL SYSTEM, CONFIGURATION 
OF EQUIPMENT IN A TYPICAL SINGLE SECTOR OF THE SYSTEM 

If'~'""' r 
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Table 12 is a swmn~ of the cost analysis of the system 
as describea above, which'is.scheduled-to become·operational'i:ri 
1963. The annual operating costs will go from a low of $700,000 
in 1961 to a relatively constant· $24:, 300, 000 from 1963 on. ·By 
1965 the system will have cost a total of $61,700,000 to operate, 
and by lgJO the cunnilatiVe total will be· about $193,200;ooo'. 

TABLE 12 SUMMARY OF 412L SYSTEM COST ANALYSIS 

RESEARCH, DEVELOPMENT, TEST, At~D EVALUATION 

INITIAL INVESTMENT, INCL SPARES, PERSONNEL TRAINING; 
AND COMPUTER PROGRAMMING 

TOTAL INITIAL COST 

TOTAL ANNUAL OPERATING COSTS 

TOTAL COST TO 1970· . 

$ 32, 200, ()()() . 

lll, 100, ()()() 

143, 300, ()()() 

193,200, ()()() 

. $336, 500, ()()() 

3. 3 431L, Air, Traffic Approach and La.ndi:rig System.· 

. The. 431L project is not really a system, but rather a pro­
gram to modernize the traffic control and landing systems that tre 
USAF needs in addition to that provided by the FAA. There are two 
primary parts to the 431L project, a program for· improving air­
craft control by modifying some 15,000 aircraft and 400 airbases 
in the u.s. and overseas that are and will be in the USAF inven­
tory, and a mobile control and guidance system that can be air­
lifted from seven USAFE, seven PACAF and four u.s. bases to the 
theater areas whenever contingencies requiring such support arise. 
The total cost including research, development, .test, .and evalua­
tion, initial investment, and annual operating costs from 1961 
through 1970 is estimated to be $2,394,220,000. 

The improvement program consists of modifying the present 
control facilities of FAA and the TACAN,and other military facili­
ties of USAF to improve enroute control, approach ·and departure 
control, and control of final approaches and landings. It also 
includes the provision of a crash locator and rescue. subsystem con­
sisting of emergency communications equipment for post-crash use. 
FAA has the primary responsibility for developing these facilities, 
but ·USAF will monitor the effort. 

The emergency mission support (EMS) system consists of 
modifying the present "Fotir Wheels" system of MAT~ to make it less 
cumbersome (ten C-130's are needed to move a present Four Wheels 
facility), easier and quicker to set up, and more efficient. The 
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EMS improvements vill be made in three steps. Modification 1-A 
vill be installed and operating in early 1962, 1-B vill be installed 
and operating in late 1964, and MOdification 2, representing the 
final configuration, vill be installed and operating early in 1970. 

Table 13 is a summary of the cost of 431L through 1970. 

TABLE 13 SUMMARY OF 431L SYSTEM COST ANALYSIS 

RESEARCH, DEVELOPMENT, TEST, AND EVALUATION: 
IMPROVEMENT PROGRAM 

• EMERGENCY MISSION SUPPORT 

INITIAL INVESTMENT: 
IMPROVEMENT PROGRAM 

· EMERGENCY MISSION SUPPORT 

TOTAL INITIAL COST 

ANNUAL OPERATING COSTS 
IMPROVEMENT PROGRAM 
EMERGENCY MISSION SUPPORT 

TOTAL COST TO 1970 

$ 39, 180, 000 
15,450,000 

$1, 168, 430, 000 
126, 930, 000 

$1, 004, 190, 000 
,40, 040,000 

$ 54, 630, 000 

$1, 295, 360, 000 

$1, 349, 990, 000 

$1, 044, 230, 000 

$2, 394, 220, 000 

·' 
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The three L-systems that fall into the general category.of sup­
port are the 480L project for standardizing and integrating the com­
munications of USAF; the joint Department of Defense, Department of 
Commerce and FM 433L weather system program :for developing and im­
plementing improved weather observing and forecasting facilities to 
provide for greater safety in flying without duplicating effort; 
and the 470L communication· satellite system for which only a require-
ment has been stated and no system configuration proposed. • · 

4.1 480L, Global Communications Management Project 

The 480L project is not a system, but rather a program to 
standardize and integrate USAF communications facilities. The 
stated long-range objective of 480L is to help USAF establish an 
integrated, high-speed, world-wide network to handle both digital­
data and voice communications. SWitching service and full-time 
private lines would be available as appropriate, with the trans­
mission facilities within the U.S. leased. from commercial carriers 
in most cases. The 480L transmission facilities overseas would be 
owned and operated by the military services, but local commercial 
circuits would be used for feeders and overflow. Both commercial 
and government facilities would be used for communicating across 
the seas. Svli tching apparatus would presumably be owned and op­
erated by the military, but within the u.s. might be leased. 

The 480L project differs significantly from the other 
L-systems. In the 480L project, the ESSPO and contractor are not 
charged with implementing any system. Instead, their function is 
largely that of. a staff engineer group to establish standards, de­
termine circuit requirements, and to make future plans. The way 
in which such future comm1mication plans will be implemented, how­
ever, has not.been determined. Under existing regulations, any 
command needing communication submits its requirements to Hq. USAF 
for approval .without consideration of 480L. Presumably, Hq. USAF 
would coordinate various requests and grant approval only for con­
struction consistent with 480L concepts. 

To' date, a number of important steps have been taken 
uhder 480L. Engineering standards have been written so that any 
communication channel can serve as a link in a world-wide connec­
tion without contributing more than a proper share to the overall 
transmission degradation. Further, with these standards, any com­
munication channel will .be compatible with, and capable of being 
connected to, commercial communication networks in the u.s. and 
abroad. Another activity in 480L has been the study of require­
ments for cir~uits and the eonfiguration of a communication grid 
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for a world-wide network. Based on this study, tentative plans 
have been devised which could provide an efficient set of trunk 
groups, connecting and feeding main communication centers with 
suitable provision for alternate routing. 

On~ research, development, test, and evaluation costs 
(P-600) can be determined for the 480L project since it involves 
no hardware, no installation, and no responsibility for actual 
operation. Initial investment and annual operating costs would 
be a pert of the costs of the systems for which recommendations 
from 480L are implemented. These P-600 costs for 480L have been 
·estimated as shO"wn in Table 14 for the years FY 19E)i through 
FY 1970. 

1961 
1962 
1963 
1964 
1965 
1966 
1967 
1968 
1969 
1970 

TABLE.14 ESTIMATES OF ROT & E COSTS OF 480L PROJECT 

$28, 200, 000 
20,700,000 
20,000,000 
20,000,000 
20,000,000 
15,000,000 
12,000,000 
12,000,000 
12,000.000 
12,000,000 

CUMULATIVE TOTAL 

48,900,000 
68,900,000 
88,900,000 

108, 900, 000 
123, 900, 000 
135, 900, 000 
147. 900, 000 
159,900, 000 
171, 900, 000 

4.2 433L, Weather Observing and Forecasting System 

The 4 33L system is a joint Department of Defense, Depart­
ment of Commerce and FAA six-year research and development program 
for modernizing the present aviation weather systems, both civilian 
and military, to help attain greater f~ing safety without duplicat­
ing efforts. The program is directed toward establishing a National 
Aviation Weather System and a world-wide weather system. The FAA 
is responsible for the meteorological research and development re­
lated to the national system, and the Department of Defense is re­
sponsible for the studies related to the world-wide system that are 
peculiar to the air warfare and primarily of military concern. 
Fig. 17 is a representation of the 433L system scheduled to be com­
pletely operational by end FY 1965. 

CO NFI 
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DATA- GATHERING 
DEVICES 

EQU I PI-l ENT DEPLOYED GLOBALLY TO 
OBSER~E AIRFIELD WEATHER CON­
DITIONS, TO TAKE VERTICAL SOUN 
INGS OF THE ATMOSPHERE AND TO 
DETECT BY RADAR AND SFERICS, 
CLOUDS, PRECIPITATION I AND 
SEVERE WEATHER . 
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AVIATION 
DATA - PROCESSING CENTERS FOR FURNISH ING BASIC USERS 

AIR BASES, 
WEATHER INFORMATION AND FORECASTS CONNON 1-----1~ AIRPORTS, 
THROUGHOUT THE USAF GLOBAL WEAT HER SYSTEM . SAGE, ETC. 

FIG. 17 433L, USAF WEATHER SYSTEM 

Table 15 is a summary of the estimated USAF costs for 
the 433L system. Operating costs of USAF for the 433L system from 
1966 on are expected to be roughly $17,200,000 per year. 

TABLE 15 SUMMARY OF 433L SYSTEM COST ANALYSIS 

RESEARCH, DEVELOPMENT, TEST, AND EVALUATION 

INITIAL INVESTMENT 

TOTAL INITIAL COST 

ANNUAL OPERA Tl NG COSTS 

TOTAL COST TO 1970 

1961-1965 

$ 16, 800, 000 

240, 200, 000 

$257' 000, 000 

112, 400, 000 

$369' 400, 000 

I Cl~ SlH.E . t 
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4.3 470L, Communication Satellite System 

A requirement for a communication satellite has been stated, 
but no approved mission, system description, or operational concept 
exists for an actual 24-hour global system. The system casted by 
the Winter Study Group to provide an order o£ magnitude of the cost 
for such a system is one that is considered likely to meet an opera­
tional requirement. The assumed system would eventually have four 
fixed-position satellites at 19,400 miles altitude, spaced to pro­
vide complete global coverage. The system configuration would in­
clude the following facilities: 

! 

1 master control station 
3 ground-based relay and tracking stations 
3 ground-based relay stations 
1 launch site 
4 satellites with orbit control. 

Table 16 is a summary of the cost analysis of this assumed 
system which could begin to become operational in 1964. 

TABLE 16 SUMMARY OF 470L SYSTEM COST ANALYSIS 

RESEARCH, DEVELOPMENT, TEST, AND EVALUATION 

INITIAL INVESTMENT 

TOTAL INITIAL COST 

TOTAL ANNUAL OPERATING COSTS 

TOTAL COST TO 1970 

$ 651, 000, ()()() 

133, 500, ()()() 

$ 784, 500, ()()() 

565, 900, 000 

$1, 350, 400, ()()() 

.• 
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TO THE READER:

The Winter Study Group was asked to examine the technical realism of
the current and planned USAF command and control systems. Early in the
study, it became evident that a thorough look into the technical aspects of all
the systems would be impossible during the time allotted.

The Winter Study Group did accomplish the noteworthy task of leaving
the USAF with some advice on command and control system design and
implementation--organized ways of thinking about the problem.

Since the whole command and control field was in dire need of central
planning, the Winter Study Group recommended means for managing the
command and control effort which should help to further strengthen and
sharpen the general approach that the USAF had already taken.

Director of the Winter Study

i T
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FOREWORD FOR INDUSTRY

This condensation of the Winter Study Group's Report is published for

the purpose of acquainting both industrial and military organizations with the

highlights of that report, its general scope, and major recommendations.

The contents of this document represent the opinions of the Winter

Study Group and not the USAF.

The industrial reader will be primarily interested in those parts of

this condensation that show where emphasis is required in various technical

areas that are basic to the design of future Command and Control Systems.

The Winter Study Group basic recommendations on management were,

in essence, implemented in April 1960 with the establishment of the Air

Research and Development Command's Command and Control Division

(AFCCDD) and the Air Materiel Command's Electronic Systems Center

(ESC). The establishment of those organizations plus their co-location with

other military and industrial organizational elements, on or near Hanscom

Field, Mass., provides the centralization essential to the efficient manage-

ment for the development and procurement of Command and Control Systems.

Theme geographically co-located groups are frequently referred to collec-

tively an the Hanscom Complex. *

The Winter Study Group discussions relating to national policy (not

necessarily USAF policy) and/or strategy are of academic interest to Indus-

try and of more direct interest to those in the Government who formulate the

*H1anscom Complex definition on p. 32,

vii

CONFIDENTIAL



CONFIDENTIAL

official posltions on such matters. Approved Air Force policy and strategy

are, of course, reflected to Industry through system study requirements,

system specifications, and other related documents that describe those

Command and Control Systems for which there are validated requirements.

This does not purport to be a true abstract of the Winter Study Group

report. It is rather a condensation of essential material -- almost a shopping

list of facts taken from the original text -- combined with necessary addition@

clarifying certain USAF policie.

March 31, 1961

S
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THE CHALLENGE OF COMMAND AND CONTROL

Military forces during the past fifteen years have been radically reshaped

by exploding weapon technology. Range, speed, firepower -- all have been

increased by many orders of magnitude. No one in the world has had actual

combat experience in employment of such forces. Hence, the commander's
"mind's eye view" of the war he must be prepared to fight is rather abstract -
blips and patterns on display scopes - rather than concrete mental images.

Likewise, range, speed, and firepower have drastically reduced the time

available to the commander in which to make decisions. At the same time, they
make the , iisequences of his decisions more and more far-reaching and

irretrievable. His decisions must be good ones the first time. There will be

little opportunity to "fall back and re-group. "

Fortunately, the same technology which has created these problems for
the commander carries within it the sceds for their solution During the

time that range, speed and firepower of weapons have increased, the technical
means of gathering, processing, storing, and displaying data have likewise

reached hitherto undreamed of levels of effectiveness and sophistication.

The purpose of command and control systems, then, is to harness the
new capabilities in such fields as electronic reconnaissance and warning, com-

munications, computing, data processing, and display in ways calculated to

serve best the needs of the individual commander, the force as a whole, and,

ultimately, the needs and aims of the nation.

Command and control systems, properly designed and utilized, can
increase the time availalo to the commander to weigh conflicting factors
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and arrive at sound decisions. They accomplish this by decreasing the time

required to accumulate, process, and displttv the data on which sound

decisions must be based.

In effect, they serve to fec the comniancler from the shackles which

weapons technology has imposed upon him. Thev oilow him to use the precious

minutes available to him to d(ecide how st to us, his force. They give the

commander time in which to exercise the art of command. Indeed, it is quite

possible that the possession of this capability may well spell the margin of

victory, or defeat, in a thermonuclear war.

Historically, the technology of command and control systems has tended

to lag behind the development of the weapon systems they are designed to

complement.

The United States Air Force, faced with the responsibility for operating

increasingly sophisticated weapon systems, early recognized that history must

not be allowed to repeat itself and that there was a need for equally rapid

development of sophisticated command and control systems. Requirements

were generated, research and development projects undertaken, contracts let,

and, in many cases, production begun. These are the so-called "L"

systems, to which reference is frequently made.

As time went on the requirements for L-systems began to burgeon.

Operational, technological, and economic factors dictated a second look to

insure that the parts added up to a sensible whole, to eliminate redundancy, to

insure compatibility within and among systems, to take full advantage of the

growth potential indicated by the state of the art and required by on-coming

weapon systems and changing force structures.

It was with this in mind that, in the fall of 1959, Headquarters, Air

Research and Development Command directed the establishment of an ad hoc
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organization, known as the Winter Study Group. It was composed of 139
technical people drawn from military, government, and contractor sources.

The group gathered at the Bedford, Massachusetts facility of The MITRE
Corporation to work for six months under the direction of Mr. Gordon N.
Thayer, Vice President of the American Telephone and Telegraph Company.
(An organization chart and roster of panel members appear on page 30.)
At the same time a Scientific Guidance Group was set up under the aegis
of the Secretary of the Air Force to furnish advice and guidance to the
Winter Study Group. Chairman of the Scientific Guidance Group was Dr. A. G.
Hill of the Massachusetts Institute of Technology. (The members of the
group are listed on page 31.)

The Scientific Guidance Group was asked to guide the Winter Study Group to:

it... examine critically and objectively from a technical viewpoint the
existing and planned complex of command and control systems,

examine for technical realism the needs and objectives of the
individual elements, and study the problems associated with the

integration of the various systems."
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GENERAL FINDINGS

The output of the Winter Study Group has been:

First, a conceptual framework within which the whole subject of

command and control can be better understood and more fruitfully discussed.

Second, it has commented on fifteen of the eighteen planned and proposed

L-systems. These comments are not included here.

Third, it has considered the state of the art in command and control

system components and has suggested some needed research and development

programs.

Finally, its most important recommendations refer to system manage-

ment rather than to engineering details of present systems.

Effect of Strategic Choices

Strategic choices have a critical effect on the design of a command and

control system. A specific long-term strategic choice which has a prime

influence on the nature of command and control systems is the balance

between first strike and second strike capability.

A policy which includes selective hardening of the Command and

Control fa, ilities would provide the greatest survivability and thus provide

the greatest possible capability to enhance the reconstitution phase of a

general war. Therefore, sarvivability should be emphasized in all phases of

planning in the Command and Control area.

CONFIDENTIAL



CONFIDENTIAL
5

A second strike capability, however, would place greater emphasis on

survival of the force and a basic command and control capability. This would

provide for a controlled reaction based on longer consideration of the situation.

The implication of this strategic choice on control and sensor system re-

quirements is obvious. A first strike capability places stringent requirements

on sensor systems, which are relatively high priced compared to command systems.

In the short term, the nature of the command and control systems

should not restrict the manner in which the available forces can be used any

more than they are restricted by their own characteristics.

Long term strategic decisions can directly influence the nature of

the command and control system.

With respect to the L-systems, it is concluded that too little emphasis

has been placed on the problem of surviving an attack, controlling our

reaction, and exercising the post-attack operation.

Survival of High Command

In general war one cannot expect most of the peacetime functions to

survive. The peacetime functions should be differentiated from the wartime

functions. The wartime functions must be hardened and duplicated to the extent

that any attack sufficient to destroy the high command functions would also be

heavy enough to justify uncontrolled retaliation with the surviving force. By use

of mobile command centers, central control must be retained even if stationary

command centers are destroyed. Plans should be made to exercise the transfer

of command from center to center.

Command Systems

Operational command is concerned with planning and directing forces in

being. Command systems should be completely coupled to the military
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THE L-SYSTEMS - OR SPOs
(USAF assigns suffix letters L through Z to system numbers to connote support systema.)

412L- AIR WEAPONS CONTROL SYSTEM
An oversea theater tactical air weapons control and warning system.

413L - EXTENSION OF DEWLINE
A distant early warning system for detecting hostile air-breathing threats approaching the North
American Continent from the north.

416L - SAGE AIR DEFENSE SYSTEM
A semi-automatic area air weapons control and warning system for detecting, identifying, tracking,
and providing interceptor-weapon direction against air-breathing threats to the United States ad
Canada.

425L - NORAD COMBAT OPERATIONS CENTER
A system which collects, processes, and displays date to assist the Commander in Chief, North
American Air Defense Command (NORAD) in commanding and controlling his forces.

431L - TRAFFIC CONTROL AND LANDING SYSTEMS
A program to satisfy Air Force traffic control requirements by working with the Federal Aviation
Agency (FAA) and development of equipment peculiar to Air Force needs.

433L - WEATHER OBSERVATION AND FORECASTING SYSTEM
A global semi-automatic electronic system for observing, forecasting, and handling weather in-
formation. It is being developed in conjunction with FAA and the U.S. Weather Bureau.

438L - INTELLIGENCE DATA-HANDLING SYSTEM
A system for high-speed processing of worldwide intelilgence data.

465L- STRATEGIC AIR COMMAND AND CONTROL SYSTEM
A system which collects, processes, and displays data to assist the Commander in Chief,
Strategic Air Commani (SAC) in commanding and controlling his forces.

466L - ELECTROMAGNETIC INTELLIGENCE SYSTEM
A worldwide system for collecting intelligence by electromagnetic means and processing for
transmission to users.

473L - AIR FORCE CONTROL SYSTEM
A data processing and display system to assist Headquarters USAF in making command decision.

474L - BALLISTIC MISSILE EARLY WARNING SYSTEM
A system to provide early warning of a mass ICBM attack on the North American Continent from
the north.

480L - AIR COMMUNICATIONS SYSTEM
A system to assure inter- and intra-system communications services to support global Air Force
operations.

496L - SPACE TRACK
A system for detecting, tracking, identifying, and cataloging orbiting objects.

In addition to the above L-systems, all of which are developed under the
ARDC's Command and Control Development Division at Hanscom Field, Bedford
Mass., the Winter Study Group considered the following, which are under the
management of ARDC's Ballistic Missile Division, Inglewood, California.

117L - MIDAS, satellite system for detecting and giving an alarm on infra-red
emanations from the exhaust of launched missiles, and SAMOS, satellite
system for gathering photographic and electromagnetic intelligence data.

470L - Communication Satellite System with a requirement for a 24-hour global
capability hasn't yet been approved as to mission, system description,
or operational concept. C
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organization and only loosely coupled to the rapidly changing weapons systems.

They should provide continuity and stability to the command organizations and

assist it in adapting to the changing environment in which it should operate.

Command systems are relatively less costly than control and sensor

systems and are less sensitive to technological changes.

The Winter Study Group emphasizes the following concepts for

application to command systems:

The military is responsible for exercising command; this function

should not be delegated inadvertently to engineers or machines.

Operational command is a single, continuing management problem.

Whereas forces and functions phase in and out year by year, the command

function must grow continuously under direction of the command.

Operational command must be adaptable to uncertainties in threat,

policy and technology. It must respond to these major contingencies in

weeks and months, not years.

Within a command, there is a severe need for effective communi-

cating among intelligence, operations, material, and plans functions as

they relate to the total operational command role.

The need for improved communication and information handling to

strengthen operational command is predominantly for pre-combat capa-

bility. This is the essence of the forces-in-being concept. Peacetime

operational command generates and exercises the simpler plans and

procedures that are required for combat.

Commands must develop a stronger linguistic framework as an aid

to rapid, succinct consideration of their problems and capability and

coordination of these with higher and adjacent commands.
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Communications and coordination between commands and with JCS

command must be expanded to include more joint planning and exercising

during the pre-combat phase.

In order to strengthen operational command, three approaches must be

pursued together:

(a) An increasing use of automated communications, data processing and

display can help. This capability is required primarily in peacetime; it should

be provided early and in gradual steps as increments become available. Present

plans for command L-systems are often too long-range and too ambitious.

(b) The commands require much more on-going technical assistance not

only to aid them with appropriate automation but equally to strengthen the

analysis, planning, exercising and evaluation which are needed as more complex

systems become part of the force structure.

(c) Finally, the lines of operational command must be clarified and

strengthened, a stronger service-independent JCS command center must be

evolved, and guiding operational concepts and standards for all command

centers must be developed.

The following principles should be observed in applying automation to

command headquarters:

(a) Each command should apply automated commuications and data-

processing in modest, successive phases so that capability and understanding

can be built on previous command experience. Initial use of automated capa-

bility in any phase should leave considerable spare capacity for growth and change.

(b) During all phases of adding automation, a commander's or "capping"

system is required which acts as a "staff" cutting across the organizational lines

of operations, intelligence, materiel and plans wherever these functions

support operational command. This planned growth of automation in a command
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should be directed toward the building up of a data-base or command model. The
data base would be stored in the command's computing machines and would repre-
sent all the data, procedures, plans, and experience pertinent to the operational
command function.

(c) The command organization should participate in the design of auto-
mated procedures and models as part of their command job. Many steps could
be taken today with available techniques to Increase this participation; require-
ments for command L-systems have not. included this capability.

(d) Design of command systems should include capabilities for the
discussion and evaluation of performance and the development of a command
language. Presently planned L-systems usually include a greatly improved
capability for performing known tasks, not a capability for considering how
important tasks are and ,ow well they are being performed.

(e) One of the major factors which caused delay of the L-system program
and then the establishment of the Winter Study Group was a stated need for
more "integration" between the L-systems. It is important to distinguish
between functional and technical integration. In the latter, the emphasis is on
such needs as use of standard equipments and programming languages, or
sharing of a single facility for several tasks (such as common communication
systems for several users). In the case of functional integration, the stress is
on clear and effective and realistic allocation of roles to commands, close
coordination within commands and between commands in planning and support,
and effective higher command of subordinate commands.

Adequate functional integration at this time is much more important than
technical integration. A strong requirement for early technical integration is
technically both infeasible and undesirable; undue cmphasis on technical inte-
gration threatens early needed strengthening of operational command capability
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at individual commands. Stronger functional Integration will gradually result

only as individual commmds and ,JCS command are strengthened under the broad

guidance of overall functional and technical plans.

Control and Sensor Systems

The cost, complexity and lead times of control and sensor systems are

highly sensitive to strategic and tactical doctrines, operational parameters

(response time, mobility, survivability) and to vehicle and sensing element

characteristics. Compared to comminnd systems, their cost is relatively

high. They are more dependent on the state of the art. They are not normally

evolutionary in nature and have little post-operational grow.th.

The design and implementation of these systems should apply the

following concepts:

System analysis based on a foundation of broader mission and

command analysis must be performed to bridge the gap between broad

goals and detailed design and implementation. This system analysis

must include adequate time/cost/effectiveness studies and must be a

part of on-going technical assistance to using commands in planning,

exercising, and evaluating.

Research and development programs ith long-range goals which

are tied to a broad base of strategic objectives are needed. These

programs should have as an objective the development of component

subsystems applicable to a mobilization base which can be used to

assemble systems in accord with the strategic objectives of the time.

This approach offers the only hope of reducing lead time and slowing the

obsolescence of systems rieceded for changing strategic situations.

Alternative approaches must noL be ruled out on the basis that they do

not fit today's strategic objectives.
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Directed assignment of a control or sensor system to a single

operational command should be made as soon as possible for any system

which is necessary to the operational command function and which will be

used by more than one command.

On-going, operationally oriented studies must be performed to

formulate and determine: (a) strategic and tactical doctrines and situa-

tions under which these classes of systems will be used: (b) realistic

reliability and survivability requirements which distinguish between

peacetime and wartime needs and allow for the peacetime exercising of

these systems under both of these conditions.

Adequate functional integration of control and sensor systems within

a command and between commands must be emphasized even more than

technical integration. This emphasis must be placed in three areas:

(a) Development of a communication language of increasing abstraction

from the sensing elements themselves back to the command is neces-

sary in order that data from many systems can be processed and

correlated at the command.

(b) Communications from a command to its sensing elements must be

provided which are able to implement a method to dynamically control

the operation of the sensors from the command in accord with the

existing operational situation. Resources must be capable of rapid

commitment to test hypotheses and to obtain more information on a

particular situation seen at the command headquarters. This is

especially true in the intelligence area.

(c) The design and implementation of the sensing vehicles, such as

satellites and ground-based data gatherers, and their associated com-

munications systems, ,nust be done in a context which considers
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the functional integration of these elements with the data processing

facilities and procedures of a command which is to use the data

from these systems.

General Conclusion

The Winter Study Group believes that automated command and control

systems can contribute in a major way to the effectiveness of the military.

To avoid the pitfalls of a compartmentalized approach, the group believes

that a central agency, technically skilled and operationally oriented, is

required to aid the USAF in the planning, design and implementation of

these systems on a continuing basis. This group must be guided by USAF

command and staff people and must have day-to-day access. to the opera-

tions they seek to improve. The Winter Study Group believes that only in

this way can a sound comprehensive plan for the L-systems be formulated.
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MANAGE MENT RECOMMENDATIONS

The Winter Study Group w.ns : ked to examiuo the proposed and planned

L-systems to determine whether they were realistic and technically sound. In

the course of this examination and in their reports, the panels commented on

various aspects of the management of the current L-systems and made sugges-

tions about what should or could be done in the future to improve the process of

generating and managing command and control systems. In the main, the panels

found that the L-systems were being managed separately and that taken together,

there did not appear to be a consistent set of operational objectives, agreed

upon strategic and tactical plans, or a set of standards and general plans for

the orderly introduction of command and control systems into command. The

following, then, is a management concept consistent with these observations

which appear throughout the Winter Study Report:

(a) Concentrate the responsibility and authority for making command and

control system engineering decisions at an appropriate geographical location,

and staff that complex with the appropriate mix, quality, and number of experts

in operations, cost, equipment, systems production, and installation.

(1) Those parts of the operational commands' headquarters staff

at the complex (SAC, TAC, NORAD, ADC, Hq. USAF, theater commands)

that are concerned with design of the future command and control systems

for the commands should have the confidence of and be attached to the

highest level of the commands.

(2) Hq. USAF should use the information generated by the organ-

ization at the complex to supplement its own work on command and

control matters.
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(3) The concentration of this authority and responsibility should be

gradual, geared to the build-up of capability of the complex.

(4) The command and control decision-making process should be

focused around the decision to buy operational systems for the commands.

(5) The level of competence at the complex should be great enough

to maintain the confidence and respect of this military, industrial, and

scientific community.

(6) This group should be responsible for establishing concepts, con-

figuration, and program control to minimize duplication and to insure a

single, compatible, aerospace control environment for all command and

control systems, including those closely associated with weapon or

sensor systems.

(b) They should establish at the complex a central planning activity

that will treat the whole command and control problem in its operational

equipment, time, and cost context to develop the concepts that will guide

the decision-makers.

(1) The planning activity must cover the objectives, expected

performance schedules, and costs of the total force structure, or at

least the USAF force structure, and develop a methodology for estimating

performance, schedules, and costs of proposed systems.

(2) It must develop methods for integrating weapon systems

and command and control systems.

(3) It must understand the objectives of the individual commands and

develop measures of the effectiveness and cost of the systems and com-

mands need.
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f (4) It must establish the general principles (policies and standards)

concerned with the development of command and control system compo-

nents (people, displays, computer programs, communications, etc.)

(5) It must develop the guidance for concepts which guide the design,

development, and implementation of command and control facilities.

(c) Establish a development activity for command and control systems

that will be a focus for the development of command and control operational

techniques, equipment standards, maintenance procedures, etc.

(1) The development people should be competent in the fields of

specialty required in the command and control system area - operations,

human factors, computers, and computer programming, communications,

displays and sensor equipment This competence should be great enough

to command the respect of industrial technical personnel.

(2) Enough of the actual operational experiments, component tests,

etc., should be done at this activity to maintain the competence of its

personnel and to establish it as the leader in the field.

(3) Operational experiments performed at other places must

receive their technical direction from the complex when the technical

competence eventu,1lly exists. Operational experiments that are incre-

mental changes to present operational command capability should be

distinguished from those that result from major changes in conmmand

force, or sensor structure, or command organizational changes.

Incremental changes should be guided by the operating elements of the

command which needs it, acting through the complex. Major changes

and those incremental changes requiring Hq. USAF approval should be

guided by the planning elements of the command or Hq. USAF.

C
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(4) The development activity should be responsible for guiding the

development of a generally useful line of components, i. e., computers,

communications, sensors, programming techniques, etc., for command

and control systems. This development should not all be directly related

to particular L-systems. A substantial portion of this work should be

funded separately from system contracts.

(d) The operating command (or Hq. USAF) is a customer for command

and control systems. It is also one of the principal system designers. The

operational commander is responsible for the design of command and control

systems in the same sense that he is responsible for the design of his organi-

zation. The operating command should be provided consultant help on the cost/

time/effectiveness of alternative systems, in estimating and stating require-

ments, and in performing operational experiments, etc.

(1) The system which a commander uses to command and control

his force is an organization of people, computer files, communication

gear, rules of information flow, etc. The L-systems are pieces of this

system and should not be considered outside its framework by the

managers or technical directors of the program. Thus the equipment

should not be thought of as separate from the command organization.

(2) The operational commander must consider the design of the

command and control systems he uses four or five years in the future

in its proper environment, as determined by the command organization,

the weapons available, and the threat. IHe should not confuse today's

problems with tomorrow's. Ile should separate these things both in his

thinking and in the way he organizes his staff.

(3) Predictions of requirements for command and control systems

will be continually modified due to changes in threat, force structure,
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organization, etc. The management organization for the L-systems

must treat this as the norm rather than as an exception to the norm.

(4) The commands should receive consulting help from a compe-

tent sustaining staff on current operational systems as well as future

systems. This help should consider the operations/technical/time/cost

problems of the command, and the phasing between the present system

and the future systems should be coordinated within the complex.

Mission evaluation and test criteria should be started early to act as

guide-lines for the system design.

(5) Exercising and training requirements should be planned along

with the system.

(e) Plans that cover the need, objective, general system design, and

employment of a command and control system and that are based on the proper

cost/time/effectiveness studies and experiments should be produced before

contracts are let and should be used as the basis of the work statements for

the contractors.

(1) The preparation of these plans requires a system design based on

the proper level of functional analysis, a schedule estimate based upon

requirements, and an analysis and determination of the system's cost.

An appropriate methodology must be established for performing all

these tasks.

(2) The preparation of these plans may require various study

contracts, experimental investigation, etc.

(3) Standards and general policies should be developed as guide-

lines for the preparation of these plans.

(4) The preparation of these plans should include the proper

participation of the operational, logistics, and development personnel.
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HIGHLIGHTS - RESEARCH AND DEVELOPMENT OBJECTIVES
1. SENSING EQUIPMENT

Care must be taken to insure that the level of current activity Is, and will remain, appropriate to the Increased
demands made on sensing equipment by the changing nature of the threat - from air-breathing to missile and
satellite weapons. Increased activity would appear to be in order in the following areas:
* Electromagnetic Propagation
* Electromagnetic Target Characteristics
* Radar Transmitters, Modulators and Tubes
* Radar Antennas
* Radar ECM Vulnerability Reduction
* Advanced Radar Concepts

Optical Sensors
* Vehicle Stabilization

2. COMMUNICATIONS
While considerable work in this field is currently in progress, additional effort should be made in the following
areas:
* Reduction of delays incurred through intrusion of the human element into communication network.
* Survivable low-volume supplementary systems that are reasonably invulnerable to cold-war harassment and

thermonuclear attack.* Flexible, economical circuit and message switching apparatus.
C Methods to protect message security in networks that carry both high-security and anclassified traffic.
C Techniques for policing and control of communication priority.
* Standards for communication apparatus that will permit a network to become operational without inhibiting

application of advances in the state of the art.
2. COMPUTING

The star ; of the art in computers is advancing so rapidly that additional emphasis Is needed to insure:
* Achievement of modularity and the flexible interconnecting devices so that additional computr capacity can

be built into existing L-systems.
* Machine organizations to permit discovery and use of complex data relationships.
* A theory to relate machine characteristics to data processing requirements.

4. DATA PROCESSING
The area of processing procedures is virtually unexplored. A high level of research and development effort
must be started and continued in:

Higher-order programming language.
Utility support programs,

a Tools for progrnm testing.
* Methods of understanding and communicating program organization.
• Procedures for automatic indexing, file interrogation, and Information correlation.
C Operational translator programs.
* Techniques for modeling and simulation of subsystems and complete systems.

Application of modeling and simulation to design analysis, program testing, and system testing and ewaltlao.
Use of linear programming, dynamic programming, game theory, general decision theory, and Monte Carlo method
for war gaming allocation of resources, etc.

• Role and relationships between men and computer propam complex, and
* The effect of a highly automated data-processing environment on human organization sad decision making.

5. HUMAN FACTORS AND DISPLAY
Little emphasis has been given to human factors in large, highly automated command, control, and snsor systems.
A considerable effort should be given to research and development in the following human factor areas:
• Effect of change on total performance.
C Human communication in networks,
a Human Intervention.
C Level of data abstractions.
• User participation in the design and implementation of automatic data-processing procedures.
• Effect of stress.

6. COMMAND, SYSTEMS
Accelerated research and development is required in command systems in four major areas:
• Basic work to develop the theoretical foundations of information processing.
C Development of standards for tying together of components and modularity in design so that command systems

can be expanded and improved without disrupting operatiuns.
• Methods of conducting operational experiments in an operational environment.

Development of a command center technology. S
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RESEARCH AND DEVELOPMENT OBJECTIVES

NSING EQUIPMENT

At present, the numerous facets of the sensing equipment field seem to

be receiving the majority of the funds expended by USAF for L-system com-

ponent research and development. The Winter Study Group believes, however,

that the following aspects should be re-examined by USAF to insure that the

level of current activity Is, and will remain, appropriate to the increased

demands being made on sensors as a result of the rapidly changing nature of

the threat--i.e., from air-breathing to missile-satellite weapons.

(a) El~ctromarteticPropagation: In relation to radar surveilla'ce and

tracking, a continuing reqtire.,cint exists for information on the effect, over

a wide range of frequencies, of aurora, Faraday rotation, galactic noise,

atmospheric fluctuations, nuclear detonations, and artificial ionization.

(b) Electromagnetic Target Characteristics: Although large amounts of

money are being spent for air-target reflection studies, some additional de-

velopment may be needed In polarization matrices for target discrimination,

interaction of electromagnetic energy with plasma, relative contribution of

vehicle areas to target reflectivity, and bistatic reflection of widely separated

frequencies. More data is needed over the whole range of the electromagnetic

spectrum on the specific radiation and reflection characteristics of nose cone

and booster plumes.

(c) Radar Transmitters, Modulators, and Tubes@ Notable developments

in these components are presently in progress, but achievement of the high

C
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powers and large bandwidths that are necessary characteristics of modern

radars remains difficult. The efficient coupling of rf structures is not

readily obtained; increased attenuation of spurious signals fs needed to re-

duce interference. The generation of high power at millimeter wavelengths i

a complex problem. Consequently, research and development programs

should be encouraged to provide new and more reliable techniques for over-

coining these problems.

(d) Radar Antennas: Because of the potential advantages offered by

phased arrays with respect to rapid scanning, control of beam, and power-

handling ability, further effort should be devoted to 1) understanding theoreti-

cal properties of such arrays, 2) developing more stable components, 3)

designing automatic controls for beam positioning and scanning, and 4) opera-

tional testing of representative prototypes. Also, considerably greater em-

phasis is needed on research and development programs for antennas that

can better withstand the effects of nuclear blasts.

(e) Radar ECM Vulnerability Reduction: Despite the recent advances in

this area, which offers grounds for increasing optimism over the perform-

ance of surveillance radars in the face of ECM, a continuing research and

development program will be needed if USAF is to maintain the dynamic anti-

jamming capability necessary to anticipate extensions in the countermeasures

art.

(f) Advanced Radar Concepts: Advanced radar concepts should continue

to receive vigorous research and development support. Before undertaking

costly programs, however, unconventional radar techniques that impose

severe requirements on the basic components or on data-processing methods

should be carefully analyzed to determine their technical feasibility and oper-

ational utility.
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(g) Optical Sensors: Susceptibility oi, opLicilI systems to resolution

deterioration because'of thermal and mechanical effects presently places a
significant limitation on optical and infra-red sensdra. A research and de-
velopment program to overcome these difficulties is recommended.

(h) Vehicle Stabilization Vehicle-borne sensors are sensitive to the
stabilization of the vehicle, and positional accuracy of targets is dependent
upon this stability. In spite of recent advances, deficiencies in satellite sta-
bilization still impose serious limitations on the sensors being carried. An
accelerated program Is needed to develop and test reliable techniques for
precisely stabilizing the attitude of orbiting satellites.

COMMUNICATIONS

Considerable research and development work in the field of communi-
cations for L-systems te already in process. The Winter Study Group con-
siders, however, that some additional effort should be expended to obtain as
soon as possible:

(a) devices for reducing existing "non-electrical" communication times,
e.g., the delays in the flow of' a message from human originator
to electrical transmitter, electrical receiver to electrical trans-
mitter when humans are involved in message relaying, and elec-
trical receiver to intended human user of the message;

(b) survivable facilities for low-volume supplementary communication
between command posts (fixed, mobile, and airborne) and between
command posts and weapon facilities that are reasonably invulner-
able to intensive harassment during a cold war and to thermo-
nuclear attack,
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(c) flexible, economical circuit and message-switching apparatus that

can handle a high volume of digital and analog data, operate with

a variety of message formats, and recognize transmission errors;

(d) non-time-consuming methods to obtain message security, even with

switching errors, in a common-user communication network that

carries both high-security and unclassified traffic;

(e) techniques to permit effective policing and control, by appropriate

authority, of communication priority;

(f) standards for communication apparatus that will allow the imple-

mentation of a common-user network, but at the same time not

inhibit the application of advances in the state of the art to that

network.

COMPUTING

The equipment now available or planned for the near future in the field

of data processing is numerous and well advanced. Over the next five years,

normal improvements in the state of the art for computers will probably re-

sult in machines 100 times faster than those available today. Consequently,

the Winter Study Group is of the opinion that additional emphasis in the area

of computer equipment is required to develop only:

(a) modularity and the flexible interconnecting devices to allow the

necessary addition of computing capacity to L-systems without

reducing the usefulness of previously devised computer programs

and operating procedures,

(b) specific machine organizations to permit the use of processes that

search for patterns to determine the existence of complex rela-

tionships in the data, and
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(c) a theory to relate machine characteristics to data processing re-

quirements to facilitate the selection of command and controlsys-

tem equipment.

DATA PROCESSTNa

The associated area of processing procedures, unlike computing equip-

ment, Is virtually unexplored. To meet the minimum needs for command,
control, and sensor systems during the next ten years, a great amount of
research and development effort must be started immediately and continued

in:

(a) higher-order programming languages,

(b) utility support programs,

(c) tools for program testing,

(d) methods of understanding and communicating program organization,

(e) procedures for automatic indexing, file interrogation, and, informa-

tion correlation,

(f) operational translator programs,

(g) techniques for modeling and simulation of subsystems and complete

systems,

(h) application of modeling and simulation to design analysis, program

testing, and system testing and evaluation,

(I) use of linear programming, dynamic programming, game theory,.

general decision theory, and Monte Carlo methods for war gaming,
allocation of resources, etc.,

(J) role and relationships between men and computer program complex, and
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(k) the effect of a highly automated data-processing environment on

human organization and decision making.

HUMAN FACTORS AND DISPLAY

Present research and development programs appear to give little em-

phasis to the increasing need for basic information on the performance of

humans in teams within large, highly automated command, control, and

sensor systems as opposed to the performance of an operator of a piece

of equipment. Accordingly, it is the opinion of the Winter Study Group that

a considerable effort should be applied to the following human factor areas

without delay.

(a'. Effect of Change on Total Performance: The sudden introduction of

large quantities of equipment, highly automated procedures, etc., (i.e., the

introduction of a new data-processing system) is known to reduce operating

effectiveness of an existing organization for an appreciable time. On the

other hand, it is also contended that a continuing series of much smaller

changes to equipment and procedures may cause as great or greater deteri-

oration in total performance than a single large change. Some experimental

literature is now available concerning the effects of large and small changes

in industrial organizations; much further work is needed in this general area

to determine the consequence of various kinds of change on command, con-

trol, and sensor systems and to develop the training and other techniques

necessary to reduce the deleterious effects of changing these military systems.

(b) Human Communication in Networks: Experimental and pragmatic

observations of humans in communication networks show that the effectiveness

of communication between humans is greatly affected by the configuration of

the nelork Much more experimental work must be undertaken, however,
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before this effect of network configuration on human communication can be

properly related to the design of large command, control, and sensor sys-

tems.

(c) Human Intervention: Human operators handle messages before

electrical transmission and following electricai reception. Human operators

establish the priority rules for message transmission and then violate these

rules. Very little is known now but much systematic knowledge is needed of

why and how human operators in large command, control, and sensor sys-

tems influence the flow of communicatiors and of what can be done to retain

the desirable characteristics of these human operators without having them

seriously degrade the planned communication function.

(d) Level of Data Abstraction: Too high a level of abstraction of data

may cause a human in a system to misunderstand or doubt the validity of

the information being presented. An example is when a human reacts nega-

tively to a conclusion simply because he does not feel he knows the evidence

upon which the conclusion was based On the other hand, too low a level of

abstraction of data leaves to the human in a system the often impossible

task of analyzing, classifying, and filtering the data to extract the required

information. Research and devetopment programs leading to principles gov-

erning the proper level of abstraction and to techniques for filtering, coding,

and classifying data are urgertly needed.

(e) User Participation in the Design and Implementation of Automatic

Data Processing Procedures: There is a continuum of ways for users

to participate in the design. and implementation of the data-processing as-

pects of command systems. At one extreme, user personnel might be se-

lected and trained to undertake the entire task. For example, some person-

nel would be selected so that they will be trainable as computer program-

mers, and then trained so they are computer programmers. This course of
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action would require research into how to select and how to train computer

programmers. At the other end of the spectrum computers and utility pro-

grams might be designed so that a system operator could talk to a computer

in English and thereby instruct the computer to perform the required work.

In between, intermediate languages could be developed, and used by com-

mand personnel, or command personnel could be trained to specify at some

language level their requirements so that a professional programmer could

code the program. Which option to choose in this spectrum is not clear.

Both the selection of an option and the implementation of that option would

seem to require considerable research and development.

(f) Effect of Stress: It has been recognized for years that the ineffec-

tiveness of a human is a U-shaped function of environmental stress. A little

stress is a good thing; too much stress causes deterioration and disruption

of effective human behavior. In the centers of the hardened and isolated com-

mand, control, and sensor systems of the immediate future, all that the

human operator will know of the "real world" will be highly unreal. The raw

data of reality will have been sensed, filtered, and processed by means the

operator cannot fully understand. Everything the operator receives from the

outside world can be simulated and not be a "real world" event at all. In

undergoing training, the operator could be made to think that he is fighting

a total war and then suddenly find out he was only shadow-boxing in prepa-

ration for such a war. The operator's uncertainty as to what the real-world

situation actually is will be increased continually as he is trained. His

hunger for real-world data and his suspiciousness of the credibility of the

data flowing within the system may give a new, completely unanticipated

dimension to the effect of stress on human behavior. A thorough investiga-

tion into these phenomena is strongly recommended.
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RESEARCH AND DEVELOPMENT FOR COMMAND SYSTEMS

Finally, we consider some of the elements of the research and devel-

opment program that must be undertaken to improve future command sys-,

tems.

Perhaps the most important factor to be recognized in this regard is

that our present capabilities to build hardware components for use in systems

is well beyond our knowledge of how to assemble these components into ef-

ficient systems. While over the past few years we have learned something

about computers, displays, and automatic communications as separate devices,

we must obtain an increased understanding of basic information processing

before we can either handle the interactions between these elements or com-

pose these elements into fully effective command systems.

For example, in the design of a command system there is a critical,

but largely unexploited, tradeoff between computer capability at central loca-

tions and computer communication capabilities between locations. Similarly,

tradeoffs exist between machine hardware and computer programming, and

between the role of men and the role of automation. This lack of knowledge

with respect to information processing exists because the field is extremely

new, cuts across classical engineering specialties, and has not developed

top-level experienced specialists. Consequently, the first essential element

in a research and development program for command systems is basic work

to develop the theoretical foundations of information processing.

The second major requirement in a research and development program

in connection with command systems is in the equipment area. Increased so-

phistication in components (communications, displays, computers) is not the

urgent need; what is required is the development of standards for tying such

components together, and modularity in design so that the capabilities in
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command systems can be expanded and improved without disrupting opera-

tions. This latter development should then result in families of expandable

computers, display devices, Input devices, and communication devices such

that the information processing centers of future command systems can be

designed by using individual items of equipment from these families which

can be easily integrated into a system.

The third important element in a research and development program

for command systems is the conducting of operational experiments in an

operational environment Such experiments should seek methods of using auto-

matic information processing to solve specific operational problems, but

these experiments should not be directed merely to the development of pro-

totype systems for particular commands. More important, in every case

these experiments should attempt to develop and improve automatic tech:-

niques that can be used in various fashions by many commands. For example,

one capability particularly needed for some command systems is the devel-

opment of a strategic attack language so that detailed war plans can be gen-

erated by computer programs that are given only very general inputs on the

nature of enemy defenses, possible attack strategies, and the tactics to be

used by both sides With such a comprehensive language, it would then be

possible to generate and evaluate many alternative strategies within a short

time. An experiment to develop such a language (which could be used by

the military) might be undertaken at SAC, but any such a language would be

extremely useful to JCS, Hq. USAF, and other unified commands which have

a strategic attack mission.

The fourth element that should be sought in research and development

programs related to command systems is the development of a command

center technolo. How do command centers operate? What is the proper

role for men and machines? How can operational personnel properly direct
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automatic portions of the system? How do command center. grow in a command
environment? How can large data bases, be created and manipulated so that
the data bass can be controlled and exercised by many operational personae)?
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THE HANSCOM COMPLEX

The "Hanscom Complex" includes such electronic system management
organizations as ARDC 's Air Force Command and Control Development Division

(AFCCDD), AMC's Electronic Systems Center (ESC), ADC's Command and

Control Defense Systems Office (CCDSO), other Air Force operator-user

command systems pffices, and the System Program Offices (SPOs).

THE HANSCOM COMPLEX also includes the Air Force Research Division's

Cambridge Research Laboratories which conducts and sponsors basic studies in

electronics and geophysics. Massachusetts Institute of Technology's Lincoln

Laboratory, with its specialized scientific competence, and The MITRE

Corporation with its scientific advisory staff, are members of the complev. In

addition, the Rome Air Development Center (RADC), although located at Rome,

New York, outside the physical confines of THE COMPLEX, is considered

conceptually a part of it.

O
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