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PREFACE

SRR 'I'his report is the final report of the Winter Study Group. :-
It ‘includes the overall conclusions and recommendations of the
Winter Study Group as well as a reeapitulation of the studies made
.~ by the Specialty Panels. Other'reports of the Winter Study' Group
H»e.re .as follows. ‘ ' o
"WSR—l thru -h Winter E.’,tudar Group Status Reports
'WSR-5 NORAD COC Study Final Report
| WSR-6 List of Winter Study Reports (out of print)
' WSR-T' Winter Study. Group Finsl Report =
.. WSR-8. ,‘System Panel Final Report
P WSR-9. .j‘{Specia,l Studies ‘Panel Final Report
| WSR-10 Data Processing Panel Final Report
- ._WSR 11 ‘Sensing Equipment Pa.nel Fina.l Report
'WSR-12 Threat Panel Final Report |
"WSR-13 «People Panel Final Report -
- _WSR-lh- Display Panel Final Report |
. WSR-15 .Communications Panel Final - Report
- WSR-16_ . Cost. Panel Final Report
| WSR-17 ' Vulnerability Panel Final Report
jwsa-lel Design Methodology Panel Final Report
- WBR-19. 'Ad Hoe Studies Fina_.i Report
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1. IN‘IZRODUUTION AND BACKGROUND

The composition of the Winter Stud;;r Group, present and planned
USAF command, control, and sensor systems, and the approach taken
“by the grou‘p_‘ are described in the following_ sections.

1.1 Composition of Winter Study Group

On 13 October 1959, Lt. Gen. Schriever of ARDC met with
‘Maj. Gen. McCormack (Ret.) of M.I.T., Maj. Gen. Bergquist of AFCCDD,
Dr. Overhage of Lincoln Laboratory, and Mr. Halligan of the Mitre - ’
" Corporation at Mitchell Field to discuss the planning which the USA.F“
had been doing on command and. control systems. Gen. Schriever pro-
posed that further studies were needed as a result of (1) the pro-
posed ARDC reorganization which was designed to streamliné the man-
agement of the ARDC, stressing the concept of concurrency, and (2)
the need to place the USAF L-systems in a realistic time-frame in
+view of the present and future state of the art and the need to
evaluate these systems on an inter- and intra-system basis.

- At subsequent meetings on 5 and 12 November between rep-
resentatives of USAF, ARDC, AFCCDD, Mitre, Lincoln, end SDC, it
was decided to have the Mitre Corporation host, under the auspices
of AFCCDD, a technical group composed of individuals from these and
other scientific and military organizations.® This group would be
called the Winter Study Group. Its primary emphasis would be to

resolve the problems discussed in (2) above.

On 30 November 1959, . another meeting was held with the rep-
resentative organizations. At this meeting the basic organization
of the Winter Study Group was established. An operations staff was
organized which consisted of the senior representatives of each.of.
the participating organizations. This staff was intended to guide
the detailed operation of the Winter Study Group and to act as the
contact point for each of these organizations. On 22 December 1959,
the operations staff met at Hq. ARDC. The final agreements for the
Winter Study Group were established and nominsations for membership
on the various panels of it were started.

- At the same time, discussions were belug held between Hci.
ARDC and Hq. USAF on the need for and a designation of a senior
scientific’ guidance group which would represent the Secretary of

* The final composition of the Winter Study Group included indivi-

. duals from the following oragnizations: ARDC, AMC, ADC, SAC,
Intelligence Community, TAC; Lincoln, RAND, SDC, STL, Mitre; IBM,
Itek, Stromberg-Carlson, General Atronics, IT&T, AT&T, and BTL.

a;@ig&?ﬁﬁﬁ?

==




2 .

WSR-T7

the Air Force in giving the necessary technical guidance to the-
Winter Study Group. . Dr. A. G. Hill, M.I.T., was requested by the
Secretary of the Air Force to act as Chairman -of this Scientific
Guidance Group,  the charter for whléﬁ\‘as _expressed by the Secre-
tary of the Air Forcé, reads as. follows: "I would like the Com-
mittee to guide the work of a full time study group which has
been organized to examine crltlcally and. obJectlvely from a tech-
nical point of view, the entire complex of" ex1st1ng and planned
Air Force command and control systems. ThlS includes an examina-
tion for technical realism of the needs and- obgectlves of the
individual Air Force elements as well as a- study of the problems
assoclated with integrating the various systems % At its initial
meeting the Scientific Guidance Group recognlzed that the Winter
Study would need the help of certain people’from industrial or-
ganizations who could make unique contributions because of their
background and dlrected that 1nv1tat10ns be extended to these
people

The Winter Study Group_had its fifst meeting during the
week of 11 January 1960. On 18 January 1960, members of all of the
panels met with the heads of their panels. On 5 February 1960, the

~ first meeting betweern. the Winter Study Group members and the Scien-

tific Guidance Group was held. During this first meeting, the
Winter Study Group proposed its method of operation, organization,

~activities, and schedule. Subsequently, Mr. Gordon N. Thayer,

Vice. President of AT&T, was requested to become Director of the

~ Winter Study Group. 'Mr. Thayer has since devoted full time to di-

recting the activities of the ‘Winter Study Group, which met at

Mitre's Bedford, Massachusetts, facilities  from January to July
1960. This report is the final report of the group to the USAF.

The chart on the next page shows the organlzatlon and man-
ning of the Winter Study Group. o , ‘ f

1.2 The USAF Planned'L-Systems

Revolutlonary advances in the destructlve power and in the
speed and range of delivery of weapons have greatly changed the con-
cept of general war. No longer is it possible-to generate plans
and to build up and exercise forces over a perlod of months or even
days after the start of hostilities. The force for counterlng the
enemy strength must be in being, fully exercigsed and ready to go in

" minutes, but under rigid control to avoid the possibility ‘of -acci-

dent. The requirement for rigid control and high sgee has resulted

in military commenders'requesting centralized co ntrol, and
sensor systems that can collect, process, and did; v 1nformatlon _

faster than pecple can functlon Corse - 5
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Proposals and plans have thus been made for a number of
command, control, and sensor systems, the numbered L-systems in the
USAF, calling for the most advanced technology in computers, dis-
plays, data processing, communications, and sensors. In general,
these proposed systems have been planned to f£ill functional jobs,
such as intelligence, warning, operations, and logistics, that ex-~
ist in a given command. However, when the total command and con-
trol job is studied, with the ties and overlaps between functional

. jobs, the planning appears deficient, but the need for some of the
systems and facilities within systems can be determined. In par-
ticular, it appears that the approach to planning taken heretofore
has led to proposals and designs that, if implemented, (1) might
create barriers between parts of a command and between commands,
(2) will not balance requirements and cost, and (3) may not tie
together for a command and between commands.

The Winter -Study Group, as a point of departure for its
studies and as background information, reviewed the proposals and
plans for eighteen of the L-systems now under consideration in the
USAF. Descriptions of each of these L-systems are presented in
Addendum A. to this report and in WSR-18, and the appendixes to
this report. These eighteen systems have been divided into the
following categories for study purposes:

Command
4651, SAC Control System

473L, Hq. USAF Command System ‘
h25h, NORAD Combat Operations Center System

Intelllgence

438L, Intelligence Data-Handling System

L66L, ELINT=COMINT (ELCO) System

117L, SAMOS, satellite system for gathering photo-
graphic and electromagnetic intelligence data

Warning

117L, MIDAS, satellite system for detecting infra-red
emanations from the exhaust of launched missiles
and for giving alarm of such launchings

L74L, Ballistic Missile Early-Warning System (BMEWS)

496L, Space Track System for detecting,and cataloging ;
space vehicles

413L, Distant Early-Warning (DEW) Line

NELASIIRED ]




Control

hl6L, Continental Aircraft Control and Werning System,.
including the SAGE System

4121, Theater Air-Weapon Control System

4131, Traffic Control a.nd. Landing Project (TRACALS)

Suggort

LBOL, USAF Global Communications Management Project -
433L; Weather Data-Gathering and Forecasting System
470L, Communication Satellite System -

423L, Communications Logistics Net (COMLOGNET) for AMC

The following are not designatedlas L—sysfems but were -
reviewed to sdme’extent by the Sensor and Commmicatious Panels.

OSR-62, Atomic Sirike Recording System (AS‘I!REC)
OSR-290, Bomb Alarm System

The costs of the above systems have been analyzed by the

_ Cost Panel in order to forecast their effect on the USAF budget.
The system configurations which were costed were forrnidated by the
Cost Panel after discussions with ZSSPC's, using commands, and Hq.
USAF. These configurations do not necessarily reflect aﬁ:*oial
plans. In sumary, if the present plans for the sbove sysians are
impiemented on schedule, the USAF will require an additional obli--
gational authority of about $la billion from FY 1961 through FY
1965 for research and. development, test and engineering, initial
capital investment, and annual recurring <cst_3 inelvding pevson-
nel pay and allowances in addition to that tu**ontt' required for
command and control functioms. Assuming a static configuration.
for these systems after FY 1965, an increment of about $8 dillion
will be required from FY 1966 through FY 197C for cmnwal recurring
costs, including maintenance. . It is important to ncte that thase
cost figures include only the money to be spent and. do not include
what has already bpen spent on these “systens. The increnental
method of costing Used Tesults in costs which must bhe added to the
current USAF budget for technical facilitiles, personnel, and opera-
tions in the command and control arec. Any sevings accrued by re-
placing existing facilities and personnel with the above uysuemg
have been taken into account in the cost qnaAy%*s. 1is cost analy-
sis is for present plaas oaly; it does nov +v0Lude additlions or ma-
jor modifications to present plans; it does not include local con-
trol systems which are an integral part of weapon systems such as
for the Minuteman; it does not include the 117L MIDAS and SAMOS ve-
hicles; and it does not include anything for future systems other
than those listed above.
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An analy51s of the FY 1961 51tuatlon has indicated that
not all of the present plans for the above systems can be met with-
in budgetary ceilings. About an additional $560 million is needed:
$185 million in P-600 (research, development, test, and evaluation)
funds, $325 million in P-800 (other procurement), and $50 million
in P-200 (missile procurement) would be required in FY 1961 before
current planning schedules can be sald to be realistic from a
funding standp01nt

1.3 The Approach of the Winter Study Group

In developing an approach to the command and control prob-
lem, the Winter Study Group focused on the time from 1960 to 1970.
The chief effort and subsequent output of the group has been in the
development of a way of thinking about the command and control func-
tion as a whole, which would lead to the formulation of broad guid-
ing principles for the subsequent design, development, and imple-
mentation of systems. Little effort has been expended in defining
and clarifying operational missions or in engineering specific sys-
tems; emphasis has been placed on methods, design and implementation
concepts, and state-of-the-art capabilities and limitations, rather
than on engineering recommendetions. The relation of military
strategies and force structures and of military technology and or-
. ganization to requirements for command and control-designvand imple-
mentation has been stressed. In a limited way, the group has ap-
plied its concepts to some of the presently planned L-systems, lead-
ing to the comments on the specific L-systems given in Sectlon 4 of
" this summary.

The formulation of a context in which to study the command
and control problem requires an understanding of the spectrum of
conditions and situations in which these systems will have to oper-.
ate. Two broad frameworks should be considered. First, a functional
framework consisting of: (a) the intelligence function performed by
a community..of agencies including the three services, NSA, CIA, and
others, but not including the warning function; (b) the force-
establishment function performed by the three services and including
long~range planning, budgeting, research and development, procure-
ment, and installation; and (c) the operations and-combat intelli-
gence functions performed by JCS, the service headquarters, some
service commands (e.g., TAC), and the unified and specified commands
and their component service commands. Second, a strategic framework
consisting of a wide spectrum of conditions from peace to all-out
war: peace, cold war, show of force, limited war, general war, arms
control and inspection, and space operations.

e sy i
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. 'The Winter Study Group's effort has been concentrated pri-
' marily on the operations function and on the relation of strategies
~ and force structure to command and control requirements for general .
war. Consideration has been given to the peacetime control problem,
the response and execution functions; survivebility, and the role
of combat intelligence and warning. The group has not considered
the operational relation of limited wer, show of force, arms control
and inspection, and military use of space to command and control re- -
quirements.

, Almoat all of the planned USAF lL-systems are oriented to-
ward the general war problem. Very little up to now hes been done
in plenning for ‘commend and control of wespons in limited war situa-
tions. Also, much has yet to be done in formulating operational
concepts and’ plans for the intelligence community, for support and

~ logistics, for arms control and inspection, for military use of
space, for air defense, end for higher command. .

The Winter Study Group believes that automated command
end control systems can contribute ‘in a major wey to the effectives
ness of the military. To avoid the pitfalls of -a compartmentalized _
approach, the group believes that a central agency, technically
skilled and operationally oriented, should be established to aid
the USAF in the planning, design, and implementation of these sys-
tems on a continuing basis. This group must be guided by USAF com-
~mand and staff people and must have day-to-day access to the opera-
tions they seek to improve. The Winter Study Group believes that -
only in this way can a sound comprehensive plan for the L—systems
be formulated. The Winter Study Group's output has contributed to
~such an effort in the following areas:

(a) The development of concepts:

(1) Concepts and plans for operations in a gen-
eral, or strateglic, war situation; the con-
trol of the force, the role of intelligence
‘and warning. Some aspects of the limited
war problem have been consldered; -

(2) Design and implementation concepts relating
to command and control problems in general;

(3) Design and implementation concepts relating
to control and sensor systems in general;

(b) Management concepts needed for the design, de-
velopment, and implementation of command and
control systems; :

" (c) Conclusicns on the operational and technical de-
sign of the presently planned L-systems. '

T WiELASSITED
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Sections 2 and 3 below summarize the Winter Study Group 's
concepts and mansgement recommendations as they apply to the com-
mand and control problem. The conclusions and recommandations of
the Winter Study Group as they apply to the specific L-systems are
summarized in Section 4. The section is arranged so that for each
L-system area (command, intelligence and warning, control,and com-

, munications) the general concepts which apply to the area and their
effect on command requirements are discussed and are followed by
specific comments on the systems presently being planned to fill the.
needs.

Chapters I through VI comprise the main.body of the report.
Chapters I, II, and III present the Winter Study Group concepts.
Chapter IV summarizes the research and development areas which are
indicated by 8pecialty Panel work to require additional emphasis,
either by reason of foreseen deficiencies or hope of high payoff at
an early date. Chapter V provides a recapitulation of the 8Specialty
‘Panel reports. The current plans for L-systems are described in
some detail in Addendum A to this report. :

: The appendixes to this report contaln the reports of the
System Design Panels, the Specialty Panels, and the work of various
ad hoc groups formed within the Winter Study Group to study specific
problems. These reports in many cases present conflicting views and
divergent opinions. Because of the broad area of investigation with
which the Winter Study Group was confronted and the diversified ap-
proach of the various panels,it wes not desirable to insist that the
comments of the various panels be in consonance with the central con- -
cepts or be consistent with each other. The work as reported in the
appendixes, therefore, does not necessarily represent a coordinated
position of the Winter Study Group but does represent the results of
considerable investigation and analysis of the command and’ control
problem in the context of the various panel areas.




2.. CONCEPTS

The concepts developed by the Winter Study Group for operatlons,;
command systems, and control and sensor systems are. descrlbed in-
the follow1ng ‘sections. ' , ‘

2. l Operatlons

_ The function of command and control systems (1nclud1ng sen-
8s0r systems) is to help the military organlzatlon ‘control the force:
Specifically, it is to. fac1lltate the flow of information into the
"orgenization, w1th1n the organlzatlon, and -from the organizationy, -

to the weapons. Command . and: control is an -old.art; the urgency of
the present, problem comes from the need for. automatlon, which ap-
pears to be: necessary to meet the requlrements 1mposed by the recent
and continuing revolution in military technology The complexity,
variety, destructlveness, and - ‘renge of weapons has 1ncreased drasti- -
cally;whlle the useful lives of weapons and the dec1s1on times re-"
Qulred for thelr operatlon has ‘decreased.. To- solve the problem of .
command and:-control, to evaluate proposed systems, and to formulate
realistic requirements, it is necessary to view the problem in a
context ‘broader than- Just the appllcatlons of automatic communica-
tions and data. proces51ng Besides the technology of communlcatlons,
- computers, displays; etc., we must look at the nature of .the organi- -
zation that will use command and . control systems, the structure of
the force to be controlled and . the- strategies which the force is to
serve. OQur purpose here is not to discuss these subjects as such
or with any- completeness, but, to look at thelr relatlon to the com-
mand and control problem e -

It is convenlent to. con51der command control, and sensor

systems in & spectrum extending from sensor systems (e.g., 117L) at
one extreme;to.command systems (e.g., 425L) at the ‘other.  What we
have to say.about - such systems. will vary with the part of the specs -
trum, beihg- dlscussed In fact,_contrasting the ends of the spectrum
“helps to understand the whole command and control problem. For ex-
ample, sensor systems are-in many ways similar to weapon systems.
They are closely related to the physical enviromment and are devel- -
oped, produced, and delivered to the . command essentlally complete.
A command system, on the other hand, 18 deeply imbedded in the .
structure -of the command. It should grow and: develop within the
command and in & way - thét-is: determlned by ‘the experlence -of the
command 1n worklng with 1t : -

The command-control-sensor spectrum is.discussed further in
Sections 2.2 and 2.3 and in Chapter II, especially in relation:to
the military organlzatlon and to technology. This section will dis-'
cuss the bearing of force structure and strategy on the command and

U @;ﬁg IFiED
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,5
control problem. - shal present general concepts ‘relating to op-
erational command, make some specific recommendations,and point out

&

'some major problem areas. Strategic questions bear most directly

on plans for actually using the force in war. Our attention will
be focused primarily on the general war problem .and on operational
commend, as contrasted, for example, with support and-long-term in-
telligence. It should be recognized, however, .that operational .com-
mend is largely a peacetime function involving the continuous plan-
ning, training, and exercising of the force. Problems of peacetime
operation are covered in Section 2.2 and more fully in Chapter II..
The subject of the present section is discussed at greater lengths
in Chapter I .

2. l 1 Relation of Command and Control to Force
and Strategy

Control and sensor systems are necessarlly closely
coupled to the weapons® with which they interact. For example,
changes in enemy weapons (even relatively minor changes) may meke
obsolete'a sensor system designed to detect those weapons. Command
systems, on the other hand, should be closely coupled. to the mili-
tary organlzatlon, and only loosely coupled to the rapidly changing
weapon systems. The military organization needs continuity and
stability, a chance to build up tradition and to evolve at a rate
compatible with the response time of human institutions. Insofar .
as is possible, command systems should cushion the shocks involved
in the adjustment of the orgenization to a volatile military tech-
nology.

Our purpose in the Winter Study Group has not been
to make a comprehens1ve study of military strategy, national policy
or war plans, nor to suggest what our strategy will be or should be
during the next decade. Rather, we have considered how strategic

" choices affect the requlrements on commend and control systems. To

what strategic factors are these requirements sensitive? .~ Of what
are they relatively independent? - What follows will discuss these
questions and will point out how, if care is not taken, command and
control systems could unnecessarily restrict strategic flex1b111ty

It is necessary to dlstlngulsh between long-term
strateglc ch01ces (such as deciding on the kind of force we build)
and short-term choices having to do with how an existing force is
used’ under various contingencies. The long- term choices affect the
requlrements for command and control systems. One des1rable re-
quirement ‘is that the commend and control systems not restrict stra-
tegic flexibility in the short term, or at least restrict it no more

_than it is already restricted by the weapons themselves. For exam-

ple, there would be little point in heving a herdened, survivable
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control system for a force whlch could not surv1ve 8 sur
tack. In short the command and control system should try to max1- B
mize the number of ways in whlch the force can be used ' S

. » There are two cases, however, where the command and
control system could restrlct strateglc flex1b111ty more than it 1s L
restrlcted by the nature of the weapons : '

: (a) Some ways of u51ng the weapons may. requlre com--_
mand and: control or: sensor systems which-are’ 86 elaborate and - expen—'
sive that they compete with the. weapons for -defense funds; - technical
manpower, or other llmltlng resources This. will- hardly apply to. D
command systems, whlch are 1nexpens1ve compared to weapons. It -

- could apply, however, to sensors. For. example, the use. of our. mis-.
sile force to- knock out the: opposing m1ss1les would require expen- ’
- sive sensor systems for survelllance, espec1ally if “the opposlng T
missiles were hardened, dlspersed, concealed, .o’ moblle ‘

(b) Some ways of u51ng weapons mlght be dellberate—"
ly reJected as belng too. dangerous And reallty or . appearance or both
or they. might: be rejected for - polltlcal reasons ‘For- example, con-
tinuous survelllance of the oppos1ng m1s51le force might be reJected
as .part of a formal -OF. ta01t .8rms- control agreement to reduce ‘the.
fear of surprlse attack ' : :

N Let us. now apply these general pr1nc1ples to some o
spec1f1c problems, beglnnlng with the S0~ called: compre851on of tlme
in modern strateglc war S S

2 l 2 Qulck Reactlon and SurV1vab111+y

The most severe requlrements on command and control
systems come from the hlgh rate at which date is required to flow
" (that is, be- gathered, processed, and ‘then retrleved dlsplayed orA
transmitted).. The: requlred rate, of - course, depends on the volume
-of data that miist flow. and on ‘the time during which the flow is re-
quired to take placée. To solve the .command . and contirol’ problen'we
should not depend entlrely, or. even prlmarlly, on elaborate elec-
tronic equlpment designed to give high rates of data flow. We
should also look for those procedures which reduce the requlred vol-.
‘ume, or increase the- avallable time, or both. ‘Sections 2.2 and 2.3
and Chapter I will discuss ways in which the volume of data can
‘be reduced by developing languages involving various degrees of de-
tail or abstractlon which are approprlate to various levels of com-
‘mand. This section will consider -the so-called compression of ' ‘time
whlch is one of the most 1mportant consequences of the revolutlon":
in weapons. :

NN F?"m
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‘In modern strateglc war, 1t is necessary to distin-

guish between (1) a first strike, or strike launched by an undam-

aged force, probably with the hope of achieving tactical surprlse,'
and (2) a second strike launched with a forte demaged by -the oppo-
nent's first strike. There is a great difference between a first-
-strike capability, which depends mostly on firepower and accuracy,

" and a Second-strike capablllty, which depends on the. ablllty elther

to- react to warnlng or to surv1ve a surprise attack

For some time the securlty of SAC has depended on
the ablllty to. detect a threatenlng attack and respond by putting
bombers’ on-alert or launching them under positive control. The re-
sponse time of the force (that is, the time to prepare and deliver
an attack' or counterattack) has been decreasing as we go from pis-
ton engine alrplanes to jets to m1351les and’ especially to solid-
fueled missiles. Missiles make an ideal first-strike weapon be-
cause of their quick response and the relatlvely inconspicuous
preparatlons required to launch an attack. A second-strike capa—
bility based on the short response time of missiles would require
an equally short response time for the command and control system.
This is the meanlng of the compression of time.

However, a second-strlke capablllty could also be

_based on another feature of missiles, namely their ability to sur-

vive a surprise attack. Unlike aireraft, which can be protected
only at great expense (e.g., airborne alerts), ballistic missiles
can be. protected by mobility or by a combination of hardness and
dispersal. The choice between a second-strike capability based on
quick reaction and one based on survivability has a profound- effect
on requirements for command and control and especially for sensor
systems. A soft, quick-reacting force requires a highly reliable,
high-data-rate system to-gather data on the enemy attack, process,
transmit and display the data to a de01s1on-maker, arrive at a de-
cision and transmit it to the force. The system, however, can be
relatively soft. There i1s no point in having a survivable system
to control a non-surv1vable force. However, a strategy of relying

- entirely on quick- ‘response to warning is dangerous and, we believe, .
. should be reJected The chances. of either falllng to get warning

or retallatlng on a false alarm are too great. Thus we favor a
survivable system. However, only a fraction of the normal peace-
time functions of the command.and control system would need to sur-
vive or should be expected to surv1ve. The data rate of the sur-

viving system could be quite low

There is a danger that planned command and control
systems w1ll be neither relieble enough to launch & qulck‘retall-
ation on warning nor survivable enough to control a force whlch
surv1ved a flrst strike.

'W'%
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'In summary, the best solution to the problem of com-
pressed time is not elaborate electronic data-proces31ng facilities
designed to make quick reactions safe, ‘but & survivable and perhaps
quite simple system designed to make  quick: reactlons ‘and snap judg- ,
- ments unnecessary, at least where- thermonuclear war is- the 1ssue

2 l 3 Sensor Systems for Warnlng and Survelllance

on qulck reactlon and- hav1ng a: capablllty to; get and act: on- tactlcalil
warning. For:: example, objectlons to launchlng migsiles on- warnlng
-do not apply to alrcraft, which can. Ve launched under positive- con-A
trol. As long: as our: deterrent depends to- any -degree on menned -
bombers, tactical warning will be- valuable “How' much money it is -
worth spendlng on sensor systems to give. tectical warnlng of a-mis~
- 8lle attack w1ll depend on the confldence we- have in"them and on
what could be done with the same resources to give. us a second-
strike capablllty 1ndependent of warning. . The cost: of proposed
warning systems s comparable, for example, to: the -¢ost of an” alr—r\
borhé alért or:td -some missile’ programs ‘This is an example of the:
principle mentioned éarlier where the. ablllty to’ use certain strate-
gies competes for- funds: w1th measures to 1ncrease the 51ze or per-,r
formance of the force : ST :
‘ Even din the case of balllstlc m1551les, there is an
,argument for. being able to. flre .on. tactlcal warning and ‘for maklng
the enemy thlnk that we might.do so,’ espec1ally if we received stra-
tegic warning. ThlS would complicate his:strategy in launching &
- first strike. However, since’. the halr-trlgger readiness required -
to fire-on warnlng is dangerous, we' mlght dellberately reject. such
a strategy in order- +to réduce the chances ‘and fears of acc1dental
war, or as part -of: an’ arms-control agreement.. Thls is -an- example 8
of the other pr1nc1ple mentioned esrlier wheré certaln strateglc op~"-
tions might be’. dellberately foreclosed as belng or appearing to ‘be
dangerous. It also illustrates how requirements for command, con- ,
" trol, and sensor systems are affected by questlons of national stra-‘

'tegy : o

Flnally, cons1der sensor svstems for survelllance
The prlorlty of. these systems will be ‘affected: by strategic choices;
partlcularly by whether or not we try to have a ¢redible flrSt-'u S
strike capablllty in addltlon to a’ second—strlke capability. - Should'
we accept the strateglc nuclear stalemate and concentrate on stabi-~
lizing it by building a purely second-strike force,or should we: try.
to break the strateglc stalemate and have a’ flrst-strlke capability
to offset the ‘superiority of the Communist ‘Bloek in ground forces?
This strateglc questlon 1s cruc1al both to our- natlonal pollcy and

T U ) Q§ 5%"’?5%
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to the requirements for sensor systems. A first-strike capability
would require sensor systems to locate fixed missile’ sites and to
keep mobile missiles under surveillance. - :

Operational experience with sensor systems for both

: warning and surveillance also has a legacy value. It would leave . .

us freedom to change our strategy or to respond to unforeseen tech-
nological developments. As long as we:-are in an arms race based on
a. volatile technology we should foreclose no more alternatives than

. we -have to because of limitations on resources. There may be uses

for tactical warning and counterforce surveillance which are not . ' -
now recognized. . . , , , .

: The major part of the cost of the proposed L-sys-. S
tems lies in sensor systems for warning and surveillnace. . These - :
systems compete for funds with major weapon systems. It is not the .

function of Winter Study Group to recommend how much of the defense

budget should be devoted to sensor systems. Instead we have tried .

to give the decision-makers useful data and concepts. The report -

of the Sensor Panel in Winter Study Report No. 11 gives technical

analyses of proposed systems. Section 3 of Chapter I presentsrar-

guments for and against several different strategies involving dif-

ferent roles for tactical warning.

2.1.L Survivabilii:y

. .o " Command and control systems cannot be made invulner-
able. What we do in protecting them is to increase the effort that -

the enemy would have to make to degrade the system.  The degradation s
can take ‘the form of a loss of functions or passgge of functions to A

a lower level of command. Our problem is to find criteria for the - . - s

size of attack needed for particular degradations. We suggest two -

such criteria, a quantitative one and qualitative one. An example

of the quantitative one would be to protect the local control cen-

ters for our missiles so that 'an-attack on the centers would cause

the same degradation in our counterattack as would be caused by can-

centrating the whole attack on our missiles themselves.  The quali-

tative criterion involves setting a threshold of attack for which a

- particular degradation of command and control would be tolerable.

An exsmple is the passage of a command function from a higher to a
lower level of command.. Such passage would be considered tolerable -
under gufficiently drastic conditions of attack. Protecting the -
higher command is a way of defining what level of attack would be
sufficiently drastic. A specific example is the problem of the trig-
ger and safety catch for our retaliatory force. We want to insure
that the force could be triggered in time of war but that it will
never be. set off by mistake. The command and control system should
be designed so ;that an attack on it weakens the safety catch, and -

H o . - ) EQ“‘@" E@@E?“‘fﬂ
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the system should be well enough protected $50:that any attack which '
would weaken the safety catch wculd have to be so heavy and delib-
erate that the weakening would be tolerable, that is, the attack
would shift our fears from the security of the safety catch to the-
survival of the trigger. Another exsmple of this is the passage

of control from a fixed local control centér to a mobile backup
when the former is knocked out. Another is the degradation of the

higher commend function to the point where it°can do no more than .= =

give the word for all-out retaliation in 'case of a deliberate at- -
tack on the command itself. Which criterion is- relevant depends
on the context. : S o

The requirements for the survivebility of a command
system depends on what functions the surviving commend is expected
to perform. Hence they involve strategic questions. We feel that,

even under a massive attack on our retaliatory force, we should pre-

serve the ability to control our reacticn, to evaluate the feasibil-
ity of a counterforce retallation. to retarget our surviving weapons
and to communmcate with the enemy and terminate thé war before both
sides have exhausted their ability to damage one another or before
~an initially counterforce exchange has degenerated into unrestricted
city bustlng‘ It is doubtful whether any image of a nuclear war can
be realistic enough to serve as the basis of & smng 2, preplanned
automatic response. '

Mbre study should be given to the question of how a
military organization should transform under an attack which knocks

out & large fraction of the commend centers and communication links. -

We have suggested that to control our reactions to a massive attack
we require a single; central level of military command gbove the
level of -local controel, and that it should. be possible to perform
the function of mllltary central command at any one of several hard-
ened and dispersed command centers which are-also involved in normal
. peacetime operation. Thus there should be a hardened JCS center.

If it is knocked out, central command would pass, for example, to a.
‘hardened SAC center, then to a NORAD center and so on. There should
also be a mobile backup, such as an airborne command post, which .
would take over 1f all of the flxed hardened certers were. knoched
-out. : :

- ‘We expect that many and perhaps most of the normal
peacetime command functions will disappear under attack. However,
. no centers or functions should expect to be suddenly activated. The
. surviving centers and functions should be part of the continuing

operational command structure. Both wartime functions and the takea'

over of central command by successive centers should be practiced in
_peacetime exercises.

15
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2.1.5 General Conclﬁsions.

In the light:.of these reflections on the overall
problem of operational command, we can make some general comments
on the whole L-system program. The conclusion is that far too

‘ little emphasis has been placed on g realistic epproach to surviv-
ing an attatk and controlling our reaction. Planned L-systems are
addressed almost entirely to a pre-strike mode of operation with
the expectation that this mode will be available in a post-strike
situation. Most of the expected cost goes to sensor systems for
tactical warning, the role of which in the missileg age depends on
controversial questions of strategy.

2, 2 ' Command Systems

We next consider the problem of operational command and
the role of command systems, such as 4251, NORAD and 465L SAC, in
this function. We are distinguishing here the operational function
from the other functions of support and of long-range intelligence
also perfoirmed by the services. Operational command consists of
planning for and directing forces-in-being; the line of command in-~-
cludes the Joint Chiefs, the Unified or Specified Commands, and the
component commands. Also, by considering commsnd systems, rather
than control and sensor systems discussed below, we are primarily
addressing the headquarters functions of operational command.

There is considerable agreement within the USAF that we
are facing a crisis in operational command. Although the United
States - is developing an up-to-date arsenal of mixed weapons and
electronic systems;, there is concern whether commanders have the
tools to realize and evaluate the performance of these systems, to-
prepare adequate var plars, to maintain a ready posture, and to
dlrect forces when action is required.

- The crisis in operationsal command capability is the re-
sult of a ueLhnological xevolu»icn dn weapon:y The: planner and
conmandey aré tonfrented with both conventiOhal andi nuelear wea-
pons; many forms -of delivery; and extremely compléx control, sensor
and weapon systems whose potential capabllities can only be gradu-

- ally realized. But these capabilities have short useful lives be-
fore a new wave of systems comes into the field. Similarly, the
enemy threat changes as his weaponry improves. The &vailable de-
cision cycle for war planning and force employment becomes shorter
and shorter but the consequence. of these decisions is greater and
greater. Finally, our military is undergoing a major reorganiza—
tion so that lines of authority and responsibility are changing
and not always clear..

CONF3
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: The mushrooming requirements for command systems and more
automation are a symptom of a crisis in operational command capa- .-
bility. In order to evaluate the presently proposed command L-sys- -
tems and to consider whether some areas of need have been overlooked,
Winter Study has had to consider the problem and needs of operational
command in a context broader than "how can automatic communication
and data processing help?" Independent then of the use of automa-
tion, seven factors must be recognized if operational command is to
be strengthened: . -

(a) The military is fespon51ble for exercising command -
this funetion should not be delegated inadvertentlj to machines or
engineers.

. _ (v) - Operational command is a single; continuing manage—-
ment problem. Whereas forces and functions phase in and out year
by yeer, the command function must grow continuously under direc-
tion of the command. _

(c) ’Within a command, there is a severe‘need for'effec?
tive communicating between intelligence, operations, materiel, and
plans functlons as they relate to the total operatlonam command
role. :

(d) Operational commsnd must be adaptatle to xceriain-
ties in threat, policy and techndlogy. It must responé to major -
contingencies caused by these unoertainties in weeks and ﬁonths,
not years. :

(e) Commands must develop a otrongcr iinru*atic framcwork as
an aid to rapid, succinct consideration of their problems and capabiliny
for coordinating them with’ higher and adjacent commanas

(f) The need for improved commmicsation and informetion
handling to strengthen operational command is predominantly for pre-
combat capability. This is the essence of the forces-in-being con-
cept - peacetime operational command generates and exercises the
simpler plans and procedu:es that are required fox comb b

(g) Communications: and coordination betweern commandsnand
with JCS command must be expanded to include more Jolnt pleaning and
'exercising during the pre-combat phase.

." In order to strengthen operatlonal command, three approaches
must be pursued together.

(a) An increasing use of automated communicatlons, data proc-
essing and display cen help. This capability is required primarily
in peacetime; it should be provided early and in gradual steps.” Pres-
ent plans for command L-systems are often too long-range and too am-
bitious. , '
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_ (b) The commands re'quire much more on-going technical
assistance not only to ald them with appropriate automation but
equally to strengthen the analysis, planning, exercising and evalua-
tion which are needed as more complex systans become part of the
force structure.

' () Finally, the lines of operational command must be
clarified and strengthened, a stronger service-independent JCS €om-
mand ¢erter must be evolved, and guiding operational concepts and
standards for all commend centers must be developed.

W The fdllowing‘pr_inciples should be observed in applying
automation to command headquarters:

'\ (a) Each commend should apply automated communications
and data processing in modest, successive phases so that capability
and unde?'st_and_.ung can be built on previous command experience. In-
itial use of automated capability in any phase should leave consid-
erable spare capacity for growth and change.

* (b) During all phases of adding automation, a commander's
or "capping" system is required which acts as a "staff" cutting
across the organizational lines of operations, intelligence, mate-
riel and plans wherever these fTunctions support operational command.
This planned growth of automztion in a command should be directed
toward the building up of a data-base or command model. The data
base would be stored in the command's computing machines and would -
represznt all the deta and procedures and plans and experience per-
tinent to the operational command function:.

* (¢) The command organization should participate in the
" design of automated procedures and models as part_of theilr command
job. Many steps couid be te,ﬁen today with availeble techniques to
increase this participation;” requirements for command L-systems
have not included this. capability.

(a) Design of connnanrl systems should include ca.pa'bilities
for the discussion and evalustion of performance and the develop-

ment of a commsand language.” Presently planned I-systems usually
include a greatly Improved. capebility for performing known tasks, -
not a ecapability for considering how important tasks are and how
well they are being performed. .

(¢) One of the major factors which caused delay of the
L—system program and then the establishment of the Winter Study
Group was & stated need for more "integration" between the L-sys-
tems. Y Tt is important tc distinguish between functional and tech-
nical integration. In the latter, one emphasizes such needs as use
of standerd equipments and programming la.nguages 5 OT sha.ring of a
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single facility for several tasks (such as commo# vy , dation sys-
tems for several users). In the case of functional integration, one

emphasizes clear and effective and realistic allocation of roles to
commands, close coordination within commands and between commands

in planning and support, end effective higher connna.nd of subordinate
commands. ' _ .

: “Adequate functional integration at this time is much
more important than technical integration. A strong requirement
for early technical integration is technically both infeasible and

undesirable; .undue emphasis on technical integration threatens ecarly

needed strengthening of operational command capability at individual
cormands. :Stronger functional integration will gradually result
only as individual commands and JCS command are strengthened under -
the broad guidance of overall functional and technical pla.ns

Next, let us consider the need for stronger, continuing
technical assistance to the commands. The Weapons System Project
Office Manager procedure which has been used by the USAF for devel-
oping major weapons and electronics systems does not provide ade-
quate technical support to the operational command problem. . It does
not insure continuing assistance; it does not provide the proper im-
pact of command requirements on weapons, control, and sensor system
design; it does not provide enough continuing iteration hetween com-
mand needs and technical feasibility. The establishmen®'ol the Hans-
com complex with a strong continuing technical support for AIUCDD
can do much to -remedy these shortcomings, if:

(a) Eq. USAF, DOD and the using commands’ recogiivc.,
-suypport and use this capa'bility a.t a high enough
Jevel;

(b) Adequate fina.ncia.l support and priority are given
‘to building appropriate technical and managerial
capability within the complex.

The relationship between AFCCDD and the usmg cormands for
command systems should be two-fold: consultant and developer. In
its consultant role, the relationship must be much closer than that
required for weapons. and electronic systems: in effect, AFCCDD is
participating in the planning and o6rganization of “he user command
and the user- ¢ommand is participating in the developwment and design
functions of AFCCDD. AFCCDD should be like a management consultant
or technical staff to the using command. Unless this relationship
exists, AFCCDD will be incapable of providing fully effective, con-
tinuing technical assistance required by the commands 3 1t will be
unable to: propose or support the continuing GOR's - required for
command improvement. - .
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In its development role ;, AFCCDD should manage a develop-
ment program which produces a family of "on-the-shelf" (or at least
"in-the-catalog”) commend system components which are useful for
several commands. In this role, the rétationship between AFCCDD -
and the individual user commends is not as close. The development
of computers, displays, communications, and computer programming
tools should not aim at the particular requirements of one-using
command-~--it should reflect the anticipated overall requirements

. of meny commands.

A nost important factor to be appreciated here is that
our capability to build hardware components is well beyond our
knowledge to build systems out of these components. We have
learned a great deal of how computers can be programmed and how
to build display devices and automatic communications, but we re-
quire a much larger wunderstanding of basic information. processing
in order to learn how to handle interactions between these ele-
ments and how to compose the‘se elements into an effective system.

The major development requirement in the equipment area
is in developing standards for tying these components together and
modularities of design so that processing capabilities in commend -
centers ‘can be e:@anded. and improved without disrupting operations.

Another element of a command system research ‘and develop-

ment program is conducting operational experiments in an operational o

environment (e.g., the 438L experiment at SAC). Such experiments
should not be viewed merely as the development of a prototype sys-
tem for a particular command; more important they should attempt to

~ develop and improve automatic techniques which might be used in a

different fashion by many commsnds, including the development of a
common language for the use of the command and control systems.-

Also » we need basic development programs in. command center
technolog how command centers operate; the proper role for men
and machines; how operational personnel can direct properly the
automated portions of a system. : ,

' In suxmna.ry, we have stressed that operational command cap-
ability must grow within s using command and be designed primarily
by that commend; that a development agency such as ARDC is more a
technical consultant to a using command rather than an independent
designer for the comms.nd. The USAF is responsible for supporting
the command system. requirements of many headquarters, some of which
exercise operational command over other service commands,. some of
which receive operational command from unified commends whose com-
mand. system requirements are supported by other services. Service
support of operational command systems will be workeble but the

: m@@?
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USAF should press for. the.. earky development of ac S command

system operational concept and. the early strengthening of a service-
independent JCS command center. :

2.3 Control-and Sensor Systems

In the previous section we considered the problem of opera—.
_tional command ‘dnd the role of command systems in this function. We
-indicated that the distinction between command or headquarters sys-~
tems and control and sensor systems is both meaningful and necessary

Both control and sensor. systems are imbedded deeply in the
physical environment of forces, resources, and technical facilities,
whereas command(systems are imbedded in the military organization -

and its command personnel. The properties of -control and,sensor'sysp-

tems are affected chiefly by the design parameters imposed on them.
and by the physical environment in which they will operate rather

than by the command structure which will use them. .Control and i ..

sensor systems are loosely coupled to.the military organization .in
that a change in'a system is not necessarily reflected in a change
in the command organization. S . A _

- Both control and- ‘sensor -systems have elements of command,
control, and sensing facilities within them although any ,single
- control or sensor system is oriented. toward one objective, i. e.,.‘
control and maintenance of the forces of a command or collecting -
data on the enemy .for a.command. . Sensor systems collect data for .
many commands and agencies. and so they 'may be.concerned not only )
with the operational command function but alsc with the support and
intelligence functions. Control systems usually control the forces -
of only one command. Within a command, filtered operational infor-
mation flows from its control systems and sensor systems to the
highest command level where command is exercised over its forces
and resources in being. Control systems such as 416L, 412L, and
. sensor -systems.such as 466L, 117L, 47hL, and the proposed k96L are
representative of these classes of systems .

It is useful first to dintinguish. a number of general prop-~

erties of control and.sensor systems before. formnlating a set of de-
. sign and implementation concepts: : .

(a) The cost, complexity, and time availability of these '
systems are highly sensitive to the strategic and tactical doctrines
under which they will be used and the operational parameters (e.g.,
survivability, response time, mobility, etc.) which are imposed on
- their design.  For example, the cost of a space surveillance system

can vary from about$ $500 million to $3 billion depending on whether
‘new .satellites must be detected in a maximum of 4 hours or 10 min—
-utes, respectively, after launch.

- ”"@MSWED
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(v) The cost, complexity, and time availsbility of 1

_these systems are also highly sensitive to their vehicle or sensing

element characteristics (e.g., reliability) and to the degree of
control and coverage the system must exercise as an operational re-
quirement. For example, with respect to reliability, the five-year
cost of a satellite 1ntelllgence—data-gathering system.(ll?L -MIDAS
and SAMOS) can vary from $1.2 billion to $2.5 billion depending on
whether the useful lifetime of a satellite is 50 weeks or 12 weeks, -

‘respectively. , These costs apply to a system where 26 satellites

(18 for SAMOS and 8 for MIDAS) must be maintained in orbit continu-
'ously

(¢) Mostof these systems are characterized by high
cost with respect to command systems. For 16 of the planned L-
systems, about $7.5 billion are needed for the sensor systems
through 1965, about $2.5 billion for the control systems, and only
about $6OO mllllon for the command systems

(d) Control and sensor systems are much more dependent
on the technlcal state of the art than command systems. For ex-~
ample, the BMEWS can be rendered ineffective by improvements in mis=~
sile technology (lower radar cross-sections, higher or lower re-.
entry angles, ECCM, etc.), whereas it is relatively unimportant
whether the SAC war plan is generated by a command system using
transistorized computers or vacuum-tube. computers. This dependence
on the state of the art tends to result in uncertainties in the con-
figuration of a control or sensor system, thereby continually com-
promising operational objectives and budgetary allocations. These
uncertainties can result in inadequate operational planning because
the planning is put off until a definite system can be configured.

' The importance of operational planning for the use of control and
" sensor - systems must proceed -simultaneously with thelr design and de-
- velopment and must take into account the continual changes in tech=-

nology.

(e) Because of their unique operational’ objectives,
these systems have not usually been implemented in a planned-growth
manner, but rather in their: entirety at a time oriented toward _
specific objectives ‘Here, an excellent example is the BMEWS. For

| ~optimum effectiveness the system should be implemented in its en-

tirety toward the specific objective of providing 15-minute warning
for the quick-reaction capability of our forces. If the strategic

~ situation or our objectives. change while the system is being imple- ‘

‘mented so that this warning would no longer have as high a value,
little use may be made of the system. :

’é
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; ‘These factors, therefore, tend to résu

and sensor: systems having long lead times, llttle post operatlonalwt
growth, and more susceptlblllty to obsolescence relatlve to ’ B
command systems .

Flve broad concepts should be pursued 1n the des1gn and .
1mplementatlon 0f these systems. Appllcatlon of ‘these concepts to’”
the planned. L-systems has been reflected in our comments 1n el
Sectlons 3 and Lior this Summary o o

(a) System analysis based on & foundatlon of broader T
mission and’ ‘command ‘gnalysis must be performed to ‘bridge the gap
between broad goals-and detailed design and implementation. . This '
'system analy51s must 1nclude adequate tlme/cost/effectlveness ,
studies and must be a part of on-going technical a551stance by .
'AFCCDD to. us1ng commands in planning, exercising,. and evaluatlon.
We discuss’ in Chapter ITI an example of the: type of System analysis
and cost analysis ‘needed by analy21ng some requlrements in the
area of sPace surveillance. ThlS type of analys1s will give 1n- :
151ght into- the tradecffs that may- be achleved in cost and’ tlme
versus strateglc obJectlves and operatlonal parameters

(b) Research and development programs ‘with long-range“i
‘goals which are tied to & broed base of strateglc obJectlves are
needed. . These programs ‘should have as an-objective the develop—
ment of component subsystems appllcable to a moblllzation base
which can be useéd to assemble systems in accordance w1th the
strateglc objectives of the time. This approach: offérs the only
hope in reducing lead time’and obsolescence of systems needed. for
changing strategic situations. Alternative approaches must not be
ruled out on the: ba51s that they do not flt today s strateglc ob-
Jectlves ‘ .

 For example, the follow1ng technlques and 1tems v

should recéive development  support: common-user’ communlcatlon
~systems;. hardened, message-switching, . communication: centers,
hardened, :low-bandwidth, backbone communications’ systems mobile
“and hardened control centers; shock-resistant computlng and dis-
‘play eqnlpment hardened, phased- array radars moblle computlng,
communications, ‘and- sensing equipment; etc. Control and ‘sensor _ -
system components must be developed whlch are adaptable to the
changlng strateglc 51tuatlon .

( ) Dlrected ass1gnment of a control or’ sensor system
to a 51ngle ‘operational command should be mede as- soon as possible
for any system which is necessary to the operational commend function
“and which will be used by more.than one command. Examples are .
" L96L and a common-user ZI communications system. ' Assignment to
one operational commend insures that the necessary: planning,
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exercising, and evaluation with respect to command migsions will
begin and that the maintenance and operations doctrines will be
developed.. Technical people should not function as 1ndependent de-
signers and operators of such systems ST . .

Lo

'

by

3 (a) On-g01ng, operationally oriented studies must be per-
formed to formulate and determine: 1) strategic and tactical doc-
trines and situations under which these classes of systems will be
used; 2) realistic reliability and surviv&bility requirements
which distinguish the difference between peacetime-and wvartime needs L

.and allow for the peacetime exercising of these systems under both

of these conditions. AFCCDD and others must provide the using com-
mands assistance in both these areas. -

: (e) Adequate functional 1ntegration of control and sensor
systems within a command and between commands must be emphasized
rather than technical 1ntegration This emphasis must be placed in
three areas e . ,

. . A
(l) Development of a c0mmun1cation language of in-

creasing abstraction from the sensing elements themselves
back to the command is necessary in order that data from
many systems can be processed and correlated at the coni~
‘mand. This has not .‘been done up:to. now, most strikingly

in the intelligence area, so that it is almost impossible

to apply automatic: data—processing techniques for filing,
retrieving, and correlating data from many sources because
no precise and common language exists within a system or
between systems. .

(2)"Communicétions from a command to its sensing
elements must be provided which are able to: implement a
‘method to dynamically control the operation of the sensors
‘from the command in accordance with the existing operational

.. situation. Resources must be able to Ye committed rapidly
-.to test hypotheses and to obtain more information on a
particular situation seen at the command headquarters.
This is especially true in the intelligence area.

(3) The design and implementation of. the sensing
vehicles themselves such as satellites and ground-based
gata gatherers, and their associated communication systems -

" must be done in a context which considers the functional
integration of these elements with the data processing
facilities and procedures of a command which is to use-the
data from these systems.

e &




WSR-T a 25

A aﬁ'?i,g
Engineering design of the communications and ‘data- A%QEZer of :

a control or. sensor system should not be done, therefore, until the
functional design of the associated command system or systems hss-' '
been formulated and the command’s data processing needs determined .
in a context which considers ‘the communications and sensor inputs."“
The need for & S-megacycle 1ink, for example, from satellite-to-'

ground in the SAMOS- system should not . be.besed on the amount of

date .that the satellite can collect but on. what date is needed,

vhen it is needed, and how it is going to be used by the command

For the. above reasons, AFCCDD should be given responsibility
-~ for providing technical assistance to the operational commands . in :
working out functional and.’ technical integration of sensing systems
such as 117L BMEWS and should-also guide the design of command data-
processing portions of these systems in. conjunction with the using
commands.
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3. RECOMMENDATTONS FOR COMMAND AND CONTROL SYSTEM MANAGEMENT

The Winter Study Group was asked to examine the proposed and .
planned’ L—systems to ‘determine whether they were realistic and

'technically sound In the course of this examination and in their‘

reports, the panels commented on various aspects of the management

of the current L-systems and made suggestions about what should or :
could be done in the future to improve the process of generating o
and managing command and control systems In the main, the panels
' found that the L-systems ‘were being managed separately and that’

taken together, there did not appear to be a consistent set of
-operational obgectives, agreed upon strategic and tactical plans,

or a set of standards ‘and general plans for the orderly introduction
of command and control” systems into command. The following, then,

is a management concept consistent with these observations which

_ appear throughout the Winter Study Report:

(a) Concentrate the reSponsibility and authority for making
command and control system engineering decisions at the Hanscom

. complex.*  Staff the Hanscom complex with the appropriate mix,

quality, and number of operations, cost, equipment, systems, pro-
duction, and installations experts.

(1) Those,parts of the operational commands' headquarters
staff at the Hanscom complex (SAC, TAC, NORAD, ADC, Hq. USAF,
theater commands) that are concerned with design of the future
command and control systems for the commands should have the

- confidence of and be attached to the highest level of the com-
mands

: (2) Hq USAF should use the information generated by the
- organization at’ the Hanscom complex to supplement its own work
~ on command and control matters.

. (3) The concentration of this authority and responsibility
. should be. gradual, geared to the build-up of capability of the
g complex

(h) The command and control decision-making process should
" be focused around: the. de01sion to buy operational systems for the

* The Hanscom complex consists of the USAF organizations now or to

~ be located at L. G. Hanscom Field,. Bedford, Mass., (AFCCDD, ESC,
and the using command detachments) plus the AFCCDD system engin-
.eering support contractor, the Mitre Corporation, and other organ-
izations responsible to or in support of members of the complex,

- whether or not physically located at Hanscom. For example, the
Rome" Air Development Center located at Griffiss AFB, Rome, N. Y.
is a part of. AFCCDD and is therefore considered part of the com-
plex '
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commsnds° Dec1s1ons to try technlques, expef ’gg%? ete.,
should be properly related to thls dec1s1on to by, )

(5) The level of competence at the Hanscom complex »
should be great enough to maintain the confidence and respec+
of this military, 1nduStrial,and scientlflc communlty «_:3 .

(6) A1l command and control sysnems, 1nclud1ng tnose
closely aSSOClated with weapon or sensor systems; should be
the responsibility of the Hanscom complex for ccncept, con- . -
figuration, and program control to minimize duplication and to
insure a single, compatible;aerospace control'environmentn

(v) Establish at the Hanscom complex & central clannlng }
activity ‘that will treat the whole command and control problem ln
“its operatlonal, equlpment, time, and cost- context and develop
4 the concepts that will guide the dec151onymakerso.

(1) The planning act1v1ty must cover the objectives,

- eXpected performance schedules, and costs of the total force
structure, or at least the USAF force. st ruc+ure, and develop .
a methodology for estlmating performance,_schedules, and costs.
of proposea systems. o

(2) 1t must develop methods. for integrating weepon, .
systems and commaend-and control systems.

(3) It must understand the obgectlves of” the 1nd1v1dual,'
commands and. develop measures of the effect1VPness and cost of
the systems the commands need.. :

(h) It must establish the general prlnc1ples (polic1es
and standards) concerned with the development “of command and _
control system -components (people, displays, computer programs,_
communicetions, etc.)

(5) Tt must develop the concepts which gulde the de51gn,
developmept, and lmplementatlon of command. and control. fac1lit1es

(c) Establlsh at the Hanscom complex.a develOpment actlv1ty L
" for command &énd control systems that will be 8 focus for the
development of commend and control’ Operatlonal technlques, equlp-
ment standards, maintenance procedures, etc.

(1) Enough of ‘the actual operationsal experiments, com- -
ponent tests, etc., should be done at this activity to maintain.
the competence of its personnel and to establ 1Sh it as the-
leader in the field. : '
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(2) Operational experiments performed at places other
than the Hanscom complex must receive their technical direction
from the complex when the technical competence eventually
exists. Operational experlments that are incremental changes

- .to present operational command capabillty should be distinguished

. from those that result from major. changes in command. force, or .

- sensor structure, or commend organizational changes. Incre-

" mental changes should be guided by the operating elements of
the command which needs it, acting through the Hanscom com-
plex.  Major changes should be guided by the planning elements’
of the command or Hq USAF operating through the Hanscom com-
Aplex

(3) The development people should be competent in the
, fields of specielty required in the command and control system
area- --operations, human factors, computers, and computer pro-
gramming, communlcatlons, displays, and sensor equipment. This
competence should be. great enough to command the respect of ’
industrial technlcal personnel

(%) The development activity should be responsible for
guiding the'development of a generally useful line of com~
ponents, i.e., computers, communications, sensors, programming

‘ techniques, etc., for command and control systems. This devel-
opment should not all be directly related to particular L~
systems. A substantial portion of thls work should be funded
separately from system contracts.

- (d) The operating command (or Hq. USAF) is a customer for
command and control systems. It is also one of f the principal system
designers. The operational commander is responsible for the design
of command and control systems in the same sense that he is re-
sponsible for the design of his organizaetion. The Hanscom complex
‘should provide to the operating command consultant help on the. cost/
'tlme/effectlveness of alternative systems, in: éstimating and .stating
" requirements, and in performing operatlonal experiments, etc.

(1) The system which a commander uses to command and
control his force is an organization of .people, computer files,
communiceation gear, rules of information flow, ete. The L-.
systems are pieces of this system and should not be considered -
outside its framework by the manegers or technical directors of
the program. 'Thus the equipment should not be thought of . as
separate from the command organlzatlon. .

(2) The operatlonal commander must consider the design

“-of the commend and control systems he uses four or five years
in the future in its proper enviromment, as determined by the
commend organization, the weapons available, and the threat.

)
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He should not confuse today 5 problems with :!:}'s He
should separate these things both in his thinklng and in the
way he organlzes his staff. C

(3) Predictions of requirements for command and control
systems Wlll be continually modified due to changes in threat,
force structure, organization, etc. The management organization

- for the L—systems must treat this as the norm rather than as.
and exceptlon to the norm.

(&) The commands should receive consulting help from a
competent sustaining staff provided by the Hanscom complex: on
current operationel systems as well as future systems. This
help should consider the operations/technical/time/cost prob-
lems of the command, and the phasing between the present system _
and the future systems should be coordinated within the Hanscom

complex. Mission evaluaetion and test criteria should be started '

early to act as guidelines for the system design.

(5) Exercising and tralnlng requlrements should be planned
along with the system. A
(e) Plans that cover the need, objective, general system de-
sign, and. employment of & command and control system and that are
based on the proper cost/time/effectiveness studies and experiments
_should be produced before contracts are let and should be used as
- the basis of the work statements for ‘the contractors

(l) The preparation of these plans requlres 8 system
design based on the proper level of functional analysis; a
schedule estimate based upon requirements; and an analysis and -
determination of the system's cost. An sppropriate methodology
must be established for performlng all these tasks w1th1n the
- Hanscom- complex.

(2)  The preparation of these plans may require_various
study contracts, experimental 1nvestigations, ‘ete.

(3)  These. plans should reflect whatever ‘standards and '
general polic1es are establlshed by the: Hanscom complex.-

(4) The preparation of these plans should include the
proper part1c1patlon of the operational, lOngthS, and dev-
elopment . personnel°

29
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L. OPERATIONAL PLANNING AND SYSTEM RECOMMENDATIONS

. Our comments below are d.ivided. into two general areas: first, .
a summary -of recommendations and problem areas pertaining to broad
operational planning in each of the indicated operational areas of .
command and control (higher command, intelligence and warning,
strategic offensive and defensive forces, tactical war operations);
second, specific recommendations pert:a.ining to some of the planned
L-systems.

.1 Higher- COmmand

: The USAF should press that a JCS concept for all connna.nd
systems be developed and maintained (i.e., changed). This, concept.

‘should be sufficiently broad to recognize different approaches by
‘the services and different requirements by the commands. It must
- distinguish the proper relation of strategic and limited war fa-

cilities and the relation of the operations, intelligence, planning,
and support and logistics functionms.- Application of this concept
by & properly manned staff should aid communication and cooperation
between commands and therefore growing functional integra.tion and
operational command effectivenesso , o

The USAF' should also press that a much stronger, independ- .
ent JCS comma.nd center start to be evolved immediately, including
plans for the growth of the center to an advanced, automated capa- .
bility. This center is needed so that subordinate connna.nd.s’ can
receive appropriate higher command direction and provide adequate -

- feedback to higher command. It is recognized that service head-

quarters command centers realistically will play & strong role in
a JCS command center. However, the more that these centers are -
strengthened in the absence of greater strengthening of the Jcs
command center, the more operational command will tend to be weak-

‘ened and become inflexible..

For “g'eneral war, the majdrity of the command activity is

- primarily a peacetime function;. iny a small portion of the cam-
mand system is likely to survive. The survivablé portion must be .

highly integrated and centralized and must be extensively exercised
during peacetime by the peacetime system, but probably not colocated..
Bome weys to achieve thivs survivability are discussed below..

- Interlocking of. ha.rdened., primary, connnand. centers (such

- as JCS, SAC, NORAD) and their links to weapons, warning and in-

telligence sources, and logistics support in order to achieve &
tolerable threshold of. general war survivability for higher.command




is' a de51rable possibility whlch requires further: 1nvest1gatlon°, .
Such 1nterlock1ng will initially require utmost simplicity in war- °
time modes and. functions, revision in current military succession
plans and  peacetime. exercising programs, much higher mllltary or="
ganizational integration than has been achieved or proposed up to:
rniow, and technical designs and developments which have not yet -

been undertaken. . The technical feasibility, design, and level of
-protection and’ concealment of hardened control centers &nd communi-- .
.cations needs to be investigated in much more detail, as well as..
~the’ possibility of active defense of these centers. It should be
recognized that such 1nterlock1ng of hardened centers cannot re-
sult in absolute survivability; however, it will complncate enemy -
flrst-strlke strategy and offensive tactics.

E An sdditional possibility to be investigated’ for
an 1nterlock1ng system is & single-level, mobile (airborne, sea~
bYorne, or landbased) commend system for poststrike operations of
higher command. The Winter Study Group has made some preliminary.
investigations in this area with respect to an airborne system i
which is dlscussed lnsevenal Sections Jdn. Chapter Iof this report.

. For' tactlcal or llmited war 0pera+1ons, surviv- _
ebility ‘of the peacetime command functlon is both more essential
and easier to achieve. Some backup may be required to allow for
naturalfdisasters; - L : ' E

) ' h 1. J. h73L Hq. USAF Control System

o To accomplish its assigned tasks more effectlvely, -
Hq. USAF may find it appropriate to begin to evolve an 1ncreasingly
automated, integrated commend system designed to accept,. index, =
‘correlate, store, retrieve, manipulete, and display the types of '
date specifically assoclated with its present responsibilities. It
is the opinion of the Winter Study Group that the current proposal
for 473L is not uniformly addressed to the various functional areas
associated with the present responsibllltles of the headquarters.
The "capplng ‘nature of & command system is not recognized; too
much emphasgis is belng rlaced on real-time control of forces and on .
war geming; insufficient attention is being given to the requlre-
‘ments of intelligence and of. force establishment and support. ' Fur- .
ther, the nature of the relation between the L73L system and the
future automated command systems, if any, of JCS, SAC, NORAD, AMC,
ARDC, TAC, 'MATS, €tc., is nebulous.

: Accordlngly, w1th respect to the 473L system, the
Winter Study Group recommends:

. ‘(a) That a continuing technical consulting team
be orgenized from within the Hanscom complex to (1) assist Hq. USAF

-
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in performing appropriate headqnarters mission analyses and command
analyses, (2) improve the present headquarter's manual command
system, (3) conduct appropriate operational experiments, and (4)
effect a gradual transition from the manual system to a more auto-
matic system based on the analyses and operational experiments

1.._..

, (v) Until the system needs are properly defined by
this team, a highly automated command system for Hq. USAF should be
deferred and action not be taken to 1mplement the h73L system as
presently’ planned,

4.2 Intelligence and Warning

_ (a) Intelligence: The need for a single, functionally
integrated, intelligence system is stressed. This system would be
separated functionally into two channels: first, a fast-response
channel for handling intelligence data critical to the operational
command ‘function (e.g., warning and damage assessment data); second,
a slow-response channel to handle intelligence data concerned with
enemy long-term capabilities and objectives. The fast-response
channel might include inputs from such sensors as BMEWS, MIDAS,
acoustic and seismic detectors, bomb-alarm systems, critical ELINT
and COMINT data, and real-time television photography. The slow-
response channel might include inputs from such sensors as photo--
graphy, normsl ELINT and COMINT data, collateral and open-source
data.

A precise language for describing and transmitting
the data from each source must be formulated such that a common

‘data base for filing, indexing, correlating, and displaying the:

data at command centers can be designed and implemented. Each
command and using agency would have access to the data pertinent
to its needs. Operational commands (SAC, NORAD, JCS, ete.) pri-
marily would process data from the fast-response channel; agencies

. such as AFCIN and ATIC primarily would reduce and process data from

the slow-response channel, set up a library and an inteélligence
base, and make this data available to the using commands to include

- in their data base where necessary. The system should be structured

so that: 1) the operational commands can exercise some real-time .
control over the fast-response sensors, and 2) the intelligence
data can be integrated functionally with operations and support
data at each command to prov1de an effective warning function for
that command :

(b) Warning: In order to use effectively any strategic
or tactical warning that we may get, the desirability and feasi-
bility of a single, automated warning center should be investi-
gated. _The role and purpose of such a center would be to '
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provide the national decision-making mechanism (JCS,. President)
-with a contlnuOus warning indication that .could -also be com-
munlcated rapldly to all levels of command, including theater
CINC's .and forces This center might be dupllcated at several
locations (e.g., Jcs, 'SAC, NORAD) for -survivebility and reli- .
.ablllty purposes, with the Washington center serving as the primary
location. The redundant locations at SAC and NORAD, for example,
would serve &s’ ‘backup. to Washington as well as functloning as the
normal warming centers for these commands The center in Wash-
ington . could serve as one element of the JCS COmmand center dis-
cussed above. ‘We believe that this center is needed to. provide
complete, rapid, and decisive correlation and dissemination of
pertinent operatlons, intelligence, and warning data.

, b Inputs to ‘this warnlng center could consist

of summary : status .of our forces .and resources and the data from
the fast-response chennel discussed above. Speed and considerable
data processihg would be required in order to. correlate. the.
multiple inputs in real time and to rapldly pass the warning output
to affected CINC's and to local control centers. It is important
to note that by &a single center, we mean that there would be & -
51ngle correlation proce: process, (perlodically revised to meet the. ,
.changlng 51tuat10n), which would be duplicated at whatever places .
the center was located. Automation of this single correlation
process forces us to consider it more objectively, to develop
techniques whlch can be consistently exercised and evaluated, and
to suffer less when operational personnel will be rotated in and
out of the warning center. :

It is also important in fornmlatﬂng this s1ngle~
correlatlon process and the warning output that a warning ‘languege
be developed jointly by many commands and that resctions on the -
basis of this language be well understood throughout the commends.
This warning language must be a precise way of describing: 1) the
‘_immedlate readiness of warning elements; 2) how much warning are we .

getting and how good is the warning (i.e., what are the warning

levels), and 3) the agreed upon response to. the warning. We feel
that the present warning language used, viz., the: five DEFCON-
statuses, does not adequately meet the needs of these three factors

b2, 1 4661 ELINT—COMINT (ELCO), 438L Intelllgence Data.-
' Handllng System, and ll?L SAMOS and MIDAS System

At present, instead of a 51ngle, 1ntegrated in-
telllgence system, the USAF is planning three separate.systens,
466L ELINT-COMINT, 438L Intelligence Data-Handling and 117L SAMOS-
MIDAS, with independent facilities. Implementation of the 466L°
system is currently confined to a small study contract, but the ..~
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plan is to install major elements of this system in the Alaskan,
European, and Pacific. theaters to collect intelligence data" from
ground sensors, process this date, and retreansmit it to the users.
The proposed 438L system, which is now limited to an experiment at
SAC to determine if automatlon.w1ll really help in the warning func-
tion, is scheduled to have twelve facilities with each facility '
providing the operational personnel in a particular command with
all of the intelligence information that is to be made available

to the command in which the facility 1s located. ‘The proposed
117L system contains: ~a) SAMOS, consisting of ten photographic
and eight electromagnetic ("ferret") satéllites and five ground
stations; and .b) MIDAS, consisting of eight satellites with

sensors for detecting infra-red emanations of launched missiles

and three ground stations. Joint use of a satellite operations
center and a data processing and transmlttlng fac1llty is planned
for SAMOS and MIDAS

In connectlon with the 466L, 438L, and 117L systems,
the. Wlnter Study Group now recommends that

(a) Since intelligence systems invariably must be
closely related to command systems, USAF authorize the organization
-of a continuing technical team from within the Hanscom complex to
study all aspects of USAF intelligence information'collection,
processing, . and dissemination, 1nclud1ng plannlng, programming, and -
flnan01ng

s (b) This technical team be given the task of re-
orienting the presently planned 466L, 438L, and 117L systems in
such - a manner that the data processing aspects of these systems are
compatible with the concept of a single, integrated intelligence -
date processing system; currently scheduled initial operational
dates for 117L should not, however,- be set back by such.a re-
orientation.

- (c) Pending completion'of the first phases of the
work of this technical-team, those activities in the 117L and 466L
systems having to do with raw data collection and initial filtering
be continued as presently planned, since the principle of the single,
intelligence data-processing system is more directly related to the
full exploitation of intelligence date than to the devices used for
its collection; for example, in the plan for the 117L system only
the data processing functions would need to be modified to fit the
concept of the single, intelligence data-processing’ system

(d) The L38L experiment at SAC headquarters be
continued beyond its presently scheduled termination date, since
it is believed that the development of new datae processing tech-
niques direectly in the operational climete of a commend 1s most
de51rable and necessary.

SR




b2, 2 21»13L Digtant Early Warning System

' Although the level of the Soviet long-ra.nge bomber '

'threa.t to the 'continental United States probably will decrease
- markedly by - 1963, the Winter- Study Group is of the opinion that

‘the 413L system will be needed.until 1965-or later, but with equip~ -

ment and operational characteristics modified .somewhat so tha.t this

‘gystem will be more l) easily maintainable and reliable, 2) able Lo

to provide high-altitude capability to 100,000 feet and low-alti~

tude coverage- sufficient to make successful sneaking between sta-:

~tions improba.ble, 3) inseneitive to felsenalam ‘conditions.

Although the manned-bomber threat in the 1960 to
1965 period will leseen, the present ’+13L system 1s not. entirely
sultable to meet this threat because of certain deficiencies: 1)

the AN/FPS-23 (fluttar) radars have high false-alarm rates and are
.often deactivated because of them, 2) the low-altitude coverage
of the AN/FPS-23 redars is deficient;  3) no’ low-altitude coverage .

is planhed either for DEW east or DEW west, 4) the main DEW east -
stations are not on the air at all since their redars are ‘8t111l in

production, and 5) appreciable traffic near the DEW Line requires

. Increased. opera.ting personnel since the automatic function of the
.line is d’estroyed by such traffic. :

_ ‘With. respect to the 413L system, the mnter Study
-Group recommends specifica.lly that:

(a) Instellation of equipment in the eastern ex-
tension of the DEW Line be expedited to complete the. early-warning
.coverage that is necessary a,gau,nst the present manned-bomber and
-reconnaissa.nce ’chreat° .

: (b) Techniques be studied in an effort to obtaln
for use in h13L 1) some means for automatically generating valid

alarms in a relatively dense traffic situation,and 2) en inexpensive

low-altitude aircraft detection capabllity that. can be made operaa
tional within the next few yesrs.

h 2. 3 OSR 290 BomZb Alarn System

- : The President, the JCS, SAC, NORAD, and other mili-
- tary and civilie.n agencies require immediate and highly reliable

- knowledge of nuclear detonations within the United States. USAF's "
bomb-alarm system. (OSR 290) presently is planned to fulfill this -

need by establishing & network of semnsors, communications, and dis-
plays specifieally designed to identify, for ylelds from 1/2 to 20
.megatons at altitudes below 12,000 feet, the characteristic: pulse

: _sha,pe of the therma.l radigtion from nuclear explosions. = o

istass
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Concerning the bomb-alarm system (OSR-290), it is
the opinion of the Winter Study Group that the design of the appa-
ratus currently being proposed for use in the system is appropriate .

. to the need for nuclear bomb alarm and that implementation should
proceed without delay. It is to be emphasized, however, that no
additional operational function beyond the simple detection of &
nuclear explosion should be added to the system at this time. For
example, NORAD has indicated a requirement to measure the magnitude
and direction of the nuclear blast; to incorporate these features
into the proposed bomb-alarm system would result in considerable de-
lay, greatly increased cost, and most important, unacceptable reduc-
tion in detection reliability

h 3 Offensive Forces

. It is v1rtually impossible to lay down detailed plans
for the command function several years into the future. Year by
year there are unpredictable changes in thrdat, international cli=

- mate, strategy, force performance, budgets and organizational
policy. The operational command function must be adaptable to
these changes, it must be capable of developing rapid, adeq adequate
‘response to these changes; this capability is much more crucial .
than developing optimum capability for presently known functions.
For example, present plans and designs for a SAC Control System-
have concentrated primarily on improving present bomber-tanker
capabilities. By the time the system is first operational (mid-
1963), an airborne alert may be in operation, some U.S. ICBM's
will be. operational and a retargeting capability may exist In-=
telligence estimates of Soviet air and missile active. defense may
be radically different, a joint strategic strike command may be
partly implemented (for present SAC forces, Polaris, Pershing,
etc.), and some arms inspection may be underway. Also, we will
need more peacetime training for and. coordination between the
three services which have widely deployed offensive forces. Since
proper response to contingencies will be more important to guaran-
teeing SAC. capebility than optimum use of the bomber-tanker force,
a SAC Control System (and all other command systems) mist assist,
rather than impede, sthis needed adaptsbility.

! Goals for system relldbility during peacetime opera-
tion must not be too -ambitious; absolutely continuous operation
is neither essential nor economically feasible. For example,
one lSeminute downtime per week might be a more reasonable

goal for a SAC Control System than one requiring no more than
one S-minute downtime per year, and would make the system less = .
complicated and would provide an achievebleigoal of reliability.

R
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‘Obviously, na.tura.l disasters must be anticipated . in provid.ing
backup facilities at alternate locations.

- - The distinction between pea,cetime needs and wa.r-.
time needs for commend and control is also :I.mport:a,n't:° A danger
is to pay lip service to the distinction so that "some®™ backup
or surv-iva:bility is provided, but since the elegant peacetime
function "may": survive and it seems to possess much more satisfying
capabilities, the complex function is overly exercised and pro-
vision for a simpler, austere backup is almost totelly ignored.

1&31 Retargeﬁing
" With respect to the retargeting function, missiles '

o may be a much more flexible weapon than manned bombers.. Retarget-

ing bombers, for example, is restricted by the number of targets
the crews have’ been trained to handle and also because & bomber
attack is a highly-coordinated operation involving bomber-tanker =
mating and the coordination of penetrations and times over target.
By contra.st, a missile using radio guidance, for. example, can be
quickly end easily retargeted. Furthermore, missiles can opera.te
independently. Hence, the retargeting is a much simpler problem,
and once & target list has been sccepted, is mainly an exercise
in elementary bookkeeping, much of which can be prepla,nned even
for completely centralized reta.rgetingo

The Winter Study Group undertook . a study of the
weapon a.llocation and retargeting function to determine if any .
value existed in providing a missile retargeting capability in’

the command and control system. Four classes of. ‘targets and five:

" methods of using and retargeting weapons were considered, ranging
~ from a completely, centralized retargeting to local-center retarget-
ing.. Reta.rgeting vas based on data on our survivable forces only.
This study is reported in detail in Winter Study Report. No. 19,

Ad. Hoc Studies., '

.- The optimum allocation of weapons (the numbers of
weapons a.ssigned. to each target) was determined in each case and
the mean value of destruction on the enemy computed. The effective-
ness of retargeting also was computed in terms of an equivalent’
augmentation of the weapon force to determine the relation between N
the value of: retargeting and the cost of weepozms° The increase in .
mean enemy value destroyed in a retargeted force ranged between .
20 and 80 per cent in typical cases, and the equivalent a.ugmentation .
factor of the weapon force ranged between 1.7 and 3. The costs of -
increasing the utility of a force (mea,sured by the mean value it
‘can destroy) by (a) increasing weapon production, and (b) making
provisions’ for retargeting, could then be compared.
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Because of the effectiveness and the substantial

: savings obtained by retargeting as demonstrated by these studies,

we strongly recommend that the engineering feasibility (communi-
cations, data _processing, missile control equipment ) of providing
a retargeting capability in our missile force and its a.ssocia.ted
commend and cont,rol facilities be investigated. :

4.3.2 'h651' SAC Control System

For the more effective operational command of the

" manned-bomber force, SAC needs now: 1) faster, more reliable

communication of operational commend information throughout the

" entire commend and control organization---communication that min- -

imizes human delay and human error; '2) more uniform application
of automated data-processing to the operatioml command aspects
of operations, planning, intelligence, &nd materiel; 3) additional
off-line data-processing capacity and su‘bsta.ntially improved com-
puter programs for the generation of both operational and longer-
range plans; 4) some on-line data-processing capability and ;
associated computer programs for assessing the status of the force;
'5) increased insurance against loss of the central control function

. in peacetime from accident or natural disaster; 6) greater em-

phasis on operation of the force without the central control func-
tion (but not without the central command function), since the
facilities necessary for central control are not likely to be
available during and after an enemy ICBM attack; and 7) improved
ability to exercise and evaluate the capabilities of both the force
and the various command posts under a spectrum of. realistically
simulated. conditions.

The 4651 system is addressed to the above areas of
need at SAC headquarters and presently has scheduled dates of: '
‘a) 1 January 1962 for installation of a military computer at SAC
headquarters, b) 1 April 1963 for initial operational capa.'bility

of the system, and c¢) 30 June 1965 for complete operational
capability. . The Winter Study Group is of the opinion that these
scheduled dates are late in light of the rapidly changing threat

apd composition of the SAC force. Further, it appears that present

planning for improvement in SAC’s operational commend ability,

N as evidenced by the U65L program, tends to neglect certain im-
- portant matters, as follows: :1) in 465L, new hardware, new com- .

putér programs, new operationa,l procedures are to be introduced .
relatively abruptly, a situation that could result in a decrease
rather than an increase, in the operational command capability of

- SAC for an apprecisble period; however, efforts which SAC is making

to train and familiarize its staff and its plans for parallel
operation will help somewhat in this regard. 2) There is a

- continuing need for date-processing experiments in the operational -

a@ﬁ'z" g




- WSR-T7

environment at SAC headquaerters; .3) staff and line personnel of
‘the headquarters should participate more directly in the design-
ing, filling, changing, using, and policing of 465L's evolving
. data base as part of their everydsy Jjob; %) in L65L, attention
is being concentrated on the activities of the Director of '

. Operations; to be effective a command system must be designed to
achieve a uniform integration of the: operational connna.n_d functions

of intelligence, planning, materiel, and operatiomns; -5) the value -

of the 4-headdquarters equipment configuration for surviva,bility and
reliability purposes is questionable ; rather it is important to
stress the mission of the overall system in peacetime as one of .

preparing for war and, as such, it should emphasize the genera.tion :

and exercising of an austere backup system whieh one should really
expect to use during crisis and general war; :6) the appropriate.

‘role of the SAC command system in a future force that will inc:lud.e .

large numbers of fixed-targeted missiles req,uires increased em~ _
phasis and resolution.:

: No well thought out elternative now exists to con-
" tinmuing the initial portion of the 465L system, with the exception
of the remote communications complex (RCC), since SAC's need for
improvement of its operational command ability cannot risk being
delayed further. The Winter Study Group believes, however, that
action can and should be taken in the immediate future to change
the present L65L program both to provide SAC with an increased
command system capaebility at an earlier date and to reduce any. .
deleterious effect that the introduction of bhighly automated
equipment and procedures into the existing SAC organizatlon is
likely to cause. '

| , Accord.lngly, in regard to the L65L system, the
Winter Stud.y Group recommends that the USAF esfablish &a. ,
continuing tecb.nical consultant team from within the Hanscom
complex to a.) assist. SAC headquarters with the accomplishment .
of mission and’ command analyses, .b) help SAC personnel achieve
better opera.tiona.l command ca,pa,bility at an earlier date with
SAC's present céommand system - c) undertake detailed planning to
ease the phaseover problem from the introduction of the initial
L4651 equipment configuration into the SAC organization, and . d)
determine an integrated command- system command plan for SAC.

. We believe that the USAF, through the help of the
Hanscom consulting team, should look into the following proposals,

: (a.) Obtain the immediate assigmment of‘a number
of. operational design and computer programming personnel to SAC
headquarters in Omaha to help SAC personnel with an extensive

effort to improve the SAC command system by adding more operation- . '

- ally useful programs on & con,tinuing ba,sis to existing and future
computers.

- 39
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(b) As soon as a military computer.can be in-
stalled at SAC headquarters (earlier than 1 January 1962 should

‘be possible) ‘then: l) expedite the conversion of ‘existing pro-

grems to the new computer, 2) design and write other computer
programs that can evolve toward the more automatic SAC command
system, and 3) arrange to use SAC personnel. extensively in this.
latter aspect of the work.

(e) Speed development activity on the traffic
control centers (TcC), local control complexes (LCC), data modems,
crypto devices, and military computer, but incorporate into the
design of the TCC the ability to accept. teletype inputs as vell as
high-speed, digital—data inputs.

(d) Defer production on the remote communications
complex (RCC) and the data-presentation subsystem pending a study
to determine if less expensive and less elasborate equipment can
meet realistic system needs.

(e) Define an equipment list for the next step

toward a more automatic system for the SAC command after the initial
operational capability as determined by the above study. .

L.y Defensive Forces

The. Winter Study group, like many other groups, does not
foresee any effective AICBM system at least until the late 1960 s.
For this reason, our review of command and control of strategic
defensive forces did not include AICBM system considerations.

Winter Study also did not seriously consider the need for
space surveillance and satellite interception capabilities. The
basic questions to be answered here are who needs space surveillance

 and satellite interception capability (i.e., what commands and-

agencies), why do they need it (e.g., arms control and inspection,
active defense), what do they need, and who is responsible for it?
Although Winter Study has not considered these questions, we have .
made a technical and cost analysis of the space surveillance prob—
lem which is reported on in Chapter III and in Winter Study Report .
No. 11, Sensing Panel.

h h.1 L416L Continental Aircraft Control and Warning System'

; : - The weapon control aspect- of continental U S. air
defense is currently provided by the 416L system. 'When 416L is

operating in either Mode I or Mode II (i.e., using SAGE), it.appears
to have sufficient control capability to cope with the anticipated .

GNP s



'WSR-7

manned-bomber threat in the period 1960 1965, unless the enemy
adopts low—altitude penetration tactics. However, 416L and its

.associated weapons are quite vulnerable and could: not survive-even . : |

& moderate missile attack directed at. the SAC force.  Yet, current .
capability.for Mode III operation in 4161, (without SAGE) is in-
adequate for meeting the anticipated threat in the period 1960-1965
from Soviet manned bombers in a follow-on attack to an initial :
missile strike against SAC bases. .

0

With respect to the h16L system, the Winter -

Study Group recommends specifically that :

(a) Either adequate facilities be provided

at the long-range radar sites in 416L to provide a broader base

for

Mode III operation or some other method be: implemented to pro--

vide suitable air defense. control capability following an initial .
-.counterforce ICBM attack by an. enemy. B

(b) Operation of the SAGE portion be brought

up to as high a level of efficiency as possible, but no further
equipment be added beyond that provided by currently committed.
funds, . except as necessary to accomplish the recommendation in (a)
above. . .

(e) Studies be expedited and & dec181on

41

reached on the snitability of & modified SAGE for both. civilian and o
military air traffic control and continental air defense. weapon :
‘control. ' :

Some clarification and qnalification to- the

above recommendations are necessary:

T

(1) - The Mode III or post-strike system men-

. tioned should assume no SAGE Mode I or II capability to be avail- -
‘able.. However, with respect to this post-strike phase; we need -
 more common agreement (after proper study) on the, role of the

Soviet manned bomber after 1962. Maybe this role is so insigni-

ficant or impossible to. cope with when there’is no AICBM system =
. that we. should forget post-strike alr defense. i : ‘

(2) With the demise of the super combat cen-

ter program, all ‘high-level planning and study on joint DODuFAA;;f_"

control facilities has decreased The USAF should press that

" this high-level co-operation be recreated before proper studies“

and planning can be undertaken with respect to the role of ‘SAGE
as & national surveillance network ‘and its use in enroute air

.traffic control as well as peacetime air defense.v
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L. h 2 h25L NORAD Combat Operations Center System

Varilous studies Dby the Jcs, USAF, NORAD, and ADC
have resulted in a broad expansion of NORAD's mission from air to
aerospace defense. Further studies are in progress to define in
more detall the assignment of specific tasks over -and: above those
recently assigned such as BMEWS and MIDAS. It is reasonable to
expect that these studies will result in the assignment of addi-
tional tasks such as space surveillance and ballistic and satel-
lite defense within the framework of the broad mission of aero- _
space defense.” Therefore, in regard to ‘the h25L system, the Winter,
Study Group now recommends that

‘ (a) A continuing technical consultant team from
-within the Hanscom complex be organized immediately to: 1): see
that NORAD has the necéssary interim help to improve significantly
its present capability for command of existing forces, 2) examine .
the functions that NORAD should perform in aerospace defense re-
sponsibilities, 3) examine the functions that NORAD should per-
form in support of and as an alternate headquarters for JCS and
SAC, L) assist NORAD in & detailed command analysis leading to
an evolutionary system command plan in accordance with. the ap-
proved recommendations resulting from the studies referred to’
above and those currently in progress.

(b) Upon completion of the studies currently in
progress, requirements for an automated, hardened, NORAD command
system be determined and steps taken to implement the system in-
dicated by the study.

h.S.,TheaterAOperations‘

* The. requirements for post 1963 limited war operations and |

-the USAF role. in those operations are not clear. Consequently, -the
' selection of the force composition and the associated command and

control facilities are difficult to define. This is exemplified '
by the very few Lpsystems planned to date that are directed. toward

this purpose. Two basic gquestions must be -answered with respect

to theater operations: a) The role of theater forces in general
war and in limited war operations, and .b) the operation of Com-

_ posite Air Strike Forces (CASF) in limited war operations where

plans must be fluid because of the unknown areas of operations. and '

the unknown and changing target sltuation.

'  Three areas should be strengthened a) The communication
‘between higher command the the theater CINC's and forces to achieve
warning (both ways) and strike authorization in general war (homb- '
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‘ ala.rm systems in the theaters would aid in a.chieving the warning),
b) fixed command and control facilities in the theater for the direc-
-tion of air defense and strike weapons, and c) mobile command and
control facilities for deployment and use of CASF' in limited war
operations.

Enroute, main base, and for_ward base communications
to meet the above needs must also be improved and augmented. Also,
computer assistance in the ZI for repid updating of CASF contin-
gency plans ( employment and deployment) can be profitably used.:
The Theater Operations Section of Winter Study Report No. 8, System - -
Panel, further suggests some specific and detailed areas that should
be studied, although the recommendations in WSR-8 are not co-ordinated.
. Winter Study Group recommenda.tions., . , .

h.,s;i 1&12L Thea.ter Aif-Weapoﬁ Cohti'oi-SXstem

' ' For tactical alr-weapon control, the equipment of
'hl2L is too large, complex, and cumbersome to be used in & fluid
tactical situation. Accordingly, in regard to the 4121 system, the
Winter Study Group recommends that : ' .

. (a) - A continulng anslysis team be established im-
mediately 'from within the Hanscom complex to work with TAC and the.
theater. commands and determine the requirements of an air-trans-
‘portable or airborne;, integrated control system that can prov1de
uniform assistance to the theater commanders in a.ll aspects of their
wea.pon-control functlons. : »

‘ | (b) Except for those 2+12L systems that are sched-
uled for fixed installation overseas or for associated training
"activity in the U.S., further procurement of 4121, system equipment

be deferred pending determination of the proper need and configura- - ..
~ tion of an integrated cammand and control system for theater opera— e
tions. .

k.6 Connmmications*

: To increa.se both the efficiency of pea.cetime comnnmications :
and to reduce the vulnerability of communications under harrassment
a.nd. in wartime, the USAF needs, as soon as possible: :

* The Winter Study Group did not consider the respons:l.bilitiee or
.. position of the Defense Communiceation Agency.
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(a) A world-wide pre-hostility, integrated comm-
. unication network that can be shared with
-respect to both switching and transmission
facilities by all points requiring communi-
’ cations; and
(b) A separate, highly survivable, backbone
. communication network to maintain at least
a portion of the basic operational command .
functions during and after an, enemy attack.

The Winter Study Group is of the opinion that, to date,
sufficient steps to develop and implement these necessary communi-
cation networks have not been taken by USAF, since activity under
the 480L project has been limited to the writing of communication
standards and the offering of advice on ‘communication problems to .~
the other L-gystems. Accordingly, the Winter Study Group now
recommends that .

(2) The 480L project be broedened in scope- .and given
authority and responsibility for implementing, without further
delay, a world-wide, common-user network as well as the hard-core
communications necessary to maintain ‘some basic command functions’
during and after an attack. :

(b) Work that is already well under way on the separate
communication facilities for the various L-systems be continued .
only as necessary for not delaying the scheduled operational dates.
of these systems and, in each case, a capability for tying into

_and using the common-user and hard-core communication networks at.

a later date be provided.

(¢) Both the traffic control center (ch) in the 465L
system and the message-switching equipment in the 423L system
(Comlognet) be evaluated as possible prototype apparatus for the

common-user communication networks.
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"7 :CHAPTER I:" CONCEPTS OF OPERATION '

The command and control problem must be put in context and the
things to which ‘it is related examined. The function of command-
and control systems is to help the mllitary organization control -

the force. - Specifically, it is to facilitate the flow of 1nforma-”“”

tion into the organization, within the organization, and from the
organization to the wempons. Sensor systems gather and process '
data about the enemy force; control systems involve direct control”
‘of our .own force; and command systems facilitate the flow of infor-

mation needed to make decisions and to coordinate the activities of,

~different commands. Thus, a command and control system is related
to the organization which will use it and to the force it controls.
The ‘force is controlled for purposes (to support a plan or stra- -

tegy) that should also be considered in designing command and con-
trol systems and in setting realistic operational requirements'fOr:‘*

them. -~ Finally, the design of command and control systems will be
affected by the prevailing technology. We, -therefore, have.studied

the command and control problem in & cdontext which, for convenience,“"
can be . broken down into the following four related but distinguish— N

"able parts

MilitarXAOrganization ' It is customary to think of an organi- :

zation in terms of an organization chart showing the lines along °

. which authority flows. A complete description of the organization.V"

would show all lines of flow of data, or information, of which
authority. (or commaends) are one kind. We shall think of the mili-
tary organization as a group of people plus a set of rules for the
flow of information between them » -
. _ N
Force By this we mean the numbers, kind, and performance of
‘weapons, both -our own and the enemy's. 'The recent and continuing

revolution in military technology causes rapid and drastic changes o

in the force .structure. The command and control problem, like

most .current military problems, arises to a large extent from the
rapidity of these changes and the difficulty people and organiza- - -
tions have in-adjusting to them. The problem considered by .the:
Winter Study Group is how electronic data processing can be used

to help a rapidly evolving organization control an even more rapidly
changing. force under conditions where: failure of control becomes
increasingly dangerous : : : :

-

Strategx . We use this term in a’ general sense to mean national

military policy, war plans, and tactics, in fact-all those plans

for deterring deliberate war, stabilizing the international situa-

tion-against war by mishap, and conducting war and- terminating it
on the:best poss1ble terms bhould deterrence fail.
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Command and Control Technology: * This includes the technology

- of computers, communications, displays, and sensors and the various

methods of protecting such equipment against attack.

These four subJects are not discussed for themselves, but
rather for their effects on the design of command and control- sys- . -
tems. The use of automation in commend and control is a newly rec-.
ognized problem At present there is no group of ‘people whose ex--":
perience and competence lie .directly in the area of command and
control systems in the same .sense that there are people who have
experience in the related areas, such-as weapon systems or communi-
cations. Thus, the approach to the problem necessarily involves
getting people from these surrounding fields to extend their sphere
of understanding into ‘the field of command and control systems.
Progress .in command and control will therefore tend.to be greatest -
where the command and control problem borders most closely on re- -

- lated areas. This chapter, for example, will deal primarily with .

the relation to force structure and strategy. The following two
chapters will emphasize the relation of .command and control systems
to the military organization and to technology. However, before-
turning specifically to questions of strategy and force structure,
it will be desirable to say a few words about all four of the re--
lated subjects and to indicate briefly how they influence the de-
sign of command- and control systems and also how requirements for

command and . control systems. may 1nfluence developments in these re= -
lated fields. . ‘

As will be discussed fully in Chapters IT and III, it is con-
venient .to consider command, control, and sensor systems in.a spec~ -
trum extending from command systems at one end to sensor systems at-
the other. What we have to say sbout systems will depend on whéat

.~ part of the spectrum is being discussed. Sensor systems are, in .
many ways, similar to weapon systems, .They are closely related to

the physical environment and are developed produced in' quantity,
and delivered to -the-command essentially complete. - A command sys-
tem, on the other hand, is deeply embedded in the structure of the
command. It. should grow and develop within the command:and in a. .
way that is determined by the experience of the command in working
with it. A :

Just as the command should determine the evolving character of
a command- system, so an overall plan for distributing command sys=
tems within the military organization can influence the way in which
the military organization evolves. We are here referring to the ac-
tual operating organization (the lines along which information, in-
cluding orders, actually does.flow) which is-never completely de- :
fined by paper; organization charts. Today the military. organization”
is evolving in the direction of strengthening the role of the uni-
fied and specified commands. An overall plan for command systems




"could either encourage. this: development, or it could retard 1t and
strengthen the role of the services. . The Winter Study .Group: does:
- not feel qualified‘to say how thevmllltary‘organization,shouldfxfcw'~

evolve. ~We do, however,:point out.that here.is a-possible.means . '

-of influencing such.evolution andithat this. means-could be exploited-
to force the: organization to-develop in a desired direction. In=

" deed such-influence will probably be exerted in -any case. If. it @

is not: exerted consciously and deliberately to support a high-level:
decision, the influence of command. systems on organization will fall

- by default to the sub-policy level and be exerted by people who may a

- have little qualification to.determine military ‘organization, who
--may have no desire to do so and perhaps may not even be avare of
'the influence they are exertlng. o e - :

: - The coupling of a. command system to the force should be as

- flexible -as possible in the sense that rapid changes in the force -

- . should have as little effect as possible on the. usefulness of the -
" system. A military organization requires continuity and stability.

and a chance to build up tradition and to evolve. at a rate compat- -

© ible ,with the response time of human institutions. One of the pres- ..
ent difficulties of the military organization is that the revolu- -.:-

‘tionary changes in weapons have tended to upset the.traditional or-:

- ganization lines.. New functional patterns of organization are super-

impos'ed on the remains of traditional patterns, thus creating con-
. fused lines of authority. Because command systems are intimately

A_ue tied to -the military organlzation, they should be relatively flex-
. ible in their relstion to weapon systems. : Command systems should, : -

I. as far as poss1ble, cushion the shocks involved in the adjustment.
of the organization to a volatile mllitary technology

Next cons1der the relation of our problem to- command and con-
~trol technology. Certainly -the development of technology will de- .
- - termine and llmlt the -design of command and control. systems. How-

- .ever, the influence can -snd. should go also 'in the reverse direction.
The needs of command and control systems should stimulate general,
long-range research and development in command and control tech-

‘nology.: .. To date,- command and control systems have had to use avail-

able equlpment designed and developed mainly for other purposes;  or -

else equipment has had ' to be developed for a particular system.”
What .commend and control technology needs is the same kind of basic
research and ‘development programs that have given weapon systems
and commercial applicetions a rich background on which to draw.
Just as fundamental studies in propulsion and guidance are under-’
teken to support missile systems, so-similar studies in- computers,

communications, displays and other fields should be undertaken =~ -

specifically to support the command and control program. Stronger
_guidance and stimulation.for such studies is urgently needed 5This'
.point is discussed more fully in chapter II.W STt LR IR TS ! -




WSR=T-: - -

g LASSFED 1

Flnally, consider the interaction with strategy, which is the
main subject of this chaptér. Our purpose here is not to give a -
- comprehensive discussion of strategy, nor to suggest what .our -
national strategy will be or should be in the next decade. Rather -
we shall consider how strateégic choices affect the requirements on -
cormand and control systems. To what strategic factors are these
requirements sensitive? Of what are they relatively independent?
We-shall point out ways in which, if care is. not taken, command
- and-control systeéms could unnecessarily restrict strategic flex- =~
ibility; that is, strategies could (perhaps uncon801ously) be-
built in to the command and control system : : ’

It is necessary to dlstlngulsh between long-term: strateglc
choices (such as determining the kind of force wé build) and
short-term choices having to do with how an existing force is used
under various contingencies. The long-term choices affect the re-
quirenments for command and control systems. One desirable require-
- ment for such systems is that they not restrict strategic flexibil-
.ity in the short term, or at least that they eliminate ‘no more stra—

_ tegies than are already ruled out by the nature of the force. In’
other words, :command, - control, and.sensor systems should try to
maximize the number of ways in which the force can be used. There
.-are two cases, however, where command and control systems may 1n-'
dependently llmlt strateglc flex1billty

(a) Some ways of using the force may require systems which
are so elaborate and expensive that they compete with the force
itself for money, technical manpower, or other limiting resoirces.
This will scarcely be so for command systems which are inexpensive
compared with weapon systems. It could, however, apply to sensors.
For example, if we want to be 1n a position to knock out enemy
nissiles with our own miss1les, we would need expensive sensor
systems for surveillance, especially if the opposing missiles were
hardened, dispersed, and concealed, and even more so if they were -
mobile, since that would require almost continuous surveillance.

 (b). Some possible ways of using our force might be rejected
deliberately as being too dangerous, or appearing to be too danger-
ous, or because of political reasons. For example, continuous sur-
- veillance of opposing missiles might be rejected as part of a formal
- or tacit arms control agreement to reduce the fear of surprise
attack. =

What follows w111 apply these general 1deas to speciflc
problems :

Whlle reflectlng on the overall problem of operatLonal com-
mand, a few general comments on current and planned L-systems. are
suggested. The main conclusion is that far too little attention

CONHIPER
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,,has been given to the survivabllity of command and the ability to
control our reaction after we are hit. Planned systems are de-

- signed almost entirely for peacetime or pre-strike operation. In’

terms: of:-the-distribution of. dollars, the emphasis of the L-system

planning seems to-.be on tactical warning’ of missile:attack.. Whether:
such emphasis. is. sound depends on the. controversial: strateglc ‘ques-. -
tion of what role tactical warning would play in the mlssile age.fa e
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1. THE FLOW OF .INFORMATION:

The function of a command and control system, ‘as’ mentioned
earlier;: is to facilitate the flow: of.the information: requlred to 151
enable ‘the military organization.to'control the forcé. :The rate
of flow of:information depends on‘the volume of dAinformation-that = " -
must. flow: (that is, be-gathered, processed,. transmitted, stored; = .-

‘retrieved or displayed) and on the time during which the flow is
required to take place. Thus:

rate (of information flow) = Yolume

‘ time
. The volume of informatiom is becoming increasingly large.
With the development of faster and quicker-reacting weapons, the

time is decreasing so rapidly as to give an almost explosively

rapid increase in the required rate of information flow, thus cre-
ating requirements which present systems are not able to handle.

' However, increasing the rate by building more elaborate and auto-

mated systems is not the only approach to the problem. For ex-

- ample, we can also look for procedures which reduce the required

volume of data.

To-flnd realistic operational requirements for the design of
new systems, we must look at a wide spectrum -of conditions of
peace, cold war, limited war, and general war. Systems’should be

- designed not to facilitate a single response (such as all-out re-

taliation) nor to deal with a single contingency (such as a surprise

.attack) but to permit a variety of responses to a variety of contin-

gencies, including diplomatic crises, extremely provocative acts, -
limited strategic attacks and counterattacks, possible technologi-
cal breakthroughs- and even politlcal breakthroughs, such as limited
arms-control agreements

~ However, certain of the conditions under which systems may have
to operate may be dominant in the sensé that, if the system can per-
form satisfactorily under them, it will also perform well under '
other, less stringent conditions. In particular, we should look at.
situations where the volume of data is large or the time is short

or both.

‘The large volume of data to be handled is a dominant factor
in peacetime operations such as intelligence processing, generat-
ing and evaluating plans, and war geming. These activities will be

~ discussed in Chapter II, which will also cover the special problem

of SAC where the present system is strained because of the need to
pass a large volume of data up to the higher command so as to main-
tain a tight centralized control. There is a similar need for tight

..and relatively centralized control in tactical operations, but the

CONFIE
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'f requirements on the command and control system’ come.. more from the
need for rapid communications rather than large volumes of data

In tactical or. theater operations in limited wars,'and espe-
cially when the: operation involves .our. intervention:in an 1nternal-5'
upheaval,: there is a need for a tight centralized control which .
will permit the dominant politicel constraints to be' imposed on thef
“military operations.. It is the edsence of limited wars..that they :
are limited by political rather than: military considerations. -If .- -
the basic political purposes are to be realized there must be an
-ability to coordinate military operations and political objectives-
at several levels. of command. . This requires rapid communications
. which can be rapidly established even in remote places, since the
success -of limited operations depends to a- large extent on their
timeliness . : »

“- The section on theater operations in Winter Study Report No. -8,
System Panel, discusses in detail some of -the command and control -
problems of TAC and theater operations, and shows how much could be*
. done now with.off-the-shelf equipment if: relatively modest funds- h
were available. : The rapid planning necessary to launch a succéss-
ful limited war operation can be greatly facilitated by a computer, -
" since the’sucbess of the operation depends to a. great extent on

the ability to move forces and their support quickly. If the nec-
essary support elements and the interactions between elements of

the force and their .support have been represented in the computer
program, possible sources of trouble and conflict may be uncovered -
and straightened out before. the operation is well under way. A -
" force.which has: reduced its:-own internal sources of trouble by care-
ful planning‘will-surely be better able to cope with external diffi-
culties and uncertainties. - A computer: can aid in meking such plans,
especially in a crisis when a response has to be improvised quickly.-
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2. THE CRUCIAL CHOICE

The severe requiremenfsAon commsnd snd control systeﬁs imposed
by the compression.of time arise from the speed and quick reaction

_of modern:weapons and the nature of mddern strategic war. . It may:15

be useful to digress briefly to take a general look &t the revolu- -
tion in strategic war. We have traditionally viewed war as the use~

v of force to protect value. By value is meant people, their homes

and institutions (such as freedom), land, food supplies, natural
resources, industry and so on. The recent technological revolution.:

has upset.the classical relation between force and wvalue. The change

may be summarized by saying that countervalue attacks have become
much easier, while counterforce warfare has become more difficult

-and has come to depend increasingly on the ability to achieve tac-
- tical surprise to get in the first blow.

- In the past.a.mllitary force, such as an army, could play a-
protective role by interposing itself between the value it is de-
fending-and the opposing force. The enemy could not threaten the
value without. first dealing with the force. Now, however, the
value is more exposed than the force. In fact, because of fall-
out, the enemy cannot attack our force without also damaglng some -
of our value (how much depends on our civil defense)

In-the-past any weapon, such as.a gun, tank, or: battleship, was

expected to fire many shots during a war. - Consequently, it made

sense .to shoot and keep shooting at opposing weapons - and try to [
knock them out before they could to a decisive amount of damage,

'i'novmatter who happened to fire the first shot. Now, however, we

are moving- into the era of ballistic missiles, which fire only-
once; so there is no point in shooting at them unless one can fire -
the first shot. .Thus,. success in modern strategic warfare‘depénds'
on destroying the opposing force in a sudden and coordinated first
strike, thus: elimlnatlng the opponent's ability to threaten one's

’.exposed value. Deterrence of a counterforce first strike depends

on the ability to strike second, that is, to retaliaste against an
enemy who has struck first.

We shall define the response time of the force as the time fromv
the decision to attack until the force arrives over target. Thus,

. the response time includes both preparation and flight time. The

response time of the wegpons has been steadily decreasing as we go

from piston-engine planes to jets to missiles and especially to
~ solid-fuel missiles with short countdowns.

At present the security of our bomber force depends on our

ability to detect a threatening attack, or preparations for at-

tack, and to respond by putting our bomber force on a higher de-
gree of alert or even getting it into the air. As the enemy goes

UGS
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a delay determined by the response time of our command and control F
system. The response’ time of our command and control system is .
the time required to gather data on enemy moves, to process, evalu-
ate and transmit:the.data, display it to a decision-maker, reach a.
_de01sion and transmit the decision to our force. As the response
time of weapons decreases, the response time of the. command and. ..
control system must also decrease.. Too long a delay between enemy-.

. action and our reaction could be fatal . Our- force could be taken‘<

Ballistic m1SS1les (in particular solid-fuel m1ss1les) drastic-,
ally decrease the reaction time of the- force. Extrapolating pres- .
ent” trends into the future,one can. imagine a command post where
data from sensor systems is displayed on a. large screen showing
-the traJectories of enemy missiles coming toward the U.S. from dis-
tant’ points DeCi51ons to counter attack are made in a few minutes

- and transmitted to our missiles Perhaps the buttons that fire our

counterattack are located in the command post itself. The commander
then' conducts ‘the war looking at the display showing enemy moves and
pushing buttons to make the desired countermoves., Many of the cur-

: frently planned systems seem to be. p01nted, at least 1mplicitly,:.,,-

toward this image’ ‘of“strategic war in the missile age. Some such:
: 1mage usually lies behind references to the’ compress1on of time

The ballistic miss1le 1s an ideal first-strike weapon because'“
of its short’ response time. This is the feature of ballistic -mis-
511es whieh the side striking first would exploit. . The. defender, .
or the s1de striking second, . could also exp101t the quick reaction
of” miss1les ‘to prevent his force from being caught .on the ground
This would require that his command, control, and sensor systems
also be fast reacting. However, there is another feature of bal-
listic miss1les which the defender can. exploit, namely their sur- .-
v1vability Unlike aircraft which are vulnerable and can be pro-
'tected ‘only at great expense, ballistic nissiles can be protected
by some combination of hardness, dispersal and mobility A sec-~
' ond-strike capability for mlSSlleS ‘need not depend on. quick reac- ,
tion to avoid surprise. It can depénd on the ability to survive o
a surprise attack. The ‘choice between exp101t1ng the quick reac-
~tion of missiles or exploiting their survivability is a crucial’
one for national foreign and military policy as well as for setting
operational requirements ‘for command and control systems. A soft,.
vulnerable, quick—reacting force requires & highly reliable system
with & very high data ‘rate.”  The" system, however, can be soft since
it must do its- JOb ‘before being hit. "One does not need a surv1v—,j'
able system to control ‘a non- surVivable force O the other hand,_"
if we decide to depend on a- survivable far ce that could accept a
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'surprise attack and remain able to strike back; . we need a command
and control system which can survive with the force and control it
The data rate of the surv1ving system, however, may be relatively
low :

A soft quick—reacting force is relatively inexpensive The N
size of force required for a specified level of retaliation is o N
much ‘“1ower if the whole force, or most if it, can be launched than N

_if much of it must expect to be destroyed Furthermore, the force
need not be hardened, dispersed or made mobile, all of which cost

s money. The money saved by having a relatively small, soft, quick-

'reacting force could more than pay for the elaborate sensing and
warning- equipment required by a fast reacting command.and control
system. However, against this coice and in favor of surv1vability

.v-and a slower response are the following powerful arguments

(a) The preparations required for a missile attack are much
'less lengthy, elaborate, and evident than those for a bomber at-" .
“tack. Consequently, there is much less ¢hance of getting reliable j
strategic warning. It seems inconceivable that our strategic warn-
" ing would even appear conclusive enough to convince the President
to order a pre-emptive attack, that is, an attack launched after
the enemy had decided irrevocably to attack but before his attack .

" had actually been launched. Thus; a quick response would have to :
" depend on the detection of an attack which had been’ launched but
had not yet arrived

(b) ‘It may be possible to develop reliable means of foiling
the sensors designed to detect ballistic missiles in flight. Sys—
‘tems such as MIDAS and BMEWS react to relatively weak signals that
the enemy may find ways “to mask.

(c) The sensors ‘are also vulnerable. Reconnaissance satel- ..
lites could be shot down. BMEWS is soft ‘and could be knocked out. .
Although an attack on’ our ‘warning system would itself be a warn-..
ing, it would scarcely be a warning which would justify launching :
an all-out attack. Destroying BMEWS. for example, although an wn-
friendly act, would not provoke massive retaliation, especially -
if the destruction were accomplished by high—explosive bombs or f‘
by sabotage o

(d) The sensors are liable to give false alarms, which prob- :
ability could be reduced by having a number of sensor systems, A
each with a low false- alarm rate and by depending only on corre-
lated 51gnals from several independent . systems. However, it is
not certain: that we could have even. one really reliable sensor -
system,,let alone a number of independent ones.




' (e) The high state of readiness required for quick. response
is. itself dangerous and increases the chance of war by mishap

ki

(f) Even if such a hair trlgger state of readiness ‘were not

dangerous, it looks dangerous, frightens people, and leads:to- popu=:

lar pressure on the government to conclude hasty;. ill-considered .

disarmament. agreements without adequate safeguards. - Furthermore, T

any brief decline "in our state of alertness would tempt éven a:

. non- aggressive eneny to eliminate our. quick-reactingforce simply ‘
- to- rid the -world of what he-would regard as an. accident—prone"fV
menace. -To be sure, warning systems are a dlsplay of a second-
strike, ror retaliatory, strategy. - But there are ‘other’ ways to:
display .a second-strike strategy without appearing or being. acci-
dent: prone. Examples.are-airborne-alerted aircraft and hardened,
dispersed, and mobile miSS11es : ;

(g) Electronics may: make it possible for machlnes to. do aceus

rate calculations in one thousandth of the time previocusly required,

but no electronic .data processing and displays, however elaborate,

can effect -a comparable compression. in-the time.required for the "

human mind.to reach sound decisions. Ultimately, the compression-
of time runs up against the constant human :factor and forces us- to.
choose between surrendering our power of choice to a machine or - -

stopping the compression of time by depending -on. survivable,rather S

than. fast reacting,weapon and command and control systems.

The best solution to the problem of- compressed time is not

elaborate electronic.data-processing systems designed to make quick?;

reactions. safe, -but a simple survivable system:which makes quick "

reactions. and snap: Judgments unnecessary, at least where thermo-i“vﬂ

-’nuclear war is- the issue

wsn-7
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3. SENSOR SYSTEMS

The obJections to 1aunching miss1les on warning do not apply
to aircraft; which can be launched under positive control. - How-’
ever, the expense of ground-alert plus the. sensor systems required
to detect missiles in flight should be compared with the expense: - -
of other measures which do.not depend:on.tactical warning. . Sueh’ & ¢
measures include airborne alert for the near future and hardened; .
dispersed, and mobile missiles later.’. We have had more experience’

'in keeping airplanes-in the.air than in detecting ballistic" ‘missiles:
.The success of:an airborne alert is less dependent on the unpredict-% o

able progress -of ‘technology. . ‘Bombers in the air will ‘certainly not
be destroyed on the ground, but even the most elaborate sensor sys-
tems may fail to give warning.. Both airborne alert and protected

missiles provide a continuous capability independent of enemy moves. .

On the other hand, launching aircraft on warning which turns out to

‘be false causes-a temporary drop 1n capability.»

The cost of currently planned warning systems is’ comparable “to
that of airborne alert and major weapon systems and comprises-the B
greater part-of the funds for all of the L-systems. :Because of

this expense and:because these systems ‘will have operational lives e

extending well into the missile age, it is desirable to hHave the -
clearest -possible understanding of the value of tactical warning: - -

- for ballistic missiles. Rejecting: a strategy which depends on' tac-

tical werning does not necessarily imply that we should reject the
capability to get:tactical warning. :The question is rather how"'

‘much of our limited defense funds should be spent: on sensor systems. -

for detecting missiles? It is not the function of Winter Study- to-
snswer. this question. Rather we have tried:to give the decision-

" makers useful date end concepts. The report.of the Sensing Panel

in Winter Study Report No. 11 gives technical analyses of proposed
systems. This section will attempt to clarify the strategic prob--

' -lem by listing several possible roles for tactical warning and giv- o

ing arguments pro and con without making any definite recommenda-
tion. The suggested possibilitles are as follows:

(a). We could build both awarning system and a force of solid-
fuel missiles well enough protected to survive a massive surprise

.- attack. They would, of course, also be able to react quickly to
- warning if it were received. In fact, it can be argued that pro-

tecting the force and making it quick reacting are complementary
measures. The better protected the force, the larger the attack
which would be required to knock it out and hence the greater the
chance that the attack would be detected. Also a thousand signals
recorded by a sensor system would be less likely to be a false

. alarm than ten or a hundred. However, some care should be exercised-

in calculating the probability of one thousand simultaneous false

&3:::;"}“3355 1Y

AL&MLLW



é’ wfﬂﬁg;m

glarms from: the probability of a single false alarm.. Uné ubtedly,

the chance of a thousand independent dignals occurring at once would
~be so .small as to give a comfortable feeling of safety. - However, .= - -

there may be some unanticipated phenomena of such.character that .
" they produce many simultaneous. signals which are not statistically

independent., It is difficult to prediét the probability of  such - -

. pPhenomena. - Indeed all calculations showing the false-alarm rate
to be“vanishingly small are- subject to some unéertainty as to the. -

probability that the. calculation has ignored relevant factors. -This

probabllity may be several orders of magnitude higher than the cal--
culated probability of false alarm

Furthermore, if we build a survivable force which can ac-

cept“a surprise attack and remain able to strike back, ‘there would -

be less.pressure to spend the considerable sums.of money needed. for -

highLy reliable and redundant :sensor systems. There would ‘also be

less: W1llingness to. retaliate on warning or even to assume the. dan- "
gerous: hair- trigger posture required by a strategy of quick reaction;

There is also the question of what targets to hit in an at- B

" tack launched on tactical warning. ‘A force. designed to survive. a

massive attack by most of the enemy force could easily' afford to take

.8 light attack.. But, if the enemy launched most of his force, a °

counterforce,retaliation would be futile, unless our. sensor .systems:-

could tell ius. immedlately and precisely Jjust which enemy missiles . =
has been: launched and we knew the location of the remaining ones.

On the-other.hand,.a'retaliation‘against cities is so desparate and'~

hopeless:a-gesture, -it-is difficult to-imagine a U.S. President:
ordering it :while-there remained the slightest hope that the warn—~
ing was a mistake. Perhaps the only reasonable targets would be
_‘airfields from which bombers had not yet taken off.

(b) We could glve the enemy the impre351on that - we were pre-
pared.to shoot on warning while actually having no intention .of -
" doing so. Thus, we could increase .the retaliation the. ‘enemy would
have to fear without putting ourselvés. in'an.accident-prone- posture.

The argument against such a -facade is that. 1t might frighten friends

and allies more than it did the enemy

, (c) We could have the capability to get tactical warning and
react quickly but not normally assume the alert, hair-trigger pos-f
ture necessary to exploit such capability The threat to go on-
alert could then. be used. as -a deterrent to provocative action or
as a. response to. strategic warning The fear of putting us on’
alert.would complicate the -enemy's problem in preparing a first
strike. since he:would have. to -be .careful not to:gilve strategic
warning. : This might reduce the number of miSSlleS he: would dare-
to - launch in the- surprise blow. - : :
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There:is a. deterrent value in being able-to increase at ‘-
‘3111 the strength. of the counterblow we could deliver. . However,: .
a strategy of going on and off a dangerous alert might be more of ¥
"a provocation ‘than a deterrent. Tt would give the enemy an incen- -~
'ftive.to-hit us as soon as we returned to our normal posture. Once < -
having gone on-a hair-trigger alert we might find ourselves fear-
ing an accident if we kept it up‘'and an enemy attack if we did not.
It would be dangerous to relax such a. posture unless we were sure-
- of our normal deterrent, in which case there would have been no need
to go on a risky alert in the first place. :

. To be sure, we. could threaten to assume such an alert only
in the event that the enemy evatuated his cities (a clesrly threat-
“ening ‘and deliberate act) and to return to our normal posture as - . .
soon as he did. ' Thus, we would increase the potential force of owr
attack as he increased his ability to absorb an attack. The cur--
rent state of our civil.defense, however, suggests that we do not-
take .seriously the idea -that the Soviets would be prebared‘to push
. the threat of nuclear war to the point- of evacuating their cities.

. (d) Even if we. reject any intention of firing on warning, there
is still some value in having it. In addition to launching aircraft
under positive control, we would have some time to alert the decision-
“making. function and perliaps to get some people to safe places. Lower - .
levels of command could be alerted and authorized to fire in case '
the attack knocked out the higher command. Some appraisal could bé
- made of the size of the attack and the feasibility of counterforce -
retaliation. If many nations acquire nuclear weapons and missiles,
a detection system would enable us to tell who was attacking us b
(unless the missiles were launched from ships at sea) :

Also some operational experience with warning systems has
a legacy value. It would be valuable to be able to acquire a cap-
" ability for tactical warning in a relatively short time---say three
months rather than three years---in case we decided to change our
strategy- in response to a technological breakthrough such as a sur- =
veillance system which enabled the enemy to keep track of our- ‘mobile
missiles. This argument applies especially to satellite systems
where an initial capability could be augmented by puttlng up more
satellites. - . ;

(e) Finally we could decide that tactical warning was unneces- -
sary for ballistic missiles and evaluate current systems, such as -
BMEWS, solely as & means of prolonging the useful life of bombers
(and especially of the. B-47's which are less suitable for airborne
alert). The money .saved on sensor systems could then be used for -
airborne .alert or for measures to make our missiles survivable.
©  This proposal might be defended as the best way to live within a
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limited budget. It has the advantages of unequivocably rejecting
measures which might increase the dangers of accidental war and of
concentrating on. survivability under.cenditioms. where even. that may
not be easy to achieve. However, it sacrifices. strategic flexibil-.
ity in both the. long . and short run and would leave us.less able:to -
respond to technological - changes which might indicate that warning .
-is more reliable than we now think or that other measures for pro-
tecting our retaliatory force (such as. mobility) are less reliable.

- Let us next consider sensor systems that are designed for sur-
[veillance rather than tactical warning. Reconnaissance satellites,
for instance, could be used for counterforce intelligence,. to lo-.:

- cate hardened missile s1tes, and to keep moblle missiles under sur-
veillance The need for such surveillance will depend on a strate=--
- gic. choice, namely on whether we should try-to maintain (6r as some.
~would say, . regaln) .a credible first-strike capability in- addition
to a. second-strike. retaliatory capability. Should We accept the
' nuclear Stalemate and concentrate on stabilizing it by building a
pureLy second-strike, or retaliatory force; or should we try to break-
" the stalemate and establish a strategic superiority based on a. force
suitable for launching a first strike against the enemy force so as-
to reduce the damage done by his counterblow? Could we in this way
acquire a strategic superiority great enough to offset the strength
of the Communist Bloc in conventional forces and by the threat-to
strike. the first strategic, or. intercontinental, blow deter provo- -
cations other ‘than a direct attack on: the U.S:? This. controversy -
is crucial to our national foreign, and military policy. . The :de- .
c1sion will have an, 1mportant bearing on . how much of our resources-
should be. devoted to sensor systems for counterforce intelligence

Surveillance systems have also been advocated for arms control,
as part of an open skies plan to guard against surprise attack.
However, the preparations for a -missile attack. could .be concealed
‘from such inspection, especially if the missiles :were”in under-,
-,ground silos or, if they used solid or storable liquid fuels. In = -
fact, surveillance of the enemy force would be likely to defeat any .

" plan for arms control by providing knowledge of the location of .
enemy ‘missiles. and thus make a first strike feasible -Arms control
‘might. better be based on enough periodic’ 1nspection to let each. side
know- approximately the. strength of the.opposing force but not its
"location.. Surely the minimum. requirement for arms control would

be for each side to allow the other .an invulnerable retaliatory :
force (For a fuller dlscuss1on of this point, -see the article

by H. Kissinger in Foreign Affairs, July . 1960. ) L :
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As discussed earlier, the mast general requirem” @n command.-

l: and control systems is that they be able. to maintain a rate of in-
. formstion flow determined by the volume of information and the al-

lowed time Thus

’raté'= X%%%%é_'

~The system may be strained because the volume is large (thev_r”
main problem in peacetime operation) or because the time is short -
(as -in a crisis or just before an attack) or because the gystem °
has been so damaged and degraded that it cannot maintain even a -

low rate: (the prob&em of survivability). If we reject a deterrenti_i‘

based on quick response to warning, and depend upen a survivable '
retaliatory force, we must have a command and control system that -
is also survivable.  There is a real danger that the L-systems will -

- péither- give sufficiently reliable warning to permit the force to *f

react before being hit, nor survive to control the’ reaction after

being hit. -

-0f course, not all of the functions of -command and control sys-

tems need to-survive an attack; probably only a small fraction - °°
needs to. It should also be recognized that nothing can be made -
invulnerable. What we do in protecting our force or our command
" and control is to make the enemy work harder to knock it out or to o
bring about a particular degradation. The degradation of command :
and control will take the form of a loss of functions or passage °

~of a function to a lower level of command or to an alternate
‘center ‘ - :

The Vulnerability of any element of the command and control
structure can be represented by a plot showing the probability
that it will be knocked out as a function of the number of enemy =
weapons ' (say ICBM's) committed against it. Usually it is conven- =~
ient to express its vulnerability by a -single number representing
the number of ‘enemy weapons (with a particular yield and CEP) re-
quired to give a certain confidence (say 90 per cent) of knocking
it out. We shall refer to this as the price of what we are pro- o
tecting. = Since the priceé cannot be made infinite we have the prob-
lem of’ findlng ‘ecrietria for setting the price required -for any par- -
ticular degradation of command and control. What follows will pre-
sent two such criteria, a quantitative one and a qualitative one.
Which one is relevant will vary with the context

/

The quantitative criterion may be illustrated as .follows: Con-
sider a number of squadrons of dispersed and hardened missiles,
each squadron having also several dispersed and hardened control
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centers. The enemy has the choice of'concentrating his 1n1£iéif

missile salvo on our missiles, or of dividing the attack between
‘our misgiles and our control’ centers The. purpose of hitting the

control centers would, of course, ‘be to prevént ‘the missiles from'pf:

" being fired, or at least to delay their firing long- enough for .

them to be taken out by a follow-up bomber raid. What criterion. :i;fi
should We adopt for setting a’price on the local control centers’\f}

One natural criterlon would be to make knocking out -the control"
centers just as difficult as knocking out, the missiles themselves.

. The opposing offense is then offered two equally attractive (or, =

‘.hopefully, two equally unattractive) options

However, as CEP' decrease, this critérion may require either
;intolerably expen51ve hardening for the control centers or the
~provision of one control center for each missile. Consequently,
we might prefer to depend for survivability on a mobile backup
system Suppose ‘the backup system can do no more. than send a fir-
ing order by radio to the missiles, in contrast to the fixed local
-control centers which, let us say, can also retarget missiles so
- a8 to hmake best use of the missiles surviving an attack. It might

well" be, for example, that the attack had knocked out the missiles.
targeted for the highest priority targets and the surviving mis-
siles were targeted for targets of relatively low priority. .The.

.effectiveness of our counterattack could then be increased by re- ;-“

targeting. - Again we can present the opposing -offense with two
_ alternatives. He can knock out the fixed local control centers

(we assume that shooting at the mobile backup is clearly less at-
tractive than attacking the missile force itself) or he can concen-
trate ‘all of his attackers on our missiles. In one case he fsces

a counterattack with a larger, but'less efficiently targeted‘force,.p"

and In the other a smaller, but better coordinated attack. The.
fixed centers should be nunerous and hard enough to make the two .
options equally unattractive.’

In many cases it will be impossible to find an exact quantita-
tive ‘measure for. what price should be put on a particular function

or on the -ability to have it performed at the desired level of com—_m

mand.. It is rather a matter of protecting the command and control

‘ aenough to establish some tolerable threshold for degrédation. The'.

price is 'gimply a ‘quantitative expression of what is intuitively. -
felt to be tolerable. There are certain functions one would like
to preserve but would be prepared to lose under sufficiently. dras-
tic conditions Protecting the command and control is simply a
way of ‘defining what is sufficiently drastic. . This may best be

illustrated by the trigger and safety catch problem for the retalle-«

tory force..

WSR-7 -~
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We want to’ make sure that (l) our strategic offensive force _
could be triggered in time of war, since otherwise it would be use-:,
less as a deterrent, and that (2) it will never be set off by mis-_g
take during peace. ' Thus, the trigger must. be able to operate after. .
an attack while the safety catéh must remain absolutely secure . .. ..
during peace. The, command and control must be surv1vable enough SO. -
that even a deliberate attack on it could not destroy the trigger- ﬁﬂ
ing function. On the’ other hand, a weakening of the safety catch ‘
under a deliberate attack is more tolerable. The same attack that
weagkens the safety catch reduces the need for it. As the intensity
of attack increases, our concern shifts from the security of the
safety catch to the surv1val of the trigger, suggesting a’ qualita-'
tive criterion for protecting our command and control, We design
the command and control so, that an attack on it weakens ‘the safety
catch and we provide enough protection so that only a heavy and de-‘
liberate attack would weaken the safety catch, as. illustrated in
the following example°

5. ’TRIGGER AND SAFETY CATCH.

‘Loeal Control Centers: Consider'a squadron of fixed missiles

“with'two fixed control centers oth centers can send each missile.

a firing order, The loglc of the control system is arranged so that,
if both control centers are surviving, the missiles will fire only
when both- centers send the firing order. Thus each control éenter
‘acts as a safety catch on the other. However, the logic also. in— ' |
sures that, if either control center is’ knocked out, then the re- . ..~
maining center can fireq ‘Thus ah attack which. knocks out one.con- ...
trol center removes the safety catch and leaves the other an unin- .
‘hibited trigger " The control centers should be hardened so that an .
attdck which would take out a center would be drastic. enough to -
Justify removal of the safety catch. This is a simple illustration
of the principle. It could be generalized to a missile complex
having more than two control centers.

Mobile Backup: Again consider the case of a mobile backup e
cepable of sending the firing order to the missiles by radio. The
mobile backup is a man operating a truck with radio. Certainly one
would not’ want & truck running around the countryside with the abil-'
ity to set off a part of our retaliatory force.- Such a system would
be much too dangerous and too far removed ‘from the normal line of )
command ‘and control. However, under sufficiently drastic conditions

l of attack, we would tolerete such an arrangement and, in the extreme

case, even be glad to have it. Thus the normal ‘fixed set of local .
control centers should be numerous enough and dispersed enough and
hard enough so that ‘they could be knocked out only by an attack con-
gidered drastic enough to Justify passage of control to the mobile
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backup.. ; Multiplying, -dispersing, and hardening the fifgz’ﬁ%nters
is a way of defining precisely the threshold (measured,- say, in
enemy ICBM 's .on target) required to.shift- our. fears from the:-
-security of the. safety catch to the survival of the trigger.u ”&,ﬂ

This problem comes up also at higher levels of command It is e
difficult to design.a single comnand and control system. which un=: -
der attack degrades gracefully.from its normal peacetime capdbili-. :
ty to the.low-data-rate, last-ditch capability required: to maintain -

an ability to strike back after a heavy.attack.- Those protective

' measures which cause the least.disruption:of. normal operations are . .-
the least effective for insuring survival. -Thus,:&a.natural: tactic-"a'

is to have two command and .control. systems;-a fixed, preferred,’
primary system which is convenient to..operate and is hardened: and
dispersed just enough to create a tolerable threshold for: passage
of control to a mobile backup which is unsuitable for normal opera-
tions but is highly survivable. This problem will be discussed
more fully later in connection with the transformation of the oper--
ating military organization under an attack which destroys pieces
of it and its communications.

Higher Command: A command above the level of local control
should make the decision to fire missiles and perhaps should even
have a physical veto over the firings. However, since a small num-
ber of higher command posts could be knocked out, it is also neces-
sary to allow the local centers to take over if the higher command
is knocked out. The multiplication, dispersal, and hardening of
the higher command centers then establishes the threshold for pas-
sage of control to the lower level.

It would be desirable to Pplace bomb alarm systems with the sen-~

sors at higher command centers and readouts at the local control
centers. Then, if the local control centers find they cannot com-
municate with higher headquarters, they have additional assurance
that the higher headquarters have been attacked. This assurance is
in addition to that provided by the fact that the protection of the
higher headquarters has been designed so that only a deliberate at-
tack on the headquarters would knock them out. It is desirable, as

- will be discussed later, for command centers to be located. far
enough from air and missile bases-so that the command is not knocked
‘out as a byproduct of an attack on the force. Should a number of

" nations acquire the ability to launch missiles with nuclear warheads,

the problem will become much more complex. Bomb alarms can tell the
local control centers that we are under attack, but not who is at-
tacking.
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. Another reason for protecting the-higher command centers is to -
prevent .them from being-knocked out by a sneask attack that might

go undetected.  If the command centers: are sufficiently numerous **“"

and well. protected that any attack which would knock them out could,
with a high probability, be detected, then there would be time to -

issue- warnings to-the local centers. Although it is questionable,.‘ -

as discussed earlier, whether we would ever‘fire on ‘warning, it

would be desirable ‘to warn the local control centers of an attack; R

This .warning, followed by loss of contact with all of the higher
- command .centers, plus signals from all of the bomb alarms, would N
constitute as reliable: evidence of attack as it 1s possible to ex-

. .pect,” especially if the local centers had both wire and radioc com-
munications with. headquarters so that loss of contact with the

-higher. centers would not occur as a consequence of the failure of - ”},

a single form of communication.__
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6. CONTROLLED REACTION

Let us next consider the survivebility of the highest level of
command, the function of deciding the issue of war or peace, of
committing us to war, and of terminating.-the war. .We have assumed-

that this function in some form should .be well enough: protected:to .-~
survive an attack and at least be able to-give the order  to- retali-lﬁv

ate.-. Otherwise, our deterrent. is a,mere facade. - There:are various::

views ‘about what, if any, additional functions the surviving com=~ *“*5

mand should be able to perform. Probably the most widely held view. .
in the West-is_that the whole purpose of our military planning is -

, deterrence,;that the failure of- deterrence would be so-catastrophicﬁ‘
" that. there is no point in making the painful effort to ‘think beyond .-

it, and that therefore the surviving higher command has no .function.

but to order indiscriminate uncontrolled retaliation, and that even -

this makes sense only because the threat of it is the basis of - deq
terrence. Thus, the function of higher - -command is to decide. on a -
threshold for retaliation. (presumably high enough to exclude ac-

cidents),sto survive long enough to verify that the threshold has o

been exceeded and to. give an authenticated order -for all-out re-f
‘taliation.: This has been.called the spasm theory of general war.

At the opposite extreme from the view of strategic war as an
uncontrolled spasm marking the end of civilization is the so-calléd
broken-back. theory according to which the nuclear exchange, although::

perhaps destructive beyond precedent, -is-only the.curtain raiser. ofi{s'
a prolonged:struggle which will be decided by ground forces occupy~ : =
ing territory. This is the accepted.Soviet image of future all-out -
war. ..The alleged superiority of the Soviet social 'system is cited ™~ -
as the factor which will maintain the resolve and'discipline neceséﬂew,

'sary to carry the struggle through to a successful conclusion

Another position between the extreme of the official Soviet

" view.and.the spasm, or. last-gasp-ofi-civilization, theory has argued“f»

that, although all outcomes of nuclear war are horribly tragic, -

some are nevertheless much less horrible and tragic. than others and -

that achieving the least catastrophic outcome depends both upon

preparations. for civil defense and recuperation and also upon being

able to. control our reactions during the nuclear exchange and to

_ terminate the war by negotiated agreement before both- sides have ex-
‘ hausted their capability to wreak destruction on one another’ 3

It is not necessary to go so far as: to accept the idea of a
fight-and-win—the-war capability (let alone accept the ‘concept of
broken-back war) in,order to see serious defects in:the spasm view.
One obJection concerns .the definition of a threshold:.at which our

uncontrolled reaction should occur. This should be high enough to «

exclude accidents But suppose a bigger accident than we had
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anticipated occurred. In modern strategic weapons”wé'sre‘deaiinéT

- with phenomena far removed from any human experience We cannot

foresee all the possibilities for. mishaps

There is also the possibility of a sincerley mistaken attack
The Soviets are committed, -at.least in the published writings-of
senior 'military figures, to a pre-emptive strategy (a stragegy,” ' - '-
that is;.of - "retaliating" on"strategic warning). ' Suppose that they *-
have reluctantly and in desperation-launchéd a pre-emptive attack " .-
based on mistaken intelligence. 'Or they may havelcoldébloodedly- '
calculated that they could knoeck our force out in a surpriseé-attack :
with:.little damage to our population but their attack has gone
wrong.and they have sufféred a military disaster--not to say a po- °
litical disaster in exposing. themselves as initiators of-an unpro-
voked nuclear aggression. In all these cases, and in others which
we may not be able to imsgine, both sides would have an incentive ©
to terminate the war on terms which we would find far preferable to

.allowing an initially counterforce war to reach the stage of mutual, °

unrestricted city busting. Thus we need a surviving high command
which can both control our own response and maintain contact with
the enemy, negotiate the termination of the: war and set at least:

‘the initial terms of an armed truce. »

~It may be objedted that such a view of a nuclear war’ is not re-t~3
alistic.  But: this is not the question. The question:is whether " "'~
any view of nuclear war can be realistic enough to form the basis -

'of a single automatic, pre-planned response. It may be that people :
‘would not behave at all rationally under the extreme and unprece-
. dented: conditions of a nuclear exchange, but this is not the ques-

tion we face now: 'The question now is whether, in the calm of
peacetime, we want (deliberately or by default) to design a command
and control system which would deprive us of the opportunity to act
rationally in case a general war broke out in spite of our best ef-
forts to prevent it: If at some juncture both 'sides still had much” -
to lose .and desperately wanted to stop the exchange, it would be e

~tragic and inexcusable.not to have provided the: means to do 80

Quite apart from the question of negotiating with the -enemy,
there is the question of:choosing a counterforce or & countervalue
retaliation or some mixture. .By all. odds, the counterforce retali-
ation is preferable because it reduces the damage the enemy remains
able to do to us. However, a counterforce retaliation may be futile.
Whether it is or not depends on how much of our offensive force 1is
surviving; how much of the enemy force has been expénded (there is
no point in knocking out empty missile ‘8ités) -and how well, if at -
all, we know the location of the enemy's remaining weapons. For
the latter, repid, surviving, . counterforce intelligence would be
useful although some estimate of the feasibility of a counterforce
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' - attack could be based on an. assessment”of our own damage, which
- would-indicate both our remaining strength and the fraction of the
. enemy missile force that had been committed in his initial salvo.

If, unhappily, nuclear weapons ‘and long-range delivery systems‘f
are allowed to spread to a large number of nations including some .
. with unstable irresponsible governments, then we will have theé. ad-
‘ ditional problem in a sudden attack of deciding who attacked us. -

- Another objection to the automatic all-out response is that re-_
ﬁ,taliating with everything we have would leave us”at. the mercy of’

‘an-enemy who' had‘®withheld some of his force from his initial counter-

_ force attack--as a calculating aggressor surely would. With this he

.could threaten our cities while we would have no'counterthreat.

3 However, 1if we have retained something, then we. have a bargaining

: 'and négotiating position which we could exploit to ‘end the war on

-satisfactory terms.’ This would be especially’ important if the war.
~had arisen ‘out of some major provocation, such as & Soviet threat

" to occupy a NATO- country "Our ‘present’ obligations require us to g0

. .to war .over such-an issue. Surely- it would be’ 'foolish to go. to war

" over an-issue in-‘which we expected to lose’ interest once the war be-
gan. - Again the question is- not whether we would react so foolishly .
in war,but whether in. peace we should deprive ourselves of the possi-
fbility of'a more rational reaction
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Te PROTECTING THE HIGHER COMMAND

Let us now. translate the discussion of strategy in the preceed-,q}
ing section into possible requirements for command and control, sys-
tems. In terms of the discussion so far, we can distinguish three
levels of survivability for command and control: (1) No surviva- .
bility at all under attack, complete dependence on warning and quick
response. (2) Thé ability to give the go order for a spasm retali-
ation when a’ threshold of attack is exceeded. (3) The ability to -

Amaintain control of the force and communication with the enemy. We
. have ruled (1) out. Let us look at the conditions. which could. cause
 us to degrade from (3) to (2), that is, to fall from a controlled .

.response to the spasm reaction - . o

We can distinguish three classes of contingencies that tend to '(
degrade our command. and control. One is our own acc1dents, enemy: -

o sabotage or a light enemy attack such as he might launch by acci~ .q:;_
cent. Thé second class is a massive attack directed at our offen- - ..°

sive force. The third is a massive attack directed at our command

" and ‘control as vell as our own force . and in particular 8t our

higher command function. Certainly we want our command. to be: well

';enough ‘protected. that we: do not lose control by accident.- Thus, .
‘we have the following three policies from which to choose. The ...
'.choice will depend both on strategic preference ‘and on technical

feas1bility

(a) The higher command could be so survivable that it could

. maintain control of the force and communicate with the enemy under

any conditions including a deliberate and massive effort on the

~.part of the enemy to knock out the higher command function. Such

a command may not be technically feasible.. In any case, one can.
question whether there is much point in being able to negotiate
with an enemy who is determined to destroy the higher command with
which he would negotiate.

(b) We could maintain the higher command function under a mas- |

vsive attack on our force, but accept degradation to the automatic

"go" if the command itself were directly attacked. In this case . -
we should tell the enemy beforehand that his making the substantial
and deliberate effort to knock out our higher command would leave

us no choice but to launch a blind retaliation, the fire order
being transmitted, say, by a bomb alarm system with readouts at the
local control centers as discussed earlier. This would mean, at

the minimum, insuring that the higher headquarters and their com-
munications to the local centers were well enough protected not to
be knocked out as a bonus incidental to an attack on our missile

and air bases

s -.L‘u-u%

LTS ‘AE@




Fa R

. i

A 3 } i
: s B

Wl e
S5
-+ (e)--Finally, -we. could make . the. higher ‘command: function’hard:
enough’ 50 :that- it could be knockéd out’ only by a deliberate attack
but-.try to. insure:that it .would-be’ knocked out. by __y ‘massive at=
-tack,: even:.one. directed at. our.offensive force. s This:would:means k-
committing ourselves:to the. spasm theory by7virtue of the design of
our. command and control.fs o P v L i b

The precgding section presented arguments against taking (n)
above .as thewrequirement for survivability.. - Although the argument :
in favor.of (&) is unconvincing to. us; in fairness it:should be- - .i:

" discussed in grder to clarify fully the impact of:strategy on:the = .:-

cholce of operational requirements for command and control systems.
The argument has. to. do_with protecting ourselves against what is. .
called post-attéck blackmail. This can be: illustrated by the fol-~
: lowing sequence of three attacks

(a) An enemy attack on our force.
(b) Our retaliation against his value.

"(e¢) His counter-retaliation against our value with the part
SO e tuofchistorse Withhéld from (a) .

The threat of (b) is supposed to deter (a), but the threat of
“(¢) can be used to deter (b), and so remove the deterrent to (a).
This is one of a number of situations where it is rational to mske
a threat which it would be irrational to carry out if the threat

" . failed to deter. (An example from everyday life 1s the threat to

~ incur $100 in legal expenses to punish and recover a $50 loss.)
Thus, it can be argued that our retaliation (b) must be made auto-
matic to insure deterrence. In the degree that we maintain control
and communicate with the enemy we expose ourselves to threats. = :i
This is an example of how strategic problems, which may not be _
widely recognized, are implicitly involved in the design of commend
and control systems and of how strategic flexibility could be re-
stricted by technical decisions.

It should be pointed out in conclusion that the threat of post-
attack blackmail is proportional..to!the vulnerability of our of-
fensive force to a first strike against it. An initial counterforce
attack may be deterred by either or both of two effects: (1) The
. attack is militarily disadvantageous; 'the enemy would expend his of-
fensive force faster than he would destroy ours. (2) The attack.
would provoke a punishing retaliation; the better we protect our
~own force, the less deterrence has to rest on the threat of retali-
ation.
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As & -hypothetical -example, consider & retaliatory force made up
of submarines:able to fire ICBM's. ' They.could then be stationed in:. -

the. Great .Lakes or Hudson's Bay. (This avoids the controversy over:.

slow attrition of a submarine force operating in a public place like-

. the ocean.). If:the enemy did not-know where the submarines were lo- -
‘cated, the threat of punishing retaliation would not be necessary -
- to deter an attack on them. The ideal deterrent is one in which an.

enemy attack is deterred not only by. our ability to punish him but

' by the assurance that he would be punishing himself.  This. is ane

other example where protection of our own force makes the command
and control problem easier. ‘ ; L




- 8. POST-ATTACK ORGANIZATION

Let us - think of the military organization as e group of commandsi
centers connected: by communication links along which:information is. :
supposed to flow. : We: could also sketch in the lines -on which in-. -
formation can flow. These would-connect nearly every center in*thef
ZI with every other, since each center presumably has'a telephone. .
After an attack, whether or not the command and control were prime
targets, the organization will be.fragmented. .Both centers and - '~
links -(official and unofficial) will be missing.. The problem is to. -
Tind some.simple concept for indicating how the surviving pieces of
the original organization should transform into.a structure able to -
exercise commend. There are two general possibilities here. One
involves passage to a’secondary, or backup, system which is - . .-

. especially designed for‘survivability. The. airborne command post .-
is an example. K The other is to have a set of rules whereby the. .
normal operating command centers pass - thelr functions to other such:
centers upon being knocked out. S o , : :

The objection to alternate command posts is that command should
be .continuous -through the transformation from peace to war. One ‘-
cannot expect to suddenly activate command centers and  command
- functions. Some functions and centers may disappear under:attack <
but no unexercised ones should be expected to:-suddenly begin operat-
ing. There should be a continuity of command activities from plan-
ning through exercising; warning, alerting, and on to. maintaining
‘control during attack. and until the ‘war 1s temminated. e

_ One suggested rule of transformation for continuity of- command
is to divide the functions of the commands (or at least of the -
unified and sPecified cormands) into two: a global, or stratetic,:
function; and a tactical function. The rule would be that, if the
command is knocked out, its global function.would pass . .either up- to
the .JCS or, if the JCS command post is out, it passes over to: -
another command post on the same level. The tactical function, how--
ever,, would pass-down. to the next lowest level within the command.
~ For example, 1f both. JCS and SAC headquarters were knocked out,. the
‘global job of CINCSAC would pass to CINCNORAD, while the: tactical
function would pass to a numbered Air Force. = According to this
_doctrine each unified and specified command would have’ to. be able-.
to’ perform its. own global function, plus the distinct but.related -
global functions of all of the other commands . The rationale for:
this is that CINCSAC, for example, has.much in common with CINCNORAD
in familierity with high-level policy and strategy and that CINCNORAD
would .therefore be better qualified to do rapid global planning for .
the use .of SAC than would the. command of a. numbered Air Force. SN

There are several objections to. this concept For example, it
is difficult to:draw a. sharp line between the: global and tactical
'functions of a CINC. - The Winter Study Group: hes tended to favor:
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another concept (discussed -further in the follbwing'chepteq)fwhiéh“*
~ postulates a single higher-command, general-war function which could

. be performed either at the JCS command post or at a unified and -

specified commnand. This function would, in fact, be included as —
part of the peacetime function of each command and each would exer-:
cise it on & rotationsl basis in peacetime exercises. If JCS were.
knocked out, this function (of central military commend) would paSS
to SAC, then to NORAD and so on through several such centers.' The
number of centers and their hardness would determine the- size of
attack required to knock the function out. This could be increased'
~ by going deep underground or perhaps by & combination of: hardening
‘and active: defense (which would also have to be hard)

, However, as mentioned earlier, those measures which seem most’
likely to insure survival are the least compatible with the normal
operating procedures of a command. An airborne command post, for
example, is highly survivable but also highly inconvenient except
as a backup. Perhaps a satisfactory solution would be a mobile
backup, such as an airborne command post. menned on a rotational
basis by officers who also take turns at the regular fixed commend
post and who, .therefore, 'do not become detached from the day-to-day -
operations of the command but acquire the experience necessary to

" teke over smoothly in a crisis. Such takeover, in fact, should be
regularly included in exercises. o S

The regular fixed centers could be numerous and hard enough to -
establish a tolerable threshold for passage of commend to the mobile-
- backup (as in the case discussed earlier of a mobile backup for local
control centers). An illustrative exasmple for a mobile backup system
for higher commend and the essociated communication links to missile
and air bases is presented in the addendum to this chapter.

A The next question is how many levels of command should have
mobile backups. For example, to consider the offense, should there
be one for JCS, one for SAC, and one for each numbered Air Force?
To answer this let us look at the flow of information required in
the case of an attack that damages the normal fixed command struc- - -
ture. The usual concept of an organization is represented by &
pyramid. This also applies to the flow of information in the form
of decisions.. A.small number of general, or highly aggregated, de-
cisions are made at the top. Details are filled in by decisions at.
the next level and so the total amount of information grows as we
proceed from the apex.down toward ‘'the base of the pyramid

It is questlonable, however, whether this is an accurate image
for the post-strike function in general war. - Certainly, if the
higher commend could do no more than give the go order, and perhaps
also choose a particular emergency war plan; the pyramid would be- -
come a straight column; a single decision made at the top is passed
down to the force. However, even if the command remained able to
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n:complétely:fetargét thefmissiie force;'there wouldibe”oﬁlyfdﬂsmalli

deviation from pure centralized control.- At the top would be thée-
choice of the targets in order of priority. - The next level of de--
tail would involve assigning targets to missile squadrons. The as-
signment of missiles to targets could be done at the locel squadron.

‘control centers. Both the choice of a target 1list and the assign- -
ment of targets to squedrons could be done at a single level of

command and perheps by one person, who ‘would need to know only the
number of surviving missiles at each squadron.” .In fact, if this
information were relayed to the squadrons, together with the choice

~of a target system, the squadrons could meke their own assignments

on the basis of a preplanned procedure for teking over one another's -
targets. Thus, for the offensive force, a single level of suryiving- '

_command above the local control level may be sufficient, simply bg-

cause of the highly centralized control required. Inte:mediate
centers would have little function except to transmit orders.

 While the command function for the offense becomes highly cen-

. tralized, for the defense it becomes highly decentralized because
. .each local defensive battery or control center must react reflexively

to the local threat. A single mobile backup for the higher command

- could, therefore, serve both the offense and the defense. The of-

fense because control is completely centralized and the defense be-
cause control is so decentralized that there is little for a higher
command to do_once%the war starts. '

The subject of retargeting the missile force is discussed in

 Winter Study Report No. 19, Ad Hoc Studies. Contrary to popular

impression, missiles may be a more flexible weapon than manned
bombers. Retargeting bombers is restrictéd by the number of targets
the crews have been trained to handle and because a bomber attack

is highly coordinated operation involving bomber-tanker mating and
the coordination of penetrations and.times over target. By contrast,
a missile using radio guidance can be quickly and easily retargeted.;
Furthemore, missiles can operate independently. Hence, the re-
targeting is a much simpler problem, and once & target list has been

~accepted, is mainly an exercise in elementary bookkeeping, much of

which can be preplanned even for completely centralized retargeting.




ADDENDUM TO CHAPTER I - -

 Olympus - A Skeleton . Command System .

_The purpose of this addendum is to sketch out a sample sur- '~ -

vivable backbone communication system thet is specifically address-
.ed to some of the problems. dealt with in Chapter I.. ‘Thére has been’

great:concern about the. extent to which -vulnerabilities of just the -

communication links: jeopardize the .nation's abilities to ‘quickly

evaluate the nature of a nuclear event or series of events, to in-
sure appropriate retaliation without excessive likelihood of acci-
dent, and to perform post-attack recovery. One would like to have

a communication system to carry out these functions and for the sys— o

tem to ha.ve two a.ttributes » surviva.bllity and directness

The "Olympus scheme proposed here con81sts of a small group
s of aircra.ft acting as airborne relays, with one or more of them also.

‘being airborne command posts. - These aircraft are the nodes of a

very:simple: network linking together in a direct manner the top six -
to ten commend people.of the country and as many weapons as are with- -

in communication range. Sufficient geographical flexibility should
‘be possible to permit these commanders to.connect into the network
- without intérmediate relays or switching centers even when these

people: are temporarily away from home base (for example on vaca.tion) ’

,but within line-of— sight range of one of the a.ir'borne relays

Functions of the System .

, Fig 1 shows the geographica.l deployment of five relay alr-
craft and one combination relay and command post aircraft, which
interconnect the top eight command locations and a majority of our

ZI strategic bases. There are three main functions that such an in-- °

'terconnecting comnunication system could perform

(l) Provide a high command party line fa.cility on which the
nation's top command personalities could hold a caucus to work out
such questions as ."Have we been hit?" "Where and how dadly?"

"Could it have been an accident of ours or theirs "How much of &
~counter attack shall we make?" "Against whom?" . "What weapons do
we have left?” and most important "Which one of us is the senior
survivor?® A communications capability that would allow such a

caucus to teke place no matter what sort of attack was incident would
go & long way toward alleviating the necessity for &n "automatic pre--

planned response,” if, and only if, the conference ca.pa.bility was:
supplanented with a second function' - '

WSR-T . =
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(2) A direct channel from this caucus to the weapon--not all
the weapons, but a fraction large enough so that the enemy loses con-

" fidence that he can isolate enough of 6ur weapons. from the firing -

command to satisfy his conditions for war. With airborne communica-
tion relays transmitting, the receivers would be located at all our
strategic weapons that are within range. It is. envisioned that.this
second function would not be a party line arrangement; but would Dbe:

a. predominantly one-way flow of communication, -the weapons respond-
ing only to report their continued existence and to acknowledge com-- -
mands . ‘The’nature of the message sent could range all the way from. ..
a broadcast "go" command to a weaponpby;weapon firing command in- -

cluding retargeting information..

These two are the main functions of the. Olympus scheme, _
which, because of vulnerability of the aircraft.to other aircraft and .
homing devices, would probably not live through a prolonged attack .

-that included aircraft. There is, however, & post-attack period of
‘at least several hours or perhaps days between the time that eneémy .

missile impact or enemy aircraft cross the warning line and the time
that the Olympus aircraft are either sought out and destroyed or can

‘no. longer . be. refueled. ‘During this period,'a third purpose could be

served.:

(3)“ Command'and communication facilities for ‘post-strike eivil

and military recuperation and (if necessary) communication with the .-
enemy. The high speed and mobility to be obtained with-aircraft means .
that if at least one aircraft had a fair-sized complement of communica-
tion gear aboard operating over much of the rf spectrum, and also’ had
aboard a senior surviving officer, this officer could size up the -

~ gituation and improvise rapidly (and in many different parts of the
‘country) both restrike functions and coordination. of éivilian re-

covery, -for-as long as he had places to land and refuel. If the plane
dld not have the senlor surviving person aboard, it is conceivable '
that it could land and pick up this person. . S

The 1link for NORAD would be particularly important to

»maintain in the immediate post-strike period.

Intelligence inputs to the airborne commander would . come

to him in abstracted form from. the normal 466L - 438L complex during
the prehostilities period.. After that (presuming that.this function.

is lost because of:its lack of survivability) ‘he would have to im- -
provise his own. inputs.- . : o

- During the pre-strike period, tactical warnlng systems :
(BMEWS, h96L, .117L, DEW Line) would normally feed their large-volume "
inputs into the ground bases as presently planned, but with semi-
automatic arrangements for passing on to the airborne commender the
most significant information.

c ISR
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" FI6. OLYIPUS A SKELETON COIIAND SYSTEI -

Description of the System

In constructing this ‘sample hard-core system, ve have end.ea.v- -
ored-to- suggest procedures that could be implemented within & year '
or two. The reasons for using airborne relays rather than ground re-
la.y points of various kinds (tropo, cable, microwave link or others)
'are principally that airborne relays s!:mplify matters by reducing
_greatly the number of intermediate relays required and provide the
geographical flexibility needed for the post-strike function. They:
-'algo rely on equipment that is available with little further devel- ..
opment needed. -Satellite relays would be undesirable for the com-
munication functions since the large horizon distance would meke
Jamming ‘or-listening possible at excessive distances, and since the -
satellite would be mich more vulnerable to covert destruction.: The -
exception to the latter difficulty is the "Needles" passive satellite
scheme which would provide one-hop propagation between any two points
-in-the Olympus network at -a low data rate. As discussed in Section: -
III of Winter Study Report No. 15, Communications Panel, the use of"
10-foot ‘dishes at all the ground points, mobile or fixed, and in the:
airborne command post (or posts) would provide information bandwidths'
of 80 cps for reasonable Needles belt densities (ten times the payload
weight of the proposed test shot). However, implementation could be-
gin sooner and wider information bandwidths would be assured using

0
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more conventional techniques, such as UHF or microwave airborne re-
lays (albeit with greater expense and less survivability than with

" Needles), and so a UHF system will be assumed in the rest of this
discussion. An extension of the network to overseas points, which
would be relatively easy if Needles were in operation, would involve
& prohibitively large number of aircraft if airborné'relay communi-
cation is used; therefore, we shall restrict the discussion to a- ZI-

. only system : :

Only those weapons that are in an operational ready status will
be members of the communication circuit providing the second of ‘the
-three functions just described. That is, the Olympus aircraft would
talk only to missile launchers having weapons counted down to sev-
eral tens of minutes till firing, and only to those aircraft that
were airborne or on ground alert. Instructions to all other weapons
would come through normal means until the weapon carrier (missile or

aircraft) was brought to the ready status, whereupon control would be
turned over to Olympus.

UHF airborne and ground mobile equipment is presently available
that could be used in such a system without further development effort
were it desired to implement it immediately Frequency allocations
would be less of a problem at even higher frequencies, as would the
likelihood of jamming or interference from beyond the horizon. If
it is desired to use directive antennas on the aircraft or on the
ground, for decreased vulnerability to homing missiles, these anten-
nas could be smaller the higher the operating frequency.

Fig. 1 shows only one of many possible configurations of the
system. In the example, only one aircraft (KC-135)serves as both
communication relay and command post and five others (U-2) act as re-
-lays only. ' Clearly other combinations and geographical dispositions
are possible

Line-of-sight range to the radio horizon from a KC-135 aircraft
at 35,000 feet is 260 miles; from a U-2 at 70,000 feet it is 360. .
miles: The figure shows circles of these radii about each aircraft.
At these short line-of-sight ranges there is no. particular premium on
transmitter power (even with isotropic antennas) except to overcome
- jamming. Jamming from e satellite is conceivable, but the satellite
“'would be at an enormous disadvantage in range and in weight-carrying
and power-developing capability. - Much more of a ‘problem would be in-
truder aircraft or missiles, or off-shore vessels in the case of
planes covering the east and west ends of the line. For the latter
reason, these particuler aircraft should stay fairly far inland. The
. Jamming problem, and also the homing missile problem meke it advis-
able .to make frequent shifts in- operating freqnency and to use short-.:
duration transmissions,

CONriueN



For the:conference circuit inwolved with" the first of ‘the
three functions defined earlier,: encrypted; voice- would be the most
suitable mode of operation, since, compared to ‘any’ “form’ of- record’’
“communication, it would be much easier and quicker to use in carry

ing out the necessary ‘discussions. For the weapcn ‘command. ‘fune- f;””

tion, voice.or data circuits using the‘appropri ~authentication
would: be suitable. - For the third function; post-attack improvisap

tion by the ‘command post: aircraft, +there would ‘be a premium&on using ;

" communication -equipment. compatible with the most: common civilian
end military frequencies and forms- of modulation.

Costs

Any system ﬁeing aircraft flying'on staticn is expensive, since

the number required in service for one on station is something like
five. For six stations, as shown in the figure, and assuming one KC-
" 135 and five U-2 airplanes, it is estimated, with this 5:1 support
ratio, that the total cost of the airborne units would amount to $63
million for the initial investment and $13.5 million annual opera-

ting costs. Initial costs: $38 million for the 5 KC-135's with com-

munication gear, $1 million for each of 25 U-2's each carrying two
AN/ARC-34's. Operation costs: -$8.5 million for the KC-135, $1 mil-
lion for each relay station. ' ’ ' o

A system using entirely KC-135 aircraft at 35,000 ft would re-

quire seven relay aircraft instead of the five U-2's at 70,000 ft
shown in the figure. The initial cost would then be about $300 mil-
lion. This enormous initial investment cost could be lessened by
‘using B-47 aircraft which are now beginning to be phased out of SAC.

- Summary

A system such as proposed here would have the effect of tying
together, in a communication network of limited capacity, the Pres-
ident, JCS, CINCSAC, CINCNORAD, Head of OCDM, the airborne SAC al-
ternate commander and some of the weapons. It would thus transcend
some of the functions of some of the L-systems, particularly 4251,

NORAD COC and the 465L SAC Control System. It is doubtful that these

two L-systems would survive a sizable attack, because of vulnerabili-
ties of both the center and the communications and their complexity
and large communication volumes. Rather, they are to be regarded as
systems to prepare the offensive and defensive forces, the actual
trigger being placed in the hand of the country’'s senior surviving
command person or in the airborne commander.

The present discussion was intended to be suggestive of the

kind of approach that might be used to give the most vital hard core

.of command and control functions the two desirable characteristics ”
of survivability and directness. With resPect to survivability the

,;iDEF&
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scheme suggested. is only a partial solution: whatever: survivability
it has results from the assumption that attack by homing devices . deep

- with the ZI would ‘be an act of war.

With respect to directness,.it is pertinent to point-outtthataa
the recent U-2 incident showed what can happen when communication be-
tween semiautonomous orgenizations is left to chance and has to take..
‘place through meny intervening relays. ' No technical inadequacies
such .as. circuit reliability or capacity were involved; the problem
‘was organizational

: Several limited-capacity backbone systems have been proposed
(NSCS, bomb alarm), but suffer from the disadvantage of not connect- -

ing enough functiopally different organizations together.
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CHA PTERV R II: CONCEPTS FOR COWND sysmms

Ve next consider the problem of operational command and the
role of command systems, such as 425L NORAD and 465L SAC in this

-function. We are distinguishing here the operational function from -

the other functions of support and of long-range intelligence also

" performed by the services. Operational command consists of planning

for and directing forces-in-being; the line of command includes the
Joint Chiefs, the Unified or Specified Comends, and the component
commends. Also, by considering command systems, (ra.ther than' control
and sensor systems discussed below) we are primarily addressing the -
headquarters ﬁmctions of operational connna.nd

There is considereble agreement within the USAR:that: ve .
are facing & crisis in operational command. Although the United
States is deve],oping an up-to-date arsenal of mixed weapons’ a.nd ,

 electronic systems , there is concern whether commanders have the'- :

tools to- rea.lize and evaluate the performance of these systems,
to prepare adequate war plans, to maintain a ready posture, and to :
direct forces when action is requiredo

The erisis in operations,l command capebllity is the result of
& technological revolution in weaponry. The planner and commander
are confronted with both conventional and nuclear weapons; many
forms of delivery; and extremely complex control, sensor and weapon .
systems whose potential . capabilities can only be gradually realized.

‘But these capabilities have short useful lives before a new wave

of systems comes into the field. Similarly, the enemy threat
changes as his weaponry improves. - The available decision cycle for
war planning and force employment becomes shorter and shorter but
the consequences of these decisionsare greater and greater. Finally,
our military is undergoing &-major reorgenization so that lines of

euthority and responsibi,lity ere changing and not always clear.

The mushrooming requirements for command systems and more auto--
mation are a symptom of & crisis in operational command capability.
In order to evaluate the-presently proposed command L-systems and =
to consider whether some areas of need have been overlooked, Winter

- Study has had to consider the problem and needs of operational
‘command in-a context broader than "how can automatic communication

and date processing help?". Independent then of the use of auto-
mation, seven factors must be recognized if opera.tional comma,nd is

~ to be strengthened

(a) The milita.ry is responsible for exercising command--this
function should not be delegated inadvertently to machines or
engineers :
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(b) Operational command is a single, . continuing management
problem. Whereas forces and functions phase in and out year by
year, the command function must grow continuously under direction
of the command.

(¢) Within a command, there is a severe need for effective
communicating between intelligence, operations, materiel, and.
plans functions as they relate to the total operational command
role.

(d) Operationsl command must be adaptable to‘uncertainties

" in threat, policy and technology. It must respond to major ¢on-

tingencies caused by these uncértainties in weeks and months, not
years.

(e) Commands must develop a stronger linguistic framework
as an:aid to. rapid, succinct consideration of their problems and
capability and coordination of ‘these with higher and adjacent
commands .

(f) Thbe need for improved communication and information
handling to strengthen operational command is predominantly for
pre-combat capability This is the essence of the forces-in-being
concept --- peacetime operational command generates and exercises
the simpler plans and procedures that are required for combat.

‘ (g) Communications and coordination between commands and with
JCS command must be expanded to include more joint planning and
exercising during the pre-combat phase.

In order to strengthen operational command, three approaches
must be pursued together: ‘

(1) An increasing use of automated communications, data
processing and display can help. This capability is required.
primarily in peacetime; it should be provided early and in gradual
steps. Present plans for command. L—systems are often too long-range
and too ambitious. A

(2) The- commands reqnire much more on-going technical assist-
ance not only to aid them with appropriate automation but equally
to strengthen the analysis, planning, exercising,and evaluation

" which are needed as more ccmplex systems become .part of the force

structure.

(3) Finally, the lines of operational command must be v
clarified. and strengthened, a stronger. service-independent JCS com-
mand center must be evolved, and guiding operational concepts and
standards for all command centers must be developed.

el g
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The following principles should be observed in applying
automation to command headguarterso .

. (a,) Each connna,nd should apply automated comnunications and -
deta processing in modest, successive phases .so. that ~capabllity
- and understand.ing can be built on previous .command experience. o
- Initial use of sutomated capability in any phase. should leave con-.
siderable spare ca,pacity for growth and change -
(b) During all. pha,ses of adding a,utomation, 8 commander'’s or
"capping” system is required which acts as a "staf " cutting across
the orga,niza,tiona.l lines of operations 5 intelligence, material E
and plans wherever these functions support operationsl command.
This Planned growth of ‘automation in a commend should be directed
toward the building up of a data-base or commsnd model. The data
base would be stored in the command’s ‘computing machines and would ..
represent all the data and procedures and plans and experienee '
pertinent to the opera.tional command function.

(¢). The oomma.nd organization should participate in the design
of automated procedures &and models as part of their command  Jjob.
_ Many steps could be taken today with aveilable techniques to increase
~ ‘this participation; requirements for command Lssystems have not in-
cluded. this capa,bility

(d) Design of command systems should include ca,p&‘bilities for
the discussion and evaluation of performance and the development of =
a .coomand - language. . - Presently planned L-systems usua.lly include a
greatly improved capability for performing known tasks, not a capa-

bility for consid.ering how important tasks are and how well they are

being performed .

-
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(e) oOne of the major fa,ctors which caused delay of .the L-systan Lo

- program and establishment of the Winter Study Group was & stated .
need- for more "integration" bétween the L-systems. It is important

~ to distinguish between functional and technical integration. -In the
latter, one emphasizes Such needs as use of -standard equipnent and -
programming la.nguages, or sharing of a single facility for several
tasks (such as ‘common communication systems for several users). In -
- the case of functional integration, one emphasizes clear and effec-
tive and realistic allocation of roles to commands, close co-
ordination within commands and between commands ‘in planning and
support, a.nd effective higher comma.nd of subordinate comrma.m“i.s°

.Adequate’ functiona.l integration at this time is much more im-.

' porta.nt than technical integration. A strong requirement for early -
technical integration is technically both infeassible and undesira,ble, ‘
undue emphasis on technical integration threatens ea.rly needed :
strengthening of operationsl command capability at individual com-
mands.. Stronger functional integration will gradua.lly .result-only




as individual commands and JCS command are strengthened under the
broad guidance of overall functional and technical:plans.

- Next, let us consider the need.for stronger, continuing tech- -
‘nical assistance .to the commands. The Weapons System Project Office
‘Manager procedure which hes been used by the USAF for developing -

- major weapons and electronics systems does not provide adequate
technical support to the operational command problem. It does not
insure continuing assistance; it does not provide the proper impact
- of command requirements on weapon, control, and sensor system de-.
sign; it does not provide enough continuing iteration between com-
- mand needs and technical feasibility. The establishment of the
Hanscom complex with a strong continuing technical support for
AFCCDD can.do much to remedy these shortcomings, . Af:

(a) Alr Force Hesdquarters, DOD and the iising commands
recognize, support and use this capability at a high
enough level.

- (b) Adequste financial support and priority are given
. to building appropriate technical and managerial
capability within the complexo

The relationship between AFCCDD and the using commands’ for
command systems should be two-fold: consultant and developer. In
its consultant role, the relationship must be much closer than
that required for weapons and electronic systems. In effect AFCCDD
is participating in the planning and organization of the using -
command and the using command is participating in the development
and design functions of AFCCDD. AFCCDD should be like & management
consultant or technical staff to the using commend. Unless this:
relationship exists, AFCCDD will be incapable of providing fully
effective, continuing technical assistance required by the commands;
it will be unable to propose or 5upport the continuing GOR's re-
quired for command improvement

In its development role, AFCCDD should nmangge 8 development
program which produces a femily of "on-the-shelf" (or at least
"in-the~catalog") command system components which are useful for -
several commands. In this role, the relationship between AFCCDD
and the individual using commends is not as close. The development
of computers, displays, communications,'énd computer programming
tools should not aim at the particular requirements of one using
command--it should reflect the anticipated overall requirements
of many commands.

A most important factor to be appreciated here is that our
capability to build hardware components is well beyond our know-
ledge to build systems out of these components. We have learned
a great deal of how computers can be programmed and how to build -
display devices and automatic communications, but we require a

T Zl@ﬁ;%%i%\%ﬁé




much larger understanding of basic information processing in order
to learn how to handle interactions between these elements and how
to compose these elements into an effective system.

The major development requirement .in the equipment area 1is in
developing standards for tying these components together and _
modularities of design so that processing capabilities in command

_centers can be expanded and improved without disrupting operations. jd

Anc¢ther element of a command system research and development

program is conducting operational experiments in an operational- en-.

vironment (e.g., the 438L experiment at SAC). Such experiments
should not be viewed merely as the development of a prototype sys-
tem for a particular command; more important they should attempt
to develop and improve automatic techniques which might be used in
a different fashion by many commands, including the development of
& common language for the use of the command and control systems

Also, we need basic development programs in command center
technology how. command centers operate; the proper role for men
and machines, how operational personnel can direct properly the .
‘automated portions of a system. .

In summary,'we have stressed- that operational command capa-
bility must grow within a using command and be designed primarily
by that command; that a development egency such as ARDC is more a
technical consultant to & using command rather than an independent
designer for the command. The USAF 1s responsible for suppOrting
the command system requirements of many headquarters, some of which
exercise operational command over other services commands, some
of which recelve operational command from unified commands whose
command sys.em requirements are: supported by other services° Ser-
vice sup wrt of operational. command. systems will be workable but
. the USAF should press for the early development of a clear JC8

command system operational concept and the early strengthening
-of a service-independent JCS command center. ,

~
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1. THE PROBLEM OF OPERATIONAL COMMAND

We start by defining the problem .of operatlonal command. Each
of the services is concerned with three major areas: support, in-
telligence, and operations. The support function is internal to
each service and includes long-range force planning, budgetlng,
research, development of néw systems, procurement, testing, in-
stallation, training and maintenance. The intelligence function
(excluding warnlng) is performed.by a community of agencies in-
cluding the three services, CIA, NSA, and others; as defined here,
this function includes longsrange technical and capability intelli-
gence. The operational function is performed by the Joint Chiefs
of Staff, the three service headquarters, some service commands
(e.g., MATS and TAC), the unified and specified commands, and by
component commands under the unified and specified commands. The
operational command function includes warning,. operational direc-
tion of forces in being, generation of war plans, and (increa51ngly)
some responsibillties for exercising and evaluatlon

W The Winter Study Group has found it useful to dlstinguish be=~
tween command, control, and sensor-weapon systems as follows The .
sensor-weapon systems (such as BMEWS and Minuteman) are at the! o
bottom of an organizational and informational pyramid or hierarchy.
They are the "front*line". systems with which we sense and combat

“the enémy's forces. Control systems such as SAGE are "half-way up"

the pyramid---they control weapons and sensor systems in order to
perform specific operations such as alr defense. -Command systems
are at the apex of the organizational pyramid---these are the head- -
quarters systems which the commander and his staff use for their

war planning, warning, force direction, and evaluation functions. "

Clearly, there are gray areas between theseé definitions---in
fact, we are dealing with a spectrum of systems extending from
command systems on the one hand to weapon systems.on the other
from the headquarters to the field. If we understand the various
properties of this spectrum, we are in a much better position to
understand the design and implementation processes. req ired for
the different systems on the spectrum. For example, at the sensor-
weapon end, we are Pighting a state-of-the-art battle with the
enemy; BMEWS eventually can be evaded, electronic countermeasures

-can threaten air defense. The state-of-the-art problem is not ..

nearly so important at the commend end of the spectrum---whether
a plan for SAC. emergency war operations is generated by punched
card equipment or transistorized computers.is less important than
whether the plan is realistic and adaptable. (In this example,

" we are not implying that technological improvements cannot sig-

nificantly improve the headquarter's function, but rather that the
use of improved technology is not. as critical to the headquarters
as it is to the field, that the use of improved technology should
be subservient to other critical headquarters functions such as
definition of workable organization or investigation of a wide
variety of threats and the command's role in countering them).

el
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We have distinguished the operational role from_the support'
and long-rangé intelligence roles; and command or headquarters
systems from control, sensor, and weapon systems. In this light -
we address the' problem of how command-control technology can ,
@ssist the headquarters in performing their operational command,
"function. We will be concerned with headquarters at several
levels. JCS, service, unified or specified command; service com-
‘mand and - component conmend. Although many of these headquarters :
perform in all three areas of support, long-range intelligence, and .
‘0pera.tions » we shall primarily consider the pro'blem of operationa.l .
command .
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2. CRISIS IN OPERATIONAL COMMAND '

’ While the ‘Winter Study Group discussed the’ commandrcontrol
problem with many agencies--operational commands,,supporting com-
mands, Hq. .USAF, . :DOD; scientists, and industry--there was a sur- ~

- prising consensus that present U.S. operational command. capablllty
is seriously, 1if not criticelly, deficient. Accordlng to this |
view, the U.S: has developed or is developing a large and mixed

.arsenal of up-to-date weapons and sensors and the present concern
-1s whether. our. command capabillties ‘will allow us to6 use these

. tools effectively. ‘There is also surprlsing agreement on the
manifestations of this crisis in operational command:

(a) There is often a lack of appropriate knowledge at dif-
ferent levels of a command of the performance of the command's
forces under realistic conditions. By appropriate we mean, for
example, that CINCNORAD's understanding of the defense capabilities
of a Bomarc. squadron must be much nore general or global but no
less realistic than the understanding of the Bomarc squadron ‘com- -
mander.  There is not only the problem of detailed or low-level
knowledge of force performance but also. the. problem of appropri-
ately communicating this knowledge up through' ‘the. command, i.e.,
correctly abstracting the know-how.

(v) There is a lack.of confidence within many commands that
forces-can be successfully directed according to present war plans.
' Is continuing assessment of force posture correct or up-toedate
‘enough for a realistic option to be chosen? Will commands be com- -
municated to forces in time? '

(c) There is a lack of adequate communications and co-
ordination between commands where command missions are mutuslly
supporting and even overlapping. An outstanding, but hardly sole,

" example is the strategic, or general var, strike mission where at
least four unified or specified commands include Soviet targets
in their detailed war plans.  These individual war plans depend.
on detailed targeting, priority, and time-over-target factors, but
they are only very generally, and often inaccurately, coordinated

- in overall war plans..

: (d)_. There is relatively little investigation of a broad
spectrum of alternative strategies and tactics before retaining
& workable number of alternative plans. Equally important,. there
is little anticipation of a wide spectrum of threat situations and
preparation to counter with appropriate plens.

_ Basically, the crisis in operational command stems from the
revolution in military technology which has taken place over the
past twenty years and which is becoming fully operational in the
1960's. _




It is important to recognize the most salient features of this
-revolution for ‘each places a stringent requirement on operational
command, : . oo

- (&) We are faced with an ever-increasing spectrum of . weapon
lethality and delivery-techniques and of sensor sensitivity.  As .~
a result, there are many more situations and p0331bilities faced
by the planner and operator. . , A .

(b): As both the U.s. and U.S.S.R. develop greater Kill -
potential, we become increasingly concerned with the .consequences -
of each operational decisionn We must limit wars but be prepared
to exchange cities. S oo S

(c) Forfmost situations, we depend on a concept of forces-.
in-being. Except for prolonged limited wars (such as Korea),
' each engagement, be it a show of force or a general war, depends
- on operational forces in being. . There is no time to develop or
procure ‘new'forces; there may not.even be time for slight modifi- S
cations to war: plans and.doctrines,v . o

(a) Closely allied to the above and often overemphasized-

- is the "compression of decision time." To be sure, increase in

weapon delivery speed and decrease in warning capability have

reduced the time available for meking decisions, even in non-

© general war situations where prompt action could force the enemy

to back down. On the other hand, as pointed out in Chapter I, one

-may wish to accept somewhat slower decision times in return for more:
positive control and increased certainty of achieving a decision

(e) Qur sensor and weapon systems are becoming larger and
more complex 80 that the task of generating operstional plans for
- uslng these. systems is more difficult. At best, potential capa-
bilities of the weepon or sensor system are only graduslly realized .
after many iterations of exercising, replanning, and evaluation.
Throughout this growth period, the operational climate is gradnally
changing because of new enemy threats, new technological develop- -
ments, and new U.S. strategies end alliences. And finally, the
reallstic operational life of the weapon or sensor system mey be -
- very short because we develop a radically better replacement or.
the enemy develops capabllities which obsolete the weapon. SAGE,
vhich 18 not yet fully operational, 1s a classic past example of
"this problem. But consider how little time remains to develop
and test operational plans for using BMEWS, MIDAS, manned bombers .
(with or without ALBM'S), fixed missiles and Polaris in coordinated o
pre-emptive or retaliatory strikes. - . T

(£) Finally, our military establishment is undergoing a
mejor reorganization whereby responsibility for operational com-- :
mand is being transferred from the services to unified and specified
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commands and to a single Joint Chief of Staff Although the major
outlines of this reorganization may be complete, considerable -
experience is still required within these outlines before pressing-
questions of authority and responsibility can be resolved.

In summary, operational commands are gradually gaining com- -
mand over their present forces only to face, in the coming five
years, the introduction of many more complex systems in order to
cope with many new threats, -many of which cannot be anticipated -

“now. Also during this period, the lines of operational command
and the relationship of support and intelligence functions will be
changing as they are clarified. :

;What can be done or is being done to restOre operational
command? Unfortunately there is no panacea, not even the intro-
duction of "integrated electronic data-processing systems at
command headquarters to process high volumes of data in shorter
times." - On the contrary, the Winter Study Group can see instances

. where pursuit of this solution has hidden the real problem and = -
feasible improvements and threatened to consolidate ‘the present
.command situation. In ‘conducting our study of the present and
required command - L-systems, we have come to believe that three
broad lines must be pursued:

(a) Appropriate, increasing use of automation in communications,
-data processing, and display, particularly in peacetime, can help.
We discuss below instances where present command L-system plans
along these lines are sometimes inappropriate, inadequate, and
overly ambitious.

(b) The present command headqparters greatly require more on-
going technical assistance, not only to aid them with appropriate
automation but also to assist in the analysis, planning, exercising,
and evaluation that are needed as ‘complex systems become part of the
force structure. It is interesting to reflect on how much technical
‘manpower ‘from: government, non~-profit corporations, and. industry has
been applied to- the . problems of system development and force com-
position and how little has ‘been concerned with the command of forces.
.Consider the effort by many agencies to develop a BMEWS system and
the insufficient planning on when and how and who should use BMEWS,
or how to react if BMEWS is sabotaged or Jammed. This technical

"~ assistance is not only homework for more automstion—-it mey indicate
a need for less. :

"~ (e) Finally, the lines of operations.l command must be clari-
fied and strengthened, a stronger service-independent JCS command
facility must be evolved,  and guiding operational concepts and
technical standards tor all command centers must be developed.
' Winter Study has not considered’ itself qpalifi--7ar responsible
. to make specific recommendations in thi%%gxfﬁgf' ﬁ,the other hand,
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 the first two goals of appropriate automation and increased tech— e
‘nical assistance cannot be fully effective if these steps are not .. ..

‘taken.

o
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3. FACTORS N, IMPROVING OPERATIONAL COMMAég%gzc?

Before considering the promises “and pitfalls

conmand organization in order to improve operational c0uui
needs are independent of the degree of automation, although some be-
" come more apparent when automation is considered, and some can prob-
‘ably be fully ‘achieved. only through the increasing use of automation.
These factors are:

“The role of the military (versus automation)
,Continuity and growth . of command
Intracommand . communicating '
Uncertainty -and adaptability
The development of langugge. .

' Predominant peacetime need .

 Intercommand communiceting: . -

BRSPS L L L

o 3,1' The Role of the Military

Clearly, the role of the military in a command headquarters

ﬁ;is to command . If automatic data processing and communications are
- introduced in a headquarters, their role is to assist command. We

must be careful though that we do not build strategy and command in- _
to our automated elements and. thereby mske the military organization

~ simply monitors of the’ commahd system action. . In this sense, a com-

mand ‘system, which consists of people and automation, is very dif-
ferent from & weapon, system: . An interceptor does not help a pilot
+0 be a pilot—m-the combination of pilot and interceptor are a use-
ful system to conduct interceptions.':'For some uses, we dispense

'with the pilot and use BQM&HG’@roNik no S ‘

S This concern that command systems may assume a significant
part of the commend role is not academic. . In several of the pro-
posed’ command L—systems, ‘considerable command performance is designed
into the system (most noticeably into computer programs) .To be sure,
the command and his: staff: can’ turn off the system or 1gnore it, but ,

- this hardly contributes to effective command >

3 2“Continuity and Growth of Command P

ri. A command uses: mixed weapon systems which phase in and out,

fyear by year. The command itself is.-a single organization which con-
~tinuously. develops procedures, traditions, doctrines, and plans for

controlling its weapon and’ sensor. ‘systems. The command often criti-
cally needs assistance before a long-lead time L-system can be in-
stalled. . If a long=lead time command system s planned then the




introduction of this system must strengthen, not disrupt, on-going
operations--the: system should- include on its operational date all
of the most recent command procedures and know-how. Finally, the
system must continue to. strengthen operational command after’ it is
installed. '

;-

3.3 'Intracommand-Communicating

_ Within a command headquarters, effective operational com=
mand depends upon developing throughout the command a common under~
standing of: ‘

(1) The range of performance capabilities of weapon,
sensor, and control systems, ‘

(2) The role and capability of different parts of

. the organization, and :

(3) The total mission of ‘the command.

The command is generally organized functionally into intel-
ligence, operations, plans, and materiel areas. The total mission
of the command (the commander's concern) cuts ‘across all these. areas;
the mission includes

(a) Warning which predicts both imminence of activity and .
threat to the commend mission (the command should be warnéd not only
by positive intelligence on enemy actions and capabilities but also
by absence of intelligence or absence of support)

(b) Force cpntrol which assesses, evaluates, predicts and
.redirects force and sensor status

(e). Operations analvsis and evaluation which depend on
unit, force, and battle-staff éxercising; war gaming, threat analy=
sis; and intelligence evaluation.

(d) Replanning on the basis of new forces and evaluation .
to produce new war plans for warning and force direction. -

L (e) - Operation coordination with adJacent and higher com-
‘mands and with intelligence and support°

Stronger operational command depends on increased communi-
cating (not communications) across the command line organization.
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3.4 Uncertainty and Adaptability

It is virtually impossible to lay down det&iled plans for
the commend function several years into the future. Year by year.
there are unpredictable changes in threat, international climste, .
strategy, force performance, budgets, and orgenizational policy:

The operational command function must be adaptable to these changes;
it must be capable.of developing rapid, adequate response to these
changes which is much more crucial than developing optimum c:a,pa;blliu=
ty for presently known command functions. For example, present .
plans and desigps for the SAC Control System have concentrated prim
marily on improving present bonmber-tanker capabilities. By the .
time the system is first operational in mldml963, an airborne alert
may be in operationy some U.S, ICBM's will be operational, intelli-
gence estimates of Soviet air and missile active defense may be
radically different, a Joint strategic strike command may be partly

fimplemeqted and some arms inspection may be underwa;yo Since proper

response~to these changes will be mofe impor ant to guaranteeing
SAC capabllity than optimum use of the bomber-tanker force, the
SACCS system must assist rather than impede adaptability.

3a5;;The Development of Languaée

A crucisl requirement in improving operational command is
developing & conceptual and linguistic framework for planning and
operations and keeping this language up to date; often & command's
most serious problem is not being able to talk intelligently and
succinctly about its threats and resources. Commands must be pre-
pared to generalize--to develop shorthand and lsbels. The labels
will often be too vague or too detailed or misleading; but it is
important to start with some terms, to use them (exercising) and to -
bereddy to change them. Such languages are needed at all levels
of the command; they must grow and relate to each other They are
even more needed between commands and between all commangs‘and JCS.

If such languages are not developed, there is a tendency
to require volumes of detail (i.e., the same information) at all
levels of the command even though the ability to comprehend and ef-
fectively use the information decreases with higher and higher
levels of command because of the broader responsibilities of the
fewer people seeing the information. Where considerdble data pro-=
cessing is used by a command, the: computem>progr@mg Ands dlss _
plays will represent an important fraction of the command languagea
Since the military is responsible for command, it is.important that
the linguistic and doc¢trinal aspects of the data=procesiing system
be governed by the command organization and subject to ready change

-and innovation.

.
"‘ ; i
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3.6 Predominant Peacetime Need

Most of the factors which we have discussed above are re-
quired only in "peacetime" as preparations for combat.  That is,

the greatest part of the operational command function, the people
‘and the procedures and the equipment, need not survive a general.

war and should not be employed during the crisis periods of a cold-
war. This is the essence of the forces-in-being concept--operational
command generates and exercises mush simpler plans and procedures
‘than are required for combat; an important distinction which is often’
overlooked: One fallacy is to assume that no distinction exists,

- that both the peacetime "honing" function and the wartime capability -
must and will survive. Another danger is to pay lip service to the
distinction so that some back=-up is provided; but since the. elegant
peacetime function "may" survive and it seems to posses much more.

" satisfying capabilities, the complex function is overly exercised
and the simpler back-up is almost totally ignored. The. relationship
between Mode I and Mode II air defense, or between L65L and the air-
borne command post could be examples of this danger

3.7 Intercemmand Communicating.

One of the greatest needs is for greater communicating (not
merely communlcations) between commands, particularly in the peace-
time operational command functions of generating war plans and esti-
mating mutual support. We have already mentioned one example in
the number of commands involved in strategic strike missions. An-
other is the extensive mutual support between CINCSAC and CINCNORAD.-
NORAD defends SAC bases; a SAC counterforce strike aims at NORAD's
threat. In all these cases, communicating must be more than an un- °
coordinated after-the-fact transmission of status==it should. start ‘
with planning and analysis.

i
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L. THE PROMISE OF AUTOMATION IN OPERATIONAL COMMAND SYSTEM
DESIGN CONCEPTS

‘Now we consider the role of automatic data processing and auto-
matic communications in helping operational command. We will start
by considering some design concepts, or ideals, for an extremely
automatic command center. Then, we will consider how these concepts
can be applied today. : ' :

First, let us consider the capabilities of computers for hand-
ling information. It is well known that computers store and process
information at extremely high speeds under the control of computer
programs stored in thé computer. . How -can this capability be applied
to the command function? First, the computer can act as an industri-
ous, if unintelligent, file clerk. In this role, it can remember
large quantities of status, performance, and intelligence data, and
make this information available as required in reports and displays,
in a way similar to the use of computers in business for controlling
inventory or handling sales transactions. " The ‘important feature of
the computer here is not the economy with which it stores informa-
tion (manual records are much cheaper) but rather its ability to
rapidly search and summarize and present information if given proper -
procedures and terms. :

Next, the computer can perform many detailed calculstions and

~ procedures (such as detailing war plans) which require considerable'
. time and manpower if performed manually. This is similar to the
‘use of computers that assist in engineering design. In this appli-

cation, computers are much faster so that detailed procedures can
be rerun when unpredicted 51tuations arlse

Next, the computer can simulate complex situations and therefore

perform or participate in war games and exercising. ' One stores per- S
" formance models in the machine by inserting many of the detailed

elements of a situation to be modeled; then, by operating the model,
overall performance .under different conditions can be measured.
These models can include uncertainty so that performance includes

.uncertainty and is measured statistically rather than precisely
: (these are called Monte Carlo models) For any given situation, dif-

ferent levels of detail or abstraction can be incorporated in the
model; a computer model which does’ not include much detail is said
to beuaggregated. In general, the more a model is aggregated, the

~ faster it can be operated. Consequently, a highly aggregated ‘model

can be exercised more often under different conditions than a de-
tailed model. There is a tendency to believe that aggregation and
accuracy are incompatible; that accuracy depends on considerable de-
tail in a model. There is no inherent reason for this to be true,
since the realism of the model depends on the accuracy of the ele-
ments built into the model. Often a highly detailed model is overly
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and incorrectly refined so that it 1s both misleading and wasteful -
of data processing capacity. Models can represent enemy threats, - .
enemy defenses, weapon and sensor system performance; overall-

force performence, commend performance, support. performance, ete. -

In other words, models can be built up out of submodels.  War gam—:”-i -

ing 1s no more-than exercising a model which includes two sub-<
models=--one for each sid.e° ‘ ‘

Finally, through a combination of the filemclerk and the calcu-f
lation and simuletion capabilities of the machine, a computer can™
be an aide to decision-making. It can suggest alternative courses 3
of action and evaluate them according to given ¢riterid. ‘Many tech-
niques have been developed for commercial and military application .
- such as dynamic programming which can, if properly applied, aid ~
the decision maker :

All of the above capabilities .are fea51ble today, they have
" been tested and .used to great advantage in many problems. In. the
next five years, continuing improvement in computer and computer )
techniques for using computers should yield:

(a) Larger, cheaper memories for much more extensive files;
(b) Much faster machines .(by a factor of 10 or lOO) so that
today 's - techniques can be run more qnickly or more com—-'J
plicated techniques can be used; -
(e) Improvement in computer langusges should make it eventu—
 ally possible for humens to speak their language to the
machine in directing its operation or requesting infor-
mation; . .
(4) Development of a da@tive program~technique° should make -
it possible for the human to state the problem or'the’
goals to the machine (rather than the solution or the -
means) and the computer will then program itself to
give some solution. ;

If, to build a8 commend centerg we had available today the ma-
‘chines and the techniques for using them that will probably be
develqped during the next five or ten years, how would we design’
a command center? TFirst, we would store in the machine a data
base or command model which represented all the information and
procedures and plans and experiénce pertinent to the operationsal
command function. At a command headquarters; the data base would :
replace files; ‘manuals, regulations, backs of envelopes, routine -
manual processing capabilities, organization charts, -distribution

- lists, ete. As such, the data base would be a model of the command S“Ex

'organization, resources, performance and strategies and, when perti<

nent to-the command mission, the enemy's resources and performance.“‘n’if'

It would contain status data, ‘war plans, and models of force per- -
formance under different conditioms of alert and threat damage. -
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Actually, the data base would. consist of sub-bases for each
different organizatlonal area such as intelligence, operations,
materiel, and plans and for each organizational level such as CINC,
deputy, director, and brahch. For example, at the CINC level there
would be a sub-base of appropriate status data, command procedures,
war plans, force performance, and threats.. Alsoj;itthere would be
sub-bases for past, current, and planned activities. Clearly, ¢ o

. there would be extensive duplication of overlapping between these

sub-bases whenever interactions existed between organizational areas
and levels. . - ' :

Flnally, the data base would " include rules for communication,

| access,and transfer of information within the data base. It would

indicate authority for change and access, source and destination of
information, requirements for frequency of up-dating information,
etc. In other words, all information in the data base would hot be
accessible to all personnel in the command

The data base would always contain some errors of the following
types

- (a) _Factual Errors: <That’is;'discrepanciesfbetween the data
base and reality. For example, the data base may indicate communi-
cation delays which could be expected within the command when cer=

:. tain priority procedures. are in force under certain alert conditions;

in fact, subsequent experience may indicate that the communication
delays are quite different

(b) Inconsistenc1es ‘That ‘is, discrepanc1es between the same
piece of information in two overlapping sub-bases. For example,’
the CINC's estimate of communication delays and the branch level
estimate . (where the latter 1s obviously much more detailed) may not
agree.-= : .

(c) Omissions That is, the data base indicates that certain
information should be available and it is not. For example, a war

"~ plah or a performance estimate may ‘depend on an estimateée of communi-

cation delays and no-estimate Jdf at least no up-to=date estimate
may be" available in the data base '

In other words, the data base is in many ways inadequate, wrong,
ahd subjective It is. the command 's' view .of the command. This is

‘s crucially important quality of  the’ data base: if the command's

estimate of a situation is inaccurate, then the inaccuracy is re-

"flected . in the data base. If elements of the command are not com-

municating, then this. lack of communication is apparent in the data
base. We cannot increase communications without discovering absence -
of .communication; we cannot improve. accuracy without pinp01nting '
sources of inaccuracies. ,




" Policing routines included in the data base would help discover
these various errors and bring them to the attention of appropriate
command personnel. For example, the results of exercises could be
compared with models. More detailc,d models at lower levels could
. be operated and summary results compared with the rletailed elements

.of higher level models. The common -portions of overlapping models
could be compared; what enemy defenses are predicted by intelligence - -
'versus wha,t enmny ‘defenses are assumed by op@rational plans. '

The role of haxrdware in the command center is best described in
the terms of the data base: Computers ghore and process 1 the data
base. Display and input devices transmit portions of the data be-
tween command personnel and the computer. . Automatic communication
links transmit portions of data 'baseb between the command and a.dga.-
. cent command centers

A major role of the military persoanel in the command is com-
"mend of the data base: Staff and line persomnel should design,
-£111, change, use, and police the ewolving data base as part of
their command job. The command center cannot be a command post de-

signed by engineers and programmers and used only Ly command person-
nel in crisis situations. When we stress thet military personnel
design the data base we. 4o not imply that military programmers use
machine languasge. to do the job. Rather, we envision the development
of operational languages and procedures which are familiar to all
personnel in the commsnd azd are used by them to evolve the data
base. TFor example, the military personnel can write simple plans
and procedures and ingert them into the date base; they can create
new vocabularies and insert them in the data base or abstract from
"existing vocabularleq in the data bese and create new terms and
procedures :

The tools by which the militery would creste the date base are
operational translators. Operational tranglators are programming
systems which convert from a language 'rmab:i_e by the military to a
language useful toc the machine hardware. Whereas in the present
‘L-systems the computer progrems- d&livewed wilth the system are the.
opera.tional programs for commaxnd fmetion, in the advence conmmand
center, machines would be delivered with oppratione.l t”anslauo*s '
with which command personnel wouwld prc*pm‘c- and cha.nge the opera-
tional programs (i.e., dats ba.:se)o

One of the most attractive features of this advance computer
center would be the ability of the automated portion of the system
to act as a staff which cuts across organizational lines of intel-
ligence operations, materiel, and planning and so help the commander .
to integrate the operational command functions of these deputies.
In other words, the command center becomes an Integrated .combat
operations center, combat intelligence centerg ‘combat planning
center, and combat materiel center.

;;;;;
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-Over the life of a command, the command center must continuously
grow and adapt in order to improve the headquarters operational com-
mand capability. The data base evolves; it grows in size through
design of the military. It becomes more accurate through pélicing
by the military. As weapon: and sensor systems are phased in and
out, its models, plans, and procedures are changed by the military.
The data base reflects a growing linguistic framework within the
command organization; it helps the organization to test new vocabu-
laries and doctrines, and to evolve an efficient linguistic frame-
work. As the data base grows, the commands'capabilities to use,
design, and police the data bsse grows; the data base can only get
larger (that is, require more computers, storage, display, and com-
munication capabilities) if the capability of the command organizam
tion to command the data base grows proportlonately

The hardware which is used to process the dsts base (computers,
display, input devices, and communications) grows as required by

* the data base. Components are modularized so that capabilities can

be increased as required. Interconnections. between .components: are
standarized so that portions of the system can be replaced without
obsoleting the entire system. All equipment is off-the-shelf so
that lead times for improvements are short, costs are known, and
installation problems such as systcm integration and testing are
mlnlmal

During evolution of the data base, the command must be careful
not to use its increased processing cepabilities merely to increase.

- centralization. To be sure, the addition of automatic communica-

tions and greater data processing at a headquarters makes it possi=
ble for the headquarters o receive more data in gregter detail;
‘similarly, within the headquarters, increased date- processing and
improved displays make it possible to give the highest level of the
organization more detailed information. On the other hand, such
tight centralization will probably not pay off as much in strength-
ening operational command as the development of procedures of ag-
gregation and delegation, i.e., the development of levels of lan~ -~
guage and doctrine. We have indicated above the importance of such
a linguistic framework to the capability for investigating alternative
strategies and tactics and antlclpating and planning for the widest
poss¥ble range of enemy threats.

The problem of communication between commends becomes a problem
of:developing common language and exchanging data bases accordingly.
In other words, a part of the data base at one headquarters will be

received from other headquarters (or command center), i.e., portions
of the data base of each headquarters will be transmitted to others.
In this way, commands will not merely exchange after-the-fact : . ..

UNES uSQ EB?\
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'status data, they will exchange plans, estimates of performance,
and procedures - For example, NORAD should send to SAC its:cur-
- rent and planned models of air defense effectiveness in cases -

" where ‘thése. models involve defense (or impossibility of defense)

of SAC capability.,
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'5. -DESIGN OF PRESENT COMMAND SYSTEMS

Let us start by summarizing the probable de51gn features of a -
highly automated command center: T R

(a) The role of automatlon is exemplifled by a data base or
command model which is a memory or store of the command 's view of

‘its status, procedures, plans, performance, role (with respect to
- other command centers) and the enemy threat (to the command). . ‘The

data base is subjective in that it is the command's view of the
situation; it is objective in that information common to the com-
mand is stored in a medium where communicating of the information
can be less dependent on transient individual attention.

(b) A major role of the command personnel is to design, change
and police the data base so that it becomes more effective and re-~
alistic; they do this using operational translators which convert
between command language and hardware language.

(c) The data base acts as a staff cutting across intracommand
organizational lines. -

(d) The data base improves (i.e., grOWS, adapts, becomes more
accurate) as the command organization develops capebility to com-
mand (i.e., design, change, use, and police) the data base.

(e) The command need not always use automation to centralize;
it should use the data base to develop higher-level language and
doctrine and to consider alternative strategies and threats; the.
data base may lead to delegation and decentralization.

. (f) Commands and JCS communicate between themselves primarily
by exchanging appropriate portions of their data bases.

( ) Off-the-shelf, modularized hardware components with stand-
ardized interconnections are applied as necessary to handle the
growing data base.

Such a command center is beyond today's technology. We are just
beginning to develop and gain experience with the languages required
for operational compilers (most current activity is in the fields of

" scientific and business computing where the requirements are marked-

1y different from those in command centers). Similarly techniques
for creating and menipulating a data base which is under the control
of many people are in an early stage. In this regard, size of the
data base is not the paramount problem--many computerized files used
in business today are considerably larger (i.e., contain more infor-
mation) than those which would be useful to military commanders in
the foreseeable future. The real problem is one of giving many
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people access’ to overlapping submbases without causing chaos and;
" attendant lack of communication. In the area of- hardware which

handles the data base, the need for modularization (which allows - L

easler’ integration and interchangeability of components) is only.-
beginning to be realized, "Finally, the long-range goal -can be . :.; -
achieved only after extenSive experience throughout the military“@aw
on the proper use of automation as an assist to command :

. But even if a complete realization of the ideal is impossible
at this time, the ideal does highlight many of the shortcomings: of
presently planned command. stystems, it also suggests steps which'-
could be taken immediately, within present technology, to correct
these problems. Basically,: the present command L-systems depend-
t00 much on long Jlead=time procurement of hardware; they. do not:
consider sufficiently the growth of a data base under command of -
the military ~Often the, evaluation of these systems by - agencies
responsible'for -approval and’ funding is similarly biased. - For ex-

ample, in many reviews. of the 465L SAC System, -1t has often:been .
. "stated that the system 'does.not take missiles into account and

may not be even needed for the:- missile force Such statements of- -

ten do not: distinguish between

(1) Prov1sion of adequate communication between miSSile
bases on.the various SAC headquarters ‘and. S
(2) Adequate ‘continuing consideration at SAC headquarters
on how and when mlSSlles ¢an be used as part of a
_ mixedeweapon strike " system, many elements of which G
are not SAC's responsibility - ‘

The second question should be answered first'. It is a very.dife ; -
ficult question whose answer will: change -from year to year.- Evalu= '

‘ation of the need for the system after l963 should ask whether the
system will help SAC, USAF, ‘and JCS to answer this question, not
ask what the ‘answer. is . ‘

Let us consider now. some of the specific shortcomings of the
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1present program for command L=systems In & typical admittedly Lo

worst-case, situation, the plans for tne L=systems include the sudden
and simultaneous introduction of all riew hardware (computers, dis-
play, communication, etc.) a new.data base (fully grown). and new.
facilities (offices and a hole in the ground) after a lead time of

three or more years: The' operational computer programs which make f_f': '

‘up a good part of the data base are prepared. by contractor program- .
mers under the occasional. guidance of the military at the ‘head-
quarters. (The military" can't be blamed ~they have problems and -

JObS today and-the. promiséd breakthrough is many years off.) Even .-“

though the system will not be fully: operational for four or five.

years, the design of the operational computer programs probably. re= . -

flects a command model only one or two years in the future. Also,
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the computer programs mechanize presently understood manual solu-

tions or problems; they do not aim to help -the command discuss its
problems and try out completely new procedures and plans. Finally,
since the command has few ideas regarding L-=system plans at adja--

. cent commands and' JCS, there is little ‘emphasis in the system de-
sign process on organizing and preparing the data base so that it

can assist'intercdmmand communication in ‘cih_ef‘u‘cur'e,°

As a result, the "worst.case" command L-system does little to
help operational command capability before the operational date of -
the L-system; the cutover problem from manual to L-system operation
is so slighted that command operational capability may actually de-
grade during the transition; the new system will often be so com=-
plex that ‘the command will spend years. learning the new system
(which may be out of date), rather than learning how and where to
change a more modest system. o :

The following design principles can be applied today to 1mprove

‘operatlonal command through automation

' First,-each.command should apply automated communications and -
data processing through successive phases so that capability and
understanding can be built on previous command experience. Initi-
ally, the command relies on teletype -and voice communications,
manually plotted displays and paper records. Then, the command may

start to use computers and programs for such functions as plan gen~ ' -
. eration and evaluation, force assessment.,and direction, exercising

and war gaming. -Also the command may add automatic display devices,
possibly driven by computers, or digital communications within the-
command or’ to and from adjacent commands. During the early phase

of introduc1ng automation, all hardware items are off-the-shelf at

“the time of procurement and may have a planned useful life of only
~one or two. years (many are leased).. As the command gains experi-
‘ence in the use of automation, hardware components and standards
‘are planned for ‘a longer and longer useful life so that capabilities
~for communications, display,and data processing can be individually

expanded, or replaced with more upeto=date off-the-slielf equipment,

- without disrupting operations. Each of the phases acts as a founda;‘
" tion or starting point - for the next phase. The cutover problem of

adding or- replacing hardware is carefully considered in order to in-

" sure continuous growth rather than disruptiono The rate at which
automation- is’ ‘introduced will vary. between commands as a function

of the nature and importance. of the command function and the growth
in capability achieved by thé command with its present automation.
A command need not ‘necessarily reach an advanced stage of automation,

‘  but if it does this advanced ‘capability should be based on some earli-:

er experience with data processing .agsistance. For example, if a hare'

- dened’ computerized center is planned for NORAD inm thiee years, then
~ transitional experience with automatic data processing should be
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scheduled much earlier. (Even if the long lead-time center is not
~included in today s plans, bhe ‘transitional phase might be desira-'
ble.) .

Whenever hardware that does not have readily expandable capa-
bilities is scheduled for a command, then initial plans for using.
the hardware should leave ample spare capacity; only 20% to 50% of
the available capacity should be used at first. Unfortunately,
procurement. and budgeting often require justification that all the
capacity is critically required.  Therefore, the designer includes
a proposal requiring all the capacity initially,; and functions in-
cluded in the proposal soon become requirements. In the case of
command data-processing there should be a requirement that a very -
minimum of 50% spare capacity be reserved for immediate growth.

It is often felt that a single, integrated; computing system -
-should be used throughout a command for all its operational command
functions, i.e.; that stendard communication facilities, displays, ,
and communication and programming langusges should be optimally com- -
bined in a single system. In most cases, 'this goal seems far off
at this time; the technology for building such a system and also
satisfying other requirements such ‘as adaptability and early avail- .
ability is not sufficiently developed;. also, some commands have
already established mixed systems of computers and communication
which represent sizable investments. On the other hand, it is im-
portant that all phases of adding automaﬁion provide for a "capping”
or commander's system which acts as a staff cutting across the or= " .
ganizational Lines of operations, “intelligence, materiel, and Elans ‘
wherever these functions support operational command. The depth of
the capping system must be limited by available technology but also -
be such that highly detailed processing is not incorporated in the
cormand 's .capping datas base. For example, one should be cautious
about including satellite cataloguing or processing of raw MIDAS
data in the NCRAD commander’'s system. Also, it must be made clear
to designers whether they are: working on & commander's system or a
deputy's system. Is 465L a system for the Deputy of Operations or
a CINC system; if the latter, then intelligence, materiely and plans
-functions must be integrated in the data base.

Although it is impossible at this time to satiSfy fully the re=-
quirement that the military should design and police the data base,
there are many steps which can be taken with available techniques
to insure a much heavier participation by the command itself in
data base design The most important has been implied already; the
early, increasing use of automation by the command in a capping sys-
tem. As successive phases of automation are introduced, the command
staff and the command organization grow with the system and their
experience determines its growth. Another important step. is the de-
velopment of operational translators which are within the_staﬁe of
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the art and the early use of them by command personnel in a comgand

situation. Since a requirement for these tools has never been

stressed in L-system design, the little progress to date has de-

. pended on the initiative of the system programmers. An example of

an area where such tools could bte most profitably used is storage
design, inputting of data, and generation of reports and displays.
Instead of giving the command fixed format displays selected by
humber, part of the command function (in peecetime) would be the
design of proper displays during or after exercising. Another -
step is more p&rticipation'of the commsnd personnel in the design
process. - As suggested above, it is questionable whether adequate
participation of appropriate command personnel can be achieved un-
less the material being designed will go operational in much less

- than three to five years. A final step is the early development of

tools and procedures for simplifying design changes and shortening
the design change lead-time.. Since the value of a command system
depends heavily on the adaptability of the system, we must be ready
to invest enough to insure that the system (particularly the com=
puter programs) can be readily and quickly modified.

: VFiﬁally, design of command systems should include capability

 for the discussion and evaluation of performance and the develop-
ment ‘of command language. Many of the needs we have mentioned

abové—ﬁil} contribute to this requirement; early, gradual use of
automation, provision of & capping system, and military command of

the data'base. In addition, the inclusion of models; gaming, and

other exercising tools as parts of the system is essential. Too
often;, models and games are considered the province of the non-
military. system developer or evalustor rather than a possible part
of the command process. A model can be most valuable only when
its prediction of results can be compared with live or semi-1live
operations and exercises. If there is s discrepancy, the model .
should be fixed; where there is agreement; confidence in the model
is higher so that it can then be used %o investigate performance
under many other conditions and threats, to suggest alternative.pro-
cedures which would improve performance, or as part of a bigger
model. This is particularly significant when we consider that
models can represent not only the command's force structure but
also the enemy capabilities (as viewed by intelligence or opera-
tions or plans), the command organization's capabilities for com-

‘mending, and its interaction with adjacent commands or higher
- command. Many such overlapping models can be developed in a com~
‘mand, and then compared within the command or with another command.

These models should be sufficiently aggregated that they can be
operated often under a wide range »f conditions or in concert with
other models. Unless the natural tendency to include every detail

in a model can be curbed, a glant model which can never be verified
or used will result. ' :
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- 6. mRATIQN OF _SYSTRMS

‘One of the major*problemu given the wlnter Study Group was the
_ possible reconfiguration of L-systems to achieve greater integratlon.
For command or headquarters systems, 1ntegration can have at least
three dlstihct meaning3°

First,:by technicalﬂintegration we mean emphasis on the use of
a common communication system; and at each command on use of similer
computers, displays, communication switching equipment and program-
ming lenguages. For example, a SAGE-like system could be designed .
‘where each Headquarters would have a center adapted to its indi-’
v1dual needs. (An extreme form of technical integration would use
common computing and displey facilities for several commands )

Next by functional integration we mean emphasis on insuring that
all operating command functions are clearly and appropriately as-
signed to the commands, that the commands coordinate their plans
and communicate actions with one another as reqnired for mutual
support and overall effectiveness, and that a strong higher command
provide overall direction of forces and management of change.

Finally; by 1ntegration for survivability we mean interlocking

© of primary commend centers so that any single surviving center in a
network of several command centers could perform all the post-strike
functions of the several commands.

Any one.of these integration aims is compatible with the others..
On the other hand, it is importent to distinguish these aims since
each presents its own requirements and they are not all equally
»feas1b1e or desirablb at this time.

Technical integration can be desirable because of economy and

. because it may facilitate functional integration by easing communi-
cation and simplifying future realignment of roles. On the other
hand, the Winter Study Group does not believe it is desirable at
this time to formulate a definite design for a "s1ngle command
system because°

(a) There is a wide variation between commands in. 1nvestment in
automatlon, understanding of automation and need for automation.

(b) - Overall operational and technical needs are not sufficiently
defined. All the services and all the commands would be 1nvblved in ¥
defining these needs if they could be defined with present experl-
ence.

(e) Premature application of technical integration would delay
early realistic growth of Operatlonal effectlveness at 1nd1v1dual
commands
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Although technical integration is nelther feasible nor desirable
in the immediate plans for strengthening individual commands, it is

' important that DOD, USAF, and the other services start as soon as

possible to establish long-range goals and coordinated development
plans that will meke it more possible in the futureo

- Fortunately, the absence of technical integration at this time
is not'at all critical. The use of different computers, different
communication standards and different programming languages can be
easily accounted for at fairly small costs. If the attendant prob-
lems aré recognized early in design, steps can be teken to connect
systems where necessary : : ‘ :

The‘W1nter Study Group feels that functional integration pre-
sents a.much more critical problem. Functional integration is almost

" wholly absent between presently planned commend I-systems and between

these L-systems and those command headquarters which are supported
by other services. Functional integration is clearly an evolving
process, but significant improvements are possible. '

-First, greater functional integration depends on strengthening
operationel c ommand at individusl commands. As soon as possible,
both early assistance and longer range command system programs
should be planned for all commands as appropriate to their indi-
vidual needs and progress. These plans must stress a capability
for each command to express its plans and estimated performence to
adjacent and higher commands. Initially, the individual command

‘plans can be only broadly coordinated by JCS, serv1ce headquarters,

and. development agencies such as ARDC.

Next, the JCS commend center must be greatly strengthened in
successive phases so that it can give appropriate direction to sub-
ordinate commands based on feedback it receives from: these commands .
A stronger JCS command center is a vital element in insuring inter-
command communication and coordination of waxr planning and force
direction. .

Finally, it is recognized that service headquarters command
centers will probably play & significant role in & JCS command
center. On the other hand, the more that service headquarters com- ,
mand centers are strengthened in the absence of greater strengthening
of & central, service-independent, JCS command center, the more we

“will continue to weeken operatlonal commend .

Let us take an example which illustrates all three of these _
points. Hq. USAF has expressed a requirement for a tvo~sided two-~
way model of a general war, that is, a model which includes U.S.
offense and defense and Soviet Union offense and defense and all
interactions. (Needless to say such a model can have many outcomes
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depending on initiative, strategy employed, degree of strategic
and tactical warning achieved, etec. All these variables must be -
incorporated in the model.) For such a model to be valuable in
force planning, war planning, exercising, and force direction, it
should be sufficiently aggregated to be operated often under a wide -
variety -of situations and time periods, and its users must recognize
its limitations. Egually important, the value of the model will

depend on how much it helps JCS and the individual commands to under- -

stand their own capabilities and to communicate with each other.

The model must include warning, U.S. offense, U.S. defense,
U.S.5.R. offense, U.S.S.R. defense, U.S. strategy and decision..
procedures, etc. That is, it must include: - Strategic warning and
BMEWS, DEW, MIDAS; SAC and other manned aircraft Atlas, Titan,
Polaris, Minuteman and overseas IRRM's; air defense and missile de-
fense (or the absence of them).. Almost all the unified or specified
commands and many other intelligence and support agencies must -
supply submodels of the model; the overall model is clearly a JCS -
responsibility. Inevitably, the submodels will overlap and some-- .
times be inconsistent; one of thé purposes of the model is to find
gross inconsistencies. The model will need continuous policing; -
exercise will demonstrate that portions of it are not realistic,
new forces and new plans will require modiflcations.

The complete incremental costs of preParing and maintaining
such a model for general war operations should be in the vicinity
of $2 million to $20 million per year, a cost above and beyond what
individual commends, service headquarters, and JCS already do in

this regard. In.other words, the “total costs over five years should

be significantly less than the cost of any individual. command system
or a single SAGE center

One can have very genuine doubts as to how effective such a.
model will be---one can find out only by investing a little money
end trying it out. On the other hand, this investment is certain
to be wasted if one has too high hopes (the model is an aide, not
an aribiter), if responsible commanders are not involved or do not
support and use the modeli, or if the model is so detailed that it
cannot be operated often. . :

109
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7. PLANNING AND MANAGING SYSTEM DEVELOPMENT
Up to now, we have considered the’broblem ofloperational com=
mand and the role of automatic communications.and data processing

*in a531st1ng the headquarters command function. We have concluded

that operational command is a continuing managemerit - problem, that
the command personnel must take the initiative in designing the
plans and procedures of operational commasnd, and that automation

. can be of some assistance if appropriately and. gradually applied
. ‘under command of the headquarters° What -is the role then of devel
‘opment agencies such as ARDC and AFCCDD in implementation of com=

mand systems?

The proaect=office/prime_contractor procedure which has been
used by the USAF for the development and procurement of major wea-

. pons and electronic systems is not suffic1ent for command systems :

because:

(a) It provides technical assistance to the operational com=

. mands during the phase of major hardware installation ohly. Actu'=

ally, this assistance is usually required on'a continuing basis;
first when modest data processing assistance and analysis can pro-
vide the most benefit; then when, requirements for -major hardware
improvements are being formulated (before a contractor can be ‘se--
lected), and finally long after the»installation ‘of the major hard-
ware improvement (when the command 1s growing 1ts data base)

(b) The contractor who prov1des technical assistance for the
headquarters command system cannot fully consider. or  appropriately .
influence the impact which operational command must have on the de-
sign and deployment of those weapons, control, and sensor systems
which feed into the command. system. Project officeés for these . ¥
other systems are.on an equal footing with the. Command System Prow .
ject Office.

"(c¢) since the contractor support is limited to a spec1fic hardn

‘ware configuration for a ‘limited period of time and has not been in-
' volved in earlier work with the command system, there'is not enough
-feedback between the requlrements expressed by the command and the

designs proposed by the contractor, the flow from requirement to de-
sign is almost unilateral. In the worst case, approving agencies.
such as DOD and USAF are. faced with a very general statement of re-

- quirements, the GOR, and a parts list, the design. It is difficult

to feel confident that the ‘GOR and the design will match

The establishment of the Hanscom -complex with strong,ccontlnuw
ing technical support for AFCCDD can do much to remedy these short-
comings.




Before considering the nature of the roles of development agen-
cies in more detail, let us consider the development context in
which AFCCDD and the using commands will operate. Many agerncies.
are involved in supporting the command system needs of JCS, the
unified and. specified commands and the component commands: Depart-
ment of Defense, JCS, the services, and the using commands. - In the
foreseeable future, the services will be responsible for develop-
_ment, procurement, installation, and maintenance of the hardware
- portions of command systems even though the unified and specified
. user commands may have equal representation from two or three ser- -
vices. TFor example, the USAF is supporting the NORAD Command Cen-
ter at present; the Navy is supporting CINCPAC This arrangement
is workable, but: » "

() ‘The need for on-going technical support to the operational
commands must be -clearly recognized and the responsibility for sup-f":
POPting'individual<commands must be aSSigned to one of the'servicess

(b) The using commend must accept and start to use the techni-
¢al support on an on-going basis well before the 51tuation calls .
~for a long»range super-systen. '

(¢c) A stronger, servicewindependent JCS command center must be .
established with its own technical support so that it can- act as an
on-going focal point for functional integration. s

(d) A JCS plan for integration of all operational command sys- -
tems must be gradually established and maintained. The- plan must -
be sufficiently broad to recognize different approaches by the ser~
vices and different requirements by the commands. It must bé suf-
ficiently specific to generate useful guidance to development agen-
cies and using commands on integration and interface problems. o
Generation of such & plan will require participation of the service ‘

headquarters and development agencies under the aegls of a JCS staff. ’

Such steps cannot be accomplished ovérnight, nor by ad hoc com-
mittees. They require continuous effort by properly manned, recog—
nlzed agencies. : :

Within this context, let us consider AFCCDD ‘s consultant role
‘to the using command: In order to perform this role, AFCCDD must
continuougly analyze the command mission and the attendant opera~-
tional command problem. Mission analysis considers the progecﬁed
mission and force structure of theusing command and results in a
family of performance models for . successive time periods and dif-
ferent contingencies The major input to AFCCDD mission analysis -
will come ‘from Hg. USAF, WSEG, using commands, .other development
divisions in ARDC, other service development agencies, RAND, and
others. Command analysis considers the organization, information
processing and command systems needed to realize the performance
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models for mission analysis. Needless to say, this should not be .
a unidirectional process from force to mission to command; the re-
sults of .command analysis should feed back to weapon system design
and force composition. For example, the design and deployment of
a tactical warning system such as BMEWS is heavily dependent on
who will use the data and how he will use it.

System analysis in support of the present L-systems has gener-
ally not been based on a foundation of broader mission and command
analysis. As a result, it is often only a tool to detailing de-
sign rather than a bridge between broad goals and implementation. .
Using a continuing command analysis as a basis, AFCCDD and the using
command could periodically and jointly prepare a command system
plan for the headquarters function. This plan should cover a peri-
od from the present up to ten years in the future; it shoudd dis-
cuss, where possible, capability criteria and designs for succes-
sive phases‘of data processing assistance; costs and time schedules;
interface problems with other commands, including those for which
the USAF is not the responsible support agency; .and plans for opera-

* tional experiments at the commands. If such joint planning had

been performed in the past, then AFCCDD would be able to assist the
using commands in preparing realistic and meanlngful GOR's for com-
mand system hardware.

It is-crucial that such command plans be jointly prepared for -
all commands which the USAF supports. It is not sufficient to wait
until a need is felt for the super command system. The collection
of all command plans, which cannot properly be c¢alled a master plan,
serves many purposes: It should assist JCS and Hq. USAF with func-
tional integration and master planning; it should suggest budgets
and schedules for command system hardware;.it should guide, and be
gulded by, a development program for future command system compos

. nents--computers, communicatlons, displays, and programming tools.

AFCCDD's consultant role to the user command should not consist

- of analysis and planning only. When the time comes to apply auto-
“mation, AFCCDD should guide the procurement of equipment and com-':-

puter programming tools and it should help the command to install
and use them. Experience in these implementing roles is a major in-

‘put to AFCCDD's continuing help to the command to other commands,

and to the development process.

In its development role for command systems, AFCCDD should plan
and menage a development program which results in on-the=-shelf com-
ponents for command systems: Displays, computers, communications,
input-output devices and programming techniques. Development plan=-
ning for these components should indicate needs and standards for
families of components which will satisfy the .overlapping require-
ments of individual commands. AFCCDD's most unique responsibility .
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is to see that development planning and command planning support
each other. -Success of such a development program will depend on
close cooperation between AFCCID and ‘the other services and with
non-military users since USAF requirements do not in themselves
provide a broad enough base for developing a catalog of on-the-
shelf equipment.
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8. RESEARCH AND DEVELOPMENT FOR COMMAND SYSTEMS

Finally, we' consider some of the elements of the research and
development program that must be undertaken to improve future com=~

- mand systems.

Perhaps the most important factor to be recognized in this re-

. gard is that our present capabilities to build hardware components
- for use in systems is well beyond our knowledge of how to assemble
- these components into efficient systems. While oter the past few

years we have learned something about computers, displays, and
automatic communications as separate devices, we must obtain an in-
creased understanding of basic information processing before we

can either handle the interactions between these elements or com~’
pose these elements into fully effective command systems.

- For example, in the design of a command system there 1s‘a crit-
ical, but largely unexploited, ttrddeaff between computer capability
at central locations and computer communication capabilities between

" locations. Similarly, tradeoffS:exist between machine hardware and
- computer programming, and: between the role of men and the role of °
- automation. This lack of knowledge with respect to information

processing exists because the field is extremely new, cuts across

classical engineering specialties, and has not developed top-level
experienced specialists. Consequently, the first essential element
in a reeearch and development program for command systems is basic
workto develop the theoretical foundatlons of information process-

ing. -

The second major requirement in a research and defelopment pro-

- gram in connection with command systems is in the equipment area.

Increased sophistication in components (communications, displays,

» computers) is not the urgent -need; what is required is the develop~-
ment of standards for tying such components together, and modular-

ity in design so that the capabilities in command systems can be
expanded and improved without disrupting operations. This latter

. development should then result in families of expandsble computers,

display devices, input devices, and eommunieation devices such that
the information processing centers of future command systems can be
designed by using individual items of equipment from these families

which can be easily" integrated into a system.

The third important element in a resesarch and development pro-
gram for command systems is the conducting of operational experi-

- ments in an operational environment. Such experiments should seek

methods of using automatic information processing to solve specific
operational problems, but these experiments should not be directed

. merely to the development of prototype systems for particular- com~
. mands.. More important, in every case these experiments should at-
,tempt to develop and improve automatic techniques that can be used




“in various fashions by many commands For example, one capébility
particularly needed for some .command systems is the development of

a strategic attack language so that detailed war plens can be gen-
erated by computer programs that are given only very general inputs-

.on the nature of enemy defenses, possible attack strategles, and
the tactics to be used by both sides.” With such a comprehensive
language, it would then be possible to generate and evaluate many
alternative strategies within a short time. An experiment to de-
velop such a language (which could be used by the military) might
be undertaken at SAC, but any such language would be. extremely use-
ful to .JCS, Hg. USAF, and other unified commands which have a stra-
tegic attack mission. :

The fourth element that should be sought in research and devel-
opment programs related to command systems is the development of a
command center technology. How do command centers operate? What
is the proper role for men and machines? How can operational: per-
sonnel properly direct automatic portions of the system? How do

- command centers grow in a command. environment? How can large data
bases be created and manipulated so that the data base can be con-
trolled and exercised by many operational personnel?
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CHAPTER III CONCEPTS FOR CONTROL AND SENSOR SYSTEMS ”

In the previous section, we indicated tha.t the distinction be-' :

tween comma.nd or :headquarters-systems and control and. sensor :sys-

tems 1is both meaningful and.necessary. .It: is-useful to note that - .
both.control.and sensor systems are imbedded deeply in the physi-- o

cal environment of. forces, resources, and technical facilities,

whereas: command systems are imbedded in the military organization-
and its- command personnel.. .In this sense then, -the properties of
_control: and sensor systems -are.-affected chiefly by the design pa-

- rameters imposed:o_n them. and by the.physical enviromment in which - -
they will operate,.rather than by the command structure which will .

use them: .Control and sensor systems are loosely coupled.to the .
military orgenization.in that a change in the system 1s not neces-

‘sarily reflected in.a change in the command. organization. -.In this-
light we will address the problem of the design and implementation - -

of control and sensor systems without reference to the organize.- '

" tional structure which will usé them.

- The role tha.t control a.nd sensor systems have in the total .
command and control spectrum is shown in Fig. 2. As a matter of
. 'definition, we distinguish & number of. points in the areas which
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control and sensor systems cover and the manner. in which they are
used. Both control systems and sensor systems have elements of
command, control, and sensing facilities within them, although any
single control or sensor system is oriented toward one end objec-
tive, that is, control of the forces of a command or:collecting

date on the enemy for a command. In most cases, a sensor system. = -

will collect data for many commands snd agencies, .and so will have:
multiple éutputs. In these cases, sensor-systems may be concerned
not only with operational command, but also with the support and

intelligence functions. In'most cases, a control system will con-'
‘trol the forces of only one command and so will be responsive to

~ only that‘command.«.Within a command, filtered operational infor- -

mation flows from its control systems and sensor. systems to the

~ highest command level where command is exercised over its forces

and resources in being. Control systems, such as 416L SAGE and
4121, Theater Air-Weapon Control, and sensor systems, such as . R
4661 ELINT-COMINT, 117L SAMOS-MIDAS, 47LL BMEWS, and the proposed -
‘L96L: Space Track, are representative of these types of systems.:




1. PROPERTIES OF CONTROL AND SENSOR SYSTEMS

In developing a set of design and implementation concepts for
control and sensor systems, it is useful to distinguish.a number of
general properties of these systems which are common to both types
and which differentiate them from command systems, realizing that
these distinctions and properties cannot be true in all cases.

(a) The cost, complexity, and time availability of control and
sensor systems are highly sensitive to the operational requirements
 and paresmeters which are imposed on their design. For example, the .
cost of a space’ surveillance system can vary from about $500 million
to $3 billion depending on the initial detection time for new satel-

. lites that is imposed as a requirement on the system. In this:exam=-
ple, the detectidn times are 240 minutes and 10 minutes, respective-”
ly, after launch.

(b) The cost, complexity, and time availability of these sys-
tems are also highly sensitive to their vehicle or sensing element
characteristics.(e N-29% reliability, coverage, accuracy, resolutien)
and to the degree of control and coverage the system must exercise
as an operational requirement. . For -example, with respect to relia-.
bility, the cost of a satellite intelligence-data-gathering system
cen vary from about $1.2 billion to $2.5 billion, depending on the
useful lifetime of a satellite which varies from 50 weeks to 12
weeks, respectively, before it must be replaced. These numbers
apply to a system where 26 satellites (18 for SAMOS and -8 for MIDAS)
- must be maintained continuously in orbit to meet operational require-
. ments for coverage. Fig. 3 illustrates’ the cost sensitivity of the
system as a function of satellite rellability and the probability of
successfully orblting a satellite.

(c) Strategic and tactical doctrines impose a first-order ef-

- fect on the technical configuration of these types of systems. The
degree of survivability, response times, level of control, mobility
or transportability, etc., that are specified for a system can af-
fect the cost, complexity, and time availability by an’ order of mag-.
nitude. For this reason, the strategic and technical doctrines -
under;whlch,these'systems will operate must be well understood be-
fore a:useful -configuration can be'formulated' “(Ref. Chapter I. )

(d) .:Most .of these types of systems.are characterized’ by’ high '
costs, that.is, a fixed amount: of money, -usually large, must be
spent before: any operational usefulness is derived from the system
Of the .total- money required for the presently planned 16 L-systems
through: 1965,. about $7.5 billion is required for the sensor systems,
about $2 5 billion for the control systems, and only ‘about $600 mil-
lion for the command systems. In the sensor system area, e.g., in

.19 .
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496L and 117L, only about 10% of the cost and 25% of the military = -
manpower will be used for the command data-processing function and:
the remainder for the equipment and its maintenance and operation.~

(e) Because of their unique operational objectives, control
and sensor systems are not usually implemented in an evolutionary -

manner (i.e., with planned growth) but are implemented in their en- =

“tirety at a time which is oriented toward specific objJectives, such
as control of a particular weapon system or collection of warning

, data on a particular threat. For this reason, these types of 8ys- B
" tems’ usually ‘have long lead times, little post- operational growth,
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and more susceptibility to, obsolescence compared to .commang systems .
Facilities provided in these systems for expandability usually re- .
free commodity for improvement in the operatioﬁ‘of the system in o
- its. current objectives, rather than being held in reserve for fu-. :
hmezemﬂmmmms.__ﬁzﬂ::& m@pﬁﬁim_m,fpjkawth, L

(f) Control and sensor systems are much more dependent on the
technical state of the art than command systems. This factor tends
to result in uncertainties in the technical configuration of the -

. system,  thereby continually compromising operational objectives and
: parameters and budgetary allocations.

_ (g) Control and sensor systems are usually functionally ori-
ented, rather than. command oriented. That is, they usually perform -
functions oriented directly toward operations or intelligence.or
logisties, rather than toward the integrated command task. For .
this reason, the aggregate language with which these systems con~
verse with command systems must be compatible with the overall com-
mand languege or data base as specified by the command, which implies
that the functional relation of a control or sensor system to the.
overall command mission must be well understood before. the tasks
which the control or sensor system must perform can be formulated.

(h) The overall operatlon of a force designed for a particu-
 lar mission must be studied before the desirability of a particular
configuration of a-control or semsor system for that force is de-
signed and developed. The koL system for TAC is an example of a
system where this factor was not considered adequately. The use
of the 4121 system in Combined Air Strike Force Operations would.

. require more than 60% of the transport capebility available to TAC

for a particular mission. Such limitations tend to obviate the
universal use of a system such as 412L for both fixed installations

and mobile or air-transportable applications. 'In addition, even
after being transported, the 412L system might have to operate in
an area where logistics support (fuel, etc.) would not be avail-
able to the aircraft 4121, was designed to control and defend. Thus,
logistics and tactical factors outside the scope of hl2L tend to
make 1t superfluous in some cases.

(1) Tastly, the complexity of these types of systems and
their dependence on the state of the art usually result in a need
for an extensive research and development program and a test bed
before the operational configuration can be formulated. This fac-
tor usually delays the integration studies and experiments that
must be performed with respect to the use of such a system in a
command. The uncertainties in the technical configuration of a
system result in operational plans for its use which are changing =~
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continua.lly ‘and which fail to realize the potential ca.pa.‘bilities

of ‘the system before it becomes obsolete. An example is the cu.rrent .
lack of time to develop ‘tested plans for the integrated use of" BMEWS,{-
MIDAS, intelligence data, bom'bers, and missiles in various: strategic
situations. More emphasis, then, is needed on how comma.nds will use
the data from these systems to balance the emphasis placed on the
o.esign of their technical configura.tions. ' L




2. DESIGN AND IMPLEMENTATION CONCEPTS

In conducting our study of. the planned control and sensor. L- o
systems, we have formulated.five broad lines that should be.pursued. -
'in their -design and implementation. The. applicaebility of these con- =
cepts to the planned L-systems has been reflected in the comments C b
presented in Sections 3 and 4 of the summary. of this report and
Chapter IV

(a) System analysis based on & foundation of broader mission I

‘ and command analysis must be performed to-bridge the gap between~
‘broad goals and detailed:design and implementation. -This system -
analysis must include adequate cost/time/effectiveness studies and =
'must be .part.of an effort of on-going technical assistance to opera-
_tional commands in planning, exercising, and evaluation. We dis-
. ‘cuss ‘in Section 3 of -this: chapter an example of the type of system .. -

: analy51s that is needed as a- part of operational planning: by ana-““-
,lyzing -some- requirements in the area of space surveillance

: With respect to cost analysis, we believe strongly that ‘an
'appropriate means of. accomplishing effective military . system. plan-"
. ning is to measure the trade-off possibilities of three important
-variables: (1) the relative effectiveness of alternative system
configurations; . (2) the relative time required to achieve the mis-.
sion objective under each alternative, and (3) the: ‘relative cost
consequences of.each ‘alternative in terms of available resources.
It.is, important that each of these items be treated as ‘a variable

Three specific types of cost analy51s are required to ac-;.-
'complish the above: (1) total force-structure costing; (2) group
IL~system costing, (3) individual L-system costing, including the -
cost .sensitivity of a - system to changes in the system's parameters,z.
© e.g., satellite reliability.  This cost-analySis methodology is .-
treated in detail in Winter Study Report No. 16, the Cost Panel Ap—f;
pendix to this report, and in summary in Chapter V, and some exam-
ples are given:below. Such & cost analysis activity must become an
integral part of AFCCDD s work in command and control systems and
in its. support of the planning done by the using commands.

(b) Research ‘and development programs with long-range goals-'?
that are tied to a broad.base of strategic objectives are needed.
These programs would support. component subsystems applicable to &

' mobilization base which can be used to assemble systems in accord-

. ance with the strategic objectives of the time. This approach of-
fers the only hope for the reductions needed for changing strategic
situations in"lead times and obsolescence-of systems. - Research and
development of components and techniques should not be. tied to a
particular system being: implemented for a particular strategic ob-
Jective, but alternative developments should:be pursued on items"
and techniques which may be required for a variety of future
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strategic situations. For example, elthougn,e mohile.controlfcéntef f o
system may not be needed as an integral part of our strategic iacili{

ties today; the fact that we may, with medium confidence, need it

five:years from now should result in a development program which™

" would allow us to mobilize such a system in relatively little" time

Alternative approaches should not be.ruled out on the basis that

they do not fit dinto today's strategic objectives.. = = =~ .. -
- Many examples in the control and sensor area can be given

of items -and techniques that should be developed because they may -

be needed in the future, e.g., hardened phased-arrsy - ‘radars; commons:

user communication systems; message~switching communication centers,

. hardened, low=bandwidth, backbone communication systems; mobile and -

hardened control centers; shock-resistant computing and display -
equipment; computing, sensing, and communication-equipment applicable

"' to mobile use; special types of intelligence data ‘gatherers, etc.
.Such-a development base would allow systems to evolve in a° planned- .

growth manner and would reduce the technical uncertainties in opera-
tional planning. Also, general research and development in tech-
nology by the USAF should be guided and stimulated by the needs of
control and sensor- -systems as it now is by the needs of weapon sys-}-

' tems.‘-

(c)iaDirected-assignment of‘a“system'toﬁa'single‘bperationhl~ v
command should be made as soon as possible for any system which is--

" necessary to the operational command function-and which will be used”

by more than one command. The increasing complexity of these systems
and the problem of maintenance that this complexity implies tend to
allow ‘these ‘systems to pose as much of a threat to the command mis-

- sion if: they become inoperative as the threat that enemy forces: pose

One way to alleviate this situation is to allow the principal using -
command to operate and maintain a system which other commands also
need and to direct this principal user to make available those fa-‘-'
cilities .and. data required by the other using commands : L

Examples where this pr1nc1ple could apply are h96L Space:-

Track and a common-user ZI communication'-system that might' evolve
from 48OL. Since both of these systems are essential to the opera- -
tional command function, they should ‘be assigned to an operational
command as soon as possible so that the necessary planning, exer-
cising, and evaluation with respect to command missions can begin-
and the maintenance. and.operations do¢trines can be developed.
Technical people should not function ‘as 1ndependent designers and
operators of: such systems L

(d) On—gOing, operationally oriented studles must be- performed
to. formulate.and determine: (1) the strategic -and tactical doc- =
trines and situations under which these systems will be used; (2)
the relation of- the control and sensor’ system requirements to other :




strike ‘4 balarnce between peacetime and wartime needs ant . Low fo
the exercising of these” systems under both’ of these condit ,
{(Ref. Chapter 'I.) Because “the control and sensor system area'of-
fers much more" challenging problems in the technical ‘staté of the
 art than the command 'system area, the emphasis has been much ‘too.”
"strong in concentrating on the technical configuration of systems
w1thout reference to the operational context in which the systems
_are to be used Assistance’ to the ‘using commands, from government
~agencies and industry has’ “therefore been strong in the. technical:

. area only, AFCCDD and others mist provide assistance to the using
commands in all of the above sreas. :

As an example, much of the current work on control and sen-
sor systems is implicitly pointed in the direction of instant re-
~actioén ‘to warning of -attack),’ resulting in an emphasis on elaborate
- and redundant sensor. "systems, high-capacity data-processing systems
. and highly reliable, high-data-rate communications and displays.l
Some' effort ‘should be placed on more ‘austere ‘and survivable systems
that can work with a survivable force and that are exercised during
peacetime as a part of the normal operation of a command.s-

(e) Adequate functional integration of control and sensor sys-
tems within a command and between commands must be emphasized, .
rather than’ technical integration ‘ This emphasls is required in
three areas '

i (l) The data processing hierarchy from the sensing ele-‘
ments themselves back to the commend system must’ reflect a com-
“'unication language of increasing abstraction which can culmi
nate in a common correlation of date at thé command from many
systems. In many instances, most strikingly in the.intelligence
"area, great effort and costs have gone into collecting large- .
amounts’ of ‘informatior and relatively little effort and money
" has been spent- on “integrated data-process1ng techniques and fa—
cilities to process and use the” data. Also, little functional
"1ntegration has been achieved between intelligence data and i,
‘operations‘data. ' Because of the nature 'of the 1ntelligence
problem;” much data must be’ collected 51nce little can be. done-
~in‘theé" way of selecting’ the data that is to be saved and cor-)
- related.- However, because different types of intelligence sys-
~tems are. implemented separately, little effort has been placed
-in-planning a' common data base or in planning. for- the common .
~correlation of 'data - at a command. In fact, because no precise
“or- common language exists within an intelligence area or between




WSR-T. .

: different intelligence areas, it is almost impossible to apply.

automatic data-processing techniques for filing, retrieving, T

. and correlating data from many sources in a reiterative manner{i

The Winter Study Group' s Special Studies “Panel has proposed e
that a first step in. alleviating. this" problem would.be to pro-
vide a’ single, 1ntegrated, intelligence-datapproce551ng system

v mcontaining two channels The first ‘channel would have a. fast _,,

responsé and would handle all data that is critical to .the.
operations function (e g., warning data, damage assessment
data) ‘and which must be made available at once. The second .

f.channel would handle data concerned with long-term capabilities .
- 6f the enemy and by its nature would have a slow response. The

next step would be to formulate an organization of data process-
ing facilities that would extend from the sensors to the users
and which would contain a precise communication ‘language, of in-”
¢reasing abstraction’ and’ provide a common data base throughout

" the system.

(2) A means for communication from the command to dts,
sensing elements must be provided which can implement a method

: of dynamically controlling the operation of the sensors from s
‘the command in accordance with the existing operational situa—:f;

tion " No. sensing mechanism or system which has much inertis in f

. adJusting the commitment of resources is- adequate for- warning )
" or intelligence. Resources must be able to be committed. rapid-A

1ly to obtain more information on a particular situation seen at
the command headquarters. Data from intelligence systems (e.g.,

‘from the fast-response channel mentioned above) should be ob- .
- served and compared with a data base that would include .opera-. -

tions dats, and then a model or hypothesis suggested by the data

should be formed. In principle, the correlation process should"
not look for missing data, but rather suggest & test that would
support the hypothesls or model of what. the missing data con-.

"sisted. This principle, then, would require, some method of dy-
: namically controlling sensor operation. .

(3) The design and implementation of the sensing vehicles
themselves, ‘such as satellites and ground-based gatherers, and
the communication systems must be’ done in a context which con-
slders the functional integration of these elements with the
data-processing fecilities and the procedures of & command.- In
many ‘cases, & proper ‘match is not made between the ground-based
data-processing functions and the communications and sensors. .
Profitable tradeoffs may be realized if response times and band-

._width and reliability requirements:of communications are deter-
"mined in a context which considers the data-processing function
of the system Here, switching: methods present the most press-

ing technical problems. ‘The real. cost of. high-bandwidth commu~

,'nications is the amount of people and data-processing equipment
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and progra.mming needed to process s.nd evaluate the da.ta., not"
the cost of. the. communica.tions themselves.' The traffic control
' center (TCC) of the 465L System is the’ first example, however
unsophisticated, in -any of the L-systems where an integrated
~and. functional approa.ch was attempted in considering ‘sensor,
communica.tions ) and ds.ta-processing requirements of the system.

One of the ways of facilitating functional integra.-
tion of - the above elements- is the use of common-user communica-
tion systems. Here, priority schemes -can be built into. the .
system which prevent everything from being assigned an urgent
priority under overload conditions. Also, reliability can be
achieved through use of a.lterna.te routing a.nd different kinds
of links , . o

La.stly, unless connmmica.tions can be assured all the
way back from the sensors to the command, operating doctrines
must be changed to-account for. unscheduled breakdowns:. Possi-
ble delays in the system must be planned for”in the design of
—, the decision—ma.king process and doctrines.. For exemple, it is -
. not enough' to -say. that a - system must- perform with a certain re--
_sponse. time. If this re3ponse time cannot be reliably a.chieved

;results‘ in:. the concludion th t :
for ‘the- functional and. subsequently the technical integra.tion of
sensing systems such as 117L and should. guide the design of the
command data processing portions of these systems in con,junction _
with the using commands. .

N
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3. SXSTEM”ANALYSlgnﬁlAMPLE: SPACE SURVEILLANCEJE%QEEM

In order to illustrate the concept of the cost/time/effective-
ness study in the analysis of operational requirements and technical
system configurations the area of space surveillance has been se-:
lected as being representative of sensor systems. The analysis as
presented below treats only the sensitivity of time availability,
cost, and effectiveness to changes in operational parameters for
space surveillance. It is intended for lllustrative purposes. and

-is not a Winter Study Group recommendatlono‘

A system is postulated for performing the functlons of ICBM
warning and space surveillance with maximum. time to initial detec-
tion of 4 hours for new satellites and an ICBM warning capability
of 15 minutes. The system is to have the capebility to track space
objects at altitudes to 2500 miles. Due to the predicted growth
of the satellite pgpulation and the development lead time for sur-
veillance system components, consideration of. requirements is d4i--
vided into the 1960-1968 and 1968-1975 periods. The system as
postulated is for the 1960-1968 period. It-uses existing compon-
ents and is evolutionary with respect to the number of satellites
it must catalog, the range of ICBM'S it must detect, and component

”1mprovements

3.1 Conclusions and Recommendations

. Conclusions and recommendations resulting from the analysis
of space surveillance system requirements are:

(a) Satellite surveillance and varning ageinst ICBM attacks
could be provided by a combined system. Care must be exercised in '
setting operational parameters since cost and time availability

factors are highly sensitive to changes in these parameters

(b) The cost of a system for satellite surveillance only
is 51gnif1cantly less than that for the combined system, although
the cost of a combined system is less than that. for separate systems
to do each task. : :

(¢) The high cost of a combined ICBM warning and satellite
surveillance system (about $2.5 billion) using a surface radar net-
work should stimulate studies in two areas: 1) new approaches other
than surface radar. systems to perform the same task, and 2) broad
strategic studies as discussed in Chapter I to determine the value
of such warning to our strategic posture and the tradeoff that
might be achieved by buying more survivable forces.

ETUALLASSIFEg
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3.2 System Description

~In the 1968-1970nperiod the system would consist of:

: (a) The three northern BMEWS 51tes currently under
“construction,

(b) Five additional sites to be used for ICBM warn-

' ing against missiles launched from any direc-
tion and for satellite surveillance with a maxi-
‘ mum initial detection time of four hours,
(c) A satellite tracking site in southern Texss
to obtain precise orbit parameters, and

(d&) An operationel center in the U.S., possibly at

o NORAD, with data~ rocessing capability.

‘The radar sites would surround the continental United
States in a manner which provides for 15- mlnube'warning of a bal-
listic missile attack. Thé operational center would exercise
operational control over the system, receive warning of ballistic
missile attack from the radar sites, and transmlt the warning to
.appropriate agenc1es and commandb.- -

The system's satellite detection function would operate
as follows: Crude calculations would be made at any of the radar
sites upon detection of & satellite to see if it is contained in
the current satellite catalog. For-'old satellites, acknowledge-

- ment of the sighting would be made to the operational center. For
new satellites, the orbital parameters would be reported to the
operational center where they would be entered into the satellite
.catalog:. Whenever a satellite passed over the Texas site an ac-
‘curate orbital parameter would be computed and transmitted to the
operational center to be included in the satellite catalog. Peri-

odically, the updated satellite catalog would be transmitted to
‘each of the radar SLtes

(a) Radar Sltes
The locationq of the radar 51tes would be as follows.

. Approxlmate Locations

' Thule, Greenland  BMEWS northern sites

Clear, Alaska currently under

Fylingsdale, United Kingdom construction

Site 1 - Trinidad 60°W 10°N

Site 2 - Galapagos Islands 90°W . O0°N

Site 3 - Marquesas Islands %4o%W ~ 10°s

Site 4 - Azores 1 30°W - LoON
 site 5 -

Hawaiian Islands ~155qw - 200N

Irmf"@ﬁ E
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The present BMEWS system seems reaso y adequate
for the threat against which it is designed. The setting of a
raid threshold criterion is still a subject of study. However,
since false alarms due to natural causes will soon be evaluated,
‘and false alaxms due to unfiltered satellites will be negligible
until a considerably larger ssatellite population is present, the
problem is not urgent, particularly since the solution will most
probably lie in computer program modlfigations rather than in new
heavy equlpment

At each of the five new sites there would be three
AN/FPS—E9 radars; two of which would provide 2-fan coverage for
the detection of space objects while the third would scan 180°
vertically from horizon-to-horizon, east to west; then 360° in
azimuth looking near the horizon. The cycle would be repeated at
a rate of 10° per second. This scan mode would be interrupted
from time to time to track individual targets for approximately
15 to 30 seconds each -in order to calculate orbital parameters.

- Based on the characteristics of the AN/FPS-49, the
overall probabilities of target detection per pass using one radar
are shown below. Calculations are for polar circular orbits. In-
clined orbits should result in better detection, because of longer
‘time in coverage with non-transverse crossing of the fan.

Over-All Detection Probability .

Orbital Altitude . Per Pass

Fan . 2000 ‘nm 80 per cent
Detection 1000 nm ~ _ 60 per cent
Disc 650 nm 96 per cent
Detection 100 nm - 86 per cent

, In addition to the three AN/FPS-49 radars, each of
the five additional sites would contain date-processing equipment
roughly equivalent in speed and capacity to that now being installed
in the northern BMEWS sites. Monitoring displays would also be nec-
essary. S : S

' With these eight sites in operation it should be pos-
sible to obtein at least 15 minutes warning of an ICBM attack a-
gainst continental United States, together with an 80% probability
that any satellite would be detected within a meximum of four hours
after launch. In Fig. 4, we present a curve showing .the number of
sites required as a function of this detection time. The lower
curve appiies to the case where satellite surveillance only is to
be performed, while the upper curve is for both satellite surveil-
lance and ICBM warning.
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(b) ‘Satellite Tracking Site

. : _The satellite tracking site in southern Texas would -
be used for more precise determination of ‘orbital parameters and
for periodic updating of ‘these parameters. Initially, one FPS-49
_ at this site would be sufficient to handle the satellite traffic.
‘More radars could be added at future dates as the number of satel-
lites increased.. Since these radars are to be used only for track-.
.Ing known satellites, no scanning is required. When a-satellite
. passed. thifough radar coverage, a track of from one to five minutes
-would be obtained, enabling precise determinatlon of the orbital
parameters. :

: In addition to the radars, this site would require- '
a substantial amount of data-processing equipment (probably some-
thing equivalent to a duplexed 7090) and numerous display facili- '
ties S

(c)‘ 'I'he Central Facility =

. The major pieces of equipment reqnired at the central
facility would be. large—scale, data—processing eqnipment and
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numercus displays. Approprlate voice ban&width co ication facil-
ities to .all other sites would also be required. Communications
must also be maintained to all other agencies and commands interest-

WSR-7

ed in satellite surveillance and ICBM warning information.

3.3 Cost‘AnalysiS'

Fig. 5 is & schedule for site implementation showing the
buildup of system capabilities as a function of time. We note that
after early 1965, the system would be complete except for "system
improvements."” The screen against ICBM's approaching from the
south would be completed and high-power radars to . give us warning
egainst ICBM's with grester apogees would be needed. .ICBM's from
the south are not considered a threst before this time, ‘not . be-
cause boosters will not be available earlier, but because the nec-
essary accuracy will probably not be attained

The cost of the system excluding BMEWS is about $2.5 bil-
lion. The dotted curve in Fig. 6. indicates the cost if both re-
quirements were implementud separately :

Figs. 7 and 8 1llustrate the.cost sensitivity as a function
of the detection probability and altitude coverage requirements which
are set on a system to do Satellite surveillance only. " In each
case, the costs would double at the 240-minute detection point if
the requirements were increased from 0.8 to 0.95 probability of de-
tection and from 2000 miles to 2300 miles altitude coverage. This
is becasuse the radar system used in the analysis is operating at
its peak performance on the lower curves and new and more radars
would be required to achieve the higher performasnce figurest.

Fig. 9 illustratez the cost sensitivity=as a function of
maximum detection time for new satellites for a system which does
satellite surveillance only. The costs shown on this chart, as well
as on subsequent charts, include site installation and investment

. costs, annual operating costs for five years including personnel

pay and allowances, and communicetions and data-processing systems.

"The point on the curve for a detection time of 240 minutes shows a
‘cost something less than $500 million for a system with three sites

in addition to BMEWS, each with only one radar since the coverage
requirements are much less stringent than if the site were to '
function as an ICBM warnlng site also

-Fig. 6 repeats the same curvevas~Fig. 9 at the bottom of
the chart and adds the cost sensitivity curve at the top of the
chart for the combined. ICBM warning-satellite surveillance system
described above. In the latter system there would be five sites,
each with three radars, in addition to BMEWS to provide full ICBM
coverage ag well as 2L0-minute detection of new satellites.

b 4S53R
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" CHAPTER-IV: RESEARCH AND DEVELOPMENT RECOMAENDATIONS:_?';[{:

The recommendations summarized. in this section for research
and development activity related to the L-systems are focused on a-
chieving those new capabilities that are considered: to-be: both-rea-
sonably achievable in the foréseeable" future and .especially .neces-
sary to increase the performance and economy of command, control,
and sensor systems. These recommendations result.from the ‘work of:
the Specialty Panels and do not necessarily include all-areas of -
future research and development required in connection with command
and COntrol systems. - Many of the improvements suggested heréin prob-

.ably can come . into’ existence from- some redirection- of research and
- development programs already under way or from more or less normal

advances in the state of the art in particular fields. Other needed -

" ‘techniques and components, .such as cost analysis methodology, data-
processing procedures, and human performance in highly automated sys-
téms are related to technical areas so new and unexplored that, un-
less special emphasis is given to thelr development now, it is like-
ly that many. of--the realistic operational requirements of L-systems.
will remain unsatisfied: Additional details concerning the research
and development programs described in this section, as well as spec-
ific recommendations for improvement to the components of particular

L-systems, ‘are to be found in Section 4 of the Summary, in Chapter V,’

and in the Specialty Panel Reports that form the appendlxes to thls
report. - - .

1. COMMUNICATIONS .

Con51derable research and development work in- the field of com-
munications for L»systems is already in process. - The Winter Study

Group- considers, however, ‘that some - additional effort should be ex-.,,

pended to obtain as soon- as possible.

(a)’*dev1ces for reducing existing. non-electrical" com-
"+ mundicatién times, e.g., the delays in the flow of a = -
message. from human originator to electrical trans-
mitter, electrical receiver to electrical trans-
mitter when humens are involved in message relaying,
and electrical receiver to intended human user of ‘the-. -
_ message;
(b) ‘survivable facilities for low-volume supplementary
" communication bétween command posts (fixed,- moblle,
‘and airborne) and between command posts and weapon
‘facilities that are reasonably invulnerable to in-
tensive harassment durlng a cold war and to nuclear o
{attack : : S :
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(c) flexible, economical circuit and message-switching
- apparatus that can handle a high volume of digital
. .and analog data, operate with a variety of message
' ~.formats, and recognize transmission errors;: : S
(d)-.non-time-consuming methods to obtain message securi- 3
' ty,.even with switching errors, in & common-user = - .
- communication network that carries both high-securi-“
.. ty and unclagsified traffic;
(e) techniques to permit effective. policing and control,~ ]
. by appropriate authority, of communication priority; - .
(f) -standards for'communication apparatus that will allow .
.- . the implementation of a common-user network, but at L
. the.same time not inhibit the application of- advances s
in the state of the art to that network. . R

o _

2. cosm ANALYSIS

Proper military planning constantly involves the selection,

- within the resources and schedule c¢onstraints of .particular. courses

of action,that will maximize the effectiveness of the total force.
Cost- analysis ‘is a technique for determining the implications of re-

sources on the possible courses of action and vice versa. With re- .. =

spect. to the L-systems; however, no adequate methodology existsﬂnow'
for determining the total ‘initial and recurring costs of these sys-

‘tems or for analyzing the variables in:these costs in relation to

(a)  measures of system effectiveness, and .
- (b) time needed to achieve. various degrees of improve-
ment in operational capability.

Fully effective management of the Lpsystems cannot be achieved
until a methodology for system. costing is developed and intensively
used in meking decisions, both within a glven system and between the

" family of systems. Accordingly, 'a program is recommended specifi-

cally directed toward achieving techniques for analyzing the .costs

-of L-systems that will lead to the establishment of an adequate meth-

odology.

3. DATA PROCESSING

The equipment now available. or .planned for the near future in
the field of data process1ng is numerous and well. advanced. Over

the next five years, normal improvements in the state of the. art for

computers will probably result in machines 100 times faster than

those available: today.. Consequently, the Winter Study Group.is of

the opinion that additional emphasis in the area of computer equip-

. ment 1ls.required to develop only




(a)

(v)

(e)

UNCLASS gy~

modularity and the flexible interconnecting devices-

to allow the necessary addition of computing capaci-

ty to L-systems without reducing the usefulness of
previously devised computer programs and operating
procedures,

specific machine organizations to permit the use of -~ '
processes that search for patterns to. determine the .
existence of complex relationships in the data, and

a theory to relate machine characteristics to. data- -
processing requirements to facilitate the selection

B of command and control system equipment.

-The associated area of processing procednres, unlike computing
equipment, is virtuelly unexplored. To meet the minimm needs for
command, control, and sensor systems during the next ten years, a -
great amount of research and development effort must be. started im-
mediately and continued incn

o

(c)

()
(e)
(&)
(n)

(1)

)

(x)

hlgher-order programmlng 1anguages,

utility support programs,

tools for program testing,

methods of understanding and communicating program
organization,

procedures for.automatic indexing, file interroga-

. tion, and information correlation,

operational translator programs,

techniques for modeling and simulation of subsystems
and complete systems,

application of modeling and simulation to design
analysis, program testing, and system testing and
evaluation,

use of linear programming, dynamic programming,

game theory, general decision theory, and Monte
Carlo methods for war gaming, allocation of re-
sources, etc., : :

.role and relationships between men and computer

program complex; and

the effect of & highly automated data-proce551ng
environment on human organization and decision-
making. :

4. HUMAN FACTORS AND DISPLAY

Present research and development programs'appear to give little -
emphasis to the increasing need for basic information on the perform-

ance of humans in teams within large, highly -automated command, con-

‘trol, and sensor systems as opposed to the performance of an operator

of a piece of equipment. Accordingly, it is the opinion of the Win-

ter Study Group that a considerable effort should be applied to the

following human factor areas without delay.

139
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(a) Effect of Change on Total Performance: The sudden intro-
duction of large quentities of equipment, highly automated proce-.
dures, etc., (i.e., the introduction of a new data-processing sys-
tem) is known to reduce operating effectiveness of an existing or-
ganization for an appreciable time. On the other hand, it is also
contended that a continuing series of much smaller changes to-equip--
ment and procedures may cause as great or greater deterioration in
total performance than a single large change. Some  experimental
literature is now available.concerning the effects of large and
small changes in industrial organizations; much further work is
needed in this general area to determine’ the consequence of various
kinds of change on command, control, and sensor systems and to dev-
elop the training and other techniques necessary to reduce the dele-
terious effects of changing these military systems.. ‘

(b) Human .Communication in Networks: . Experimental and prag-
matic observations of humans in communication ' networks: show that-

‘the effectiveness of communication: between huaans is greatly affect-

ed by the configuration of the network. Much more ‘experimental work
must be undertaken, however, before this effect of network configura-
tion on human communication can be properly related to the. design of

. large command, control, and sensor systems

(c) Human Intervention: Human operators handle messages be-
fore electrical transmission. and following electrical reception.
Human operators establish the priority rules for message tfans-
mission and then violate these rules. Very lititle is known now but
much systematic knowledge is needed of why and how human operators
in large command, control, and sensor systems influence the flow of
communications and of what can be done to retain the desirable char-
acteristics of these human operators without hmving them seriously
degrade the. planned communication function. ‘

. (d) Level of Data Abstraction: Too high a level of abstrac-
tion of data may cause & human in a system to misunderstend or doubt
the validity of the information being presented. - An example is when
a human reacts negatively to a conclusion simply because he does not
feel he knows the evidence upon which the conclusion was based. On
the other hand, too low & level of sbstraction of date leaves to the
‘human in a system the often impossible task ofianalyzing; classify-
ing, and filtering the data to extract the required information. Re-
search and development programs leading to principles governing the
proper level of abstraction and to techniques for flltering, coding,
and classifying data are urgently needed ‘ :

(e) User Partic1patlon in the Design and . Implementation of
Automatic Data-Processing Procedures: There is & continuum of ways
for users to participate in the design and implementation of the
data-processing aspects of command systems. At one' extreme, user"

BRETHLSSFD




personnel might be selected and trained to undertake the entire
task. For example,. some personnel would be selected so that they
will be trainable as computer progremmers, and then trained so they
are computer programmers. This course of action would require re-
search into how to select and how to train computer programmers.
At the other end of the spectrum computers and utility programs.
might be designed so that a system operator could talk to a com-
puter in English and thereby instruct the computer to perform the
required work. In between, intermediate languages could be devel-
oped, and used by command personnel, or command personnel could be.
trained to specify at some language level their requirements. so
that a professional programmer could code the program. Which op-
tion to choose in this spectrum is not clear. Both the selection
of an option and the implementation of that option would seem to
require considerable research and development

(f) Effect of Stress: It has been recognized for years that .

the. ineffectiveness of a human is a U-shaped function of environ-
mental stress. A little stress is a good thing; too much stress..
causes deteridration and disruption of effective human behavior.

In the centers of the hardened and isolated command, control, and

sensor systems of the immediate future, all that the human:operator. .
will know of the "real world" will be highly unreal. The raw data - -

of reality will have been sensed, filtered; and processed by means
the operator cannot fully understand. Everything the operator re-
ceives from the outside world can be simulated and not be a "real:

world"” event at all. In undergoing training, the operator could be

made to think that he is fighting a total war and then suddenly
find out he was only shadow-boxing in preparation. for such a war. -

The operator's uncertainty as to what the real-world situation ac- -

tually is will be increased continuelly as he is trained. His
hunger for real-world data and his suspiciousness of the credibili-
ty of the data flowing within the system may give a new, completely
unanticipated dimension to the effect of stress on human behavior.
A thorough investigation into these phenomensa is strongly recom-
mended. .

5.  SENSING EQUIPMENT

The numerous facets of the sensing equipment field seem to be
receiving, at present, the majority of the funds expended by USAF
for research and development in connection with components for use .
in the L-systems. The Winter Study Group believes, however, that
the following aspects of work in sensors should be re-examined by
USAF to insure that the level of on-going activity is and will re-
maein appropriate to the increased demands being made on sensors as
a result of the rapidly changing nature of the threat from air- .
breathing to missile- satelllte weapons . e

1
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(a) Electromagnetic Propagation ‘In relation to radar sur- -
veillance and tracking, a continuing requirement exists for informa-
tion on the -effect, -over & wide range of frequencies, -of -aurora;

- Faraday rotation;. galactic noise,- atmospherlc fluctua.tlonsy nuclear -

detonations, and artlficial 1onization

(v) Electromagnetlc Target Charaeterlstics “Although large, -
amounts of money are béing spent for air-target reflection studies,
some additional ‘development maey be needed in polarization matrices’
for target discrimination, interaction of electromagnetic energy. . -
with plasmse, -relative contribution of vehicle areas to target re- .-
flectivity, and-bistatic ‘reflection.of widely sepsrated frequencies..
More data is needed over the-whole reange of the electromagnetic
spectrum on the specific radistion and reflection characteristics
of nose cone and booster plumes

(e) Radar Transmltters, Mbdulators, and Tdbesn ‘Notable devel-
opments in these .components are presently in progress, but achieve-
ment of the high powers and -large bandwidths that are necessary
characteristics of modern radars remains difficult. -The efficient .
coupling of rf structures is not readily obtained; increased attenua-
tion of spurious signals is needed to reduce interference. The"
generation of high power at millimeter wavelengths is a complex .
problem. Consequently, research and development programs should be’
encouraged to provide new and more reliable technlques for-over-
coming these problems : - . _ .

(d) Radar Antennas.v Because of‘the'potential advantages
offered by phased arrays with respect to rapld scenning, control
of beam, and power-handling ability,  further effort.should be de--
voted to 1) understanding the theoretical properties of .such arrays;.
2) developing more stable components,. 3)-designing sutomatic ‘con-.

trols for beam positioning and scanning, and U4) operational test-

ing of representative prototypes. Also, considerably greater em- = -
phasis is needed on research and development programs for antennas
that can better withstand the effects of nuclesr blasts.

(e) Radar ECM Vulnerability Reduction: Despite the recent
advances in this area, which offer grounds for increasing optlmism
over the performance -of surveillance radars in the face of ECM, a.
continuing research and-development program will be needed if USAF
is to maintain the dynamic antijamming capability necessary to
anticipate extensions in the countermea&ure avto :

(£) Advanéed Radar'Concepts: Advanced radar eoncepts should
continue to receive vigorous research and development support. Be=-
fore undertaking :costly programs, however, unconventional redar
techniques that impose severe requirements on the basic components .
or on data-processing methods should be carefully analyzed to deter-
mine their technical feasibility and operational utility.
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(g) Advanced Radar Concepts: Advanced radar concepts should
- continue to receive vigorous research and development support. Be-
fore undertaking costly programs, however, unconventional radar tech-
niques that impose severe requirements on the basic components or on
data-processing methods should be related to improvements in system
configuration leading to reduced effective background noise. From
_ near infra-red through visible and ultraviolet and shorter wave-
lengths, photoelectric detectors are now available which have much
greater sensitivity than other photo detectors and thermal detectors
" avallable for the longer wavelengths. Research is desirable to
develop systems which can use these more sensitive detectors. '

(h) Optical Sensors: -Susceptibility of optical systems to
resolution deterioration because of thermal and mechanical effects
presently places a significant limitation on optical and infra-red
sensors. A research and development program to overcome these
difficulties is recommended.

(1) Vehicle Stabilization:‘ Vehicle-borne sensors are sensi-
tive to the stabilization of the vehicle, and positional accuracy
of targets is dependent upon this stability. In spite of recent
advances, deficiencies in satellite stabilization still impose
serious limitations on the sensors being carried. An accelerated
program is needed to develop and test reliable techniques for pre-
cisely stabilizing the attitude of orbiting satellites. '

6. VULNERABILITY .

Command, control, and sensor systems and their components, are
vulnerable to:a great variety of man-made and natural phenomens in-
cluding such diverse items as nuclear blast, electronic counter-
measures (ECM), and other deleterious effects. In principle, vul-
nerability can be reduced by sufficient design effort; the problem
is, however, to achieve the greatest survivability for the least
effort. '

The Winter Study Group believes that a research and development . -

program related to vulnérability:should be..directed toward a)
feasibility and value of mobile control centers, b) ECM-resistant
"~ techniques for detecting and tracking aircraft, missiles, and satel-
lites, c) nuclear-blast and radiation-resistant electronic and
optical hardware, d) nuclear-blast and radiation-resistant struc-
tures, e) chemical, blological and radiclogical (CBR) sensors and
collective protection facilities for command and control centers, .

f) rf instrumentation for measuring and controlling electromagnetic
interference, and g) maximizing the performance of command and con-
trol systems which have been degraded or partially destroyed.
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CHAPTER V: RECAPI?ULATION OF SPECIALTY PANEL‘STUDIES

Approximately three-quarters of the manpower available for the
Winter Study Group was assigned to twelve panels, eachaf which stud- '
ied one of the following subjects related to the de51gn and implemen- -
tation of command, control, and sensor systems.

- '1l. Communications
2. Cost
- 3. Data Processing
N Des;gnvMethodology
5. Display o J
6. Logical Concepts
7. People '
8; fSens1né Equlpment
9.“‘Sp§c1al Studies |
! 'lOQ_ Thfeat‘ ;
11. 'Vulnerability

. 12. Weapons -

.. The appendixes to this document are the reports of these panels.
These reports do not, in all cases, represent a unanimous view of
the panel members; nor does the Winter Study Group, as a group, en-
dorse all of the ideas expressed, -Nevertheless, .there is a strong
thread of common understandlng that supports the overall conclusions
- of the Winter Study :

gL
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1. COMMUNICATIONS

Two main communlcation functions exist in a command and control
system: (l) the transmission of information from one point to an--
other; and (2) the switching or interconnection of transmission fa-
cilities for communication -between points. Demands on communica-
tion systems will vary in volume, kind and method of transmission .
for different degrees of peace, cold war, or hot war. Information-'
used by a command and control system is collected from meny sources,
both remote and nearby. After collection and sometimes filtering
at the sources, the information is transmitted to one or more cen-
tral points where it is distributed, 1.e., switched, to its desti-
nation, often a computer that reduces the informetion for use in.

a- command post. This processed information and commands based on
it are then disseminated.

In general, the Communications Panel has concluded that effi--
ciency will be greatly reduced if the present trend continues.to
be followed, that is, developing individual ccmmunication systems
to serve the individual needs of specific command and control sys-~
tems. The panel recommends instead that an integrated communica-
tion system be developed whose switching and transmission facili-
ties can be shared by all points requiring communication. Such a
system should emphasize common-user operation and should take the
form of an evolutionary development, beginning as soon as practi-
cal with available facilities.:. "Advantage should be taken of ad-
vances in the art as they occur, and a gradual transition should
be made from present equipment to the common-user system. Such an
evolutionary approach is both neceSSary-and feasible.

- In wartime and under conditions of communication harassment,
vulnerability will be the major problem. It is not expected that
the full communications required can be maintained in the face of
enemy action. It is recommended, therefore, that supplementary,
highly invulnerable, backbone communication facilities be set up
to maintain the more basic commsnd and control systems in time of
crisis. At the same time, it will be necessary to devise command

‘and control procedures that will be able to function with the mini-
mal communications that would likely be available under conditions

of severe attack.

1.1 Communication Problem Areas

 One of the most striking aspects of proposed command and
control systems. is the sheer quantity of communication capacity be-
ing demanded. The method used to establish requirements is partly

responsible, and both peacetime needs ‘and national custom will tend

to work against obtaining much reduction in the communication capac=- '
ity now being sought. ' Yet, & serious.danger 1s inherent in having
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large communication. capacity in a command and control system in
that, if the users of the system become so dependent on the trans-
mission of large quantities of data, the command and control sys-
tem will break down orgenizationally when the flow of data is cur-
tailed, as it is certain to be during a crisis. Pre-planning of
operations and exercising of the command in peacetime, but with
restricted communications flow, is of greatest 1mportance if this
pitfall 1s to be av01ded :

‘Today, the slowness with which commands are conveyed and imple-
mented” is incompatible with the decreasing time scales imposed by
modern weapons. Technical communication elements enter into the
picture, and much is being done to cut-down communication delays
caused by faulty communication trunks and inefficient use of them.
" However, it is not universally recognized that most of the delays
occeur during the non-electric communication time, i.e., from human
originator to electrical transmitter, human intervention at relay
centers, and from electrical receiver to human decision-maker.
Neither.is- it generslly recognized that ‘people ‘are the major source
of message error.

Of even more concern is the problem of communication vulner-
ability. ' There are two situations of importance: (1) harassment
during a cold war; and (2) destruction during nuclear attack. There
is no single L-system, as presently designed, that can be expected
to have much capability in the face of an -all-out attack.

‘During a critical cold~war period, overseas communications can
be. seriously impaired by enemy action, short of war, such as cable
cutting and HF.jamming. The Greenland tropo link can reduce this
vulnerability to transatlantic communication, but there is no imme-
diate prospect of reducing similar. vulnerability in other areas.

The "Needles" orbital scatter technique, if feasible, may provide
a reasonable amount of resistance to jamming and covert destruction.

During a"period of mass nuclear attack, it.is unlikely that the
amount of communication required for operation of complex command
and control systems will survive. Communication facilities are
needed that "decay gracefully" under attack, that is, have the cap-
acity to continue operation by selectively reducing the less impor-
tant communications and processing operations. as the damage increases.
It does not appear that systems that would suffice over a wide range-:
of degradation can be realized. - Instead, the panel recommends that
supplementary, highly invulnerable, backbone (note: backbone not
backup) communication facilities be provided to maintain basic com-
mand and control functions. A complete common-user network is not
contemplated, but rather ‘a few low-speed facilities capable of work-
ing between hardened or mobile command posts and the surviving wea-
pons. The choice of particular facilities will depend on the type
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of command post; portable tropo with small antennas would be pre--
ferred for mobile ground posts, UHF for airborne posts, and prob-

ably some form of VLF transmission for underground posts. A Need-
les system using small antennas may have promise. Backbone commu-

_nications must be planned for in advance, and 1mprov1sat10n at a -

time of crisis cannot be relled upon.

It should be noted that the belief that communication’ destruc-
tion is seldom a profitable strategy for an enemy is false. A
doctrine that enemy jamming of communications.constitutes warning
is equally false if the enemy uses any degree of skill.

Next to the question of whether and where the communication
links exist and can survive, the method of switching is most im-
portant in large command and control systems. While flekible in-
terconnection is one reason for switching systems, they also serve
the- 1mportant function of concentrating traffic on the transmission
facilities so these facilities can be used efficiently and offer
more alternate routlngs in the event of failure. Further, a switch-
ing system will also frequently incorporate storage and often code
translation as an adJunct to data-handling. The principal problem
in the area of switching is the tendency to des1gn numerous commu~
nication complexes to meet the specific requirements of individual
command and control systems. Subordinate problems in switching
arise because of the tendency to seek large steps forward while
deferring plans for the orderly transition from the present switch-
ing system to the new until the new system. is well into the process
of being implemented. A solution may be found in an evolutionary,
common-user communication system using circuit and message switch-
ing for handling both data and voice. Such a system might be im-
plemented in the immediate future, using existing or very near-
future art, and be aimed at an orderly transition from present.
start-stop teletype equipment.to the use of hlgher-speed, synchro-
nous systems as justified by traffic requirements.

. The need for assuring message security is an important limiting
factor in switching-system design.” Present plans are to encrypt all
messages, link-by-link, for transmission over outside plant facili-
ties, but to have messages pass through the switching centers in the
clear.. This plan minimizes some problems in encrypting that arise
with end to-end encrypting, namely, the need for widespread distri-
buticn of the key and the need for transmittlng addresses in the
clear to control the switching mechanisms. . On the other hand, en-

- crypting link-by-link leaves the message in the ¢lear in the switch-

ing center, with the possibility that a high-security, clear-text
message may be inadvertently delivered to someone not entitled to
receive it. The present approach to solvlng this problem is by
screenlng switching center personnel and by confining high- security
messages to a special network within which an error in switching
could not be as devastating as in a common-user system. There are
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in theory, however, a number of-alternative ways in which security
could be maintained in a common-user system, and the practicality’
of these alternatlves needs to be explored further wlth the. security
services.. :

Prlority communlcatlons are a scarce commodity that must
be allocated by the command, and constantly monitored and disci-
plined, especially during crises. The present system under which
priority is assigned by the user fails under conditions of crisis..
ConStant exercise of priority control under overload or degraded
conditions is necessary.

The key to the general probiem of communications prolifera-
tion, as with the more specific problem of control of priorities,
lies in adequate policing from above ' :

Standards are necessary for individual parts of a system
to operate together as a complete system. As the common-user con-
cept develops, the need for standards increases because of the

large number of users of such a system, its wide geographical scope,

and the variety of signals and communication needs with which the
system must cope. However, standards must not be established in
such.a manner as to inhibit progress, either by specifying stand-
ards in'a way that would prevent the application of advances in
the art; or by including within the specification requirements
that are either unot universal in need or cannot be met without an
inordinate amount of development.

l 2 h8OL Communlcatlons Progect

.. The broad obJectlves of the 480L project is to provide com-

munications to meet all USAF needs. It is, therefore, the logical
place to assign responsibility for planning a USAF common-user sys-
tem. It also appears to be the organization for planning the hard-
core communications necessary to maintain basic command and control
. functions during attack and to serve as an order-w1re during restor-
ation of the maln common-user network.

aThe L4801, project‘is neW'and as yet has not had a great im-
pact on existing communications or on planning for command and con-
trol systems. A number of command and control systems which were
started earlier expect to have circuits outside the U.S. obtained
. from the 480L network when established, but these systems are devel-
oping their own switching apparatus, since theé switching for L8OL-
is in a preliminary proposal stage. The panel recommends that plan-
ning for a common-user switching system should be expedited so that
future command and control systems can build on the common-user con-
cept wherever practical. ‘ '
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While the Communications Panel feels competent to deal . -
only with-the technical and not the organizational factors.of com-
munication; it has observed a number of organizational problems -in
communications which should be resolved in the near future. :For -

- example, as présently constituted, the LBOL ESSPO does not seem to

have line authority to implement plans or standard procedures. In-
stead, this ESSPO -operates largely in a staff engineering or-advis-
ory capacity. It is questionable whether the most efficient commu-
nication system w1ll result under such an arrangement.

1.3 46SL SAC Control System

SAC appears to be well aware that the h65L system as pres-
ently conceived may be expected to be mostly inoperable after a nu-
clear attack, partly because of communication vulnerability, but
also because of vulnerability of the control centers. As a command

- and control system to prepare the strategic offensive force, L65L

appears necessary and fairly well -thought out. Large. volumes of
communication, data-processing, and display facilities are needed
for training and controlling a menned aircraft force, but it was
the panel's feeling that this. volume might decrease as. the ratio

‘of missiles to planes in the force increases. Although the commu-

nication capacity of 465L appears to be most needed in:connection-

with manned bombers, L65L planning appears to have gone insuffi-

ciently far in overcomlng the problem of communlcatlng with them,
either on the ground or in the air

In connectlon with M65L AFBMD appears to be sufficiently

" concerned about protecting communications from the level of the mis-

sile launch control center downward, but the problem of survivable
communications from the missile launch control center level up the
chain of command seems to be in less satisfactory shape

Development of the switchlng apparatus for 4651, is near-
1ng completlon and any attempt to accomplish the objectives of the
system by means of a USAF common-user system would only result .in

~ delays that cannot be tolerated because of the importance of the.
- SAC need and mission. Instead, it is recommended that the 465L

system proceed as planned, but with a tie-in to the common-user
system when it becomes available.. If economically feasible, pro-
vision should be made in 465I for handling administrative. and log-
istics traffic from SAC bases, possible by teletype techniques
where traffic load does not require high-speed terminals.

1.4 COMIOGNET

This system is-elsolneaiing completion and ho»purpose
would be served by stopping the message-switching portion of the




system, whlch is capable of expansion and has con81derable flexi-
bility, since it will handle teletype as well as synchronous binary
data up to 4800 bits per second. This switching portion should be -
considered as a candidate for the prototype of a.common-user system.
The proposal for circuit-switching for the COMLOGNET system is too -
vague to determine whether it is & worthwhile adjunct of switching
needs of a common-user system. The possibility of using other cir-
cuit-switching systems that are avalleble or near completion needs
to be- looked into: ‘

1.5 Other Command and Control Systems

The other command and control systems being planned should
be designed, insofar as possible; to share a common-user cormunica-
"tion system. The systems transmitting highly sen51tive data, such
as the L4661 intelligence system, present special problems, since
security must not be violated either by switchroom personnel or
. through inadvertent transmission of messages to wrong addressees.
.Solution to this problem is theoretically possible, but. consider-
able study is still required and.should be pursued v1gorously by
the contractor- and the ESSPO concerned.

-
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2. - COST

The Cost Panel establlshed two prlmary obJectives for its S
analy51s of the costs of ‘the L—systems : o

(a) Acqulsitlon of background knowledge for general -
Winter Study use by costing one likely configu-
ration of each of 15 L-systems for the 10 years,4
FY -1961-1970,

(b) Initial development of unique methodologies for
determining the cost of L-systems

Subsequently, the Cost Panel concentrated on provlding cost
analyses related to specific activities within the Winter Study
by: (1) furnishing cost information to the panels concerned with
particular system configurations and analyses; (2) responding to
individual requests from the specialty panels for cost information
and $imilar assistance; and (3) participating in- the formulation
of general VWinter Study Group recommendations ‘ C 4 :

The observatlons and conclusions of the Cost Panel result both
from numerous visits to the ESSPO's,:contractor plants, and a num-
ber of pértinent headquarters (USAF, ARDC, AMC, NORAD, ADC, and
SAC) and from discussions with various groups within the Hanscom
Field complex. The Cost Panel also found it desl rable’ ‘to extend
beyond its specialty area, since the scope of the investigations
to develop system costs required the adoption of a broad view of

.the L-systems and of the problems associated with their management,
implementation, and operation. In addition, the nature of the
analysis required an examination of all activity related to these
systems; Iincluding personnel requirements, equipment, facilities,
supplies, and the support required from USAF overhead commands,
such as AMC and ATC. :

2.1 Need for Cost Analysis in Military System Planning
The first major conclusion reached by the Cost Panel is
that cost analysis is decidedly needed in military system planning.
Military planning involves the continual selection of particular
courses of action from available alternatives, selections that hope-
fully will maximize military effectiveness with the resources and
within the time expected to be available. An appropriate means of .
accomplishing effective military system planning is to measure the .
trade-off possibilities of three important varisbles: (1) the rela-

tive effectiveness of the alternative system,. (2) the relative time

required to achieve the mission objective under each alternative,
" and (3) the relative cost of each alternative in terms of resources.
However, for a complete system analysis these possible trade-offs,
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which exist only to the extent that the variables are independent
- of each other, need to be examined over the full practical range
of the values of the variables. Cost analysis, the determination
by methods of analysis of the implications of proposed courses of -
action on economic resources, must be an integral part of a com-
plete system analysis. - '

The Cost Panel believes that three specific types of cost
analysis activity needed by the Hanscom complex may be distinguished
as:

(a) Support of total force-structure costing,
(b) Group L-system costing,
(c) . Individual L-system costing.

: , The force-structure planning of USAF involves the spec1- R
fication of the Lompobltlon, .deployment, ‘and operational concepts
for one total force for USAF. This type of planning, to be effec-
tive, requires the costing of many total-force compositions over
several long periods of time and involves the costing not only of

. weapon systems and command-control-sensor systems, but all of the

supporting ~USAF overhead activities, e.g., AMY, ATC, as well. . The
Hanscom complex should support the USAF force- structure planning
by providing total cost data on systems for the proper exercise of
the functions of command, control and sensing and criteria for the
‘selection of an appropriate system mix for the various force struc-
tures considered in future plannlng

Once & partlcular total: force structure plan is proposed
'by Hq USAF, the Hanscom complex should develop an integrated group
of systems that will maximize the operational effectiveness of the
total force, insure compatibility, avoid duplication, permit joint
use of the facilities where appropriate, and provide proper time-
phasing of personnel and equipment requirements. A cost analysis
is required to support this activity. -

‘The third type of major cost analysis activity requlred
in, the Hanscom complex is related to the individual L-systems. A
capablllty to cost either alternative configurations of a given
system, or alternative systems, is required. Cost sensitivity
analysis can be a useful analytic technique for this type of .
analysis. In this technique, the sensitivity, or insensitivity,
of cost to changes in the system's parameters is measured.

2.2 Present Cost Analysis Capability of the Hanscom‘CompleX

The second major conclusion of the Cost Panel is that a
sufficient capability does not exist today in the Hanscom complex
to provide the previously described cost analysis in the L-system
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area. This conclusion is based on observations which show that
the complex lacks four important elements necessary to an ade-
quate cost analysis capabillty : :

(a) An organization with responsibility for the
function;

(b) Trained personnel,

(c¢) An adequate data base,

(d) Developed cost methodologies.

No specific organization within the complex‘appears to
be charged with the responsibility for cost analysis, except as

- may be provided by the Program Office of Mitre in support of its

line departments. The cost orientation of the ESSPO's, for ex-
ample,  isccertainly not in this direction, but rather appears to

be concerned with the budgeting and procurement processes. -Neither
of these existing orientations provides a complete system costing
for even one configuration or employment plan of a system, much
less for the range of alternative configurations or plans needed
to perform cost analysis. On the contrary, the cost estimates re-
viewed by the panel were found to. be related primarily to hard-
ware and to operational installations, with much less regard for

total personnel requirements and other required resources.

The Cost Panel also found no personnel in the Hanscom
complex who can be considered.fully trained in the complex field
of system cost analysis. This does not imply, however, that there
are not many people there, highly quallfled in their particular
field, who could not be so trained.

An adequate data base, giving the operational and tech-
nical parameters of equipment, is an essential part of a cost
analysis capability. The initial development of such a data base.
is time-consuming, requiring as much as several years to accom-
plish. The panel did not observe any comprehensive compilation,
much less analysis, of basic cost data on the resources required
by L-systems. Only assemblies of a piecemeal nature were observed

~ in most of the USAF offices visited, in contrast to the needed sys-

tematic and regular gathering and analyzing of the basic pieces of

‘cost information from which time-phased system cost estimates can .

be prepared.

Finally, a series of cost methodologies must be established’
for the L-systems, one for each major class or type of L-system. ' The
panel observed no 'such methodologies being developed at Hanscom. The
panel has made some progress toward developing such methodologies,

- but it must be stressed that much research is needed before adequate
: methodologies can be developed
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2.3 Other Comments -

. In addition to the preceding observations that the panel
as a whole has reached, a majority, but not all, of the members
have made other observations pertaining, in general, to the broad
subject of L—system planning '

(a) Judging from the present status of the L-systems,
planning has been uncoordinated and- inadequate, the close rela-
tionship which should exist between L-systems, wegpon systems,
and other portions of the total force structure has not been
properly recognized . .

(b) The development implementation, and operation of
'vfuture command and control systems will require an increasingly

greater: planning effort and an 1ncreas1ngly greater amount of the .
nation's: resources : :

(c) Current planning'by ARDC and AMC ‘is focused on prob-
lems of research, development, and -implementation; -insufficient
attention is devoted.to potential operational problems W1th these
systems ‘ : SR

-(d) - Command. and control systems are not generally pro-
grammed and budgeted as systems, but rather as ind1v1dual items -
of hardware and 1nstallations :

(e) Many alternative configurations have been proposed
for most systems; it is not always clear which configuration is
the off1c1al plan authorized for implementation '

(f) Present configurations for command and control sys-
tems do not recognize that evolutionary changes or 1mprovements
- to the systems will be required

(g) 'Planning for the L-systems does not seem to be based'
upon sufficient study of the trade-offs available between cost, ef-
fectiyeness, and time for'alternative courses of action.

(h) Time toes not appear to be treated as a variable,v
but rather as a constant in the process of evaluating L—systems

2.4 Recommendations

The maJor recommendation of the Cost Panel is that a sys-
tem cost analysis activity should be established within the Hanscom
complex.
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Further, the Cost Panel recommends'that{

. (a). The Hanscom cost analysis activity should be an inte-
gral part of the system planning activity

(b) Cost analysis should actively participate in a sys-
tem analysis from the inception of the study.

(c) The cost analysis activity should develop a capability
in both individual and . group L-system costing.

: (d) The system analysis activity and the cost anaxysis ac- .
t1v1ty ‘should support total force-structure planning efforts of
higher headquarters by the development of (1) data on the command,
control and sensor needs of the USAF- for a wide range of force
structures .and missions; and (2) criteria for the selection of an
optimum aggregate mix of command, control, and sensor systems
given any proposed plan for a total alr force.

- (e).The cost analysis activity should be staffed by
trained cost analysts having the appropriate mix. of backgrounds,
includlng personnel who are system engineers. s

(f) The cost analysis activity should establish two major
research goals: . (1) the development of an adequate date base, and
'(2) the development of specific methodologies for the costing of

" L-systems. . .

Other recommendations. of the Cost Panel, not necessarily
concurred in by all panel members, but corresponding to the com-
ments<containéd in:sectQOn‘2 3(dbove aves nry, Lo

(2) "Planning for command, control, and sensor systems
should be based primarily on total force- structure analysis; eri-
teria must be developed which lead toward a proper mix of USAF
weapons and command,"control,’and sensor systems o

(b) An integrated activity for overall L-system planning
should be established within the Hanscom complex.

(c) Planning by ARDC and AMC should give. increased atten-
tion to the operational problems and should also follow through the
life cycle of:command, control, and sensor systems.

- (d) In the programming and budgeting process throughout
the USAF, L—systems should be treated as systems and not as groups
of equipment. -

- URCLASSIFIED



(e) The latest authorized system configuration planned

for implementation should be clearly. specified, and changes should'fv:

be rapidly disseminated to all USAF offices concerned

(f) Attention should be directed to means for predicting,?
and including in system design, provisions for a continuing growthj-,_~

'potential in future command and control systems. ) .

(g) Planning decisions regarding command, control, and
. sensor systems should be based on continual examination: of the

trade-offs available between cost effectiveness and time in the .

light of- changing strategies and technology

(h) The evaliuation process should include an examination‘

of alternative development periods, production lead times, imple~

mentation schedules;. and operational periods; techniques for esti-v .

mating these factors should be improved.

e M@%ﬁﬁ@ '
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3. DATA PROCESSING

Wlth respect to the present and future states of- the art of -
data processing equipment, it was found that the data-processing
problems needing attention were common to most of the currently
planned L-systems. Using information and opinions gathered from -

 contractors, ESSPO‘s, and others concerned with the work statements

of various L-systems, and the previous experience of the panel in
the field of ‘data processing, the panel has endeavored to indicate

‘the direction for future research, the special problem areas asso-’

ciated with the L-system data-processing requirements, and certain
of the problems observed in systems already being implemented.

These findings and recommendatlons hawe been organized into four

areas

(1) Equlpment and 1ts relatlon to component development,'
(2) Processing techniques, . : :
(3) Program production techniques,

(h) System and subsystem interface problems.

3.1 Equipment and Components

The data-processing equipment available and planned is
numerous. Because of the magnitude of the stated requirements of
most of the L-systems, only the middle- and large-scale digital
computers have been thoroughly investigated. One comment to be
made sbout the current and anticipated future state of the art is
that a natural obstacle, the maximum signal transmission speed
(that is, the speed of light) is rearing its head. The maximum

~ signal transmission speed is about a foot in one millimicrosecond,

a period of time soon to become significant in computer technology.

Despite this perhaps ultimate obstacle, probable improvements with-

in the next five years will lead to a computer 100 times as fast
as those available today. However, this improvement appears to be -
close to a natural limit. Only radically new organizations of msa-

~ chine components will allow progress beyond this point.

Searches for patterns in arrays of bits that represent a
complex relationship are made time consuming by the current organi-
zation of machines. A process may need to be developed for the as-
sociation and pattern recognition capabilities needed in the 438L
intelligénce data-handling, 473L Hq USAF command, and 4251 NORAD -
COC systems. Some of the newer machine organizations, such as the
AN/FSQ-27, reflect a design goal of growth potential in several of
the important parameters without excessive initial cost or extensive
downtime and reprogramming at the time of expansion..
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The ability of the computer field to anticipate coming
developments is improving; thus, building-block computers that can
have ‘older modules replaced by those of the newer design and larger
capability are now both possible and practical. In addition, modu-
larity and flexible interconnecting devices allow the addition of
computing capacity without reducing the usefulness of previously
devised computer programs and staff procedures.

There now appear to be two situations which are deélaying
the fastér development of better data processors. One of them is
that a large part of component and subsystem research and develop-
“ment is funded as part of system design or improvement contracts
(e.g., a weapon system development contract), which has several
deleterlous effects:

(a) Many of the research or development. progréms whose
output cannot be "guaranteed" to be available within the "lifetime
of the system contract go begglng ‘ :

1"

, (b) Usually only the prime contractor gets money to de-
velop his ideas and to maintain or build a competent staff in the
newer areas.

'(c) A company that is in an advanced position with re-
‘spect to the state-of-the-art, but relegated to a subcontractor
level, may wither on the vine waltlng for research support whlle
the prlme contractor rapidly becomes a competltor

The second s1tuat10n that is delaying development is the
_parOchial nature of the machines of the larger companies. While
the Government is supporting research and development of many good
subsystems, it is seldom that the best of "best buy" equipment
appears ‘as part of one integrated computer complex.

_ The recommendations of the panel in the area of data-
‘processing equipment and components are as follows: '

(a) Whenever possible, component research and develop-
ment should be funded separately from system design and improve-
ment contractors.

(b) Manufacturers must be encouraged to design sets of
compatible data-processing subsystems and flexiblé interconnection
devices. Where possible, compatibility of the components of sepa-
rate manufacturers should be encouraged

M %S%%HE@
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3.2 Processing Techniques

Although most studies consider the«eveluation of computers
as a problem in the equipment area, it is becoming increasingly ob-

"vious that any machine evaluation made independently of the problem

to be solved and the solution technique can be misleading. In the:

.absence of a theory to relate the parameters and structure of a ma-

chine to a specific or a standard set of problems or techniques,
the best approach to an evaluation is to construct éomputer pro-
grams for the machine. These programs would solve the standard

. problems using the procedure suited to the particular machine or

machine configuration being evaluated and would allow comparisons
of different machines or alternatlve configurations of the same ma-
chine. Considerable study is required to determine a set of appro-
priate problems. After such a program has been undertaken, a ma-
chine can be evaluated against new problems by classifying the new

problem as some combination of the standard set or by expandlng the

standard set.

Since proeess1ng equipment can be eveluated only against

a partlcular problem and solution background, it is recommended

that the selection of data processing equipment for an L-system be
deferred until an adequate analysis of the system's "problems" al-
lows a rational decision between equipment alternatives. Further,

the initial analysis of the data processing functions of the sys-

tem. should be directed toward discovering the constralnts imposed

by available equipment upon solution technlques. After such con-

straints have been evaluated, the development of additional equip-
ment should be funded only if the analysis shows such development

fully necessary. Certainly, this analysis must be done by a party
not interested in selling equlpment

Solution procedures and techniques are important. From a
study of the stated requirements of some of the L-systems, it is
apparent that many tasks are assigned to the data processing com-
plex for which no proven procedure exists for performing the task.
In fact, there is currently no theoretic or pragmatic background
that will allow any but the most simple tasks to be performed in
the area of information processing. Tasks such as automatic index-
ing, automatic request analysis and subsequent retrieval, and auto-
matic data correlatlon, except. in simple cases, are beyond current
capability. There are, however, many inadequately:tésted proposals;
it is felt that advances will be made only if the more promising
proposals are put to the ultimate test, that is processes are de-
veloped and applied. It is also felt that such testing should not
be done as part of a production contract and that no system con-
tract should be let that assumes that the solution to these prob-
lems is just around the corner.




. Something €lse that has been observed to. cause trouble in
every commercial data-processing system is the existence of contra-
dictory or erroneous input data, a difficulty that may be of tremen-
dous proportions in the larger files of the L-systems which contain
information items of long life. In the absence of known general
solutions to this problem, it is 1mperative that it be recognized
during the design of the system:.

‘One . approach -that would tend to reduce the load, but not
the character of the data-processing problems, is filtering the
data inputs as near the input end of the system as possible, pref-
erably before indexing for filing.. .

- The recommendations of the panel in the area of data proc—
ess1ng techniques are as follows: : :

_ (a) More money must be spent on the. development and test-
ing of large-scale information-processing procedures and techniques,
especially for fully automatlc indexing, file interrogation, and in-
formation correlation

(b) The selection of data-processing equipment for'aﬂ*

given system must be deferred until adequate analysis of the re-
guirements allows a rational decision.

3 3 Program Production

" In many of the L-systems, a much larger programmlng effort
probably will be required for system design and system testing and
evaluation than for the production of programs to do the operational
tasks of the system. Simulation, gaming, and similar evaluation and-
optimizing techniques will be needed not only as part of the opera-
tional programs but also as significant system design tools. Appli- -
cation of these techniques will allow the following: :

(a) Unanticipated aspects of the systems Wlll be dra-
matically brought to llght early. .

(b) The performance of spe01al-purpose gear can be’ simu-
lated before freez1ng hardware des1gn.

(c) Alternatlves for solution may be tested for validity
and effectiveness at an acceptable cost

: : Slnce such problems are so immediate, a special facility
designed for such functions should be developed around a large data-
processing complex organized to permit expansion. Such a facility
should be under the control of AECCDD, must have more flexibllity
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and capacity than is ‘required to haridle the problems in an.opera-
tional environment, and would take about one year to design, about
two years to build, and cost in the range of $30 to $40 million for
installation with annual operating costs near $4 million.

“ In the area of program production tools, it is felt that
industrial dévelopment of computer programming languages. is pro-’
ceeding with sufficient rapidity to make USAF funding of work in _
this area unnecessary, except for an unavailable language. - Appro-
priate use of avallable languages is important, however, because
major gains can be made in the time and manpower costs of obtain-
ing an initial system capability. Further; the problem of document-
ing computer programs is eased by the use of languages that permit
the statement of computer programs in a more natural fashion. The
use of more abstract coding techniques permits a relatively rapid
determination of the effects of modlflcation upon complex programs.

If funds were applied toward the evaluatlon of program or-
ganization, sequence of - 1mplementation, testing techniques, and
documentation design, the programming production problems would be
better understood, performance would be improved, and more valid
estimates of cost in terms of time, manpower, and computer time
would be. made : :

The panel makes the following recommendatlons for. program
production :

(a) The USAF should establish a facility which'w1ll pro-

_ vide extensive data- process1ng capac1ty for use in system analy51s

and evaluation.

v (b) The . 1mpact of new developments in programming lan-
guages on the organization and techniques for program productlon
should-be studled ' . _ N

3.4 System Interface

A serious interface problem can result whenever systems
use a common communication net. Already decisions have been made
in certain systems which will have . serious effects upon the lengths
and rates of transmission of the messages exchanged between com-
puter complexes and the ease with which messages can be prepared
for transmission and dec1phered when received. Just how deep the ‘
communicators should peer into the messages carried within the com-
munications network is a trying question. Most data processors:
would prefer to use arbitrary, but formatted, binary strings for
the communlcatlon of fixed-content messages. Most communicators
and laymen, however, are much happier if the message is coded us-
ing teletype characters or a rough equivalent. The question is
moot whether communications must be in a fashion that allows a drop
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to be made to a printer at any point along the circuit. The addi-
tional question of whether such a printout is then intelligible,
forgetting normal security garbling, 1s ‘even more disturbing. Such
requirements would expand, by several binary orders, the magnitude
of the messsges being exchanged. These requirements also would in-
crease the encoding and decodlng requlred in the sending and re- -
ceiving complex. ’ ‘

A less serlous, but costly, system problem is the multi-

- tude of formats used by the various sensor systems in recording the

"same types of information. Specially designed input devices are
the most expensive of the data-processing components used.in some
of the current of conteémplated systems. - A portion of these costs
could be réduced and processing expedited in future systems if at-
tention were paid to the .development of standards in media and:

. format for recordlng in sensor systems collectlng the same types
of data. .

The panel's recommendatlon in- the ~area of system 1nterface
is as follows ,

_vThe USAF should initiate a specific group to study the im-
pazt of the communications network between the various systems on
their data-processing capacity. This group should have representa-
tion not only from the communicators and the system users, but from
‘any . group that is to handle the information directly from the net.
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b, DESIGN METHODOLOGY

The problems encountered in the de31gn of some of the L-systems
already under way have been identified. The systems that have been
considered are primarily the SAC Control System h65L MIDAS and
SAMOS 117L, Continental Aircraft Control and Warning 416L, Air Wea-
pon: Control 412L, and BMEWS 4T4L. The nature of management-of-
design problems being experiencedhave been discussed in detail with
representatives of ARDC, the using command, and contractors. Tech-
nical design problems such as bit-rate limitations on communica-
tions have not been considered; rather, the work has been directed
toward the general design considerations and the proper management
steps in the process of conceiving, developing, and installing
large command and control systems as differentiated from large
sensor systems.

Some reflection on command and control systems is appropriate.
Every military organization has a procedural system intended to
provide that organization, particularly its commarmder, with a mech-
anism for performing tasks appropriate to the organization's ful-
fillment of its mission. This procedural  .system may well be
termed a command and control system and may have many character-
istics that are also common to management systems. It is useful
to distinguish between command functions and control functions in
the military organization. - The command functions are those of es-
tablishing policy, procedures, budget estimates, training require-
ments, and strategies, while control functions are those which di-
rect and régulate operations, employ resources, provide real-time
planning and replanning, and assure that military objectives are |,
achieved within the context of the command requirements. These
two functional areas are obviously highly integrated, and the pro-
cedural command and control system, including data flow and infor-
mation requirements, serves both areas. There is certainly a con-
trol function in a command organization and vice versa.

4.1 Problem Areas - . ..

The following problems in implementing command and con-
trol systems have been identified. Other problems were reported,
but are not reflected here because they are believed to be pecu-
liar to a particular system. Although some of the problems may
not be related directly to des1gn methodology, their effects are
significant.

(a) The fundamental problem in present and proposed com-
mand and control systems is widely acknowledged to be a lack of
understandlng of the problem to be solved by:-the s zstem for which
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the man-machine . complex is being developed. Usually- grossly inade-
quate analysis and little planning have been followed by frenzied
emphasis on engineering and implementation. Yet, no time has been
saved by this "crash-to-crash, unhindered-by-plan' approach.

- (b) The statements of reqﬁirements for most systems show
an obvious. lack -of concern about their specific external boundar-

ies;, resulting in difficulties in the interfaces between these sys-

_tems and elements of the env1ronment

(c) Diverse groups_work briefLy on '"bits and pieces" re-
lated to the command'és and commander's problem and then turn to
extensive studies of hardware._ Continuity of effort applied to
analysis of a command's-and commander's problem, from which system
requlremepts for a command. and control system are generated, is
practically non—ex1stent

. (a) Inapproprlate focus is placed early on equlpment and
its configuratlons, thus severely restrlctlng subsequent system- de-
51gn efforts° :

(e) U81ngcommands tend to demand, even at-the highest
levels, an inordinately large volume of. data and the display of a
significant part thereof. There is general feeling that if enough
bits of data are avallable they can be analyzed on the spot to pro-
vide. appropriate 1nformat10n for the best- dec151ons and actlons.

(f) The tendency to design. 1nflex1ble operatlonal pro-
cedures -and practices into a system, while the system is still
under development, severely restricts the spectrum of operational
choices that may be available in the future, which condition is
complicated further by the lack of acceptance of the notion that
a command and control system must adapt continually during its
-useful life to changes in the environment in which the system
operates. : '

. (g) Many people ‘who are to use & system simply do not
understand what its performance capabilities will be when the sys-
tem becomes operational. -Further,- ‘during the design and implemen-
tation work, new requirements are placed on the system which are
not consistent with the previous requirements.

~ (n) The USAF management organlzatlons for the L- system

_ programs simply do not possess the strength required to direct ade-
quately the various projects. It is difficult to determine whether
the high degree of interference in the management and technical di-
rections of the project by outside organizations and individuals
result from the weaknesses of the project management or is a cause
of such weakness. :
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(1) The delegation of design respon51bllities is.imcom~
plete and indefinite; the prerogatives to change and influence de-

© . sign resides with many organizations and 1nd1v1duals

(3). Many "requirements' imposed on a system are derived

from today's isolated problems rather than from the perspective of

the needs of the command and commander during the period 1n which
the man-machine complex will be operative.

(k) It is characteristic of all L-system programs that
schedules are underestxmated )

-(l) Erratic funding has created, or ‘at least complicated,

. many problems---schedule slippage, alteration of design and concomi-

tant degradation of capabilities, inefficient manpower programming

-and employment delayed 1mplementation, ete.,.

(m) Responsiveness to needed operational changes and to
thé need for orienting systems toward operational 51mp11c1ty is
lacking.

(n). Only sporadically are the experiences gained in the
development of one system (or one of that type) either requested
by, or available to, another. system program

(o) In those systems which interact with the intelligence

'community, as well as within intelligence projects themselves, there
-is virtually no access to the 1ntelligence 1nformation needed for '

designing the systems

(p) Little effort is directed toward the potential threat
to a system, and such knowledge that exists is not sériously con-
sidered in the design. :

(q¢) Dependence on appreciable research and technological
development in order to implement a system has almost invariably
led to schedule slippage, increased cost redesign, and redirec-
tion of system capabilities.

L.2 Discussion and Recommendations

. A command and its commander are responsible for defining
a command and control system's functions and for evaluating the
system's performance, as contrasted to the next higher command
which is responsible for explaining the mission and evaluating the
mission performance of its subordinate. A commander must insure
that his command and control system performs functions appropriate
for fulfilling the command's mission. This responsibility of the:
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commander cannot be delegated. Mission-evaluation criteria for

the mission and operational test criteria for the command and con-
trol system must be stated early by the commander to provide clear
guidelines to the system designer and operators. It is only by a
critical review of these -criteria that judgment can be made whether
or not a satisfactory operating system description can be developed.
Further; exercising a command and control system is mandatory, not
only for system evaluation, but also for system training. The nor-
mal functioning of a system in peacetime is not a suitable basis
for evaluation, of its ability to handle a stress load properly.

.In. sumary, a user command and its commander must be intimately

involved in.the functional design of the command and céontrol sys-
tem associated with them,'

The functional variables in a command must be recognized
and prov1ded for-before a system can be "engineered" for that com-

mand., Commi tment. to a hardware configuration must be made only

after a satisfactory analysis has been made of what the system is
to. accomplish. ‘'The USAF needs much more WHAT before an attempt. is
made to.define HOW ‘Further, the analytic work required to define
a .system must have a continuing nature. It cannot be}avone;shot
exerc1se by a few people for a short time. Even if such an exer-
cise were completely successful in precisely relating all of the
selectable_and controllable variables to the understanding and
agreement of all personnel corcerned, the system's design would
need to -vary with time by virtue of the uncontrolled and unpre-

-dictable variables (threat, environment, even technology), all of

which v1tally Infiluérice: the objectives and capabilities required.
Finally, the continuing nature of the analytic effort does not pre~
clude .settling on a given hardware configuration to meet a specizi
fied operational capability at a specific time. Instead, the con-
tinuing system analysis will provide the mechanism to define and
plan how to evolve from one hardware configuration and operational
capability to the next as the command's needs change.

This continuing analysis team should be organized from
the time that a command first realizes that its existing command

- and control system is not (or. may not be)- adequate and that some-

thing has to be done. Complete access to the command -resources
must be provided All user .command personnel, particularly at
the highest echelons, must be available for consultation and in-
terview° - From the first, this analysis team must be of signifi-
cant size and must. have the promise of continulty, financial sup-
port, and freedom to look at the command's whole problem as objec-
tively as possible. While it is necessary that user-command per-
sonnel be integral members of'the'analysis team, it is also impor-
tant to keep this téam administratively and organlzationally inde-
pendent of command structure. . l
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‘When ‘and if it is established by the analysis team that -
an equipment program is needed to help solve the difficulties in
the command's command and control system, then an ESSPO, or more
appropriately, an SPO - System Program Office - should be estab-
lished, the chief and co-chief of which should come from AFCCDD
and the‘user command, respectively. The co-chief would be the
senior project officer of the user command. A high-level AMC rep-
resentative who reports in a line relationship to Hq AMC, and who

‘has procurement responsibility and authority for the program should

also play a major role in the SPO. This AMC representative should
also have a staff authoritatively representing the maintenance, sup-
ply, production, and installation areas of AMC. The continuing
analysis team then would report to and support the SPO by continu-
ing the team's efforts to detail the command's mission and functions,
study the threat, and generally explain the problem which the new
command and control system is to help solve. This team would ini-
tially determine the goals and functions of the new command and con-
trol system and would continually re-examine and redefine these
goals and functions as necessary. The analysis team would config-
ure the functional subsystems to perform the required tasks and
would rigorously evaluate such configurations. The team would per-
form, or direct the performance of, appropriate operational experi-

"ments; it would undertake, or contract for (through the SPO), feas-

ibility studies. This team would help in the preparation of state-
ments of work to be included in requests for proposals to equipment
contractors and would provide assistance in the evaluatlon of ideas
and proposals submitted by private industry.

. The SPO, given strength by the analysis team, high-level
user-command participation, and adequate AMC support, would be in
charge of the program. It would direct the preparation of state-
ments of work, schedules, phasing plans, and budget requirements.
Through the use of the analysis team and with the technical assist-
ance of ARDC laboratory agencies, the SPO would monltor the work
of 1mplement1ng the system :

In a phased program such as exists for the L-systems it

.is almost trite to say to management that they-should put their

effort where the problem is. In the area of command and control
systems, the problem is that the operations commands need now com-
mand and control systems capable of continually evolving, that is,
systems without fixed ' 'requirements" for the equipment, etc. No
outstanding success can be expected from a command and control
standpoint until.this unappetizing critical problem is addressed
full face by USAF management

" EN&MSSEHED



ARSI,

5. DISPLAY

Early in the Winter Study, it became obvious that the term
"displays" was commonly used in two importantly different ways:
displays as transducer equipment, and displays as media for commu-
nicating effectively with system operators. Both meanings of dis-
plays have been taken into account in the panel's work. It also
became obvious to the panel members that system designers, imple--
menters, and users tend to attribute system difficulties to displays
without a clear understanding of what constitutes a ”display prob-
1em. : . _

: The display requirements of the currently proposed L-systems,
the state of the art of display equipment, and the problems of se-
lection and use of displaye have been considered. In addition,
some dlsplay prlnciples were developed that are believed to be use-
ful for system de51gners, 1mplementers, and users.

In any discussion of displays, it is helpful to dlstingulsh
clearly between display equipment and display function. Display
equipment is a transducer and the function of displays is to com-
municate. The diStinction between equipment and function is use-
ful because it helps avoid the illusion that communication occurs
simply because transduction takes place. Displays are the last.
stage in the process of communicating with operators, but all too
frequently the need to communicate is not well served by the pre-
ceding stages. Unless the confusion between transducing and com-
municating is removed, all problems of communicating with men are
likely to be considered display problems, and the equipment may be
blamed’ erroneously for communication shortcomings. Consequently, .
aitemptq to achieve better displays will be directed too much to-
ward fancier equipment and too little toward better communication.
‘The way to better dlsplays is to be found in the science of commu-
nicating with’ men,who operate systems, in .the methods of spec1fy-
ing communication requlrements, and in changing the habits of men
who operate systems. ‘

When studying communication with operators, information must
be distinguished from data. Information is the answer to a ques-
" tion, and data are the raw raw materials from which information is ex-
tracted. What are actually transmitted to a man are bits. of data,
and his output indicates what information he has extracted from
these bits. How effectively the data are processed, organized,
and arranged before presentation will determine how effectively
the man can and will extract the information he requires from his
display. Too frequently these.two terms, data and information,
are confused,'and the statement, "I need more information, " means
rather, "I want more symbols." The reason is usually that the re-
quired 1nformat10n is not being extracted from the data. Unless
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the ‘confusion between data and information is ‘removed, attempts: to
increase information in a displsy are directed at obtaining more
data,‘and the trouble is exaggerated rather than relieved

5.1 'Sequence in which Systems are Developed

- Many of the difficulties encountered in the selection and
use of effective displays are inherent in the way systems are pres-
ently built. In today's development of systems, the necessary se-
quential order of steps toward an adequate display system is usu-
ally violated enough to limit the acquisition of relevant knowledge
of display techniques and its timely application.  When a system's
function depends upon proficient operator behavior, an improper
linkage between man and machine will contribute to the system's
falling short of its intended performance. : Unfortunately, aware-
ness of display deficiencies:usually ‘occurs late in the system's
history. Attempts to correct display inadequacy so late in the
game can be little more than choosing between basically unsatisfac-’
tory compromises. Symptoms of a system's troubles therefore are
attacked piecemeal, while the underlying illness remains uncured.
One way out'of this dilemma would to be avoid built-in deficiency
by following a different procedure for implementing éystems, a pro-
cedure that would more -effectively permit technical capability to
influence theé course of events in the selection and use of displays.:

‘The important fact to be faced is that display selections
should follow, rather than precede, a detailed statement of how the
alsplay is to be used The more that is known about display use,’
the more intelligent can be the selection. Putting this principle
to work im system development is a matter of management, and manage-
ment must realize that the specifications of system functions and
the prbduction of the related hardware must be developed in & proper
sequence, not all at the same time or in reversed sequence as in
the present mode of 1mplementatlon.

5.2 Relationship Between Computer Programs and People

Generally, people are used in systems to make decisions.
However, with the amount of data that must be analyzed and the
time restrictions imposed on human reactions in many systems, it
is unllkely that these systems can afford the luxury of having
people extract information and make decisions from a display of
relatively unprocessed data. On the other hand, automatic deci-
sion-making devices that can be completely divorced from human op-
erators are equally untenable. 'Even though the technical diffi-
culties of programming accurate decisions could be overcome, there
still exists the problem of whether the responsibility for making
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such decisions should be given to a machine. ' Some compromise be-
tween these two extremes is necessary. How effectively this com-
promise is carried out is one of the important problems in the -
present design of systems and has’ dlrect effects on the develop-
ment of displays.

The preposterous amount of data that is scheduled to ap-
pear on the displays in some of the .command and control systems,
and the degree to which these data are invalid, indicate that this
compromise between men and machines has not been carried out suc-
cessfully enough to avoid making display problems out of what are
really system design -problems. No amount of ingenuity in the cod-
ing of the data or in the development of elaborate display.equip-
ment can produce adequate displays under such circumstances.: Fur-
ther, & reduction in the amount of data or an increase in its
validity, or both, cannot be accomplished merely by more extensive
automation of decision-making functions. The proper compromise:
will require both the development of better methods: of:using people
and the development of better computer programs. Some suggéstions
are made for the joint use of people and computer programs that may

result in operator jobs for which adequate displays can be developed.

5.3 Job: Descrlptlons in Deolgnlng Dlsplays

Perhaps the most- dlsturblng element observed in all dlS-
play work in command and control systems is-a. widespread failure.
to appreciate the value and importance of good, usable, detailed
descriptions of what is expected from an operator. Job descrip-
tions, as they are called, are usually looked upon by system de-
signers.as rather noisome 'personnel problems" and their construc- .
tion .is to be left to outside contractors, and then only in re-

_sponse to pressures arising late in system development. As a con-
sequence, these job descriptions are nearly useless as devices for
determining requirements for equipment, because the equipment is
already under construction and minimally susceptible to modifica-
tion; the job descriptions are written after equipment constraints
are placed upon them. The greatest impact of these job  descrip-.
tions is upon what the messages are that are to be communicated,

_ but even here their effects are severely limited. The fact is
simply .that the critical information and communication require-
ments, and the criteria for equipment design and operator configu-

rations, are to be deduced from detailed statements of what the
operators are expected to do. .Since the job descriptions have to
come first, any value in their late construction is happy accident.

% -ENW‘\“’
B T CLASSIFIED

l 7]}\‘.\ .



172~ WSR-T

5.4 Determining'Infdrmation Requirements

The determlnation of 1nformation requirements and know--
ledge of the manner in which the information is to be used opera-
tionally in the human decision-making process are critical for ef-.
fective design of displays. Preliminary examination of the stated
quality of the information requirements for the USAF L-systems
shows a lack of valid or realistic information requirements. This
lack of requirements has resulted in a desire for all available
"data" to be sent to-all systems "instantaneously," regardless of
the needs of the systems. The pressures imposed by both private
contractors and USAF in.terms of time, money, and manpower, have
forced the system designers to seek a hardware approach to the
solution of their design problems. The requirements for display
design that come out of a hardware approach are formulated arcund
component equipment performance rather than the system require-
ments.

5.5 Options Available in.Design of Displays

: It is frequently forgotten that the aim of presenting
symbols and sets of symbols on visual displays is to influence the
actions of an operator. 1In order to direct the operator's behav-

- ior in this fashion, it is necessary to provide visual stimuli which
satisfy both the perceptual requirements of the human visual appar-
atus and the interpretive or décoding capabilities of the operator's
intellect. The operator has to recognize the signal for action, he
must recognize immédidtely: whdt: actidn’'is beinhg signaled for, and
he must have the detailed knowledge needed for the action. To en-
sure appropriate and tlmeLy operator action, the symbols must be
properly coded.

The operator must be capable of extracting from his dis-
plays information that enables him to determine quickly and accu-
rately the classes, subclasses, and details of appropriate actions
he is to take. In order to accomplish this purpose of the display,
several options may be available to the display designer for or-
ganizing the data that is presented:

(a) The operator can be given the class of action he
is to take and details of the action.

(b) The operator can be given the details of the action,
and he has to figure out the class.

(c) The operator can be given the class of action and the
details of the situation,.and he has to apply a learned rule to
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determine class of 81tuation and then figure out the detalls of -
the. actlon° ' : .

(d) The operator can be given the class of 31tuat10n and
detalls of the situation, and he has to determlne the class of ac-
tion and flgure out the details of the action

(e) The operator can be glven some of the details of
the situation from which he has to figure out the class of situa-
tion, apply a learned rule to determine the class of action, and
. then figure out. the detalls of the actlon from the details of the
 situation.

(f) The operator’can be given the details of the situa-
tion and he has to figure out. everything else, including his own
lss for action.

It:is:seen-that in organizing the data to be presented
to an operator who is to extract information from it, the amount
of figuring out left to the operator increases from Option (a) -
to Option (f). Also, the:cperastor takes longer to learn the job
and longer to perform that. job for each option from (a) to (f).
One interesting revelation from this analysis is that "flexible'
in respect to displays means "unorganized," or even, "I don't
know what you'll need, so I (the system designer) will give you
all the data available. What is needed is better organization
-in system implementation for better communication and performance
after the system is in use.

"Prethinklng in system design is essential. In order to
communicate, one must know beforehand what is to be communicated.
If it is argued :that the contingencies that probably will arise
cannot be anticipated to an appreciable degree, the panel would
argue that those contingencies must be anticipated because there
will not be enough time to figure out what should be done when they -
do occur. This is the main reason for stressing the importance of
useful job descriptions. It must be decided what an operator will
be experiencing at any given moment in order that a display may be
so designed as to ensure operator detection and comprehension of
hie visual messages. Of course, a good display is valuable in a
system only when the rest of the operator's facilities take ad-
vantage of the dlsplay s effectiveness by facilitating the opera-
tor's response.

5.6 Coding Dimensions of Displays

The final choice of display-generating equipment should
be based on many considerations. System design requires that it
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be compatibile with other equipment for data processing and commu-
“nication. Functional requirements dictate such things as display
capacity, processing rate, updating time; human capabilities and
limitations guide the choice of the coding'dimensions and formats.

The initial deCision that must be made in displaying data
to operators is which of the sensory modalities 1is to be used.
Taste and smell seem to be of little use for systematic information

- display. Kinesthesis (balance) is an important display modality in

the dynamic control of vehicles, but seems to be of very limited
utility in command and control systems. Touch has some potential
in presénting patterned information (as in Braille reading), but
is limited for display purposes by several factors. It requires
some kind of direct. application of the input-device to the opera-
tor, and if this device is attached to the hand or fingers, it may
interfere with the manipulative tasks required of the operator;
2lso, because of this requirement for direct contact, tactual dis-
plays. must be individual displays; finally, the display of informa-
tion through arbitrarily coded tactual inputs presupposes special
and extenSive operator training

Remaining are sight and heéaring. Both of these modali-
ties can operate at a distance and permit a wide variety of pat-
terned inputs’ for the organization of information. Audition is
characterized by the fact that 1t is essentially non-directed;

. the operator- does not have to "look at" an auditory display in
order. to receive inputs from it. - Auditory signals, therefore,
are frequently used as warning or attention devices, but should
not be used for more formal display purposes ‘when direct verbal

'communication is also required. :

Vision is, of'course, the most useful and versatile mo-
dality for information display, to the extent even that the word
"display" is often used to mean only visual display. Visual dis-
plays can present data by variations in time of a number of dimen-
sions including shape, size, color, brightness, flicker rate,
resolution (focus), and spatial position. Because of human limi-
tations, some of these potential coding dimensions are much less
useful that others. Hardware limitations may make it impossible.
to use certain of these dimensions in any particular display sys--
tem. Two dimenSions of current high interest are color and depth

(3- D)

. Color is useful as a means of redundant coding to provide
visual separability of classes of displayed information; hostile
vs. friendly tracks, damaged vs. intact installations, available
vs. potential weapons, and so on.. As such, color is generally a.
helpful, rather than a necessary, display feature, and ‘in some
applications may be unjustified in terms of equipment costs, slower
update times and decreased display reliability




The .display of information 'in depth is a similar case in" -
that the.sum of equipment penalties may outweigh potential useful- .

‘ness in any particular application.  Depth display would be most

-

useful in situations where information is needed'regardingfthe-rela-
- tive positions of objects in real space, e.g., the close-in terminal

guidance required in air traffic control, would be successful only
to the extent that they simulate or are actually presented in three
spatial dimensions. Binocular cues alone (convergence and stereo-
scopic vision) provide a very limited perception of depth, since in
ordinary vision an operator is accustomed to relying on meny other
depth-cues, including relative size, interposition, linear perspec-
tive, aerial “perspective, monocular movement parallax, patterning
of light and shade,  and accommodatlon Although some -of these bi-
nocular .cues .are relatively  unnecessary for display purposes, cer-
tain of them based on head movement by the viewer are critical.

‘A display system based on 1llusory depth does not provide these

cues''and may; as' in the case. of -Iconorama, actually break down
v1Sually as a result of sudden head or eye movements." '

In general there is a clear rec1proca1 1nteract10n be-
tween .the selection of ‘display coding d1mens1ons and the capablllf
ties .ofx dlsplay generatlng hardware I : : .

5 7 Large Common- Surface VS Ind1v1dual Dlsplazg

.

Many of the currently proposed L- systems have stated re~
quirements for large common-surface displays. As to selecting and
using them in proposed L-systems, it should be noted that large
and small displays are equivalent in the amount ‘of data that can
be presented under optimal conditions. A large dlsplay may be an
economical substitute for several smaller individual displays in
situations where all members of a group have the same informational
requirement. In such an application, large displays would compare

unfavorably in terms of system reliability, and perhaps vulnerabil-

ity. In general, the functional Jjustification for large displays is.
based on their use with individual display facilities to present
data required for common reference by a group of people. Various
historical factors and non-functional considerations exist, how-

ever, that can lead to the uncritical advocacy of large displays
-even in situations where they are not required or where they may .

even detract from effective system operation.

5.8 Selection of Display Equipment

The final choice of display generating hardware for a par-

ticular L-system must, of course, take into account equipment limi--
tations and capabilities. <Various display equipment currently
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available and presently under development has.been reviewedJ It

has been concluded that presently or potentially availablegdisplay“
equipment will adequately meet: the functional requirements of the
proposed -L-systems- and that satlsfactory progress in: the state of .
the art is being made. ' : S

5J9 Recommendations

(a) The Display Panel believes that USAF will not get
presently proposed L-systems to do their required jobs unless the
ﬂdmlttedly difficult task of determining the detailed requirements
for each. system is tackled forthrightly instead of ‘being bypassed.

. The: systém,requirements must be determined before hardware i speci-

fied and purchased

(v) Display, communlcatlon, and data—process1ng functions
in systems will be helped 1mmeasurably by careful distinction .be- -
tween data and information and by an 1ntelllgent use of fllterlng
and coding techniques. Nevertheless, in order to ‘use filtering

and coding techniques intelligently, an adequate 1nventory of tech- .
niques must be available.. Research on fllterlng, codlng, classi-
fication, and the like, is urgently needed, and, such research
should be strongly supported :




6. LOGICAL CONCEPTS
The Logical Concepts Panel studied the following three topics:

(1)  Weapon allocation and retargeting,.
(2) Iogical design of military organizations,
- (3) Best use of weapons, 1i.e., "force against
‘force or "force against value.

The intent has been to clarify fundamental questions concern-

- ing the expenditure of military resources for the defense of the
national value. The approach has been theoretical, but the inves-
tigations are intended to have some permanent value, and the Aimpli-
cations of various underlying models have been studled w1th a

reasonable degree of mathematical rigor.

6.1 Weapon Allocation and Retargeting'

The theory deve loped for the allocatlon of a weapon- force
against a collection of targets having known values has. taken into
account the probabilities of weapon destruction in an enemy attack
and. -of weapon malfunction, assuming that the weapons survive.

Four classes of targets were considered

a) Undefended tarﬁets (the probability of target
kill, p = l-e » where b is the number of wea- .
pons expended against the target),.

(b) . Defended targets (the probability of target kill
is zero if fewer than n weapons are expended si-
multaneously to saturate defenses), .

(c). Retaliatory "population™ targets (the number of
targets is large, but their total value 1s'f1n1te),

(d) Tactical-type targets (a finite number of targets

. hav1ng approximately equal value) : o

Five methods of using weapons were considered:

(a) Dispersed (the weapons are placed so that their
- individual survival is an independent chance
variable),
(b) . Clustered (the weapons are clustered in squadrons),
(¢) Unretargeted (weapon allocation is not changed on
_ the basis of what has survived an attack),
. (d) Individually retargeted (the survival or.destruc-
: tion of every weapon is. ascertained and the force
retargeted accordingly),
(e) Retargeted by groups (weapons within 1nit1ally de-
fined weapon groups are retargeted).

ST
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The optimum allocation of weapons, that is, the numbers
of weapons assigned to each target was determined in each case and
the mean value of destruction on the enemy computed. The effec-

‘tlveness of retargeting also was computed in terms of an equiva-

lent augmentation of the weapon force to determine the relation.
between the value of retargeting and the cost of weapons. The in-
crease in mean enemy value destroyed in a retargeted force ranged
between 20 and 80 per cent in typical cases, and the equivalent
augmentation factor of the weapon force ranged between 1.7 and 3.0.
The costs of increasing the utility of a force (measured by the
mean enemy value it can destroy) by (a) increasing weapon produc-
tion, and (b) making prov151ons for retargetlng, could then be
compared.

Because of the effectiveness of retargeting demonstrated 
by these studies, the cost and feas1b111ty of the required commu-~
nications, data process1ng, and weapon control equipment should be

~investigated.

6 2 The Logical De31gn of Milltary Organlzatlons
. . A7 :

A general loglcal des1gn of de01s1on maklng organlzatlons
has been determined on theé assumption that the modern formulation
of the theory of decision-making under uncertainty is correct and
in ‘addition ‘that it is logically complete. This design was then
applied in block diagram form (see Fig. 10) to the synthesis of
military organlzatlons It was then attempted to determine:

(a) The functims that are logical and that, in
principle at 1east, can. be carried out by
computers;

(v) The functions that are extra-loglcal and re-.
quire humans;

(c) The nature of the data-proce551ng functions;

(d) The effectiveness of the organization in terms
of “the capacity of the information channels be-
tween various elements of the organization; -

(e) The minimum set of working hypotheses that is
implied, if not explicitly stated, from which
may be obtained a model of the organization's
data base, including, for example, a hypothesis
of the relations between effort and results,
such as the expenditure of weapons and the de-

.‘structlon of enemy force or value;

(f) The sources of adaptive behavior in an organiza-.
tion for correcting conditions such as where the
expenditure of resources by the organization
fails .to achieve the anticipated results.
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| This general logical design has far-reaching implications.
For example, it shows that the logical elements of a mllitary or-
ganizatlon can be described as:

180 WSR-7

(a) ‘Sensors (radar, intelligence data, prisoner inter-
rogation, etc.),

(b) Data inference (TLQ-8, 438L, etc.),

(¢) Programming of effort (strategic and tactical
command ),

(d) Operations,

(e)

Extra-logical elements.

The first four of these elements comprise a functioning '
orgenization with specific data-flow channels; their response should
be as reflexive as possible. The fifth element supplies the work-
ing hypotheses and determines when the other elements and these
hypotheses are to be altered and how. The fifth element, in gen-
eral, represents. the unpredictable adaptive behavior and is the
chief factor in the success or failure of the’organism.

Work on the loglcal de51gn.of organlzatlons has barely
scratched the surface, however, and continuation of this study is
recommended. It may eventually have a first-order effect on our
future defense effort, particularly with respect to . command and

~ control. :

6.3 The Best‘Use of Weaponé

This study was made to prov1de a quantitatlve evaluation
. of the use of weapons for: :

(a)  Second strike agalnst enemy value, enemy force,
or both;

(b) Pre-emptive strike against enemy value, enemy

- force, or both; .

(c) - Determining the conditions under which a poten—

' tial enemy can be prevented from "winning" a war;

(d) Computing the best use of the force to prevent
the enemy from winning.

Quantitative results were developed urider very restric-
tive, simplified assumptions which show that the optimum:strategy
is dependent upon the relative initial sizes of the two forces and

. the ratio (k) between the number of weapons (targets) destroyed and

' the weapons expended (force versus force). If k > 1 (almost cer-
tainly the case of ICBM's) the weaker side does not pre-empt;
whereas, if k < 1 he does pre-empt and uses his force to attack
enemy force.




The minimum force for preventing war (maintaining parity)"

is related to the enemy force, enemy value, and k.

. The case studied was restricted to spasm'warfare where'
all forces are committed instantly. Where an exchange of attacks

extends over a time comparable to or longer than the time needed L

to deliver a weapon, the analysis becomes more complicated, and
the- p0551b1e strategies become more numerous. : :
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-7.- PEOPLE

The "people problems" in L-systems are best understood in

. terms .of the diversity of such problems. These problems range -

from (1) the complex ones. associated with the management of per-
sonnel procurement, selection, training, assignment, retraining,
and reassignment of manpower, through - (2) the problems related’

to the fact that human beings are all too human in the habits they
generate, the pressures they feel, and the ways they respond when
stressed, 'and on to (3) the problems that arise in the design of
man-machine systems where the hardware characteristics are known,
but the characteristics of the human operators are unknown since
the systen design 1nfluences ‘the interaction between men and ma-
chines.

Much of what was "found" is clearly experimental and "state-
of-the-art-ish" and drawn from three sources: experience with
operations in large man-machine systems such as the manual system
of air defense, the SAGE system, SACCS, and industrial systems;
documents and briefings related to the proposed L-systems; and
the bodies of knowledge Whlch compose the. behav1oral sciences.

7 l Mannlng the L- Systems

In tackling the problem of whether or not USAF will be
able to man the L- systems ‘with qualified military personnel, it
was possible to make some head counts and estimates. Since the
study covered the period up to 1970 and much of the data needed
was not yet in existence, it was necessary to make and to accept
estimates. An example of such estimatlng is ‘in the Air Training
Command's projections of manpower requirements in L-systems for
which qualitative personnel requirements information has not yet
been generated. - The ATC personnel made their estimates by a se-
ries of approximations. If a system is to have a certain type of
computer, the ATC'people~looked for a similar computer now in op-

~eration and used its manning requirements as  the basis for esti-

mating the projected system's requirements. Thus, the ATC person-
nel were able to generate a fairly credible set of estimates. '

‘They, hasten to point out, however, that their procedures assumed

no breakthrough in hardware that would materially alter the man-
ning requirements. In any event, these ATC-estimated numbers were _
used to explore the probability that USAF will be able to man the
new system within the constraints of personnel procurement and
employment policies and practices. ' '

A personnel management concept was evolved especislly for
command and control systems. - The concept established a context for
implementing ARDC's general definitions of a personnel subsystem




and suggested the essential elements, relationships, and problem
areas.in a command: and control personnel subsystem.’ Designing the
personnel subsystem in a command and control system is a task per-
 haps more complex than that associated with hardware development,
in that the use of humans in the systems isa function not only of
the same considerations involving the use of hardware, but other.

factors as well. .Consequently, a technical personnel subsystem de- -

sign group, acting in parallel with engineering design groups,.
should be established to conduct research on the use of humans in -
systems and to develop personnel procurement and assessment tech-
niques. :

The activities of many of-the people involved in the op-
erations. of L-systems could probably be grouped into six classes
as follows: ‘(1) command staff activities devoted to -the manage-
ment of: resources  and the setting of policy; (2) sensing operator

activities, essentially connected with initial screening; (3) sur-"

veillance activities, associated with comparing screened input
data with long-term trends to produce status information; -(4) ap-
plications activities, associated with the' devising and testing of
hypotheses whose purpose is to generate indicators and threat
trends; .(5) weapon-release and direction activities; and (6) proc-
ess~-control act1v1t1es ass001ated w1th monltorlng on- llne systen
_functions.;~~ : :

The‘probability that adequate manning would be available
for the L-systems was explored. The.resources available limited
the exploration to enlisted personnel; the exploration of adequate
manning of officer positions was not completed at the tlme of this
report : - : . :

As to the availability of draft-eligible males of suffi-
ciently high aptitude there appears to be no problem. -This, of
course, presumes no major increase In the programmed inventory of
the USAF. . The increase in the birth rate following World War II
“was sufficiently great to make the quantity of men a matter of no .
great concern. . The recent advent of ARDC's 'Personnel Subsystem
Management Concept' appears to provide the USAF with a coordinated
policy for the actions necessary to properly intrOduce a new wea~

pon or support system into the USAF inventory. ~ If this proves to -

be the case, it-is not expected that future L-systems will be.

plagued with' non—avallablllty of qualified personnel. The restrlcf:

tions imposed by the Department of Defense on quality procurement,
in one form. or. another. since 1952, now have been lifted almost en-
tirely. Unless these restrictions are once again imposed, it ap—
pears that USAF should be agble -to recruit the needed numbers of -
‘high-aptitude airmen. - ,
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"In 1958, USAF discontinued the use of the free Airman "
Classification Battery, AC-2A. An abbreviated form of the battery
is _now being used as a pre-screening test in the USAF Selective -

‘Recruiting Program. It is recommended that the effect of this

truncated testing on classification and assignment be evaluated. »
It is also recommended, in the face of  expected heavy demands for -
highly technical personnel in L-systems, that established minimums

be reviewed for their contlnued approprlateness and,_where possi—

ble, domgraded

7 2 Crltical Roles of People in the L-Systems

It is understood that not long ago, a number of Bomarc
missiles started to prepare themselves_for firing automatically
as a result of noise in the computing circuits, later traced to
radio transmissions from a passing truck. - Because such things can
happen, -and will happen, war-making systems cannot be. turned over
to machines. Automatic aids will be hlghly useful, but men must

'remain in. control of the situation.

_ Althqugh men are vitally necessary and must take the
critical roles in a system, the system designer must recognize
the fact that men, in playing such critical roles, represent a
very real threat to successful operation of the system. These
men probably will not recognize. in time the clues that could pro-
vide warning of attack. Even when it becomes clear that the U.S.
is actually at war, the men in command and control systems will
tend not to believe that it has happened.. Many may simply fail
to comprehend direct orders that run counter to their expecta-
tions. Finally, some people may rise to the occasion in an emer- -
gency and take wholly unauthorized courses of action. Such ini-
tiative could help overcome the 1nadequac1es of a system, but it
could also lead to disaster.

. The implicatidns are clear: While a command and control
system must. depend upon men, we must circumscribe their authority
to prevent catastrophic unauthorized actions. As long as central-

" ized control is possible, it must be exercised by the highest

levels. - Only when there is no longer any capability of central-
1zed control should the decentralized mode of operation be resorted
... A Minuteman squadron commander, for instance, must be denied
thevxight to launch his force in the absence of authenticated .
orders unless. a set of criteria, carefully estaeblished in -advance,

.has: been satisfied. Analagous rules must be established for

theater forees. Limited war task fdrces must similarly be kept.
under tight control.
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‘ Finally, in designing command and control systems and:es-
tablishing military. .organizational patterns, we must insure that

the machines. are subordinate. to the men, not the men to the machines.
It must also be-accepted that because machines: ‘break down and be-
‘cause men. react in unprogrammed ways, there will always be a certain
amount of 1rratlona11ty in the most rationally designed systems. We
must strive to limit the extent of this irrationality through ration-.
al design of systems, establishment of .organizational patterns, se-
lection of people for critical positions, training of people, and
system exercises.

T.3 . Human Behav1or Under Stress

~ Human behav1or under stress must be taken 1nto acecount in
the design of systems. Such crises:as Lebanon, :Suez, and Formosa
clearly reveal that mil;tary people. are after all only human. They
react to crises in often noble, but system-confusing ways. To be
certain that a message gets through, its priority is raised. With
everyone upping priorities, communication: lines become overloaded.
One commander, in order to do more than. his job and.really be of
help, may assemble his crews in record—breaking time and get his
aircraft airborne hours ashead of schedule, 'only to have them ar-
rive.overseas at an.overloaded field and be dispersed to numerous -
other fields with a consequent delay in theéir mission. -Although,
in a limited war, this might be only a nuisance; in an all-out war .
it might result -in irretrievable loss.in effectiveness. During
the early phases of an all-out war, unless there has been a great
deal of extremely realistic.training, we can expect certain stress
behavior.  Everyone will feél isolated.. The urge to commmnicate -
'will be great. Much time will be consumed in "making certain" that
the war is on. The urge to act will dominate judgment, and men are
apt. to fire first and ask what the target was later. The very
newness of a.nuclear all-out war -will cause a great deal of stress.
Men will be fighting a type of war they have .never fought before
with weapons they have never fought with before, and: they will have
to depend on sensors that are electro-mechanical ‘and at great dis-
tances away. No one will be able to view the battle from a moun-
tain top; many actions will be taken based .on inferences. The ex-
ercise of:éach system as a whole, and of systems together, becomes
more and more necessary as the systems become more and more complex
and more and more 1nterdependent - : T -

7 L Tralnlng

ce The next dlmens1ons of comlexity that future USAF systems
will, brlng to: training were: -ahalyzed. One of these diménsions fol- -
lows from.the continuous retrofitting which characterized the 416L
SAGE é&ystem, and which brings about redeflnltlons of operator and




186

WSR-7 - k \ o

maintenance tasks with a consequent need for "change-trainingg"

" i.e., training for a change: in tasks. A second dimension which-
" also demands frequent change-training -is the rapid and continuous ‘

change in the characteristics of the military objectives to which
the. L-systems are directed. These dimensions are not new to the-
USAF, but what is new is. the projected rate and scope of them.

o . The . slowly evolving and complex nature of the L-systems
creates real difficulties in specifying sufficiently early the
training requirements, in the updating of training, and in the
provision of training that is sufficiently complex and diverse.
USAF may be planning to rely too strongly on contractor personnel
for system maintenance and system programming with a resultant
lack of systematic study of and planning for a USAF capability to
take over.. A lack of early development of analytical information
on training requirements may. lead to an unjustifiable empha81s on
one training strategy or. technique as a panacea ,

Developments in automated teaching ‘are helieved promis-
ing of eventual reductions in training time and of broadening the.

access to and the availability of training throughout the USAF.

Operational experience with command and control systems has made
it apparent to.even.the most casual observer that computerization
is not .equivalent to automation. Computers are powerful tools
for mastering many functions that are vulnerable to human error
and human sluggishness but they are, as yet, conspicuously lack- .
ing in the flexibllity to handle the unusual situations, or those
not antic1pated by the system designer. -An illustrative sample of
- functions involved in most.command and control systems is listed
below, grouped into three classes roughly corresponding to how '
“well they can be automated :

The first group of functions can be automated more or
‘less readily. An adequately designed system can be expected to
substantially reduce the necessity for human involvement in these
functions.. These functions will not, therefore,. require much
training --The first group is ‘as. follows

_»Arithmetic operations, ,
- Output encoding, 1nput decoding;
‘Recording; - -+ -
Bookkeeping, tabulating, 1nformation transfer,
Formatting of: information,
Display comp031tion

The second sample of functions can likewise be automated,
although with varying degrees of.success. The amount of training
required for these functions will be determined to a large extent
by (l) the amount .of sophlstication 1ncorporated 1nto the system
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design and (2).the adequacy of the design implementation. ' Train-

ing requirements. exhibit a reciprocal relation to the above two
factors.. A sophisticated design will reduce training needs, but

only. if the systen is effectively brought 1nto being. ~ The- second -

group ‘is as follows

'fAMonitorlng, alerting, '
- Error and noise detection and reJection cr correction,
Priority determination,’’
" Trouble detection, self- evaluation, regulatlon,
. Load regulation, priority shlfting :

The third sample of functions can be handled effectlvely
only by people at the present time, although they may be assisted
by 2 computer. Although major advances can be expected in.this
area in the future, it is unlikely- that they will .come early
enough to affect the proposed configurations of the L-systems be-
fore they become operational. Success in these functions will re-
main dependent, to a large extent, tpon the application of human
intelligence and skill. The third group is as follows:

Complex problem-solving,

Integrative decision-making, ,
Pattern recognition, Gestalt evaluation,
Policy and strategy, -

Creative thought.

7.5 Classification of Manpower

The development of classification procedures was traced
from the narrow '"general intelligence" testing of World War I,
through the greatly broadened "aptitude test battery'" of World
War II, to a prediction of the development of automated, Jjob- .
sample simulation tests, which will not test aptitudes singly,
but in the essential configuration in which they ‘appear in USAF
Jjobs. .

The central role that people must pley in the large sys-
tems has been repeatedly stressed during the course of the devel-
opment of the L-systems. At times it has seemed that people are
like the weather; everyone talks about it but no one does anything
about it. This concern for the importance of tying people into a
system, yet a simultaneous disregard of how they are tied in, is
- somewhat understandable. Until relatively recently there has been
no good model to guide the system designer. The knowledge of the
behavioral scilentists has been largely compartmented 1nto fields
such as psychology, sociology, and anthropology. Each had its

‘"fﬁﬁﬁ“?i‘. ' WSR=T'
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area of interest. Each had relatlvely 1ittle it could contrlbute’f
to the system designer, if for no other reason than the language

. barrier. Each could point out that certain cons1derations were.

important, yet in the past there was little that they: could tell -
the system designer as to.what he should do. about it. However,

with increasing involvement in the training of large systems, with

increasing involvement in the redesign of large systems, and with
recent developments in the theory of how self-organizing systems .
behave, it is believed that an increasing body of concepts is be-
coming available, couched in system engineering terms that can be
put before the system designer--~-concepts about the proper use of
people in systems which the system des1gner can and should ‘use 1n'f

“future systems
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8. SENSING EQUIPMENT

Existing and proposed L-systems that have a major requirement
for sen81ng equipment were studied. Sensors considered were those
which operate.by radar, active and passive detection, infra-red, '
and optical techniques. Detectors for temperature,. pressure, hu- '
midity, particle radiations, X-rays, etc., were excluded from the
study. The panel attempted to answer such questions as: Can the
presently planned sensors meet the system requirements? If not,
is it within tle present state of the art to meet these require-
ments? Is there undesirable duplication or ineffective use of
sensors in present or proposed systems? -

Lacking definitive realistic system requirements, a threat
model was postulated against which to measure sensor capsbilities.
The threat is*summarized for the 1965 era as (a) the ICBM will be
the predominant Soviet weapon, with a bomber force retained for -
low-altitude attacks, mop-up, etc.; (b) the missiles will carry
decoys but no ECM; heavy ECM on bombers will be available for use
where advantageous; (c) sneak manned-aircraft attacks are to be-ex-
pected in the early l960's but probably not in 1965 or later; and
(d) satellite’ weapon—carriers or other advanced systems are not con-
sidered a threat until much later.

In evaluating the sensors in the IL-systems, an attempt was
made to identify the more critical sensor problem areas arising o
from major system performance requirements. It was found that the
problems can be solved with varying degrees of difficulty depend-
ing on the specific operational requirement authorized for a par-
ticular L-system. The more important of these sensor problem areas,
with examples of some of the L-systems more critlcally affected by
'them, are as. follows

(a) Reliabillty is a major problem in the satelllte;borne
sensors of the MIDAS and SAMOS 11T7L system whlch must operate for
months without maintenance.

. (b) Physical hardening of antannas is most critical in any
sensor-dependent system that must function during and after initial
attack. Such systems are 416L Continental Aircraft Control and
Warning, and hlEL Theater Air-Weapon Control.

(¢) ECCM is of major concern in sensors for use in air-breath-
ing surveillance systems like 4161, 412L and 413L DEW Line.

() The problem of identification arises in both the air-
breathing and missile environment, but is most critical in the
BMEWS U4T4L system, as direct identification is made only through
recognition of ballistic trajectory.

MJ‘SSW@ 3
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(e) The resolution of satellite sensors is limited more by
sensor aperture-vehicle compromise than by sensor technology.
There is a goed possibility, however, that atmospheric limitation
on 117L SAMOS resolution under average condltlons may be very near
the requirement of approximately 5 feet.

WSR-T7
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(f) Accuracy: Positioning of the 117L MIDAS vehicle to the
specified + 1 degree will cause a 600-mile area of uncertainty
along the earth's surface and will make even rough detection of
laurching sites very difficult. :

(g) Excessive. falsé alarns being encountered on-thé. AN/FPS =23

fluttar radar in the DEW L413L system have made this sensor prac-
tically useless.

8.1 General'Conclusions and Recommendations

_ The present state of the art of sensor equipment is in-
adequate to meet the defense reguirements represented by the pri-
mary threat, ICBM, envisioned after 1963, since techniques do not
now exist for achieving the resolution and identification capabil-
ity necessary to sort missile mose cones from decoys. Further, it
is anticipated that the development of such techniques will require
an extensive, high-priority research and development program.

Sensors for the express purpose of missile warning such

. as BMEWS and MIDAS are within: the state of the art. Continued re-

search, development, and testing is necessary, however, in order
to improve reliability and to establish the level of confidence
required. . .

ECM is still a threat in the air-breathlng situation.
ECCM techniques should be intensély pursued because of present in-
adequacies in the areas of passive location; resolution, and iden-
tification. As a by-product, these techniques will be very valu-
able for future use in missile systems as an ECM threat develops
in this ares. A

Study, basic research, snd development of large electronic-
ally scanned array radars should be continued. Such radars offer
the best possibility for extremely high power and high resolution
with a hardening capability of more than an order of magnitude:
greater than conventional present-dsy antennas. A full-scale array
of this type 1is needed for research, development, and experiment.

.The s¢aled-down versions built to date have neither adequately an-

swered such questions as steering accuracy and side-lobe perform-
ance; nor fully revealed the operational limitations and capabill-
ties.




Despite certaln llmltatlons, 1nfra-red and optlcal sens-.
1ng have unique capabilities not found in conventional radar sens-
ing techniques. Efforts should be supported to exp101t these ad-
vantages which tend to. complement radar sensors. . -

8.2 L-System Analysis

8.2.1 MIDAS! 117L

: The MIDAS_program should continue as presently
planned. The initial system, however, appears.to have certain
limitations which require. continuing research and development

It is recommended that every effort be made to keep the initial
operational system flexible so that major changes can ‘be 1ncorpo-ﬂ
rated if necessary. o . ‘

A southern readout station would greatly increase
the coverage of MIDAS,  because many of the U.S.S.R. launching sites
are below the 55° latitude line-of-sight readout'stétion-to~satel—
lite line. Continued improvement in the infra-red detection sensi-
tivity must be undertaken because future .rocket development will
likely permit order- f-magnltude attenuatlon of flame 51gnals

" There: should be no hope held for useful tragectory : "1;
information, since the missile is viewed only in a part of its .
powered flight that precedes its ballistic trajectory.

8.2.2. SAMOS, 117L

: ThlS system is also in an early developmental
state, and there is room for. cons1derable research and development
to improve - rellablllty and. resolution. The extreme temperaturev
control requirements of.the optical system, compllcated by varying
solar illuminations during portlons of the orbit and low-altltude
effects, have not been adequately solved.

8.2.3 'Theater.Air-Weapon Control, ElELr

The sensing equlpment as well as. the system ground
env1ronment of the Li2r, system is.too large, complex, and cumber-.
some for use in a fluid tactical situation, since.the fleld instal-

lations are relatlvely fixed and require many vehicles,. an‘excess1ve
amount of time, and con51derable manpower to move to a new location.

In the design of this system, local operatlontat the
sensor has been eliminated in favor of remote operation through the

s T
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ground environment. . Because of the high physical vulne?
_ground links and control centers, manual operational capability
and local communications facilities should be restored to sensors
such as the AN/TPS-27.

= oo

‘Because of navigational techniques, other than
airborne emitters of pulsed microwave energy, available to the
enemy bombers, and because of its dependence on operating ground
environment for correlation, the value of the AN/MIQ-21 passive-
detection equipment appeérs to be small; cancellation of this re-
quirement therefore is recommended. ' : -

' To provide the most reliable and greatly needed
passive-detection capability for operating under intense jamming,
the'AN/TLQ—S-equipment should be considered, since it operates
with local processing links to the sensor site and does not depend
upon survival of the central processing equipment. - The search
radar, AN/TPS-22, requires the addition of the presently omitted
side-lobe cancellation for effective use as a passive-detection
sensor.

8.2.4" DEW, 413L

In view of the reduced threat represented by manned
aircraft and the ability to increase the high-altitude coverage to
better than 100,000 feet by tilting the AN/FPS-19 antenna, it is
not recommended that the AN/FPS -19 radars be replaced by AN/FPS 30's
on the main DEW line.

A technical evaluation of the CW doppler bistatic
radar technique, including employment of the doppler spectrum
analyzer, is recommended for determining whether the AN/FPS-23
fluttar radar should remain as operating equipment on the main DEW
line. This evaluation is necessary because the increased manning
and the altered mission of the line have so increased the ambient
traffic that the AN/FPS-23 suffers severely from false alarms. If
the low-altitude alarm capability must be provided, the use of al-
ternative techniques which may be simpler and more satisfactory
should be considered.

8.2.5 Continental Aircraft Control and Warning, L4L16L

The L16L system is highly dependent upon the ground
equipment that is characterized by the SAGE. system. Analysis of the
nature of the threat for the period after 1962 has shown that SAGE
would probably not survive an initial missile attack of nuclear
weapons, and that only portions of SAGE or individual sensors would




probably be functioning in isolation at the time a follow—on, air-
breathing attack arrived in the U.S. . . :

. Some air—defense capability could be retained for
use after missile attack if radar sites were provided with the

equipment, manpower, and communications required for local opera- T

tion and single-site. control. Recommended action to obtain this
capability includes: : T :

(a) Providing prime radar sites with a passive
detecétion capability as independent as pos-
sible of SAGE, such as the AN/TIQ-8, for.
ugse in jamming environments;”

(b) Installing "burn-through" radars, using

: state-of-the-art components and techniques
at prime sites, to greatly increase the ef-
fectiveness of the passive-active local

. site capability ' in jamming environments;

(c) Installing frequency-diversity radars,
‘strategically located, thus giving the
maximum single-site control capability;'

" () Updating éxisting radars’ with ECCM fixes,
etc 5 and retaining local control.

Evaluation of gap-filler radars, which are useful .
only in conJunction with the associated prime site using a SAGE
interconnection, has shown inadequate provision for operating in
the presence of natural and man-made clutter. In addition, relia-
bility is unsatisfactory for unattended sites. Further deployment
of these radars should be studied carefully in v1ew of their de-
ficiencies and present deployment.

8.2.6 Weather, 433L

. The sensors for the 433L system are considered
adequate. The problem of . furnishing adequate weather information
. is presently more dependent upon communications '‘and the use of the
data supplied by the sensors than upon the accuracy of the data.
This in no way suggests, however, that the kind of information
such as will be obtained from a: meteorological satellite is not.
greatly needed. - :

8. 2. 7 Electromagnetic Intelligence, h66L

The only 1mportant deficiencies in L66L sensors
lie in requirements for improved accuracy of azimuth fixes at low
frequency, increased range of 1nterception, and interception of
burst transmission. Continued research and development is recom-
- mended to provide _better understanding of the properties of electro-
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The equlpment under development for h66L is ex-
pected to be satisfactory, except as specified above. Propagation
research is recommended to gain knowledge which will permit. in-
creased use of ducting, ilonospheric propagation, and artificial )
propagation mechanisms for longsrange reception. Azimuth accuracy
at low frequencies is limited by antenna size, which in turn is
limited by cost and problems in obtaining suitable sites. Tech-
niques should be sought for obtaining improved accuracy w1thout
the use of larger antennas

magnetic propagation and to provide better technlques
ception of burst transm1s51on

8.2.8 BMEWS, WT4L

The presently planned BMEWS. sensors are considered
adequate for the initial TCBM threat. It is-anticipated, however,
that with the current U.S.S.R. missile technology as a foundation,
a more advanced threat which the present system cannot detect will
evolve in the near future. Among U.S.S.R. missile cagpabilities
considered as part of this future threat are trajectories which
circle the earth, low-angle trajectories which impact the BMEWS
sites undetected, or high-angle trajectories designed to traverse
the beams so rapidly as to escape detection.. Because of the rapid
advance expected in the future threat, site selection and design
of adequate sensors should be 1n1t1ated.immed1ately

Trajectories are computed from discrete observa-
tions of targets in two beam positions in which angle, range, and
range-rate are obtained. Identification of trajectories as ballis
tic is dependent upon correlation of data on all of the observa-
tions made on all targets to exclude false alarms, impossible tra-
jectories, and satellite orbits. Trajectories of hostile objects.
then are separated from other trajectories. As indicated by this
process, a high-density attack or the presence of numerous targets
and false alarms will result in overloading the computer and com-
plicating the identification process; perhaps yielding excessive
false alarms. This problem should be reduced by the more sophistl-
cated radars required to cope with the future threa.t°

A proposal has been made to install a "Texas- Tower -
like barge-mounted complex of sensors, computers,’ communications
equipment, etc., off the coast of Greenland, known as "Interim Site

. III." This proposal has come about as a result of & breakdown of
negotiations for construction of the Site III ‘in the U.K. Unfore-
seen technical problems of implementing this alternative will cer-
tainly arise, the $50,000,000 cost would certainly increase, and
excessive delays would be introduced. It is recommended that this
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BMEWS Interim Site III not be considered and that the funds saved
should be expended to expedite early completion of .a permanent
Site IIT in the U. K

' BMEWS 51tes should be. equipped w1th bomb-alarm de-
tectors and hardened alternate communicatior. circuits so that im--
mediate notice of attack is provided in the U.S.  The AN/FPS h9
tracking radars provide little additional capabillty and should -
not be installed at Sites I.and II.

8 2. 9 Spacetrack L o1,

. If, as is. generally believed, the function of h96L
does not include tactical warning, and if missile. detection is- .
eliminated from L96L and handled by UTLL BMEWS, there seems to-be -
no valid requirement for the cataloguing of new satellites in less -
than 15 hours. ‘ S :

It is recommended that:

(a) Efforts should continue toward 1mprov1ng the
liaison between 4961 and existing sensor systems in order to ob-
tain an immediate 1mprovement in. the present capablllty of" h96L.

(b) System L96L should obtain as soon as possible
the full-time use of some existing radar such as the AN/FPS-49.
Control of such a radar would apprec1ably increase -the detection
capablllty of the system , :

A{c) Plans for the design, " development and instal- -
lation of a single improved radar for 4961 should continue. This
radar should be designed to satisfy the requirement for detection
~ and cataloguing within 15 hours of all satellites out to ranges
© of 3000 miles. :

(d) Plans for the extension and improvement of
.the optical network for the detection of all satellites beyond -
3000 miles should continue. The extended use of light amplifiers
in these detectors should be considered. '

(e) New or modified antennas should be installed
at L66L sites to permit 466L to fulfill its requirement for the
collection of intelligence data from radiating space vehicles.
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8.2.10 Atomic Strike Recording System (ASTREC), OSR-62
The sensors for ASTREC are believed to be adequate

for accomplishing the primary purpose of locating atomic strikes
on enemy targets. Since, because of spherics, the identification
of returns from observing stations depends upon knowledge of the
approximate location and time of burst, it would be difficult to
convert ASTREC to a bomb-alarm system to which such information
would not be available. The extensive communication links and
the sites .of ASTREC represent a survivebility problem.

8.2.11 ‘Bomb_Alarm System, OSR- 290

Installation of thls system as presently planned
is recommended. -Some modifications to the sensors being suggested
in order to obtain further information, such as height of burst.
and yield, would result in the present, simple system becoming a
more complicated: system and would necessitate further development
effort and more extensive communication facilities.  Such modifi-
cations are not recommended unless the need for still additional
information is eritical. Instead, effort should be expended toward
meking the present, simple system more dependable. In particular,
arrangements should be made to place the test lamps far enough
away from the sensing surface to prevent surrounding the whole by
an opaque shield, such as a tin can, which would allow the lamp to
continue to function, but would prevent the sensing surface from
seeing a nuclear burst

8.2.12 IFF Mark X and XII

Research and development for Mark X, Mark X (SIF)
and Mark XII is essentially complete and the sensors are adequate.
Continued research and development is not recommended, because of
(a) the decreased importance of the air-breathing threat and the
reduced probability of mass engagements and (b) the lack of any
valid requirements for electronic IFF in presently planned space-
craft, Systems of this type will probably again be required in .
the future, but these requirements are too indefinite at this time
to support an effective research and development program.
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9. SPECIAL STUDIES

ume, speed, and function. Nevertheless, they are all aimed at
answering for the commanders questions of tactics, strategy, force
comp051tion, €

A’imminence of enemy action Further, “the multiplicity
quirements places severe demands for faster and better
f on intelligence collection and proceSSing facilities -

ola items - information which places varying loads on the intelli-
gence collector and sensor systems, as well as on intelligence

Since the, function of command and control is largely one of
maintaining an effective force ‘and properly applying it at the
right time, intelligence information must be availsble to the
force commander in the face of any.- type of strategic challenge,

A.“'Furthermore, this intelligence function must be
from one strategic challenge to another, since. strategic
ﬁare extremely dynamic

The system for providing a. commander with. intelligence infor-
mation ‘Tmust €, configured so that the commander will not be limited .
in his abil i “to. respond to a developing Situation Response '
times, both of'collectors and. sensors. and of data-handling devices.
that aid in the deCision—making process, thus have: to.be considered..
Response time 'is one of: the. most ‘basic ingredients in- the. intelli-~’
gence proce s, and. undoubtedly is the element that creates the- need.
for a reviu Tized. approach to the intelligence data-reduction.prob-. -
lem, Already;'the time element has: caused the,U.S. to-spend mil-
lions of. dollars on new intelligence data-collection devices, which
has’ resulted;in a Virtual deluge of raw data since: l9h6 It is-es-.
timated tha "these new.. intelligence data-gathering devices deliver
15.. times more data than ‘was available lh years ago.. This. volume.
factor alon as caused intelligence data—proceSSing systems. tos
slow down, "if a requirement to. reduce the response- time to-cope-.
With ‘new weapon capabilities is. added to_this_expanded. volume, the. ,
present intelligence system would be slowed to- .a_crawl.. ’

9. l A Proposed Intelligence System, E

Sincemtwo requirements, time. and. volume, tend to cascade
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channels. One of these channels would cope with the intelligence
data. that must be handled quickly to be of value, and the other
would cope with that data which comes in large volume, but by its

- very nature can be handLed more slowly.

. The slow-response channel might include such intelligence
sensors as photograsphy, ELINT, COMINT, collateral, open sources,
and acoustic detectors. The fast-response channel might include
such intelligence sehsors as MIDAS, radsr (BMEWS and ionosphere),
acoustic and seismic detectors; bomb alarm, ELINT,_and real-time
television photogra.phy°

In the slow channel, inputs cannot in themselves produce
intelligence information. The type of data that is collected must’
be interpreted, correlated, and analyzed before intelligence infor--
mation can emerge. For example, photographs must be viewed by

. people trained as photo interpreters. The interpreters need to

compare one picture with another;, read collateral and supporting

"data from COMINT, and often review ELINT data PBefore factual in-

telligencé information can be produced.. This factual information
may be brief, but it is based on a high volume of original data.
In this example, the intelligence information produced is:subject
to individual interpretation and will vary between interpreters.
But, the same raw data can support factual intelligence informa-
tion in more than one fiéld. A photograph of a military airport

- to one interpreter may indicate the existence of a particular

aircraft needing long runways and to another interpreter may sup- -
port a study of refueling bases or air defense installations.

Such studies, by their very nature, take time and so they have
been grouped in this proposal under the slow-response channel.

The desire 'is to make each channel more efficient and useful and

" to separate data requiring inherenily siow correlation and analy-
' 'sis sequences from data that can and must be interpreted fast.

In the fast-response channel the intelligence data
gathered lends itself to a much narrower spectrum of uses than the
data in the slow channel. A MIDAS or radar signal means only one
thing. The reason for collecting a special piece of COMINT for
the fast system is self-evident, and the data needs less interpre-
tation than the data collected in the slow-response channel. The
fast-response channel ‘also lends itself to digital techniques mare
readily than the sléw-response channel. The end use of the data
can be stated; i.e., warning, retargeting, or enemy force deploy-
ment. The rules for correlating and reaching conclusions for the
fast-response channel can be much more clearly determined than
for the slow-response channel.

The slow-response channel would feed into a slow correla-
tion device and the results of this correlation would be fed to




display dev1ces for command decision. The. fast- response channel
would feed into a fast correlation dev1ce, and thls also ‘would
feed displays for command dec1s1on

A feature of the fast-response channel would be that the
sensor elements would be conflgured to allow spe01al requests from:
a commander to' the sensors whenever he may need particular informa-
tion. While this feature is lacking in any of the presently planned
L-systems, it is considered vital to the de0151on-mak1ng processes
that use intelllgence data. ’

In the development of the slow—response channel, it is
recommended that research and development efforts be pursued in
the following areas: ‘ . . , . : L7

(a) Indexing technlques spe01f1cally orlented to the
klnd of data which must be handled 1n the intelli-;
gence center; -

(v) Indexing techniques for defining high- speed,
search-selector, indexing devices; o

(c) More efficient storage devices capable of handling
a variety of data, both graphic and dlgltal,

(4) Redading devices for printed and graphic matérial;

”'(e) Pattern recognition techniques;
](f) A trend-an analysis computer for the 1ntelllgence
center.

In the development of the fast- -response channel 1t is
recommended that the areas of sensor control, targeting and re-
targeting, and surv1vab111ty and hardenlng be the subJects of
detailed studles

9.2 Data Flow and Compatibility

Perhaps the most difficult problem in implementing the
above concepts is recognizing the need for data flow in enough de-
tail between channels to provide adequate compatib1lity This .
problem has many aspects and consequently must be examlned 1n some
detall before a solutlon can be reached. .

; Ih'the fast4response channel, the main emphasis must be
placed on the data from the fast sensing devices that can contri-’
bute to the correlation needed to obtain warning. A detailed look
at each sensor must be made to ascertain how data can be processed
at the source without removing wvaluable data from the central cor-
relatlon dev1ce
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Viﬁ'the élow—response channel, the separation of data for
filtering at the source and correlation at the intelligence center

‘presents more of a challenge. In many cases the data will be words

or pictures or both. The filtering function will be done by people
and will be a subjective interpretation varying between them. The .
exact division of the load between filtering and analysis will need
study, experiment, and corntinuing evolution and learning.

‘Compatibility of format and equipment becomes important
after functional rules have been established. Automatic aids will
force compatibility requirements which will pose difficult prob-

. lems for the designer. It becomes apparent early that the slow-

response channel must support the fast and the fast must also feed
into the slow whenever time allows. Both these channels must be
compatible to a degree and must have a crosstelling capability.

9.3 Advanced Sensing and Detéction Development

Present intelligence sensing devices become obsolete even '
faster than weapons because of the following two factors:

(a) The enemy can deny the use of some sensors by

‘ technical . and even political action,

(b) The enemy could develop new technology that
would demand a new type of detector.

In the first case, enemy denial, the more effective a given
detector, the higher the probability that the enemy will attempt to
deny its use. If electromagnetic detectors are used to gather data,
the enemy may install more land telephone lines to avoid the radia-
tion. The results of the U-2 1ncident is a prime example of denial
by political action.

- New weapons or new uses of current weapons can also obso-
lete sensors. ‘The large bomber airfield is difficult to hide. The
1960 version of an ICBM site is also a sprawling installation. The
missile-launching sites of 1965 to 1970, however, may be difficult
to find; the Polaris submarine is a prime example.

The gathering of intelligence data in the face of diffi-
culties should not be considered hopeless, but rather a reason for
accelerated effort in the sensing and detection area. The element
of technical surprise can be used to advantage. A steady emergence
of new sensing devices poses a difficult problem for enemy counter-
activ1ty, either technical or polltlcal

ol




History has, already shown that much can be done by con-
centrated research and development effort in the: detectlng and
sensing area. Time has not permitted an analysis of present sens-
ing devices to determine their value. The mention of ionosphere
raddar, acoustic detectors, and real-time television photography
‘have been used as examples of new techniques now emerging from re-
search laboratories. Each of them could prove equally useful.

9.4 Future ‘Treéends

- The U.S. national policy for deterrlng war 1s expected to
continue through 1970. The key for effective deterrence appears to
~ be effective command and control of ‘the deterrent forces supported
by successful intelligence systems. To deter without complete know-
ledge of what is to be deterred is difficult, if not impossible. . -
" Further, for maximum deterrence the enemy must understand the abil-~ .
© ity of the intelligence system to discover and report on his ac-
tivities. Thus the collection and dissemination of. intelligence
becomes ‘a prime tool in malntainlng a natlonal deterrent posture
in this period. :

Accepting this, the design of intelligence‘systems must
be predicated on an understanding. of probable weapon systems of
the period under consideration. Intelligence dataegathering sys-
‘tems must be paced for effectiveness in revealing the enemy's wea- -
- pon systems before, rather than after, the fact. Present tech- '
niques for organizing intelligence .systems,  selecting processing
hardware, and testing applicability require several years; often
more time than is required for technological advances in the
enemy's weapons. Planning must be far enough ahead to overcome
“this delay; 1965 to 1970 is not so.far in the future as to be,
beyond our ablllty to arrive logically at the most likely requlre-'
ments. Now is the time to do- thls plannlng ’

‘The present rapid advances 1n-miss1les and space programs
clearly portend the nature of the time ahead. There can be little
question that the requirement for the intelligence coverage. has
already moved. into space. TFuture intelligence ‘systems must satisfy
" not only the requirement to provide surveillance.of .earth from.
space; but also to survey space from earth. Indeéd, it already
appears that a third requlrement of surveying space from space is
.necessary

o
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9.5 Recommendations

The panel recommends that the Air Force:

(a) Authorize a system management group to control the

‘problem of intelligence collection, processing, and dissemination;

to plan, program, and finance all future long-range intelligence
systems; to modify, expand, or limit present systems; and to insure
compatibility and reduce redundance between present and future in-
telllgence systems. -

(b). Revise the present intelligence data-handling system
and reduce. the mounting volume of intelligence data so that it will

| be compatible with: the needs of national decision—making.

(c) Specify a Bifunctional, dual-channel intelligence
system for the USAF which will serve all commands needing intelli-
gence information, one channel for the intelligence data that must
require slow human judgment for analysis and correlation; and the
other for real-time,- fast response in the areas of warning, retar-

- geting, and weapon deployment associated with imminence of* attack

or post-attack action.

(d) Find vays and mesns to attract and hold high-calibre
people in the-vital_pbsitions of intelligence analysts.

: (e) Continue and expand such experimental work as in the
438L Intelligence Data-Handling system while concurrently carrying
on development and installation of operational systems. In parti-
cular, permit enough technical experts to cross the security bar-
riers to experiment with the reduction of data gathering from sev-
eral sensing devices and to take advantage of the powerful factor
of correlatlon of the data between sensors.

(f) Support basic studies in the areas of indexing, ab-
stracting, and file-search mechanisms to aid the intelligence ana-
lyst in his sesrch for supporting data. These studies should be

- carried out on the intelligence problem and not in the abstract

library area.

(g) Recognize'the-need for fast-response sensors to aid

the fast-response intelligence system in serving the commender

with increaséd confidence. In particular, support strong develop-

. ment of ionosphere radar, acoustic detectors, real time television

photography, and real- time ELINT.

(h) Support a thorough study of all sensing and detecting
devices for intelligence with increased emphasis on pertinent advance
devices. 1In addition, authorize a central group both to direct
heavy research and development support and to introduce new devices
into the field before older devices become obsolete.

0
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- 10. THREAT

Intelligence information from available sources has been exam-
ined to determine, insofar as possible, the Soviet military programs
that may be expected to evolve from 1960 to 1975. Ranges of values
are used to indicate the strategic flexibility that should be c¢on-.
sidered in designing and evaluating future L-systems. Since the
confidence with which the threat can be predicted varies inversely
with time, the estimated values of the threat increase with time.
The upper values of the 10- and 15-year predictions have been »
tested for feasibility against similar predictions for analogous.

U. 8. military programs. The risk of overestimating Soviet poten- '
tial can, it is believed, be more than offset by providing adequate
growth potential in the design of future L—uystems

The Soviet's forces and capabilities from 1960 to 1975 have
 been analyzed, using the information obtained from intelligence re=-
ports and briefings by various USAF agencies, including AFCIN, ATIC,
SAC, and NORAD; and a number of contractor organizations, such as.
RAND, Boeing, and Convair. Where intelligence data was. unavailable,
information on the current and foreseeable state of the art in the . -
U S. was used to estimate Soviet capabilities.

Since the specific technical and 0perational characterics of
Soviet forces 10 to 15 years hence will depend, in some measure, on
unforeseen technological, political,; and economic developments,
both in the West and within the Soviet Bloc, and because the inher-
ently secretive nature of Soviet society will frustrate attempts at
obtaining a clear picture of thelr technological progress and inten-
. tions, any estimate of strategic offensive capability can, at best,
be viewed as a spectrum of capabilities rather than a specific point
on’'a curve. , '

To make the anelysis 'as logical as possible, therefoére, speci-

Tic statements of Soviet capabilities have been judged in terms of '

(a) whether the statements sre within the realm of known intelli- - _
gence data or, (b) where intelligence data is lacking, whether the -
: statements are reasonable in terms of operational and technical = ™

- feasibility.

- - It was also noted that over the 1960 to 1975 period a variety

of military and non-military threats to U.S. security would perhaps
" materialize, but the Soviet Union was chosen as the most likely can-'
didate now and for the foreseeable future, -since it is possible to’
engage in only the broadest of generalities about our future“enemies,-""
and since it is generally agreed that to build the diversified and
complex arsenal required to fight a general war, a nation would re-
quire a large, well-established,; scientific and- industrial base,
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* backed up by abundant natural 'human, and economic resources. Only

two nations appear to fulfill these criteria: +the United States
and the Soviet Union. :

10.1 Soviet Strategic Offense

'The’U,S.S,R. is creating a deterrent/retaliatory strategy

for the pre-1965 period supported by a strategic arsenal consisting -

of ballistic missiles, sited in hardened and mobile land bases or
carried by submarines and manned aircraft. This capability will be
supplemented in the post-1965 period by orbital bombing systems and
perhaps weapons based on the moon. This varied and highly dispersed.
force will be used (a) to deter a U.S. preventive or pre-emptive
strike by raising the level of doubt in our minds as to the outcome
of such action, and (b) to retaliate against our national survival
resources, that is, people, cities, and industrial facilities,
should they fail to deter us. The Soviet strategic arsenal will
also be designed to support a strategy based on a massive preven=-
tive or pre-emptive attack against the U.S.-Allied military capa-
bility, if and when the requirement arises..

From 1965 through 1975, the capability within the Soviet
arsenal should enable them to neutralize or destroy any fixed fa-

 cllity, hardened up to 2000 psi, with aerodynamic and ballistic -

weapons having CEP's ranging from 0.3 to 2.0 nm, and ylelds varying
from tens to hundreds of megatons. Such attacks could be initiated
from terrestrial as well as spatial bases, at altitudes ranging
from 1000 feet to possibly several thousands of miles above the
earth, at velocities of 600 to 35,000 feet per.second, or more, with

- minimum warning times of 5 minutes or less.

io,i,l Soviet Force Composition

From now until 1975 the Soviet aero-space weapon
arsenal will be gradually modified to emphasize diversity and flexi-

" bility. For example, by 1965 their current manned-bomber/ICBM force

will be supplemented with supersonic chemical or nuclear-powered
aircraft; short-to intermediate-range ballistic missiles launched
from conventional submarines and later nuclear-powered submarines;
air-launched aerodynamic and ballistic air-to-surface missiles with
ranges of 300 to 1500 nm; ballistic missiles with global ranges of
10,000 to 20,000 nm; and possibly a supersonic, mach 3,  low-altitude,
nuclear, cruise missile. This essentially terrestrial force will be

_ supported in the pre—l965 period by manned and unmanned orbital and

aeroballistic vehicles used initially for reconnaissance, warning,
and communication and later possibly as global bombing systems.
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: “Beyond 1965 and through 1975, the Soviets will
improve rather than diversify terrestrial weapon systems, with the
emphasis on development, diversification, and deployment of spatial
weapons, in particular those systems designed to operate in the low- -~
earth (£ 500 nm) and 24-hour (20,000 nm) orbital zones. Between
1970 and - 1975 the Soviets may attempt to build a military base on
the moon.

The emphasis on diversifying and dispersing the :
arsenal will result in a concomitant expansion of the East-West con-
flict environment from a terrestrial, essentially two=dimensional )

mode, to a spatlal, three-dimensional mode .

10.1. l 1 Aerodynamic Vehicles

Manned aircraft are now the primary
weapons in the Soviet strategic arsenal, but after 1963 they will
be used less as high-altitude gravity-bombing vehicles and more as
low-altitude penetrators and airborne launching platforms for short-
to-intermediate range aerodynamic or ballistic air-to-surface mis-
siles. The total aircraft inventory will be kept at approximately
1000 to 1500 wvehicles up to- 1965 by converting manned bombers to
low-altitude penetrators and missile-launching platforms. After
1965 the inventory will be reduced as subsonic vehicles are phased
out and supersonic and nuclear aircraft become operational: By - o
1970 supersonic and nuclear aircraft could comprise the total long-
range aviation inventory. Between 1970 -and 1975 aircraft could be
used exclusively for support roles, e.g., decoy carrier, ECM, “cargo
transport, air-breathing tooster systems; and any requirement for

selective high-gltitude bombing could be met by aerobalilstic and
orbital space weapons.

The Soviet Union has limited numbers
of aerodynamic cruise missiles similar to Matador, Snark, and Regu-
lus assigned to operational units or undergoing some- phase of flight
testing. Before 1965, they could develop a low-altitude, nuclear
ramjet cruise missile with a mach 3 capability. The difficulty in
establishing a firm military requirement for cruise missiles, in
the face of a growing ballistic missile arsenal, however, may result‘
in program cutbacks and minimum operatlonal inventories.

lO l.1.2 Aeroballistlc Vehicles

There is no specific intelligence infor-
mation that indicates that the Soviet Union is developing a Dynasoar-
type, aeroballistic vehicle to meet either scientific or military re-
quirements. Nevertheless, the advanced state of Russian aircraft and
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rocket technology, as well as information on the boost-glide princi-
ple, appearing in various professional and semi-professional Soviet
journals, indicates that the capability for creating such a weapon
exists in the U.S.S.R. today.

Assuming the Soviets have a Dynasoar
research and development program under way since 1958, it can be
estimated that an 'Operdtiondl prototype could be’fully flight-
tested between 1961 and 1963 °and a unit initially operational be-
tween 1964 and 1965. Designed around a wifiged, hypersonic glider
with a gross weight, including payload; oni‘the-order of 30,000 to
50,000 lbs, the operatlonal prototype could be coupled to & liquid-
fueled, rocket-booster system similar to those which launched the
Sputnik series. The estimated gross weights of the gliders for
1965 may be conservative, inasmuch as ATIC has estimated that by
then the Soviets could be capable of placing recoverable payloads
of 100,000 to 150,000 lbs into low-earth orbits or aeroballistic

- trajectories. Between 1965 and 1970, as the aeroballistic vehicle

attains its full operational potential, it could be used as a
multipurpose weapon, .1.e.,.a maneuvering, recallable, ballistic mis-
sile, a winged satellite with sustained patrol capability, or a
high-performance aircraft

lO l l 3 Ballistic Mlssiles

The technical and operational charac=
teristics of Soviet ballistic missiles will improve through the
1960 to 1975 period and will result in maximum ranges in excess of
10,000 nm, accuracies of better than 1 nm, payloads ranging from
1000 1bs to as high as 100,000 1lbs, or more if required, reaction
times of 5 minutes or less through the use of storable and solid
fuels, operational reliabilities of 0.7 to 0.9, employment of ma-
neuvering re-entry vehicles, sophisticated decoys, ECM and terminal
guidance systems, and a reduction in the vulnerability of the force
through (&) construction of hardened, dispersed launching complexes,
(b) the use of missile trains and barges, and (c) the use of long-
range, chemical and nuclear-powered aircraft, submarines, and ulti--
mately, space vehicles as mobile, missile-launching platforms. '

o Soviet ICBM force levels will build up
rapidly from an estimated 50 to 100 missiles in 1960 to an estimated
1000 to 2000 missiles in 1965, with the capacity for doubling or
“tripling this production between 1970 and 1975.

- CONSECRENCLAIIFED



lO 1.1. h §pace Vehicles

An offensive force could be developed
between 1965 and 1975 that would consist of manned and unmanned or-
bital space systems operating at altitudes of 500 and 20,000 nm -
- gbove the earth, and, by 1975, from lunar bases. Weapons employed

could be high-velocity ballistic or aeroballistic, and in the lat- -

ter part of the period such exciting weapons as focused particle-
generators or atmospheric control devices.

lO 1.2 Conclusions and Recommendations

‘ Through consideration of the nature of the 1960
to 1975 Soviet offensive threat; the following conclusions were
reached: A .

‘ (a) The increased diversification and dispersal
. of the Soviet strategic arsenal, terrestrial as well :as spatial,

will place additional data collection, processing, and discrimina- ’

tion loads on such intelligence and surveillance systems as 466L
ELINT-COMINT, Lo6L Spacetrack, and 438L Intelligence Data-Handling.

(b) The 1960 to 1975 period will see a further

widening of the gap between the offensive and defensive capability,

as well as a shifting of the focal point of any preaemptive or pre-
ventive attack from terrestrial to aero/space bases.

‘ ( ) If the Soviets lead in the development of
space and construc¢t military bases on the moon, they will be able
to control the earth if, and only if, these space weapons can neu-
tralize the earth-based deterrent/retaliatory forces aimed at the
Soviet heartland. If they cannot, Soviet space vehicles and bases
on the moon can be considered as simply additions to their total
arsenal. - Far more lmportant than its significance as an earth-

control element or -a strategic deterrent, development of space and - .

the establishment of a moon base by the U.S.S.R. could give that
nation a decided advantage for the exploration and control of our
entire solar system. Such a possibility could have economic,
political, and military implications far beyond the scope of any
current terrestrial conflict. '

The following recommendations are made-
(a) A missileadetection system should be de-.

ployed on a global scale before 1965 to provide warning of an omnié
directional missile attack in the post-1960 period.

207



- 208 -

WSR-T

. ! Sl
XYL LR
: L (b) The U.S. offensive- egquwg orce should
not be coupled to a few massively hardened command and control cen-
ters that would provide the Soviets with fewer, rather than more,.
targets to attack and thus defeat the objective of dispersing and
diversifying the U.S. force.

(¢) 1In ‘the face of & growing threat from i
submarine-launched ballistic missiles the USAF's existing and pro-
posed missile warning systems. should be coupled to. the Navy s Anti-
Submarine Warfare efforta o ,

(d) SOme means. must be devised for discrimina—-

“ting between military and scientific vehicleSa_;»

10.2 Soviet Strategic Defenses

' The Soviet military program reveals ‘the effects of an ag-
gressive foreign policy. Consistent with the policy, the prime

characteristics of Soviet. military establishments are:

(a) The military is: offense»oriented, with capabilities
ranging from limited war with conventional weapons to general ‘war

- supported by thermonuclear strike forces..A -

“(b) Defense of the strike forces 15" achieved through a
diversification of weapons and delivery systems and dispersion of
hardened or mobile firing units. - ‘

(c). Active defense counterforces are assigned to the
protection of population and industrial concentrations,'

It must be accepted that the Soviets will press for a

- capability to react across the entire spectrum.of possible U.S.

preventive or pre-emptive action. The building of a strong and
large ICBM force will serve to create an imbalance favorsable to

the Soviet Union in the forces capable of pre-emptive action. Such
an imbalance will exist as long as the manned bomber remains the
primary delivery system for U. S.. strategic -weapons and the Soviet -
Union maintains a significant ICBM force.: While this imbalance
lasts, defense of cities and industiial complexes against air at-
tack will have a high priority in the U.S.S:R.. ‘As the U.S. in-
creases its ICBM forces, the Soviét defense strategy mey shift to
the development of enti-ICBM systems. Again, in a condition of
mutual deterrence, priority would be’ given 'to defense of cities and
industrial areas. While the emphagis on active defense systems may

‘ghift with the tide of the threat, -the civil defense programs, i.e.,

shelter construction, training,-&ndcevacuation drills, promise en-
during benefits to the defense postureainjthe,eventvof"var‘and
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contribute to the deterrence from war. From now until l9703'prog;
ress in Soviet strategic defense relates to defenses against the
manned bomber and’ the ICBM°

lO 2. l Manned Bomber Defenses

The history of development of Soviet components
for defense systems attests to a strong emphasis on system relia-
bility. Improvements are often gradual, since reliability is
achieved in simplicity of design and current requirements are met
. by brute-force modifications-
. A

In predictlng the course of development of

Soviet defense systems, a study of the distribution of potential
targets is necessary. The population and industrial centers of -

the Soviet Union homeland are apparently more uniformly distributed
than U.S. centers. For example, the top 10 cities of the U.S. have

a total population approximately equal to the 40O most populated "
cities of Russia. While the Russian centers of population are even-
ly distributed, they are confined to an area of only about 1000 by

- 1000 miles. Other strategically important centers, however, lie on

the Siberian perimeter

: From trends in the development of U.S. bomber :
forces and from trends in development of Soviet defense components, =~
as well as the distribution of target complexes, some predictions '
may be made : . ,

(a) Gaps in early-warning radar coverage along
the perimeter of the Soviet Union will be filled. Priority will
be given to protection of approaches from the Arctic regions. '

. (v) Isolated targets along the Siberian perime-f
ter will be defended by point defense weapons, missiles with salvo
capability, and high-speed, short-range interceptors.

o (¢c) To counter the high-performance bomber and
the air-to-surface cruise missile, the depth of ‘their defense will

be increased by development of long-range, surface-to-air missiles

and all-weather fighters. There is no direct intelligence available =

on' Soviet development of a long-range surfdace-to-air missile system.

Intelligence information is available, however, on’ components which

would constitute some of the maJor subsystems ‘

(d) For the air defense of the Russ1an homeland
there will be -a gradual growth toward an area defense system. ema-
nating in all directions from a center in Moscow and extending
throughout the 1000-by-1000 mile heaertland. The surveillance system

P |
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will integré%é'inputs from a sufficient number of fixed radars for
at least double coverage. Passive tracking techniques; among other
possible counter-countermeasures, will be used for ECM attacks, and
MTI techniques will be used to filter chaff.

(e) The air surveillance and weapon assignment
functions will become more.centralized by the development of data-
processing centers to present an air situation over a large ares
and to exercise the command functions of weapon deployment and wea-
pon assignment. On the other hand, the weapons will be controlled
from missile batteries and interceptor control centers. Reliable
information indicates that the Soviets have a large staff of engi-
neers involved in the development of an air defense system similar
to the U.S. SAGE System. The Soviet system is reported to use
electronic computers and to display on a large wall the complete

"defense situation over the entire Soviet Union.

_ (f) Long-range, ship-borne, surface-to-air mis-
slle systems could be deployed to deepen the peripheral area defense
of coastal areas which border the Black, Baltic, Barents, Bering,-
and Caspian Seas, and the Seas of Okhotsk and Japan, and thereby
contribute directly to the local air defenses of important coastal
targets such as Leningrad, Riga, Baku, and Vliadivostok. Soviet -
ship~borne, surface-to-air, missile systems would directly affect
the missions of both U.S. Air Force and Navy air power, since they

_could conceivably.use a 100-mile missile, modified. for ship-borne

handling and storage. Initially at least, the target and missile-
tracking radars could be .colocated. on the missilé-carrying ship,
although target detection and tracking capability would affect the
interception-range capability of the systeni. The O0ffice of Naval
Intelligence estimates a 75 -nm range for a ship«borne miss1le sys~

‘tem by 1961

(g) Intelligence sources that were consulted at-
tribute to the Soviet defense only token performance against low-
altitude penetration. Low-altitude surveillance apparently needs
improvement, and no weapon (conventional artillery is mentioned) is

~efficient at low altitudes.

. 10.2.2  Anti-~ICBM Defenses

: A Soviet anti-ballistic missile defense system,
capable of destroying an ICBM or IRBM nose cone in a decoy environ-
ment produced by the missile itself, would require very complicated
and elaborate radar and computer facilities that could be outmoded
by relatively simple changes in the decoy environment. An AICBM
system, capable of destroying the missile before such decoys could
be used, would require an elaborate satellite surveillance system
with tremendously effective interceptor missiles for interception
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near the ballistic missile s gpogee. Such anti-missile systems
would need the support. of a most advanced electronics manpower and
would be a considerable drain on other weapbn system development
programs. The expenditure of this effort for a defense system
which could not be available until several years after the basic ‘
threat became existent and which would be of doubtful effectiveness
against second-generation ballistic missiles, is a step which the
Soviets do not seem likely to take. On the other hand; the develop-
ment of satellite surveillance and communicatior systems for in=-
spection and reconnaissance is probable. '

“

10.2.3 Conclusions and Recommendations

4 There are two general conclusions which appear
inevitable from g digest of intelligence relating to Soviet strate-
gic defenses: , S

(a) Against the manned bomber, the Soviets will
rapidly improve an early-warning network, significantly deepen their
defense, and improve its trafficmhandling capacity. .

. ‘, - (b) Against the threat of the ICBM, satellite
- reconnaissance will be developed for adequate determination of
states of alert and of the disposition of visible, mobile U.S. ICBM
and IRBM task forces.

The general implications affecting design of L~
systems are as follows ,

(a) Improved manned bomber defenses will made
penetratlons by individual or smsll groups of SAC bombers prohibi-
tive. The situaticn can be reached wherein significant rerouting
of attack routes and retargeting will be required to guarantee a
stress to the Soviet defense system sufficient for penetration to
a8 minimum of targets. .

: (b) Satellite reconnaissance may reach the ef-

ficiency and precision necessary to significantly reduce effective-

ness of proposed U.S. mobile strategic forces. Almost certainly .

- the geodetic error contributing to the inaccuracy of weapons will
be significantly reduced. Efforts to conceal locations of vital

U.S. military targets are well-advised. ‘

10.3 Soviet Limited War Capability

" Limited war beyond 1965 was not considered, because lim-
ited war is considered to be fought with conventional weapcns, since
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the forecasting of'development trends for conventional weapons be- -

‘yond 1965 is almost completely neglected by sources of information
" available to the Winter Study group.

Nevertheless, in the post-1965 era, the Soviets are ex-
pected to retain the philosophies of brute-force design and of de-
gigning for mobility of all types of weapons; both of which produce
a superb capability for limited action. Therefore, the level of
capability of the Soviet Bloc nations for waging conventional war
is not expected to diminish after 1965

For the purposes of the analysis made, limited war was
considered to have three salient characteristics:

(a) - Limited war is limited as to participants.
(b) Limited war is limited as to objectives.

(e) Limited war is limited as to weapons. Specifically,
plans must be based on the use of conventional warheads only, since
the decision to use nuclear weapons will not be made by the military.

g \

Evidence indicates that throughout the 1960 to 1965 era,
the Soviet Bloc will possess a superb capability for waging limited
war in any theater on the periphery of the bloc. Requirements
which Soviet Bloc forces meet to give them this capability are:

(a) Many aircraft readily adaptable to limited
theater operations, notably fighter-bombers
- and light bombers;

(b) Mobility and portability of ground environ-
ment and support equipment;

(¢) 6imple, rugged design of mechanighl and

. electronic equipment; i

(d) Effective weapons for air defense against

low—flying aircraft, notably gun artillery.

It is concluded that the Sov1et Bloc nations can quickly .
assemble enough air force elements to support any land or amphibious
action at the time and place of their choosing. Such a force may
contain air defense fighters, guns, and missiles; electronic support
including radars, fire control systems, air traffic control systems,
air navigation and bombing aids, and communications; surface=to-
surface cruise and ballistic missiles; attack aircraft including
fighter bombers, light bombers and medium bombers; logistical sup~
port aircraft, such as assault helicopters and transports, and
medium-range transports; and such ground support for maintenance and
replenishment as the local situation may require.
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Whereas general war requires that the  L-systems have
some mixture of instantaneous reflex and survivability, the condi-
tions imposed by limited actions are markedly different, being '
more strlngent in some ways and less in others.

Teken in sequence, the actions in llmifed operaﬁions:a;e:

(a) Response of command to the situatlon in 1ts
early phase;
(b) Deployment of forces suitable to the locality
' and scale of operations;
(¢) Establishment and maintenance of communlcam'
. tions from the theater to the ZI;
(d) Participation in the action in the following
‘ spheres:

Close support of ground and naval forces,
Logisticel support of all forces,

Air defense within the theater,
Reconnaissance,

(e)  Withdrawal from the theater when the situ-.
ation requires it as, say, at the termination
of hostilities.

‘The response of the commasnd may be a matter of hours, or .-
.even days, and the deployment of forces may also be relatively slow
compared to strategic, or general war situations. Communications .
within the theater and to the U.S. are vital, and, insofar as pos-
sible, they should be ready in advance of the operations requiring

them. The elements of participation require frequent exercises

within all services, as well as accurate methods of logistical con- |
trol, and complete systems for local air defense and air traffic
control. Efficient withdrawal is a planning function, and plans

- may be prepared before or during actual operations.

. The constraints on the use of nuclear weapons demand that.
the force be supplied with adequate conventionsl weapons and that | ...
- they be frequently exercised in their use. Uncertainties as t0 dlo- -
cality of the action demands that weapons and systems be designed
for mpbillty, even as the Soviets design their weapons and systems.
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11." VULNERABILITYi,;

The problem of vulnerability of command and control systems is
vital, since present concepts for controlling our forces depend §0
heavily on -the survivability of these systems. Consequently, &
first objective of the panel was to develop methods for estimating

“the survivebility of presently planned L-systems and ‘thosecommand.

and control systems yet to be devised and, later, to .seek ways and
means for increasing the survivability of those. systems in war
environments ranging from peace to- all=out general war.

Though it is desirable to be able to: state general survivability

:principles which are applicable to any command and. control system,

this statement is not easily achieved. True, .1t may appear better
to disperse, multiplex, and be mobile rather than to remain station-

rary at fixed bases and centers, but a quantitative estimate must be

made of the relative value and cost of these changes before an
intelligent choice can be made for a particular gpplication. In .
short, an operational analysis, thet is, @ cost, value, and techni-
cal investigation, is needed 1n each situation.

Three errors contributing to the vulnerability of the presently
planned L«systems are (a) preoccupation with peacetime operation,
(b) . colocation of facilities, and (c) 1965 versus 1970 threat.

Based on information obtained the L—systems now appear to be
chiefly concerned with peacetime Operation Since at least some of
the Justification for these systems rests on their operation in war-
time, much more thinking should be done toward incorporating warn'
time capability. In short, the presently planned L-systems- are
greatly lacking in wartime survivability.

The problem of location is a serious one because many - of the :
planned lL-systems are to be installed at existing SAC end ADC bases, = .

or near cities. The results of such colocation may be, of course,
& bonus to the enemy during an attack. :

There has been an overemphasis on trying to assess the 1963 to

.1965 threat and applying it to the planned L-systems, probably be- .

cause of the difficulty of obtaining an accurate ‘threat estimate -

for 1963 to 1965, to say nothing of that for 1965 to 1970. Neverthe-
less, the trouble with this approach is that in the majority of cases
the L-systems are slated to become operational between 1963 and 1965,

‘which means that if a 1963 to 1965 threat is assumed against which .

to design the system, then obsolescence will have set in before any
reasonably useful. lifetime can be obtained. To obtain a useful

‘operational lifetime, the Lpsystems need to be designed against the
21965 to 1970 threat
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ll l VUlnerability Factors~

. General vulnerability factors which affect command and .
control system surv1vability are:  enemy action, ‘natural phenomena,
-shortcomings in system design, errors in system operation, effects
.of U.S., neutral ‘and allied political systems. Under each of: these

factors, there are several areas of vulnersbility, which - together .

with some more obvious curves,’ are shown in Table l. :

The above factors are of such a general nature ‘that with
the exception of a qualitative study considering all these factors
(see Section 11.2.1 below), it.seeméd ie: cpeddtlions: to" concentrate
the study on enemy action. In. particular, gquantitative. consideration
was given to fixed versus mobile systems; chemical, biological,
radiological (CBR) warfare;. electronic countermeasures, electronic
1nterference, and the nuclear effects on an airborne command post

11.2 Conclusions and Recommendations

.".l

The maJor recommendation regarding vulnerability is .that.
a permanent group be set up to study the -vulnerability problems. of -
-command and control systems. : The purpose of this’ permanent group
should be: (a) to maximize system survivability (b) to improve the .
match between needed fuuctions and sPec1f1ed requirements for’ systems

After listing five: maJor vulnerability factors ranging
from enemy action to influence: of political systems, the Panel mede
.8 qualitative study of the vulnerability of presently planned L-
systems. In addition, brief quantitative studies were made of
several areas such as physical damage, ‘ECM, and electromagnetic in-
terference. Specific conclusions and. recommendations drawn. from
these studies.are given in the following'paragraphs.,;v

\

11. 2 1 Qualltative StUdy of L-System Vulnerability

: A qualitative study was undertaken to cla851fy the
expected and needed survivebilities of the presently planned L~
systems as a function of war enviromments from peace to all-out war.

. The conclu51ons -dravn from this analysis are ‘as follows :

(&) From the’ surv1vability aspect ‘the presently
planned L—systems are de81gned for peacetime 0peration

(b) Insufficient effort has gone into making the
Ifsystems countermeasure-proof ) :

(c). The L-system requirements and needed functions
are not always well matched : :
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.The recommendations are as follows
" (a) Where'L~systems need wartime survivability,

a serious attempt should be made to achieve it, or it should be
recognized'and.stated that they possess only peacetime cepability.

(b)  Countermeasures con51deratlons should be in-
cluded in new L-system design. from the beglnning and on an equal
footlng wlth the design itself.

(¢) . The requirements for L-systems should be

:matched w1th what is actually needed to carry out their intended

functions, and this matching must also be more closely thought out
from the beginning in any new L-system design. :

‘11.2:2 Fixed vs. Mobile Systems

Based on the assumption that the L-system centers
will not be prime targets, but rather that SAC bases will, calcula-
tions were made of the number of enemy weapons, delivered by ICEM's
and manned bombers, needed to destroy these basés to a kill proba-
bilityof-0.9. .Because of -the colocation of many of the L-system"
centers with the SAC bases, these centers. will probably be destroyed
as a bonus. - Similar calculations were carried out for the case of

& superhard control center, both with and without an AICEM defense.

The conclusions drawn from these calculations are as follows:

A w0 (a) Presently planned Lpsystem centers are hlghly
vulnerable to a hotwar strike.

(b) Presently planned L-system centers are co-
located with SAC bases to .such extent that many will be destroyed
as a bonus.

’ (¢) The enemy will probably be able to destroy
superhard fixed centers (2000 to 3000 psi) whether these centers

‘are defended (AICEM) or not.

""The recommendations are as follows:

" (a) Those L-system centers whose functlons must
survive a hotwar: strike should be made more survivable; this sur-
v1vability might be achleved by resorting to mobile control centers,
or greatly increasing the number of fixed centers, or both.

" (b) Colocation of L-system centers with SAC
bases should be avoided to minimize the number that will be destroyed

‘as a bonus of an attack on SAC

N
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11.2.3  Chemical, -Biological, Radiologica‘l:‘(CBR) Warfare

The attrition of our force and population centers
from an all-out nuclear attack has been extensively. discussed.
Methods to counter this type of an attack for command and control
systems have been suggested through the use of hardening, dispersal,
redundancy, mobility, etc. If it becomes economically infeasible for
an enemy to destroy the effectiveness of these systems through '
" nuclear weapons, other methods may be used to degrade or destroy them.
One such method is the use of CBR warfare. A study was made of the
survivebility of the planned L-systems to CBR warfare: The . con-
clusions drawn from. this study are as follows:

’ ’ (a) Presently planned L-systems are vulnerable>
- to CBR warfare: by either covert or overt attack

~ (b) According to AFCIN and the U. S. Anny Chemical
Corps., the U.S.S.R. is capeble of large-scale- employment of CER '
"~ warfare. Offensive warfare, using CW and BW weapons, is within the
'capability of even "weak" nations.

: (c) The . use of CBR‘wafare is being neglected in"
the design of USAF command and control systems. (In only four in-
stances have any of the effects of CBR warfare been taken into ac-
count in the design of L—systems)

(d) For the present there is no. clear—cut
pattern of USAF ‘policy on the CBR threat or protective methods.
Instead, the present "pollcy" is one of no action and a calculated
risk. v

(e) No requirement has been stated nor any policy

.adOpted for CBR decontamination of UBAF facilities by the Chemical
Corps .- . , .
, . (£) No research or development work is being

undertaken by the Chemical Corps to meet any USAF requirementQ To
date, there are no requirements for the U.S. Army -Chemical Corps,.
"~ who have DOD cognizance for CBR' warfare, to supply collective pro-
tectors or any other protective dev1ces to the USAF.

- ) Inasmuch as the cost for adequate CBR protection
- is small (about $16,000 for direct labor and materials to protect
100~ people, according to the. Chemical Corps) and the threat is far
from negligible, it is recommended ‘that adequate CBR protectlon of
USAF command - and control ‘and -other key facilities be provided

Specific recommendations are as follows
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- (a) Install collective protective systems in all
key system fac1lities, that is, add to present systems and integrate-
into future systems. Sponsor development of better protective equip-
ment. to meet USAF needs, including blast closures, decontamination

- facilities, filters, and system designs.

(b) Use available CBR sensors and sponsor de-

velopment of new sensors and alarms t¢: obtain desired reliability

and warning.

(). Change and . update USAF regulations and ai-

rectives on CBR warfare,” so that all units will be afforded eqniva~
‘lent protection. (AFR-355-3 is ‘presently being revised).

11.2.4 Electronic Countermeasures (ECM)

: . The:ECM vulnerability of command and control
systems, especially their sensing and communication subsystems, was
reviewed. Although experience on large-scele systems to date is
almost completely confined to the air defense function, an attempt
vas made to apply this experience, not only to future defense
systems, but also to other USAF missions. Suggestions are made as
follows for conducting future command control. system: develoPments

~so as to attain adequate: performance in ECM:

: (a) , Any military system whose operation relies
upon the transmission of electromagnetic waves from one point to
another is vulnerable to electronic countermeasures (ECM). The de-
gree of vulnerability of any particular system must be determined
by an evaluation of the technical, operational, economic, and
political considerations involved.

(v) . Presently planned and operational Lssystems

. range in ECM vulnerability from very low to very high. . At the low

end are mahy systems, particularly those related to command which

'appear safely invulnerable to ECM in a cold or all-out hot war. In '

the intermediate-to-high oategory are communications links that -

- would be involved in limited wars. At the high end are the systems
“directly involved in air defense; they are now dangerously vulnerable

to ECM. The situation on L-systems for- intelligence is not clear.
Collection systems seem vulnerable to’ deception although there is
some feellng that this vulnersbility depends on the skill of the
personnel employed in data-processing centers. . If this hunch is
correct, that is, if human experience and judgment are our best pro-
tection against deception in the intelligence game, then there is -
great danger in the trend to automate the intelligence data-
processing function. S
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' (c) The current air defense concept of detect-
ing, tracking, and attacking individusl targets has resulted in
systems that are highly vulnerable to ECM, because they are based.
on the ability:of radars to provide highly accurate tracking data,
and their weapons require such data. In the presence of ECM, the. ..
radars cannot supply such data and the weapons become nearly use-
less. Addition of passive subsystems to the radars will produce
some restoration of detection and tracking capability. However,
~ present information indicates that this capability will not be -
adequate. , .

' (d) On the general question of ECM vulnerability
of command and ‘control systems, we believe that there is a useful
lesson to be learned from our experience with SAGE, the only large-
-scale electronic system we have built and operated to date. The ‘
lesson is very:simple; we must wage electronic warfare right from

the inception of the system. Putting off ECM considerations until
later, on the philosoPhy that "we'll get the system operating eamong
friends first &nd worry about the electronic enemy.later", does not
work. It turne out that a vilnerable system cannot be properly
"fixed" later by the addition of counter-countermeasure (cCM) modi-
fications. Unless the ECM-CCM contest is kept active during the -

- conception and design of the system and its. components, technical
choices will invariably be made which ledad to serious ECM weaknesses,.
and the removal of these weaknessés at later times will require - .
difficult, expensive, and time-consuming revisions.

- The recommendations regardins ECM vulnerability
are as follows: '

' : (h) The defense concept in the U.S. and overseas - .
‘theaters should be re-considered, re-evalusted, end modified.so that. ..
the weapons, delivery systems, and weapon control equipment will per-
form effectively with the expected accuracy and capacity of the

sensors under EGM.

‘ (b) Commend and control system, subsystem,,and
technique designers should be kept continually aware of the effects
of the ECM. threat and required to design appropriate CCM capability
into future systems. Previous research and development experience
indicates that the only relieble way to do this is to meke the design
groups responsive to'a qualified electronic warfare group charged
with responsibility for evaluating the system performance against
the ECM to be expected from a technically competént' enemy. :
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ll 2. 5 Electromagnetic Interference

% : Work in this area consisted of (a) a survey of
the present interference problem and the direction in which it is
going, (b) an examination of the develOpments that led. to this
situation, and (c) a statement of & possible method of alleviating
the problem. . The conclusions drawn from this work are as follows

. : _ (&) The electromagnetic spectrum is becoming
very crowded. Over 500,000 licensed stations involving over
2,000,000 transmitters are. operational in the U.S. in addition to
_the military electronics. The VHF - ‘and lower bands are overcrowded
and the growth is rapidly increasing in*the UHF and microwave bands -

: 'where the USAF is developing and produc1ng very high-powered radars.

: (1) Serious’ interference problems exist today,
end worse ones are yet to come:. Military raders now experience &

- high level of mutual interference Future plans caen be expected to -
increase this problem, not only for redars but also for other military
electronic operations; in addition,.they will lead to problems of
interference with non-government services The introduction of
frequency-diversity radars into the- “fleld will cause television in-’
terference in: Pittsburgh and several other places. "‘In addition,
serious' interference will be. encountered by industrial, public safety,
and land transportation services An’ California, Pennsylvania, and
elsewhere, : - :

= (e) The present spectrum allocation seriously
‘complicates the interference.problem: The frequency spectrum where
high-powered redars are planned.is divided into meny narrow bands,
alternating between. ‘Government and non-Government services. There
seems to be no clear way out of this problem without a drastic re-
vision of the allocation dn certain portions of the spectrum

(d) The ARDC eppliedmresearch program is directed
toward radars in the VLF, LF, and HF bands as well as P, L, S,.C, and
X bands° Clearance to radiate on the low frequenCies is extremely
doubtful since international agreement and authorization will be re-
quired and the interference to communication in these bands would be
very serious. o : : :

- (e) The state" of the art in. measurements has not
kept pace with the réquirement generated by the increases in effective
radiated power of modern redars and the sensitivity of receivers.
off-frequency radiation of emitters ‘and: accéptance characteristics
of receivers can be measured at leyels of about 70 to 80 db down
from the fundamental, but 100 to ‘110 db is- required. Also, elec-.
tronic standards and- spec1fications do not now specify
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(1) Meximm permissible radiated signal
level outside theimormal band - (spillover modula-
tions, harmonics, and spurious signals)

(2) Maximum receiver acceptability for off-
frequency signals using various types of modula-
tion. :

The recommendations regandlng electromagnetic'
interference are as. follows :

: (&) . The interference problem connot be solved .
-within one service and must of necessity involve the three serv1ces,'_
- other ‘government agenc1es, and industry. Theréfore, it is recom- - -
‘mended that the USAF request DOD to establish a technically competent
group to represent the three services and:.

o j R (1) Work’ with FCC, industry, and non=- .
TR o 'military governmental departments to plan a long-
.. range progran for better spectrum assignments.
Particular consideration should be given to
‘clearing pérts of ‘the spectrum where super-high-
- powered radars could be operated effectively with
PN S minimum interference° . '

- (2) Collect data on all electronic ‘equip-
--_ment solve interfererice prediction problems, and
“establish adequate. standards and" specifications

for interference controlso.

(b) ‘The-Aierorce should:

F

(1) Teke immediate action to fund its inter
ference measurements program and to investigete -
and solve, by prevention if possible, the inter-
ference problem associated with the installation

Jof the- frequencyadiversity radars

(2) Require the selection of .a particular
portion of the spectrum for future radar develop-
ment to be fully coordinated with the frequency
control agencies, in order to allow advance plan-

. ning for frequency cléarance and to minimize in-
terference problems

QE LS
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11.2. 6 Nuclear Effects on an Airborne Command Post

) The SAC airborne command (or control) post, pro-
posed to be in a KC-135 aircraft, has been examined for vulnerabllity“;
to nuclear effects in the following areas: communications, airframe,
personnel, and electronic components. The intent has been to provide
quentitative data wherever possible. The conclusionsdrawn are as
follows: ’ ' .

(a) Any line-of-sight or ground-wave communica- '
tions link will- suffer little or no degradation due to nuclear ef-
fects. This conclusion is based upon the 1958 Hardtack series of
tests, and upon . the analysis conducted by GE TEMPO under contract
AF 18(600)-1808. ' .

(b) The airborne commend post is relatively-
invulnerable bécause the radius of vulnerability for rupture of the:
airframe by a 5- to 10-MT burst, colatitude at 40,000 feet, is 6 to"
7 miles, end the vulnerability radius for complete and immediate
incepacitation of the crew (at the 5000 r level) is about 4 to 5
miles. These calculations were based upon '"The Effects of Nuclear -
Weapons" (AEC-1957), and the NOVA study (RAND- 1957) :

‘ (¢) The electronic component of the airborne
_equipment will fail due to irradiation at ranges considerably
shorter than those.in (b) above. Indeed, some components will not
faeil unless irradiated to levels found only in or near the fireball.
These conclusions are based upon reports of the Battelle Memorial
Institute (1959) : '

. Based uponh the above it is recommended that the
airborne comnand or control post be considered for supplementing
other vulnerable links of the command and control processes. It
- 1s recommended that all communications with the airborne command
post be line-of-sight, or line-of-sight to the ground and ground»
-wave to remote ground locations o

fiear ﬂqggﬂgg |
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12. WEAPONS .
Information concerning capabilities, numbers, and deployment
of USAF weapons which probably will be used in the two periods

1960-1965 and 1965-1970 was collected, and command and control
problems posed - by each weapon system 1n thls ant1c1pated arsenal

. were considered.

12 1 Force Structure 1961-1965

The 1nventory, deployment and characteristics of the
strategic, tactical, and defensive weapons of USAF from 1961 thru
1963 have been determined from the official documents available.
The determination of strategic weapons has been extrapolated to a
general estimate, in the absence of " officlal documents, of what
the strategic weapon 1nventory of 1965 can -reasonebly be expected
to be. . . : .

) Table II is a summary of. the total inventory and deploy-
ment of active USAF weapons of FY. 1961 thru FY 1963

. Ex1st1ng and. programmed strategic weapons con51st of the .
B—h? (eXpected to phase -out: of ‘essentially active operational use
by 1965), B-52 and B-58 manned bombers; SM-62 Snark; SM-65 Atlas,
SM-68 Titan, and SM-80 Minuteman ballistic missiles for deployment
in the U.S. and SM-T75 Thor and SM-78 Jupiter for deployment over-

seas. Tactical weapons planred and programmed consist of the F-100, . -

F-104, end F-105 manned fighter-bombers. and the TM-T76 Mace and -
TM-61 ‘Matador- aerodynamlc eruise’ mlssile, all deployed in overseas
theaters. The existing defensive weapons consist primarily of the
F=- 106, F-101, and F-102. manned intex rceptor alrcraft and the IM-99A
and IM-99B and Nike Ajax and’ Hercules -gulded interceptor missiles.
Strategic support units consist of the KC-135 and KC-97 tankers and
C-124 transport aircraft and the RB-47 ‘reconnaissance aircraft.
Tactical support units consist of ithe KB~5@ tanker, RB-66 and RG-101

.reconnalssance aircraft “H-21. he11c0pter, and.’ TB~57 “tow target

By 1965, it is predlcted that the characterlstlcs of the
strategic offenslve arsenal of the United 'States will have undergone
substantial changes. The- Strateglc Alr Command will probably then
contain a total of 1500 to 2000 weapon units 700 ‘to 850 B-52 air-

craft, 100 to. 150 B-58 alrcraft 1500 to 600 KC-135 tenkers, 150 to

200 Atlas ‘missiles, 150 to. 200 titan missiles, 300 to 400 hardened

- and. dlspersed Minuteman missiles; and".100 to 200 mobile Minuteman = °

missiles. With tne exception of .100 to 150 bombers and T5 to 100
tankers, all of SAC's 1965 weapon systems are expected to be located.
in. the U.S.

il mﬁ A@ﬁ’ FED



TABLE II - SUMMARY OF WEAPON AND WEAPON SUPPORT FORCES

DEFENSIVE WEAPONS (USARADCOM)

60 -

14 |

64

~ FY 1961, 1962, 1963
Outside U.S. Within U.S. Total
61 62 63 61 62 63 61 62 63
STRATEGIC WEAPONS . S .
B-58 : o 36 108 108 36 108 .108
B-52 60 60 60 557 632 632 617 692 692
B-47 . 287 287 287 967 T87 632 1254 1074 925
SM-68 Titan | . : 10 4 90 100 kO 90
SM-65 Atlas’ 50 90 120 50 90 120
‘SM-62 . Snark b5 45 k5 L5 L5 . 45
SM-80 Minuteman Co 150 - .. "~ 150
SM-75 Thor , 60 .60 .60 - 60 60"
SM-T78 Jupiter - 45 45 45 . 45 L5 45
"~ Support ‘ . ' . ,
© KC-135 28 28 28 382 L4hk2 522 410 W2 550
KC-97 ‘259 259 259 569 549 469 828 808 728
c-124 114 114 124 o : . 11h 11k
TACTICAL WEAPONS : ' ‘ _ ' E
F-100 568 524 556 450 U450 450 1018 97k 1006 -
F-105 © 168 243 318 72 T2 72 240 315 390
B-57 80 80 80 14+ 1% 1k o9k o4k ok
B-66 6k 64 64 o 64h Gl
™-T6 Mace - 138 a7k ATk 138 a7k aTh
™-61 Matador 80 80 60 80 80 60
Support . a e
RB-47 25 25 25 : 25 25 25 .
KB-50 54 sk 54 4O LO 4O 9k 9k 9L
RF-101 90 90 90 36 36 36 126 126 126
DEFENSIVE WEAPONS (ADC) _
F-106 - . 270 270 252 270 270 252
F-101 324 324 324 324 32k 32U
F-102 - 240 192 218 240 192 218
IM-99A Boma.rc 210 210 210 210 210 210
IM~99B Bamarc 60 60 180 390 420 180 450

480

By mid~1961 USARADCOM's Nike Ajax and Hercules point defense systems
are expected to be completely operational and to con51st of the fol-

lowing:

No. of points to be defended:
No. of batteries:

No. of Missiles:

38; cities 24, SAC 1&.

268: Ajax 147, Hercules 102, combined A & H 19.
6014; Ajex 4512, Hercules 1502.

TEtASSIFIED
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In addition to SAC's weapon capability in 1965, the U.S.
is also expected to have (1) & naval force of 20 to 25 nuclear-
powered submarines, armed with a total of 192 to 320 Polaris missiles .
(16 per submarine), (2) aircraft with thermonuclear capabilities |
assigned to the operating fleets, and (3) some tactical aircraft
and missiles in the European and Pacific inventories.

12.2 Force Structure, 1965 1975

Many people assert strongly that at least untll 1975 there
will be targets that can be successfully attacked only with manned
bombers. ' The phasing-out of bombers will depend on many developments,
1nc1ud1ng ‘military map-meking; intelligence; missile CEP and warheead
_yleld, missile re-action time;. hardening, mobility, and dlsper81on of

. missile installations and aircraft bases; and defense against missiles
and eircraft. ILooking forward from 1960 past 1965, we must: anticipate,
therefore, a mixed force of aircraft with speeds bounded by those of
the B-52 and the B=70, plus missile and satellite weapons. '

,12,2,1 General Har.Arsenal

- : There are no B-U47's: scheduled for Qperation after
1965. Nevertheless, it will be surprising if SAC actually retires
these aircraft; it seems more likely that there will be some hundreds

- still flying well after 1965. There are presently scheduled more
than 650 B-52°'s in 1965. Many of them will be relatively new and
will last long into the 1965 pericd. The -B-T0 may be procured in

- some quantity; if so, deliveries of operational models could begin
by FY 1965, and the numbers of B-52's would probably be reduced. .
There may be nuclear-powered aircraft in the late 1960's. They will .

be slower than B-70's (Mach 0.9), but they will be able to stay air-
borne alert for days. There will be several hundred KC-135's, which
were designed for refueling B-52°s, but since B-70 can fly as slowly
as 500 knots, the KC-135's can be used for refueling B-T70's as well.
There will be a few B=58' There will be a number of air-lsunched
missiles (AIM) to be used from heavy bombers . o

For some time after 1965, the U.S. will have Thor
and Jupiter missiles abroad, and some Atlas's and Titans. in the U.S.
with many Minutemen. It will be feasible to build missiles much
larger than Titen, to carry payloads of 25,000 to 100,000 pounds,
- but &t present it seems more likely that satellite weapons will be
"~ built instead. It would not be realistiec to try to specify cnar—‘
acterlstlcs of military satellites so far in advance. '
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12.2:2 Limited War Arsenal -

. The information available .in the inventory of .
tactical fighters and flghter-bombers goes only through FY 1963,
when there will be over 1000 fighters, F- -100's, F-lOl's, F-104" s,
and F-105's,. stationed in the U.S. and abroad, but it seems highly
probable that there will be at least several hindred of these in
service after’ 1965 We also” expect some hundreds of tactical
missiles which. will be improved versions of those which w1ll be in
service before’ 1965 * A number of’ AIM's are under development but
no new. fighter aircraft. Undoubtedly satellite vehicles and weapons -
will have some usefulness in limited war, but one cannot yet tell
how they will be used. ' VTOL transport vehicles will be used late . ...
in the 1960 decede. : " [

© 12.3 Command and Control Implications

The command and control problems concerning the present
SAC, TAC, and ADC forces have been examined elsewhere in this report.
Nevertheless, it"is worthwhile to state again that, under existing
laws and procedures, the efficacy of SAC as a retaliatory force is
- eritically dependent upon the survival of communicetions from the
President and JCS to SAC headqparters and then to the aircraft and
missiles.

The new weapons ‘being added to the USAF arsenal in the
1960-1965 period probably will influence the design of systems for
commanding and’ controlling them in the following manner:

(a) B—7O The war planning problem will be considerably
more severe, because of the high speed of the aircraft. Much more
-accurate planning will be required for each stage of each mission -
take-off, refueling rendezvous, penetration, and arrival over target.

. (b) “Nuclear-Powered Aircraft: Nuclear-powered aircraft
_will have a sPeed of only about Mach 0.9.. They will not need re-
fueling aloft. . Their outstanding characteristic will be their
ability to remain on airborne slert for days. Hence, the war plan-
ning problem w1ll differ from those of both B-52's and B-70's, but:
‘there is. no apparent reason vhy this problem should be more severe
with nuclear-powered aircraft than with the B-52's. If these nuclear
aircraft are assigned to stations aloft in the polar region, new
means of communication will be needed.

(e) Satellites and Soaring Vehicles: The applications
of satellites and of boost-glide and other soaring vehicles are not
yet sufficiently well understood to permit predicting their charac-
teristics except in the most general way. By 1965, and after, it is
expected that: v -

-
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(1) Our own satellites, aﬁd‘those of other nations,
will exist in large numbersf

(2) Extremely compllcated observ1ng and data-
processing’ systems will be. needed .’ to catalog them.

(3) A worldwide communicatlon system will be needed
to talk with the satellltes, to control: .them, and to re-

-ceive sensing information from them. Some of these

" satellites themselves may become parts of the communica~
_tion system

‘(d) VTOL alrcraft We do not. ant1c1pate that novel -

vehicles other than those for general war will create any new: com-

mand and control problem.
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ADDENDUM A: TUSAF L-SYSTEMS

The USAF is considering eighteen systems that are directly
related in one or more aspects to the operational military forces
of the United States. Fifteen of these systems fall into four
functional groups as follows: ‘

Command

_ Lé5L, SAC Control System
473L, Hq. USAF Command System
4251, NORAD Combat Operations Center System

Intelligence and Warning

4381, Intelligence Data-Handling System

4661, ELINT-COMINT System (EICO)

117L, MIDAS-SAMOS System

4741, Ballistic Missile Early-Warning System (BMEWS)
4961, Space Track System

4131, Distant Early-Warning System (DEW Line)

Control

4161, Continental Aircraft Control and Warning System
(of which the SAGE System is a part)

4121, Theater Air-Weapon Control System

4311, Traffic Control and Landing System (TRACALS)

Supgort
480L, USAF Global Communications Management Project

4331, USAF Weather System
470L, Communication Satellite System

_ Three other systems considered in the Winter Study, but not
in as much detail as those gbove and not included in this addendum
to the Winter Study Report, are as follows:

4231, Communications logistics Net for AMC (COMLOGNET)
OSR-290, Bomb-Alarm System
OSR-62, Atomic-Strike Recording System (ASTREC)

All except the last three systems have been analyzed in
enough detail to arrive at cost estimates that are believed reli-
able enough for determining the general flnanc1al direction in
which the systems seem to be going. The first fifteen systems of
the sbove list are briefly described and a summary of the cost |
analysis performed on each is given. Research, development,-test;
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TABLE 1 SUMMARY OF L-SYSTEM COSTS.
FY 1961 THROUGH 1970
TOTAL COST TOTAL COST
RDT&E (P-600) INITIAL INVESTMENT | TOTAL INITIAL COST ANNUAL OPERATING COST END 7 BY END FY 1965
4651 $ 58,600,000 $ 184,900, 000 $ 243, 500,000 $ 237,000,000 $ 480, 500,000 $ 322,500,000
4731 3,000, 000 31, 532, 000 34, 532,000 1,400, 000 35,932,000 32, 400, 000
a1 9, 500,000 %, 700,000 49,200,000 45,100, 000 94,300,000 58,300,000
381 107,000, 000 176, 400, 000 283, 400, 000 403,300, 000 686, 700,000 310,300, 000
466L 133,000, 000 217, 200, 000 350, 200, 000 352,700, 000 702, 900,000 319, 500, 000
117L 623, 300, 000 488,700, 000 1, 112,000, 000 1, 521, 300, 000 2,639, 300,000 1, 663, 600, 000
474 207, 800, 000 207,800, 000 1, 133, 400, 000 1,341, 200, 000 840, 200,000
4961 251,000, 000 586, 700, 000 843,700, 000 945, 200, 000 1,788, 900, 000 949,000, 000
4120 32, 200, 000 111, 100, 000 143, 300, 000 193, 200, 000 336, 500,000 215,000, 000
1L 54,630, 000 1, 295, 360, 000 1,349,990, 000 1,044, 230, 000 2,394, 220,000 1, 151, 760, 000
a80L 171,900,000 ' 171,900,000 171,900,000 108,900,000
4331 16, 800, 000 240, 200, 000 251,000, 000 112, 400, 000 369, 400,000 283, 800, 000
TOTAL $1, 466, 930, 000 $3, 5719, 592, 000 $5, 046, 522, 000 $ 5,995, 230, 000 $11,041, 752, 000 $6, 255, 260, 000
anL 53,600, 000 53, 600,000 1, 100, 000, 000 1, 153, 600, 000 603,400, 000
416L 99, 600, 000 448, 300, 000 547,900, 000 6, 238,900, 000 6, 786, 800, 000 3, 595, 800,000
TOTAL $1, 566, 530, 000 $4,081, 492,000 $5, 648,022, 000 $13,334, 130, 000 418,982, 152, 000 $10, 454, 460, 000
470L 651, 000, 000 133, 500, 000 784, 500, 000 565,900, 000 1,350, 400, 000 823,900, 000
TOTAL $Z| 217‘ 530‘00'! 34‘ ZMl 992‘[1)0 56‘ 432l 522,000 $13, 900 030|000 $20, 332, 552|000 $11, 278, 360, 000
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and evaluation (RDT&E, P-600) costs.are separated from initial in-
. vestment (primarily P-800, Procurement) which consist of facilities
installation, equipment. and spares, personnel training and travel,
stock and other items, and computer programming. Estimated annual
operating costs are also given where avallable - S

The L-system cost data represents. obllgatlonal authority.
That is, it is not called out year by year in terms of what will
‘be spent in those years, but what money Congress must obligate in
those fiscal years. It is the money that will be'spent; it does
not include money that has been spent on any ny of these systems. be-
fore FY 1961. RDT&E, initial investment, and annual recurring costs
are included for FY 1961 through FY 1965. The annual recurring.
costs only have been stated for FY 1966 through FY 1970, since a.
more or less static capability is assumed after 1965. Only fifteen
of the L-systems that are currently planned are costed, and most im-
portant, except for 416L SAGE and 413L DEW, the costs are incremental
costs only. That is, they are in addition to the current USAF bud-
get. For example, in the 465L SAC Control System, the communication
network will replace the current primary alert and teletype network.
Therefore, zero dollars are costed for communications services of
the L65L system.

: _ Fig. 1 shows the yearly cost of the L-systems, except SAGE
and DEW but including the satellite program for MIDAS and SAMOS.
As shown, the RDT&E costs go from sbout $550 million down to essen-
tially zero in 1966, but the annual operating costs build up rapidly
"to about $1 billion a year in 1965. These are again incremental an-
nual operating costs over and above the present annual operating
costs. Fig. 2 shows the costs of SAGE and DEW, which are total
costs, that is, both incremental and budgeted. Again the initial
. investment falls off rapidly. The annual operating cost is roughly
.$800 million for both systems. The initial investment includes the
-installations themselves, the equipment and spares, personnel train-
ing and travel, and stocks and computer programming. The annual op-
erating cost includes equipment and installation replacement and
" maintenance, pay and allowances, communication services, and com-
puter programming. Table 1 is a summary of the costs of each system.

Fig. 3 shows the FY 1961 funding. Current plans and sched-
ules for the L-systems call for $171 million for RDT&E (P-600) funds
in 1961. Other procurement (P-800) fund needs amount to $490 mil-
lion. SAGE is shown separately,. and DEW costs are not included.

- The current ceilings are represented by the top of the white bars.
It is clear that the plans have to change as of today, if these
ceilings are held. For example, the ceiling of P-600, exclusive
of satellite programs and SAGE, is currently only $58 million as
compared to the indicated needs of $171 million.

\
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Fig. 4t shows the presently planned systems in terms of their
command and organizational responsibilities and their status. With
the exception of the 412L. Theater Air-Weapon Control System, all of
the systems in production are for the support of SAC or NORAD, or
both. The systems currently in research and development are all
intelligence and warning systems, and are all oriented toward the
strategic war problem. There are very few systems being developed

. to support the theater problem, or the limited war problem. It
seems likely that the sixteen systems in Fig. 4 form only a small
part, perhaps not more than half, of what might be required in com-
ing years to support command and control and sensor needs. The sys-

tems.identified in the chart as future requirements are those that
might be needed - a TAC control system, a MATS control system, a
PACAF control system, a USAFE control system, control systems for
each one of the theater CINC's. :
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1. COMMAND SYSTEMS

Three systems are being considered by the USAF that are related
primarily to the function of command, rather than control or sensor.
The SAC 4651, system is being built under a production program that
calls for an initial operational date of mid-1963. The proposed -
473L Hq. USAF system is in the study phase only, and no production
plans have yet been made. Alternative proposals for the 425I, NORAD
COC system are still being studied, and again, no production plans
have been made.

1.1 U465 SAC Control System

The 465I system is being built for SAC both for the on-
line, real-time control of SAC's active forces during exercises and
alerts and to provide the off-line facilities needed for generating
war plans. Although it is understood that significant changes are
being made to it, the official 465L program studied by the Winter
Study Group calls for the facilities shown in Fig. 5. The four cen-
tral sites, one each at Offutt AFB in Nebraska, March AFB in Cali-
fornia, Westover AFB in Massachusetts, and Barksdale AFB in Louisi-
ana, will be interconnected with 2400-bps data lines so that the
information at any one center can be transferred to any other. Each
of the 108 remote communication complexes (RCC's) will be ecc mnected
to the traffic control center (TCC) at each of two central sites.

DD
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The concept of SAC operation for which the'h65L.system,is
being designed, is one of centralized control. At any one time,
only one of the four. central sites will do the on-line job, i.e.,
control of the entire SAC force, such as required,. for example,
during, & real alert. A second computer at a different central site
will be receiving data continuously from the first and will serve-
as a:follower and backup so that it can at any time take over the
function should -the first computer become inoperable. A third com-
puter at a third central site will be used for off-line data proc-
essing, for example, generating war plans or simulating exercises.
The fourth computer at the fourth central site will be on scheduled
maintenance. At any one time, only one central site will be in com-
mand and control of the SAC force. The computers will be switched
automatically to various jobs in accordance with a pre-established
priority and without the knowledge of the system operators.

The 465L system is programmed to become initially opera-
tional in mid-1963. At that time, 75 of the 108 RCC's, one o6f the
military computers, one data display, and four duplexed TCC's are
planned for installation. The other three computers and displays
will not be in and operating. The results of testing and experi-
‘ence with the initial system will determine the configuration of
the system implemented to meet a complete operational date sched--
uled for 1965.

(

Each of the four central sites will contain a traffic con-
trol center (TCC) which will be the communication link between all
the other parts of the U651 configuration, and which consists of a
stored-program computer and switching facilities. Each TCC will be
able to communicate with up to 70 other 4651, facilities, and this
capacity is expandable to 120. A local communication complex con-
sisting of message composers, keyboard inputs, hard-copy printers,
and fault and facility controls is also a part of each TCC. Each
of the four central sites will also contain a military computer,
the AN/FSQ-32V, which is basically a transistorized version of the
SAGE AN/FSQ-7 vacuum-tube computer, a display system consisting of
request panels that are connected directly to the TCC and military
computer, large-screen displays, and hard-copy printers.

A remote communications complex (RCC) will be located at
each of 108 airbasés, both within the continental United States
and overseas, to which SAC manned aircraft are deployed and at SAC
Titan and Minuteman missile bases. Every RCC will be connected to
the TCC at each of two central sites. Every RCC will have a device
for batching messages and will thus control message transmission
and reception. This device, called a concentrator, will also have
a buffer storage and a scanning capability, and it will be able to
generate and check parities. It will be able to accept messages
from the up to 32 input devices, keyboards, and message composers

A-T
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that will also be a part of each RCC. It will operate with up to
32 hard-copy prinout devices that may be high- or low-speed. In
addition to the concentrator and input and output devices, each
RCC will also have an alert panel for receiving alarms from which-
ever of the four central sites is controlling the force; a fault
facilities control for error detection and correction; two crypto
devices, one for encrypting and one for decrypting messages; and

i two modems, one for deta transmission and one for data reception.

In addition to the TCC's located at each of the sites in
the continental United States, the 46SL program calls for a TCC to
be installed in the United Kingdom. The possibility of installing
a TCC at Guam has also been stated. A TCC only would be installed
at either Europe or Guam and not the military computer or the dis-
play facilities as at the central sites in the U.S. The TCC planned

_for the United Kingdom is included in the cost analysis, but not

that being proposed for Guam.
Teble 2 is a summaxry of the complete cost analysis of the

L65L system. The total cost of producing the UES5L system as de-
scribed above is about $129,980,000, which is summarized in Table 3.

TABLE 2 - SUMMARY OF 465L SYSTEM COST ANALYSIS

RESEARCH, DEVELOPMENT, TEST, AND EVALUATION, 1961-1965 : $ 58,600,000
INITIAL INVESTMENT, 1961-1965 - o 184,900,000
TOTAL INITIAL COST A ‘ $243,500,000
ANNUAL OPERATING COSTS, 1961-1965 .. 19,000,000
TOTAL COST, .1961-1965 $322, 500, 000
ANNUAL OPERATING COSTS, 19661970 . | 158, 000, 000

- TOTAL COSTS TO 1970 ' V : $480, 500, 000
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+ 4@ $8,140, 000,

1@ 3,976,000

(TRANSFERRED FROM TEST SO COSTS LESS) ‘

EFFICIENCIES (SAVINGS STATED IN PHASING

AND FUNDING PLANS;
IEC, 6 NOV 59.)

OTHER COSTS
(ENGINEER ING, TRAINING, SPARE
PARTS, ETC.)

MMUN|CAT|ONS COMPLEX:

5@ $372, 000
OTHER PRODUCTION COSTS

MILITARY -COMPUTER:

4@ $7,168,500 - '
" (INCLUDING ENGINEER ING, SPARE
PARTS, ETC.)

DISPLAY:

* 1 SYSTEM @ $3, 278,600 -

3 SYSTEMS @1, 981, 600
OTHER PRODUCTION COSTS

REMOTE COMMUNICATIONS COMPLEX (RCC):

104 @ $243, 000
{THE COST-OF FOUR OTHERS THAT WILL BE
TRANSFERRED FROM TESTING; MAKING A
TOTAL OF 108, IS CONS IDERED PART OF THE
RDT&E COSTS)

START UP COSTS FOR 104

OTHER PRODUCTION

DATA MODEM;

542 UNITS AT VARY ING UNIT COSTS (INCLUDING
OTHER PRODUCTION)

TOTAL PRODUCTION COST

TABLE 3 4B5L SYSTEM PRODUCTION COSTS"

$32, 560, 000
3,976,000, .

(4,200,000

5,491, 000

1,860,000
1, 010, 600

3,278, 600

"7 5,944,800
6,580,600

* 25,355, 000

142,000 -

$25,497, 000
11,217,000

gg g%”m@ gfgﬁ WSR-7  A-9.

$ 37,827,000

2,870,000

28, 674, 000 .

15,804,000

36,714, 000

8,091, 000
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1.2 L473L Hq. USAF Command System

The L473L system has been proposed to provide Hq. USAF with
an automated command post and improved facilities for large-scale

simulation.

The 473L system would receive data from all other USAF

systems, process it, and provide to USAF vwhatever information is

needed for USAF to carry out its assigned missions.

An initial op-

erational capability for the installation in the Pentagon has been

estimated as early 1963.

This capability would require the equip-

“ment more or less as represented in Fig. 6 and would cost, 1t is
believed, roughly $35,000,000 as shown in Table L.

FROM ALL USAF SYSTEMS

v

42 MESSAGE COMPOSERS
42 DATA MODEMS

168 CRYPTO UNITS

TO ALL L-SYSTEMS

| HIGH- SPEED | RANDON- | REMOTE DIS-
OFF-LINE STORAGE ACCESS PLAY FACILITY
FACILITY STORAGE AT JCS CENTER
Il FACILITY
I HIGH- SPEED | HIGH- SPEED 14 MONITORING
STORED STORED- CONSOLES
PROGRAM | _ PROGRAN
conteoL 1 DpiciTAL 17 IGONORAMA
SYSTEM COMPUTER B pispLAYS

“INTERNAL COMMUNICATIONS

i .

1 CLOSED CIRCUIT TV SYSTEN

5 CANERAS 40 TV MONITORS

F16.6 4731, HQ. USAF COMMAND SYSTEN -




TABLE 4 SUMMARY OF PROPOSED 473L SYSTEM COST ANALYSIS l

RESEARCH, DEVELOPMENT, TEST, AND

_ EVALUATION
PERSONNEL TRAINING AND TRAVEL $ 800,000
COMPUTER PROGRAMMING 4,600,000

TOTAL INVESTMENT TO OPERATIONAL DATE

42 MESSAGE COMPOSERS A $ 1,050,000
42 DATA MODEMS o , 3,076, 000
168 CRYPTO UNITS 1,260, 000
1 HIGH-SPEED, STORED-PROGRAM CONTROL - 2,850,000

SYSTEM FOR AUTOMATIC. MESSAGE
RECOGNITION, ROUTING, AND DATA
SELECTION AND PRESENTATION

1 HIGH-SPEED, STORED-PROGRAM, DIGITAL, . . 6,420, 000
CENTRAL COMPUTER ) :

1 HIGH-SPEED, OFF-LINE STORAGE FACILITY 1, 090, 000
FOR EVALUATION AND ANALYS!S ACTIVITIES

. 1 RANDOM-ACCESS STORAGE FACILITY WITH 1, 020, 000

A CAPACITY FOR 20,000,000 CHARACTERS

1 REMOTE DISPLAY FACILITY AT JCS CENTER : 80, 000
AT FORT RITCHIE

14 DISPLAY CONSOLES FOR MONITORING 900, 000

OPERATIONS FROM THE MEZZANINE AND
AIR COUNCIL ROOM

17 [CONORAMA, REAR PROJECTION, MULTI- 3,500, 000
VIEWABLE DISPLAYS .
1 CLOSED-CIRCUIT TV SYSTEM CONSISTING 1, 080, 000

OF 5 HIGH-RESOLUTION CAMERAS, STuDIO
FACILITIES, A CAMERA-CONTROL CONSOLE,
A DISTRIBUTION CENTRAL, AND TV MONITORS
1 HARD-COPY PRINTOUT FACILITY 210, 000
1 MULTIPLE-HEAD, LARGE-CAPACITY, MAGNETIC 120, 000
TAPE STORAGE FACILITY FOR MESSAGE
DATA, VIDEO, AND VOICE RECORDING
INTERNAL COMMUNICATIONS - 1,100, 000

INITIAL SPARES . o 2,376,000

TOTAL INITIAL INVESTMENT

TOTAL INITIAL COST TO OPERATIONAL DATE
ANNUAL OPERATING COSTS ‘TO 1970
TOTAL COST TO 1970

$ 3,000,000

5,400,000 .

$ 8,400,000

26,132,000

" $ 34,532,000

1,400, 000

$ 3,9 00
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1.3 L25I NORAD COC System

The proposed 4251, system calls for replacing the present
manual NORAD combat operations center at Ent AFB, Colorado Springs,
with an automated, hardened facility built into Cheyenne Mountain
near Ent. The system is in the study phase only and one study group
consisting of members of the Winter Study, NORAD, and ARDC has con-
figured one system that could be operational in 1963 and that could
be built for an initial investment of roughly $50,000,000 including
research, development, test, and engineering. This system is func-
tionally represented in Fig. 7 and consists of a deep-underground,
hardened installation equipped with a large-scale data-processing
and display system with the necessary hardened communication lines
and facilities. Table 5 is a summary of the cost analysis of this
system. After the initial operational date, the L25L system as
described above is expected to cost between $7,000,000 and $8,000,000
annuelly to operate.

@ BHEWS
o DEV LINE
GINGHORAD
: COMMAND PARTY
LIASON :
SAC (2) 0COM PLANNING
AL FGC
[ 1
DIRECTOR OF TATICAL INTELLIGENGE GENTER WEATHER CENTER  DIRECTOR OF GOMBAT
OPERATIONS CENTER REPORTING GENTER
g |
BATILE _ | EXERCISE I ] ! STATUS
oL g TACISE DAMAGE GONTROL DAMAGE ASSESSNENT LOGISTIGS St toye
l ) |
IR o WEAPONS 'SUPERVISION

SURVEILLANGE REDEPLOYMENT

FIG.T 425L, NORAD COC SYSTEM
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TABLE 5 SUMMARY OF 425L SYSTEM COST ANALYSIS

RESEARCH, DEVELOPMENT, TEST, AND

ENGINEER ING: .
R&D ON LARGE-BOARD DISPLAY $ 1,000, 000
COMPUTER PROGRAMMING (INCL. 1 1/2 YR, 4, 000, 000
MACHINE RENTAL) ¢
SYSTEM TESTING - 2,150, 000 :

SYSTEM ENGINEERING 2,350,000 $ 9,500, 000

INITIAL INVESTMENT: .
HARDENED FACILITY 20, 000, 000

et

CENTRAL COMPUTER SYSTEM 5,100, 000

INPUT-OUTPUT SYSTEM : 4,000, 000

LARGE-BOARD DISPLAY . 1,000, 000

15 SITUATION DISPLAY CONSOLES 1, 250, 000

50 TABULAR DISPLAY CONSOLES 1, 500, 000 .

CRYPTO FACILITIES 900, 000

SPARES 1,200, 600

TRAINING 2,500, 000

INITIAL COMMUNICATIONS CHARGES 2,250,000
TOTAL INITIAL INVESTMENT - 39,700,000
TOTAL INITIAL COST TO OPERATIONAL DATE $49, 200, 000 -
ANNUAL OPERATING COSTS TO 1976 ’ - 45,100,000
TOTAL COST TO 1970 o _ ‘ $94, 300,000
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2. INTELLIGENCE AND WARNING SYSTEMS

USAF has or is considering seven systems that are related to
gathering, processing, or using intelligence or warning data. Ex-
periments on the 438L Intelligence Data-Handling system-for process-
ing intelligence data are being conducted at SAC headquarters to de-
termine if automation will really help the intelligence analysts and
the intelligence community in connection with warning. The L466L sys-
tem for collecting electromagnetic intelligence data will be added
to existing collection equipment. The SAMOS part of the 117L SAMOS-
MIDAS system will use both photographic and electromagnetic sensing
satellites for collecting intelligence data; the MIDAS part will use
satellites with infra-red detection equipment to detect actual launch-
ings of missiles. The 4LTLI BMEWS system for detecting a mass missile
attack on the U.S. from the north is being installed in Alaska and
Greenland and a third installation somewhere in the U.K. is being
negotiated. An initial capability for the 496L Space Track system
for detecting new satellites and maintaining a catalog of the satel-
lite population is operating at Hanscom Field, Bedford, Mass. The
4131 DEW Line system for detecting manned aircraft coming toward the
U.S. from the north is in various stages; the 57 stations of the
main DEW Line, extending from Cape Lisburne, Alaska, to Cape Dyer
in northeastern Canada, are already operational as are the six sta-
tions of the western extension in the Aleutian Islands; four more
stations will by 1962 extend the DEW Line eastward to Greenland.

2.1 . 438L, Intelligence Data-Handling System

The 438L system, as presently proposed, is intended to fur-
nish the. common intelligence data needed by the intelligence commu-
nity and to provide for the transmission of all the intelligence data
needed by a particular operational command to that command, process-
ing it, and then transmitting intelligence information as necessary
to that command's organization. The conflguratlon of the system
studied by the Winter Study Group includes the central facilities
as represented in Fig. 8. The NORAD, SAC, ATIC, and three AFCIN cen-
ters within the U.S. are proposed to be installed first; the USAFE
and PACAF and other overseas centers as well as the centers for TAC,
air attaches, and an alternate USAF headquarters will come in later.
The centers are proposed to become operational beginning in 1963 with
the last one coming in in 1966. An experiment presently being con-
ducted at SAC is focused on the use of 438L as a warning device. Be-
cause of the sensitive nature of the intelligence function, however,
the details of this experiment are not available. No equipment list
for the U38L system has been available, but a summery of the esti-
mated cost, based on information received primsrily from the ESSPO,
is shown in Table 6. The operating costs have been estimated from
a ]6.ow of $200,000 in 1961 to roughly $63,000,000 per year from
1965 on.
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FIG. 8 438 L, INTELLIGENCE DATA - HANDLING SYSTEM

TABLE 6 SUMMARY OF 438L SYSTEM COST ANALYSIS

RESEARCH, DEVELOPMENT, TEST, AND EVALUATION:

ETS.

AFCIN-3

ENGINEERING $16,000,000

HARDWARE 91,000,000 $107, 000, 000
INITIAL INVESTVENT 176,400,000
TOTAL INITIAL COST $283, 400, 000
TOTAL ANNUAL OPERATING COSTS T0 1970 403,300, 000

TOTAL COST TO 1970 $686, 700, 000




SR Bdaserp

A-16 WSR-7

2.2 L466L, ELINT-COMINT (EICO) System

The 4661, system is being planned as a device for passively
detecting and identifying communication and other electromagnetic
signals. The plans call for netting some equipment that is already
operational in the theaters, together with two kinds of equipment,
to two central intelligence centers in the U.S. through the three
processing centers to be installed in the theaters. Fig. 9 is a
representation of what is known about the planned configuration of
the U66L system. The new detection equipment being planned con-
sists of seven GLR-1 and seven GLR-2 intelligence gathering stations.
A more detailed system description could not be obtained because of
the sensitive nature of the intelligence function. The system is
planned to become fully operational in 1965, more or less as follows:

Two centers in the U.S. by mid-1964;

One theater processing center by mid-1963, one by
mid-1964, and one by mid-1965;

Two GLR-U4 stations by mid-1963, two by mid-1964,
two by mid-1965, and one by mid-1966;

Two GLR-1 stations by mid-1963 and five by mid-196kL.
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The costs of the system have been estimated over the pe-
riod FY 1961 through FY 1970 based on information received pri-
marily from the ESSPO. Table 7 is a summary of the cost analysis.
The annual operating costs are expected to vary from a high of
$98,100,000 in 1962 to $71,300,000 in 1965. By 1970 the total cost
of research, development, test, and evaluation will be about
$133,000,000 and the total initial investment about $217,200,000
Annual operating costs will vary from $59,2OO 000 in 1966 to
$64, 6oo,ooo in 1970.

TABLE 7 SUMMARY OF 466L SYSTEM COST ANALYSIS

RESEARCH, DEVELOPMENT, TEST, AND EVALUATION $133, 000, 000
[NITIAL INVESTMENT, INCL. SPARES, PERSONNEL TRAINING, 217, 200, 000

AND COMPUTER PROGRAMMING -
TOTAL INITIAL COST : : $350, 200, 000
TOTAL ANNUAL OPERATING COSTS ' 352,700, 000
TOTAL COST TO 1970 : _ $102,900, 000

2.3 117L SAMOSL Advanced Reconnaissance Satelllte slstem and
MIDAS, Missile Defense Alarm System

Both the SAMOS and MIDAS programs originated with the Dis-
coverer Program, and will jointly use many ground-based facilities.
SAMOS will be a reconnaissance device for collecting intelligence
data, and MIDAS is being developed for warning of missile launch-
ings. Fig. 10 represents the system configuration of 11TL SAMDS
and MIDAS that is scheduled to become completely operational in
1963. Total initial cost through 1963 including research, develop-
ment, test, and evaluation is estimated at $1,112,000,000. It
should be noted, however, that no production for 117L operation
has been authorized. The program is presently restricted to feas-
ibility demonstrations.

- A-17
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¥ READOUT STATION
1S TRACKING & ACQUISITION STATION NIDAS - 8 SATELLITES IN POLAR ORBIT
sY”  PHOTO PACKET REGOVERY STATION
&  MNISSILE LAUNCHING CENTER

SAMOS—18 SATELLITES IN POLAR ORBIT
(10 PHOTO , 8 FERRET)

| MIDAS OPERATIONS | SATELLITE OPER-
i GENTER ATIONS CENTER

| SAMOS_ OPERATIONS DATA-PROCESSING
CENTER SUBSYSTEM

—>T0 INTELLIGENCE
USERS

FIG.10 11TL, SAMOS-MIDAS SYSTEM

2.3.1 SAMOS

The SAMOS satellites will collect intelligence data
by surveying and mepping photographically enemy territory and by de-
tecting electromagnetic radiations. Ten of the 18 SAMOS satellites
will have the photographic capability and 8, called "ferrets," will
have the electromagnetic capability. The SAMOS satellites will com-
municate with the tracking and acquisition stations in Oregon, Iowa,
and New Hampshire, and the satellite operations center will control
the satellites through these stations. The packets of film ejected
by the photo satellites will be picked up by recovery aircraft that
will operate from Hawaii. All data gathered by SAMOS will be proc-
essed by the Jjoint SAMOS/MIDAS date processing facility that has
been called Subsystem I.

2.3.2 MIDAS

All eight MIDAS satellites being developed are for
sensing actual missile launchings and will have detection equipment
that will scan Soviet launch areas to detect infra-red emanations
from the exhaust of ICBM's that have been launched. Each satellite
will transmit all detections of missile launchings to the nearest
readout station. s ed to the MIDAS operations

NCLASSIFIED
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center and thence directly to NORAD, SAC, and other interested
agencies. The MIDAS satellites will be controlled and monitored
from the joint MIDAS/SAMOS satellite operations center through the
tracking and acquisition statlons, using the joint data—proce551ng
facilities as necessary. :

2.3.3 Costs'

The costs of MIDAS and SAMOS were analyzed together
since so ‘many facilities are common to both. Table 8 is a summery
of the analysis. Estimates of cumulative annual operating costs’
will total about $l 527,300,000 from FY 1963 through FY 1970 with
a low of $47,800,000 in 1963 and a high of $272,500,000 in 196h
Toward the end of the decade, they are expected to level off at
about $176,L400,000 per year.

TABLE 8 SUMMARY OF 117L SYSTEM COST ANALYSIS

RESEARCH, DEVELOPMENT, TEST, AND EVALUATION $623, 300, 000

INITIAL INVESTMENT, INCL. SPARES, PERSONNEL TRAINING,

AND COMPUTER PROGRAMMING 488,700, 000
TOTAL INITIAL COST - $1, 112,000,000
TOTAL ANNUAL OPERATING COSTS- " 1,527,300, 000
TOTAL COST TO 1970 ' o $2,639, 300,000

2.4 L7hL, BMEWS

The Ballistic Missile Early Warning System, 47LL, is being
produced to give 15-minute warning of a mass ICBM attack on the U.S.
from the north. Three sites equipped with detection or tracking
radars, 7090 data-processors, and transmitting equipment will trans-
mit data to the NORAD COC in Colorado Springs. The display informa-
tion will be displayed essentially simultaneously at SAC headquar-
ters at Omaha.
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Fig. 11 represents the
system configuration of the BMEWS
that is scheduled to be opera-
tional on 1 March 1963. Site 1
at Thule, Greenland, will be sup-
ported by the nearby SAC base
there ang will have four AN/FPS-50
detection radars with no tracking
capability. Site 1 and Site 2
will both be operated and main-
tained by RCA, the system man-
ager and prime contractor. Nego-~
tiations for installing Site 3
at Fylingsdale, England, have not
been completed, but the plans for
Site 3 call for three AN/FPS-L49
detection radars that will also FIG. 11 474 L, BMEWS
have a tracking capability. Site
3 will be operated and maintained
by England, but USAF would provide military lisison and RCA tech-
nical representatives. All three BMEWS sites will communicate with
the display processor at NORAD by two 750-bps data links and one
teletype link. In addition, there will be one voice link, two
order links, and two standby links. Dual routing of the dats links
will be by submarine cable, tropospheric scatter radio links, micro-
wave, and commercial facilities.

The entire BMEWS system is scheduled to become operational
on 1 March 1963. Site 1 at Thule will have an initial operational
capability on 1 October 1960 and is scheduled to be completely op-
erational on 1 January 1961. The initial operational date of 1
October 1961 for Site 2 at Clear, Alaska, is hoped to be moved up
to 1 August 1961; the date for complete operation is 1 January 1962.
The schedule for Site 3 in England calls for an initial operation
by 1 January 1963 and complete operation by 1 March 1963.

Table 9 is a summaxy of the cost analysis of BMEWS. An-
nual operating costs will build up from about $69,300,000 in 1961
to a high of $120,200,000 in 1964, where they will remain more or
less constant through 1970.

TABLE 9 SUMMARY OF 474L SYSTEM COST ANALYSIS

RESEARCH, DEVELOPMENT, TEST, AND ENGINEERING (ALL P-600 COSTS
v APPLIED BEFORE
1960) :

INITIAL INVESTMENT $ 207, 800, 000
TOTAL ANNUAL OPERATING COSTS 1, 133, 400, 000
TOTAL COST, 1961-1970 $1, 341, 200, 000

WGLASSIFIED
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2.5 L96L, Spacetrack System

Several configurations for the 496L system have been pro-
posed for peacetime space surveillance and real-time defense warn-
ing. The system configuration studied and costed by the Winter
Study Group consists of 15 sensing sites with both radar and op-
tical (camera) sensing equipment, a hardened processing center at
NORAD, and the necessary communications and other facilities, as
shown in Fig. 12. This system represents a total expenditure by
the end of FY 1965 of about $94t9,000,000 including research, devel-
opment, test, and evaluation, initial investment,and annual operat-
ing costs. This system could become operational in 1966.

£ RADAR STATION PROCESSING
Y OPTICAL TRACKING STATION CENTER

FI6. 12 496L, PROPOSED SPAGE TRACK SYSTEM

There is now a national space surveillance and warning
center at Hanscom Field tha® is run by ARDC. This center is rep-
resented in Fig. 13. It has a number of people and a 709 computer
for processing incoming data that is received from as many as 172
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agencies in the U.S. and 26 in foreign countries. The Navy's East-
West fence radars, one installation in southwest U.S. and the other
in southeast U.S., and the radars in Turkey are presently the only
ones that send information 24 hours every day.

NATIONAL SPAGE
SURVEILLANCE CENTER

FIG. 13 PRESENT NATIONAL SPACE SURVEILLANCE SYSTEM

Table 10 is a summary of the costs of the future configu-
ration that has been studied.

TABLE 10 SUMMARY OF 496L SYSTEM COST ANALYSIS

RESEARCH, DEVELOPMENT, TEST, AND EVALUATION $ 257,000,000

INITIAL INVESTMENT, INCL. SPARES, PERSONNEL TRAINING, 586,700, 000
AND COMPUTER PROGRAMMING

TOTAL INITIAL COST $ 843,700,000

TOTAL ANNUAL OPERATING COSTS 945, 200, 000

TOTAL COST TO 1970 $1, 788,900, 000

2.6 L4131, DEW Line System

The DEW Line is the most nearly fully operational of the
L-systems considered. It is a network of long-range search and
fluttar radars for detecting aircraft approaching Canada and the
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U.S. from the north. The main DEW Line is operational and consists
of 57 radar stations, 6 main, 23 auxiliary, and 28 intermediate,
that extend from Point Barrow across northern Alaska and Canada to
Cape Dyer. The western extension is also operational and consists
of six AN/FPS—19 radar stations in the Aleutian Islands. The gap
in early warning coverage between the western extension and the
main DEW Line is filled by the eight
AN/FPS-20 radar stations of the
Alaskan Air Command. The eastern ex-
tension is being installed and will
consist of four AN/FPS-30 radar sta-
tions and will extend the DEW Line
eastward from Cape Dyer, Canada, to
Greenland. The eastern extension is
scheduled to be operational in 1962.
‘The data gathered by the DEW Line
radars is transmitted to the Alaskan
Air Command, Anchorage, Alaska; the
6hth Air Division, Stewart AFB, New
York, or the RCAF Air Defense Com-
mand, St. Hubert, Quebec; and the
NORAD COC in Colorado Springs. Fig.
14 is a representation of the 413L
DEW Line system configuration. FIG.14 4131, DEW LINE SYSTEM

The stations of the main DEW Line are operated and main-
tained by the Federal Electric Co. under contract to the USAF Air
Defense Command and under the direct supervision of the L460lst
Support Wing (DEW) at Paramus, New Jersey, who will also supervise
the eastern extension, probably with a Danish firm. The stations
of the western extension and those of the Alaskan Air Command are
operated by the Alaskan Air Command.

The cost of the DEW Line between 1961 and 1970 was analyzed,
including the radar stations of the Alaskan Air Commend. In summary,
the initial investment from 1961 through 1963 will be about $53,600,000
and the annual operating costs will be about $110,000,000 per year
through 1970, totaling $549,800,000 by end FY 1965 and $1,100,000,000
by end FY 1960.
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3.  CONTROL SYSTEMS

Three of the systems being considered by USAF fall into the
category of control systems, since their primary purpose is to
guide and control the flights of aircraft. The 416L system which
includes the SAGE System has been designed to defend the continental

U.S., excluding Alaska and Hawaii, against an enemy manned bomber at-

tack by detecting such enemy aircraft, determining their position,
and directing menned interceptor aircraft or guided missiles to them.
The 416L system is already partly operational and should be essen-
tially complete in 1962. The L4121 theater air weapons control sys-
tem is designed to provide a mobile capability similar to that of
L16L in overseas areas of operation. The 431L project is an im-
provement program for the present FAA air traffic control and land-
ing facilities, USAF, TACAN, and other military control facilities,
and for providing air traffic control systems that can be air-lifted
to theater areas whenever contingencies require them. '

3.1 U416L, Continental Aircraft Control and Werning System

The 416L system for the active defense of the United States,

‘excluding Alaska and Hawaii, against a manned bomber attack is al-

ready partly operational and is expected to reach essentially com-
plete operation in 1962. The system that has been studied and

costed is represented in Fig. 15 and consists of only the air de-

fense ground environment (no weapons) as follows:

22 SAGE direction centers
3 SAGE combat centers
4 manual direction centers
7 manual combat centers
140 long-range radar sites in the U.S., 83 of which
are frequency diversity
30 long-range radar sites in Canada
194 gap-filler radars in the U.S.
" 45 gap-filler radars in Canada
3 Texas Towers '
3 airborne long-range radar stations that require
3 squadrons of 10 aircraft each
138 time-division data link sites, 25 with high-power
directional antennas, 80 with low-power omnidirec-
~ tional antennas, 33 with high-power omnidirectional
antennas.
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FIG. 15 416L CONTINENTAL AIRCRAFT CONTROL AND-WARNING SYSTEM
(INCLUDING THE SAGE SYSTEM)

Teble 11 is a summary of the cost analysis of the above
system configuration. Annual operating costs will go from aboyt
$524,400,000 in 1961 to a high of $644,100,000 in 1963 and will
level off to about $638,200,000 from 1965 on. The cumulative
total of operating costs through 1965 is $l,0L7,900,000 and through

1970, $6,238,900,000.

TABLE 11 SUMMARY OF 416L SYSTEM COST ANALYSIS

FY 1961 THROUGH FY 1961 THROUGH

FY 1962 FY 1965

RESEARCH, DEVELOPMENT, TEST, AND EVALUATION  $ 53,900, 000 $ 99, 600, 000

INITIAL INVESTMENT, INCL. SPARES, PERSONNEL 400, 100, 000 448, 300, 000
TRAINING, AND COMPUTER PROGRAMMING

TOTAL $454, 000, 000 $5417, 900, 000
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3.2 L4121, Theater Air-Weapon Control System

The 4121, system is being designed to improve the control
of the offensive and defensive tactical air weapon systems in over-
seas areas of operation. The basic system consists of data-gather-
ing, data-processing and displey, communications, and auxiliary
equipment. Fig. 16 represents the equipment configuration of a
single sector complex of the 4121, system. All of this equipment
is required in a sector control complex, of which there will be
three, and which will normally have three primary radar facilities
(control and reporting center, control and reporting post, and
early-warning reporting post) supplemented by a gap-filler report-
ing post and linked by communications to the command post (air op-
erations center). The plan now is to provide the 4121, system for
thirteen primary radar facilities by 1962. Equipment is programmed
for three fixed sites in Germany and for ten air transportable fa-
cilities (three for USAFE, three for PACAF, and four for TAC).

DEPLOYMENT !

1 FIXED IN GERMANY
FOR USAFE

| MOBILE FOR USAFE
| MOBILE FOR PACAF
| MOBILE FOR TAC

COMMUNICATIONS

POINT TO POINT

TRC-66 TROPO

GRC-56 MICROWAVE
SINGLE-SIDE BAND HF RADIO

SUPPORT FAGILITIES:

HOUSING,ETC.
o
G/A

ez, o
HEIGHT

\]?kqe
HEIGHT

GKA-5

G/A
FINDER DATA RAD FINDER DATA
RADAR LINK RADAR LINK

[ DETEGTOR TRAGKER |

[ oispLAY |- wEAPON DIREGTION |
CONTROL AND ns;onrnnc CENTER

[DISPLAYJ—-IWEAPON DIREGTIOHJ

CONTROL AND REPORTING POST, 72k
) 5 ps- 1
iy | GAP FILLER

TPS- 22
td EARLY WARNING AN/ GPA-13 ! RADAR
RADAR
l DATA .PROCESSING DETEGTOR
DETECTOR I AND DISPLAY TRACKER

TRACKER
REPORTING POST

AIR OPERATIONS GENTER TLQ-8

WLQ-21

PASSIVE DETECTION
DEVICES

FIG. 16 412L THEATER AIR-WEAPON CONTROL SYSTEM, CONFIGURATION
OF EQUIPMENT IN A TYPICAL SINGLE SECTOR OF THE SYSTEM
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Table 12 is a summary of the cost analysis of the system S

as described above, which 'is scheduled- ‘to become ‘operational in
1963.. The annual operating costs will go from a low of $700,000

"in 1961 to & relatively constant $2L, 300,000 from 1963 on. By

1965 the system will have cost a total of $61,700,000 to operate,
and by 1970 the cumulatlve total-will be about $193,200,000.

TABLE 12 SUMMARY OF 412L SYSTEM COST ANALYSIS

RESEARCH, DEVELOPMENT, TEST, AND EVALUATION  ~ $ 32,200,000
INITIAL INVESTMENT, INCL. SPARES, PERSONNEL TRAINING; * 111,100, 000
AND COMPUTER PROGRAMMING = e
TOTAL INITIAL COST o 143, 300, 000
TOTAL ANNUAL OPERATING COSTS o 193, 200, 000
mmwmmmo ;‘ o 336,500,000

3. 3 h3lL Alr Trafflc Approach and Landlng System

The h3lL progect is not really a system, but rather a pro-
gram to modernlze the traffic control and landing systems that the
USAF needs in addition to that provided by the FAA. There are two
primary parts to the L431L project, a program for improving air-
craft control by modifying some 15,000 aircraft and 400 airbases
in the U.S. and overseas that are and will be in the USAF inven-
tory, and a mobile control and guidance system that can be air-
lifted from seven USAFE, seven PACAF and four U.S. bases to the

- theater areas whenever contingencies requiring such support arise.

The total cost including research, development, test, and evalua-
tion, initial investment, and annual operating costs from 1961
through 1970 is estimated to be $2,394,220,000.

The improvement progrem consists of modifying the present
control facilities of FAA and the TACAN end other military facili-
ties of USAF to improve enroute control, approach and departure
control, and control of final approaches and landings. It also
includes the provision of a crash locator and rescue. subsystem con-
sisting of emergency communications equipment for post-crash use.
FAA has the primary responsibility for developlng these fac111t1es,
but USAF will monitor the effort.

The emergency mission support (EMS) system consists of
modifying the present "Four Wheels" system of MATS to make it less
cumbersome (ten C-130's are needed to move a present Four Wheels
fac111ty), easier and quicker to set up, and more efficient. The
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EMS improvements will be made in three steps. Modification 1-A
will be installed and operating in early 1962, 1-B will be installed
and operating in late 1964, and Modification 2, representing the
final configuration, will be installed and operating early in 1970.

Table 13 is & summary of the cost of 431L through 1970.

TABLE 13 SUMMARY OF 431L SYSTEM COST ANALYSIS

RESEARCH{DEVELOPMENT, TEST, AND EVALUATION: ‘
IMPROVEMENT PROGRAM $ 39,180,000
EMERGENCY MISSION SUPPORT 15, 450, 000- $ 54,630,000

INITIAL INVESTMENT:

IMPROVEMENT PROGRAM $1, 168, 430, 000
- EMERGENCY MISSION SUPPORT 126, 930, 000 $1, 295, 360, 000
TOTAL INITIAL COST v $1, 349, 990, 000

ANNUAL OPERATING COSTS Cd
IMPROVEMENT PROGRAM 8,
EMERGENCY MISSION SUPPORT ‘

58
2%

CE

$1, 044, 230, 000

TOTAL COST TO 1970 ' $2, 394, 220, 000




4. SUPPORT sYs'vas

The three L-systems that fall into the general category ‘of sup-
port are the 480L project for standardizing and integrating the com-
munications of USAF; the joint Department of Defense, Department of
Commerce and FAA 433L weather system program for developing and im-
plementing. improved weather observing and forecasting facilities tc
provide for greater safety in flying without duplicating effort;
and the 470L communication satellite system for which only a require-
ment has been stated and no system configuration proposed .

‘4.1 L80L, Global Communications Management Project

The 48OL project is not a system, but rather a program to
standardize and integrate USAF communications facilities. The
stated long-range objective of 480L is to help USAF establish an
integrated, high-speed, world-wide network to handle both digital-
data and voice communications. Switching service and full-time
private lines would be available as appropriate, with the trans-
mission facilities within the U.S. leased from commercial carriers
in most cases. The 480L transmission facilities overseas would be
owned and operated by the military services, but local commercial
circuits would be used for feeders and overflow. Both commercial '
and government facilities would be used for communicating. across
the seas. Switching apparatus would presumably be owned and op-
erated by the military, but within the U.S. might be leased.

The 480L project differs significantly from the other .
L-systems. In the 4BOL project, the ESSPO and contractor are not
charged with implementing any system. Instead, their function is
largely that of a staff engineer group to establish standards, de-
termine circuit requirements, and to make future plans. The way
in which such future communication plans will be implemented, how-
ever, has not been determined. Under existing regulations, any
- command needing communication submits its requirements to Hq. USAF
for approval without consideration of 480L. Presumably, Hq. USAF
would coordinate various requests and grant approval only for con-
struction consistent with 480L concepts. o

To date, a number of important steps have been taken
uhder_h8OL. Engineering standards have been written so that any
communication channel can serve as a link in a world-wide connec-
tion without contributing more than a proper share to the overall
_transmission degradation. Further, with these standards, any com-
munication channel will be compatible with, and capable of being
.connected to, commercial communication networks in the U.S. and
abroad. Another activity in U8BOL has been the study of require-
ments for circuits and the eonfiguration of & communication grid

Vil sSimeD




A-30

WSR-T

for a world-wide network. Based on this study, tentative plans
have been devised which could provide an efficient set of trumk
groups, connecting and feeding main communication centers with

suitable provision for alternate routing. '

Only research, development, test, and evaluation costs
(P-600) can be determined for the UBOL project since it involves
no hardware, no installation, and no responsibility for actual
operation. Initial investment and annual operating costs would
be a part of the costs of the systems for which recommendations
from 480L are implemented. These P-600 costs for L80OL have been

‘estimated as shown in Table 1k for the years FY 1961 through

FY 1970.
TABLE 14 ESTIMATES OF RDT & E COSTS OF 480L PROJECT
CUMULATIVE TOTAL
1961 $28, 200, 000
1962 20,700, 000 48, 900, 000
1963 20, 000, 000 . 68, 900, 000
1964 20, 600, 000 88, 900, 000
1965 20, 000, 000 108, 900, 000
1966 15, 000, 000 123, 900, 000
1967 12, 000, 000 135, 900, 000
1968 12, 000, 000 147, 900, 000
1969 12, 000, 000 159, 900, 000
1970 12, 000, 000 171,900, 000

4.2 L4331, Weather Observing and Forecasting System

The 433L system is a joint Department of Defense, Depart-
ment of Commerce and FAA six-year research and development progream
for modern1z1ng the present aviation weather systems, both civilian
and military, to help attain greater flying safety without duplicat-
ing efforts. The program is directed toward establishing a National
Aviation Weather System and a world-wide weather system. The FAA
is responsible for the meteorological research and development re-
lated to the national system, and the Department of Defense is re-
sponsible for the studies related to the world-wide system that are
peculiar to the air werfare and primarily of military concern.

Fig. 17 is.a representation of the 433L system scheduled to be com-
pletely operational by end FY 1965.
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Teble 15 is a summary of the estimated USAF costs for

the 433L system.

Operating costs of USAF for the 433L system from

1966 on are expected to be roughly $17,200,000 per year.

TABLE 15 SUMMARY OF 433L SYSTEM COST ANALYSIS

RESEARCH, DEVELOPMENT, TEST, AND EVALUATION

INITIAL INVESTMENT
TOTAL INITIAL COST
ANNUAL OPERATING COSTS

TOTAL COST TO 1970

1961-1965
$ 16, 800, 000
240, 200, 000
$257, 000, 000

112, 400, 000

$369, 400, 000
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4.3 L70L, Communication Satellite System

A requirement for a commumication satellite has been stated,

but no approved mission, system description, or operational concept

exists for an actual 2hk-hour global system. The system costed by
the Winter Study Group to provide an order of magnitude of the cost
for such a system is one that is considered likely to meet an opera-
tional requirement. The assumed system would eventually have four
fixed-position satellites at 19,400 miles altitude, spaced to pro-
vide complete global coverage. The system configuration would in-

clude the following facilities:

1 master control station .

3 ground-based relay and tracking stations
3 ground-based relay stations

1 launch site

I satellites with orbit control.

Table 16 is a summary of the cost analysis of this assumed
system which could begin to become operational in 196k.

TABLE 16 SUMMARY OF 470L SYSTEM COST ANALYSIS

RESEARCH, DEVELOPMENT, TEST, AND EVALUATION : $ 651,000,000
INITIAL INVESTMENT ) ' _ 133, 500, 000
TOTAL INITIAL COST $ 784,500, 000
TOTAL ANNUAL OPERATING COSTS 565,900,000

TJOTAL COST T0 1970 ) $1, 350, 400, 000
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TO THE READER:

The Winter Study Group was asked to examine tha technical realism of
the current and pianned USAF command and control systems. Early in the
study, it became evident that a thorough look into the technical aspects of all
the systems would be impossible during the time allotted.

The Winter Study Group did accomplish the noteworthy task of leaving
the USAF wlmﬂmm and control system design and
implementati of thinking about the problem.

Since the whole command and control field was in dire need of central
planning, the Winter Study Group recommended means for managing the

command and control effort which should help to further strengthen and
sharpen the general approach that the USAF had already taken.

4
b/

ON THAYER
Director of the Winter Study
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FOREWORD FOR INDUSTRY

This condensation of the Winter Study Group's Report is published for
the purpose of acquainting both industrial and military organizations with the

‘highlights of that report, its general scope, and major recommendations.

The contents of this document represent the opinions of the Winter

Study Group and not the USAF.

The industrial reader will be primarily interested in those parts of
this condensation that show where emphasis is required in various technical

areas that are basic to the design of future Command and Control Systems.

The Winter Study Group basic recommendations on management were,
in essence, implemented in April 1960 with the establishment of the Air
Research and Development Command's Command and Control Division
(AFCCDD) and the.Air Materiel Command's Electronic Systems Center
(ESC). The establishment of those organizations plus their co-location with
other military and industrial organizational elements, on or near Hanscom
Field, Mass., provides the centralization essential to the efficient manage-
ment for the development and procurement of Command and Control Systems.
These geographically co-located groups are frequently referred to collec-

tively as the Hanscom Complex. *

The Winter Study Group discussions relating to national policy (not
necessarily USAF policy) and/or strategy are of academic interest to Indus-

try and of more direct interest to those in the Government who formulate the

*Hanscom Complex definition on p. 32.
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official positions on such matters. Approved Air Force policy and strategy
are, of course, reflected to Industry through system study requirements,
system specifications, and other related documents that describe those

Command and Control Systems for which there are validated requirements.

This does not purport to be a true abstract of the Winter Study Group
report. It is rather a condensation of essential material --almost a shopping
list of facts taken from the original text -- combined with necessary additions
clarifying certain USAF policies.

March 31, 1961
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THE CHALLENGE OF COMMAND AND CONTROL

Military forces during the past fifteen years have been radically reshaped
by exploding weapon technology. Range, speed, firepower -~ all have been
increased by many orders of magnitude. No one in the world has had actual
combat experience in employment of such forces. Hence, the commander's
"mind's eye view' of the war he must bc prepared to fight is rather abstract -

blipe and patterns on display scopes - rather than concrete mental images.

Likewise, range. speed, and firepower have drastically reduced the time
available to the commandecr in which to make decisions. At the same time, they
make the « 'nsequences of his decisions more and more far-reaching and
irretrievable. His decisions must be good ones the first time. There will be

little opportunity to "fall back and re-group."

Fortunately, the same technology which has created these problems for
the commander carries within it the sceds for their solution During the
time that range, speed aud {irepower of weapons have increased, the technical
means of gathering, proces.sing. storing, and displaying data have likewise

reached hitherto undreamed of lcvels of effectiveness and sophistication.

The purpose of command and control systems, then, is to harness the
new capabilities in such fields as clectronic reconnaissance and warning, com-
munications, computing, data processing, and display in ways calculated to
serve best the needs of the individual commandor, the force as a whole, and,

ultimately, the needs and aims of the nation.

Command and control systems, properly designed and utilized, can

increasg the time available to the commander to weigh conflicting factors
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and arrive at sound decisions. They accomplish this by decreasing the time
required to accumulate, process, and display the data on which sound

decislons must be based.

In effect, they serve to free the commander from the shackles which
weapons technology has imposed upon him. They allow him to use the precious
minutes available to him to decide hew hest to use his force. They give the

commander time in which to excrcise the art of command. Indeed, it is quite

possible that the possession of this capability may well spell the margin of

victory, or defeat, in a thermonuclear war.

Historically, the technology of command and control systems has tended
to lag behind the development of the weapon systems they are designed to

complement.

The United States Air Force, faced with the responsibility for operating
increasingly sophisticated weapon systems, carly recognized that history must
not be allowed to repeat itself and that there was a need for equally rapid
development of sophisticated command and control systems. Requirements
were generated, research and development projects undertaken, contracts let,
and, in many cases, production begun. These are the so-called "L"

systems, to which reference is frequently made.

As time went on the requirements for L-systems began to burgeon.
Operational, technological, and economic factors dictated a second look to
insure that the parts added up to a sensible whole, to eliminate redundancy, to
insure compatibility within and among systems, to take full advantage of the
growth potential indicated by the state of the art and required by on-coming

weapon systems and changing force structures.

It was with this in mind that, in the {all of 1959, Headquarters, Air

Research and Development Command directed the establishment of an ad hoc




_organization, known as the Winter Study Group. It was composed of 139
technical people drawn from military, government, and contractor sources.
The group gathered at the Bedford, Massachusetts facility of The MITRE
Corporation to work for six months under the direction of Mr. Gordon N.
Thayer, Vice President of the American Telephone and Telegraph Cox;npany.
(An organization chart and roster of panel members appear on page 30.)
At the same time a Scientific Guidance Group was set up under the aegis
of the Secretary of the Air Force to furnish advice and guidance to the
Winter Study Group. Chairman of the Scientific Guidance Group was Dr. A. G.
Hill of the Massachusetts Institute of Technology. (The members of the
group are listed on page 31.)

The Scientific Guidance Group was asked to guide the Winter Study Group to:

""...examine critically and objectively from a technical viewpoint the
existing and planned complex of command and control systems,
examine for technical realism the needs and objectives of the
individual elements, and study the problems associated with the
integration of the various systems."
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GENERAL_ FINDINGS

The output of the Winter Study Group has been:

First, a conceptual framework within which the whole subject of

command and control can be better understood and more fruitfully discussed.

Second, it has commented on fifteen of the eighteen planned and proposed

L-systems. These comments are not included here.

Third, it has considered the state of the art in command and control
system components and has suggested some needed research and development

programs.

Finally, its most important recommendations refer to system manage-

ment rather than to engineering details of present systems.

Effect of Strategic Choices

Strategic choices have a critical effect on the design of a command and
control system. A specific long-term strategic choice which has a prime
influence on the nature of command and control systems is the balance

between first strike and second strike capability.

A policy which includes selective hardening of the Command and
Control fu. ilities would provide the greatest survivability and thus provide
the greatest possible capability to enhance the reconstitution phase of a
general war. Therefore, sarvivability should be emphasized in all phases of

planning in the Command and Control area.
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A pecond strike capability, however, would place greater emphasis on

survival of the force and a basic command and control capability. This would

provide for a controlled reaction based on longer consideration of the situation.

The implication of this strategic choice on control and sensor system re-
quirements is obvious. A first strike capability places stringent requirements

on sensor systems, which are relatively high priced compared to command systems.

In the short term, the nature of the command and control systems
should not restrict the manner in which the available forces can be used any

more than they are restricted by their own characteristics.

Long term strategic decisions can directly influence the nature of

the command and control system.

With respect to the L-systems, it is concluded that too little emphasis
has been placed on the problem of surviving an attack, controlling our

reaction, and exercising the post-attack operation.

Survival of High Command

In general war one cannot expect most of the peacetime functions to
survive. The peacetime functions should be differentiated from the wartime
functions. The wartime functions must be hardened and duplicated to the extent
that any attack sufficient to destroy the high command functions would also be
heavy enough to justify uncontrolled retaliation with the surviving force. By use
of mobile command centers, central control must be retained even if stationary
command centers are destroyed. Plans should be made to exercise the transfer

of command from center to center.

Command Systems

Operational command is concerned with planning and directing forces in
being. Command systems should be completely coupled to the military




THE L.SYSTEMS - OR SPOs

(USAF assigns suflix lotters L through Z to system numbers to connote luppol"l systems.)

4121 — AIR WEAPONS CONTROL SYSTEM
An oversea theater tactical air weapons control and warning system.

413L - EXTENSION OF DEWLINE
A distant early warning system for detecting hostile air-breathing threats approaching the North
American Continent from the north.

416L -~ SAGE AIR DEFENSE SYSTEM
A semi-automatic area air weapons control and warning system for detecting, identifying, tracking,
and providing interceptor-weapon direction against air-breathing threats to the United States and
Canada.

425L — NORAD COMBAT OPERATIONS CENTER
A system which collects, processes, and displays data to assist the Commander in Chief, North
American Air Defense Command (NORAD) in commanding and conttolling his forces.

431L ~ TRAFFIC CONTROL AND LANDING SYSTEMS
A program to satisfy Air Force traffic control requirements by working with the Federal Aviation
Agency (FAA) and development of equipment peculiar to Air Force needs.

4331 - WEATHER OBSERVATION AND FORECASTING SYSTEM
A global semi-automatic electronic system for obsetving, forecasting, and handling weather in-
formation. It is being developed in conjunction with FAA and the U.S. Weather Burean.

438L - INTELLIGENCE DATA-HANDLING SYSTEM
A system for high-speed processing of worldwide intelligence data.

465l — STRATEGIC AIR COMMAND AND CONTROL SYSTEM
A system which collects, processes, and displays data to assist the Commander in Chief,
Strategic Air Comman4 (SAC) in commanding and controlling his forces.

466L - ELECTROMAGNETIC INTELLIGENCE SYSTEM
A worldwide system for collecting intelligence by electromagnetic means and processing for
transmission to users.

473L —~ AIR FORCE CONTROL SYSTEM
A data processing and display system to assist Headquartees USAF in making command decisions.
474L - BALLISTIC MISSILE EARLY WARNING SYSTEM
A system to provide eatly warning of a mass ICBM attack on the North American Contineat from
the north.
480L - AIR COMMUNICATIONS SYSTEM

A system to assure inter- and intra-system communications services to support global Air Force
operations.

496l — SPACE TRACK .
A system for detecting, tracking, identifying, and cataloging orbiting objects.

In addition to the above L-systems, all of which are developed under the -
ARDC's Command and Control Development Division at Hanscom Field, Bedford
Mass., the Winter Study Group considered the following, which are under the
management of ARDC's Ballistic Missile Division, Inglewood, California.

117L - MIDAS, satellite system for detecting and giving an alarm on infra-red
emanations from the exhaust of launched missiles, and SAMOS, satellite
system for gathering photographic and electromagnetic intelligence data.

470L - Communication Satellite System with a requircment for a 24-hour global
capability hasn't yet been approved as to mission, system description,
or operational concept.




organization and only loosely coupled to the rapidly changing weapons systems.
They should provide continuity and stability to the command organizations and

assist it in adapting to the changing environment in which it should operate.

Command systems are relatively less costly than control and sensor

systems and are less sensitive to technological changes.

The Winter Study Group emphasizes the following concepts for

application to command systems:

The military' is responsible for exercising command; this function

should not be delegated inadvertently to engineers or machines.

Operational command is a single, continuing management problem.
Whereas forces and functions phase in and out year by year, the command

function must grow continuously under direction of the command.

Operational command must be adaptable to uncertainties in threat,
policy and technology. It must respond to these major contingencies in

weeks and months, not years.

Within a command, there is a severe need for effective communi-
cating among intelligence, operations, material, and plans functions as

they relate to the total operational command role.

The need for improved communication and information handling to
strengthen operational command is predominantly for pre-combat 'capa-
bility. This is the essence of the forces-in-being concept. Peacetime
operational command generates and exercises the simpler plans and

procedures that are required for combat.

Commands must develop a stronger linguistic framework as an aid
to rapid, succinct consideration of their problems and capability and

coordination of these with higher and adjacent commands.




Communications and coordination between commands and with JC8
command must be expanded to include more joint planning and exercising

during the pre-combat phase.

In order to strengthen operational command, three approaches must be

pursued together:

(a) An increasing use of automated communications, data processing and
display can help. This capability is required primarily in peacetime; it should
be provided early and in gradual steps as increments become available. Present

plans for command L-systems are often too long-range and too ambitious.

(b) The commands require much more on-going technical assistance not
only to aid them with appropriate automation but equally to strengthen the
analysis, planning, exercising and evaluation which are needed as more complex

systems become part of the force structure.

(c) Finally, the lines of operational command must be clarified and
strengthened, a stronger service-independent JCS command center must be
evolved, and guiding operational concepts and standards for all command

centers must be developed.

The following principles should be observed in applying automation to

command headquarters:

(a) Each command should apply automated communications and data-
processing in modest, successive phases so that capability and understanding
can be built on previous command experience. Initial use of automated capa-

bility in any phase should leave considerable spare capacity for growth and change.

(b) During all phases of adding automation, a commander's or "capping"
systerﬁ is required which acts as a "staff" cutting across the organizational lines
of operations, intelligence, materiel and plans wherever these functions

support operational command. This planned growth of automation in a command




should be directed toward the building up of a data-base or command model. The
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data base would be stored in the command's computing machines and would repre-
sent all the data, procedures, plans, and experience pertinent to the operational

command function.

(¢) The command organization should participate in the design of auto-
mated procedures and models as part of their command job. Many steps could
be taken today with available techniques to Increase this participation; require-

ments for command L-systems have not- included this capability.

(d) Design of command systems should include capabilities for the
discussion and evaluation of performance and the development of 2 command
language. Presently planned L-systems usually include a greatly improved
capability for performing known tasks, not a capability for considering how

important tasks are and .iow well they are being performed.

(e) One of the major factors which caused delay of the L-system program
and then the establishment of the Winter Study Group was a stated need for
more "integration' hetween the L-systems. It is important to distinguish

between functional and technical integration. In the latter, the emphasis is on

such needs as use of standard equipments and programming languages, or
sharing of a single facility for several tasks (such as common communication
Bystems for several users). In the case of functional integration, the stress is

on clear and effective and realistic allocation of roles to commands, close

coordination within commands and between commands in planninz and support,

and effective higher command of subordinate commands.

Adequate functional integration at this time is much more important than
technical integration. A strong requirement for early technical integration is
technically both infeasible and undesirable; undue cemphasis on technical inte-

gration threatens early necded strengthening of operational command capability ,
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at individual commands. Stronger functional integration will gradually result
only as individual commands and JCS command are strengthened under the broad

guidance of overall functional and technical plans.

Control and Sensor Systems

The cost, complexity and lead times of control and sensor systems are
highly sensitive to strategic and tactical doctrines, operational parameters
(respense time, mobility, survivability) and to vehicle and sensing element
characteristics. Compared to command systems, their cost is relatively
high. They are more dependent on the state of the art. They are not normally

evolutionary in nature and have little post-operational grosvth.

The design and implementation of these systems should apply the
following concepts:

System analysis based on a foundation of broader mission and
command analysis must be performed to bridge the gap between broad
goals and detailed design and implementation. This system analysis
must include adequate time/cost/effectiveness studies and must be a
part of on-going technical assistance to using commands in plannihg,

exercising, and evaluating.

Research and development programs with long-range goals which
are tied to a broad base of strategic objectives are needed. These
programs should have as an objective the development of component
subsystems applicable to a mobilization base which cau be used to
assemble systems in accord with the stratcgic objectives of the time.
This approach offers the only hope of reducing lead time and slowing the
obsolescence of systems needed for changing strategic situations.
Alternative approaches must nol be ruled out on the basis that they do

not fit today's strategic objcctives.
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Directed assignment of a control or sensor system to a single
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operational command should be made as soon as possible for any system
which is necessary to the operational ¢eommand function and which will be

used by more than one command.

On-going, operationally oriented studies must be performed to
formulate and determine: (a) strategic and tactical doctrines and situa-
tions under which these classes of systems will be used: (b) realistic
reliability and survivability requirements which distinguish between
peacetime and wartime needs and allow for the peacetime exercising of

these systems under both of these conditions.

Adequate functional integration of control and sensor systems within
a command and between commands must be emphasized even more than

technical integration. This emphasis must be placed in three areas:

(a) Development of a communication language of increasing abstraction
from the sensing elements themselves back to the command is neces-
sary in order that data from many systems can be processed and

correlated at the command.

(b) Communications from a command to its sensing elements must be
provided which are able to implement a method to dynamically control
the operation of the sensors from the command in accord with the
existing operational situation. Resources must be capable of rapid
commitment to test hypotheses and to obtain more information on a
particular situation seen at the command headquarters. This is

especially true in the intelligence area.

{c) The design and implementation of the sensing vehicles, such as
satellites and ground-based data gatherers, and their associated com-

munications systems, must be done in a context which considers




the functional integration of these elements with the data processing
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facilities and procedures of a command which is to use the data

from these systems.

General Conclusion

The Winter Study Group believes that automated command and control
systems can contribute in a major way to the effectiveness of the military.
To avoid the pitfalls of a compartmentalized approach, the group believes
that a central agency, technically skilled and operationally oriented, is
required to aid the USAF in the planning, design and implementation of
these systems on a continuing basis. This group must be guided by USAF
command and staff people and must have day-to-day access. to the opera-
tions they seek to improve. The Winter Study Group believes that only in

this way can a sound comprehensive plan for the L-systems be formulated.



13

MANAGEMENT RECOMMENDATIONS

The Winter Study Group wns asked to examine the proposed and planned
L-systems to determine whether they were realistic and technically sound. In
the course of this examination and in their reports, the panels commented on
various aspects of the management of the current L-systems and made sugges-
tions about what should or could be done in the future to improve the process of
generating and managing command and control systems. In the main, the panels
found that the L-systems were heing managed separately and that taken together,
there did not appear to be a consistent set of operational objectives, agreed
upon strategic and tactical plans, or a set of standards and general plans for
the orderly introduction of command and control systems into command. The
following, then, is a management concept consistent with these observations

which appear throughout the Winter Study Report:

(a) Concentrate the responsibility and authority for making command and

control system engineering decisions at an appropriate geographical location,
and staff that complex with the appropriate mix, quality, and number of experts

in operations, cost, equipment, systems production, and installation.

(1) Those parts of the operational commands' headquarters staff
at the complex (SAC, TAC, NORAD, ADC, Hq. USAF, theater commands)
that are concerned with design of the future command and control systems
for the commands should have the confidence of and be attached to the

highest level of the commands.

(2) Hq. USAF should use the information generated by the organ-
ization at the complex to supplement its own work on command and

control matters.
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(3) The concentration of this authority and responsibility should be
gradual, geared to the build-up of capability of the complex.

(4) The command and control decision-making process should be

focused around the decision to buy operational systems for the commands.

(5) The level of competence at the complex should be great enough
to maintain the confidence and respect of this military, industrial, and

scientific community.

(6) This group should be responsible for establishing concepts, con-
figuration, and program control to minimize duplication and to insure a
single, compatible, aerospace control environment for all command and
control systems, including those closely associated with weapon or

sensor systems.

(b) They should establish at the complex a central planning activity

that will treat the whole command and control problem in its operational

equipment, time, and cost context to develop the concepts that will guide

the decision-makers.

(1) The planning activity must cover the objectives, expected
performance schedules, and costs of the total force structure, or at
least the USAF force structure, and develop a methodology for estimating

performance, schedules, and costs of proposed systems.

(2) It must develop methods for integrating weapon systems

and command and control systems.

(3) It must understand the objectives of the individual commands and
develop measures of the effectiveness and cost of the systems and com-

mands need.



(4) It must establish the general principles (policies and standards)
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concerned with the development of command and control system compo-

nents (people, displays, computer programs, comrnunications, etc.)

(5) It must develop the guidance for concepts which guide the design,

development, and implementation of command and control facilities.

(c) Establish a development activity for command and control systems

that will be a focus for the development of command and control operational

techniques, equipment standards, maintenance procedures, etc.

(1) The development people should be competent in the fields of
specialty required in the command and control system area — operations,
human factors. computers, and computer programming, communications,
displays and scnsor equipment This competence should be great enough

to command the respect of jindustrial technical personnel.

(2) Enough of the actual operational experiments, component tests,
etc., should be done at this activity to maintain the competence of its

personnel and to estahlish it as the leader in the field.

(3) Operational experiments performed at other places must
receive their technical direction from the complex when the technical
competence eventually exists. Operational experiments that are incre-
mental changes to present operational command capability should be
distinguished from those that result from major changes in con.mand
force, or sensor structure, or command organizational changes.
Incremental changes should be guided by the operating elements of the
command which needs it, acting through the complex. Major changes
and those incremental changes requiring Hq. USAF approval should be
guided by the planning elements of the command or Hq. USAF.
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(4) The development activity should be responsible for guiding the
development of a generally useful line of components, {.e., computers,
communications, sensors, programming techniques, etc., for command
and control systems. This development should not all be directly related
to particular L-systems. A substantial portion of this work should be

funded separately from system contracts.

(d) The operating command (or Hq. USAF) is a customer for command

and control systems. It is also one of the principal system designers. The

operational commander is responsible for the design of command and control

systems in the same sense that he is responsible for the design of his organi-

zation. The operating command should be provided consultant help on the cost/

time/effectiveness of alternative systems, in estimating and stating require-

ments, and in performing operational experiments, etc.

(1) The system which a commander uses to command and control
his force is an organization of people, computer files, communication
gear, rules of informatior. flow, etc. The L-systems are pieces of this
system and should not be considered outside its framework by the
managers or technical directors of the program. Thus the equipment

should not be thought of as separate from the command organization.

(2) The operational commander must consider the design of the
command and control systems he uses four or five years in the future
in its proper environment, as determined by the command organization,
the weapons available, and the threat. He should not confuse today's
problems with tomorrow's. He should separate these things both in his

thinking and in the way he organizes his staff.

(3) Predictions of requirements for command and control systems

will be continually modified due to changes in threat, force structure,
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organization, etc. The management organization for the L-systems

must treat this as the norm rather than as an exception to the norm.

(4) The commands should receive consulting help from a compe-
tent sustaining staff on current operational systems as well as future
systems. This help should consider the operations/technical/time/cost
problems of the command, and the phasing between the present system
and the future systems should be coordinated within the complex.
Mission evaluation and test criteria should be started early to act as

guide-lines for the system design.

(5) Exercising and training requirements should be planned along

with the system.

(e) Plans that cover the need, objective, general system design, and
employment of a command and control system and that are based on the proper
cost/time/effectiveness studies and experiments should be produced before

contracts are let and should be used as the basis of the work statements for

the contractors.

(1) The preparation of these plans requires a system design hased on
the proper level of functional analysis, a schedule estimate based upon
requirements, and an analysis and determination of the system's cost.

An appropriate methodology must be established for performing all

these tasks.

(2) The preparation of these plans may require various study

contracts, experimental investigation, etc.

(3) Standards and general policies should be developed as guide-

lines for the preparation of these plans.

(4) The preparation of these plans should include the proper

participation of the operational, logistics, and development personnel.
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HIGHLIGHTS - RESEARCH AND DEVELOPMENT OBJECTIVES

. SENSING EQUIPMENT

Cate must be taken to insure that the level of current activity is, and witl remain, appropriate to the increased
demands made on sensing equipment by the changing nature of the threat — from alr-breathing to missile and
satellite weapons. Increased activity would appear to be in order in the following areas:

* Electromagnetic Propagation

* Electromagnetic Target Characteristics

* Radar Transmitters, Modulators and Tubes

* Radar Antennas

* Radar ECM Vulnerability Reduction

* Advanced Radar Concepts

* Optical Sensors

* Vehicle Stabilization

. COMMUNICATIONS

While considerable work in this field is curtently in progress, additional effort should be made in the following

areas:

* Reduction of delays incutred through intrusion of the human element into communication network.

* Survivable low-volume supplementary systems that ate reasonably invulnerable to cold-war barassment and
thermonuclear attack.

* Flexible, economical circuit and message switching apparatus.

* Methods to protect message security in networks that carry both high-security and unclassified traffic.

* Techniques for policing and control of communication priority.

* Standards for communication appatatus that will permit a network to become operational without inhibiting
application of advances in the state of the art,

COMPUTING

The stai: of the art in computers is advancing so rapidly that additional emphasis is needed to insure:

* Achlevement of modularity and the flexible interconnecting devices so that additional computer capacity can
be built into existing L-systems. .

* Machine organizations to permit discovery and use of complex data relationships.

* A theory to relate machine cheracteristics to data processing requirements.

DATA PROCESSING

The area of processing ptocedures is virtually unexplored. A high level of research and development effort

must be started and continued in:

* Higher-order programming language.

* Utility support programs,

* Tools fot program testing.

* Methods of understanding and communicating program organization.

* Procedures for automatic indexing, file interrogation, and information correlation.

* Operational translator programs.

* Techniques for modeling and simulation of subsystems and complete systems.

* Application of modeling and simulation to design analysis, program testing, and system testing and eveluation.

¢ Use of lincar programming, dynamic programming, game theory, general decision theory, and Moate Catlo methods
for war gaming allocation of resources, etc.

* Role and relationships between men and computer program complex, and .

* The effect of a highly automated data-processing environment on human organization sad decision making.

HUMAN FACTORS AND DISPLAY

Little emphasis has been given to human factors in large, highly automated command, coatrol, and sensor systems.

A considerable effort should be given to tesearch and development in the foliowing human factor sreas:

* Effect of change on total performance.

* Human communication in networks.

* Human intervention.

* Level of data abstractions,

* User participation in the design and implementation of automatic data-processing procedures.
* Effect of stress,

COMMAND: SYSTEMS

Accelerated research and development is required in command systems in four major areas:

* Basic work to develop the theoretical foundations of information processing.

* Development of standards for tying together of components and modulatity in design so that command systems
can be expanded and improved without disrupting operaticns.

* Methods of conducting operational experiments in an operational environment.
* Development of a command center technology.
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RESEARCH_AND DEVELOPMENT OBJECTIVES

SENSING_EQUIPMENT

At present, the numerous facets of the sensing equipment field seem to
be receiving the majority of the funds expended by USAF for L-system com-
ponent research and development. The Winter Study Group believes, however,
that the following aspects should be re-examined by USAF to insure that the
level of current activity I8, and will remain, appropriate to the increased
demands being made on sensors as a rcsult of the rapidly changing nature of

the threat--i.e., from air-breathing to missile-satellite weapons.

(a) Electromaguetic Propagation; In relation to radar surveillance and
tracking, a contimuing require.nent exists for information on the effect, over
a wide range of frequencies, of aurora, Faraday rotation, galactic noise,

atmospheric fluctuations, nuclear detonations, and artificial jonjzation.

(b) Electromagnetic Target Characteristics: Although large amounts of

money are being spent for air-target reflection studies, some additional de-
velopment may be needed in polarization matrices for target discrimination,
interaction of electromagnetic energy with plasma, relative contribution of
vehicle areas to target reflectivity, and bistatic reflection of widely separated
frequencies. More data is needed over the whole range of the electromagnetio
spectrum on the specific radiation and reflection characteristics of nose cone

and booster plumes.

(c) Radar Transmittors, Modulators, and Tubes; Notable developments

in these components are prescntly in progress, but achievement of the high




powers and large bandwidths that are necessary characteristics of modern
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radars remains difficult. The efficient coupling of rf structures is not
readily obtained; increased attenuation of spurious signals fs needed to re-
duce interference. The generation of high power at millimeter wavelengths is
a complex problem. Consequently, research and development programs
should be encouraged to provide new and more reliable techniques for over-

coming these problems.

(d) Radar Antennas: Because of the potential advantages offered by

phased arrays with respect to rapid scanning, control of beam, and power-
handling ability, further effort should be devoted to 1) understanding theoreti-
cal properties of such arrays, 2) developing more stable components, 3)
designing automatic controls for beam positioning and scanning, and 4) opera-
tional testing of representative prototypes. Also, considerably greater em-
phasis is needed on research and development programs for antennas that

can better withstand the effects of nuclear blasts.

(e) Radar ECM Vulnerability Reduction: Despite the recent advances in

this area, which offers grounds for increasing optimism over the perform-
ance of surveillance radars in the face of ECM, a continuing research and
development program will be needed if USAF is to maintain the dynamic anti-

jamming capability necessary to anticipate extensions in the countermeasures

art.

(f) Advanced Radar Concepts: Advanced radar concepts should continue

to receive vigorous research and development support. Before undertaking
costly programs, however, unconventional radar techniques that impose
severe requirements on the basic components or on data-processing methods
should be carefully analyzed to determine their technical feasibility and oper-
ational utility.




(8) Optical Sensors: Susceptibility ol. oplicul systems to resolution
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deterioration because of thermal and mechanical effects presently places a
significant limitation on optical and infra-red sensors. A research and de-

velopment program to overcome these difficulties {8 recommended.

(h) Yehicle Stabilization: Vehicle-borne sensors are sensitive to the

stabilization of the vehicle, and positional accuracy of targets is dependent
upon this stability. In spite of recent advances, deficiencies in satellite sta-
bilization still impose serious limitations on the sensors being carried. An
accelerated program {s needed to develop and test reliable techniques for

precisely stabilizing the attitude of orbiting satellites,

COMMUNICATIONS

Considerable research and development work in the field of communi-
cations for L-systems ig already in process. The Winter Study Group con-
siders, however,that some additional effort should be expended to obtain as

soon as possible;

(a) devices for reducing existing 'non-electrical" communication times,
e.g., the delays in the flow ol a message from human originator
to electrical transmitter, electrical receiver to electrical trans-
mitter when humans are involved in message relaying, and elec-

trical receiver to intended human user of the message;

(b) survivable facilities for low-volume supplementary communication
between command posts (fixed, mobile, and airborne) and between
command posts and weapon facilities that are reasdnably invulner-

able to intensive harassment during a cold war and to thermo-

nuclear attack:
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(c) flexible, economical circuit and message-switching apparatus that
can handle a high volume of digital and analog data, operate with

a variety of message formats, and recognize transmission errors;

(d) non-time-consuming methods to obtain message security, even with
switching errors, in a common-user communication network that

carries both high-security and unclassified traffic;

(e) techniques to permit effective policing and control, by appropriate

authority, of communication priority;

(0 standards for communication apparatus that will allow the imple-
mentation of a common-user network, but at the same time not
inhibit the application of advances in the state of the art to that

network.

COMPUTING

The equipment now available or planned for the near future in the field
of data processing is numerous and well advanced. Over the next five years,
normal improvements in the state of the art for computers will probably re-
sult in machines 100 times faster than those available today. Consequently,
the Winter Study Group is of the opinion that additional emphasis in the area

of computer equipment is required to develop only:

(a) modularity and the flexible interconnecting devices to allow the
necessary addition of computing capacity to L-systems without
reducing the usefulness of 'previously devised camputer programs

and operating procedures,

(b) specific machine organizations to permit the use of processes that
search for patterns to determine the existence of complex reia-

tionships in the data, and




(c) a theory to relate machine characteristice to data processing re-
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quirements to facilitate the selection of commahd and control sys-

tem equipment,

DRATA _PBOCESSING.

The associated area of processing procedures, unlike computing equip-
ment, i8 virtually unexplored. To meet the minimum needs for command,
control, and sensor systems during the next ten years, a great amount of
research and development effort must be started immediately and continued

in;
(a) higher-order programming languages,
(b) utility support programs,
(o) tools for program testing,
(d) methods of understanding and communicating program organization,

(e) procedures for automatic indexing, file interrogation, and informa-

tion correlation,
(f) operational translator programs,

(8) techniques for modeling and simulation of subsystems and complete
aystems,

(h) application of modeling and simulation to design analysis, program

testing, and system testing and evaluation,

(1) uee of linear programming, dynamic programming, game theory,
general decisjon theory, and Monte Carlo methods for war gaming,

allocation of resources, etc.,

() role and relationships between men and computer program complex, and




(k) the effect of a highly automated data-processing environment on
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human organization and decision making.

HUMAN FACTORS AND DISPLAY

Present research and development programs appear to give little em-
phasis to the increasing need for basic information on the performance of
humans in teams within large, highly automated command, control, and
sensor systems as opposed to the performance of an operator of a piece
of equipment. Accordingly, it is the opinion of the Winter Study Group that
a considerable effort should be applied to the following human factor areas

without delay.

(a. Effect of Change on Total Performance: The sudden introduction of

large quantities of equipment, highly automated procedures, etc., (i.e., the
introduction of a new data-processing system) is known to reduce operating
effectiveness of an existing organization for an appreciable time. On the
other hand, it is also contended that a continuing series of much smaller
changes to equipment and procedures may cause as great or greater deteri-
oration in total performance than a single large change. Some experimental
literature is now available concerning the effects of large and small changes
in industrial organizations; much further work is needed in this general area
to determine the consequence of various kinds of change on command, con-
trol, and sensor systems and to develop the training and other techniques

necessary to reduce the deleterious effects of changing these military systems.

(b) Human Communication in Networks: Experimental and pragmatic

observations of humans in communication networks show that the effectiveness
of communication between humans is greatly affected by the configuration of

the nctwork Much more experimental work must be undertaken, however,




before this effect of network configuration on human communication can be
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properly related to the design of large command, control, and sensor sys-

tems.

(¢) Human Intervention: Human operators handle messages before

electrical transmission and foliowing electrical reception. Human operators
establish the priority rules for message transmission and then violate these
rules. Very little is known now but much systematic knowledge is needed of
why and how human operators in large command, control, and sensor sys-
tems influence the flow of communicatiors and of what can be done to retain
the desirable characteristics of these human operators without having them

seriously degrade the planned communication function.

(d) Level of Data Abstraction: Too high a level of abstraction of data

may cause a human in a system to misunderstand or doubt the validity of
the information being presented. An example is when a human reacts nega-
tively to a conclusion simply because he does not feel he knows the evidence
upon which the conclusion was based On the other hand, too low a level of
abstraction of data ieaves to the human in a system the ofter impossible
task of analyzing, classifying, and filtering the data to extract the required
information. Research and deveiopment programs leading to principles gov-
erning the proper level of abstraction and to techniques for filtering, coding,

and classifying data are urgertiy needed,

(e) User Participation in the Design and Implementation of Automatic

Data Processing Procedures: There is 2 continuum of ways for users

to participate in the desigr and implementation of the data-processing as-
pects of command systems. At one extreme, user personnel might be se-
lected and trained to undertake the entire task. For example, some person-
nel would be selected so that thev will be trainable as computer program-

mers, and then trained so they are computer programmers. This course of
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action would require research into how to select and how to train computer
programmers. At the other end of the spectrum computers and utility pro-
grams might be designed so that a system operator could talk to a computer
in English and thereby instruct the computer to perform the required work.
In between, intermediate languages could be developed, and used by com-
mand personnel, or command personnel could be trained to specify at some
language level their requirements so that a professional programmer could
code the program. Which option to choose in this spectrum is not clear.
Both the selection of an option and the implementation of that option would

seem to require considerable research and development.

(fy Effect of Stress: It has been recognized for years that the ineffec-

tiveness of a human is a U-shaped function of environmental stress. A little
stress is a good thing; too much stress causes deterioration and disruption
of effective human behavior. (n the centers of the hardened and isolated com-
mand, control, and sensor systems of the immediate future, all that the
human operator will know of the 'real world' will be highly unreal. The raw
data of reality will have been sensed, filtered, and processed by means the
operator cannot fully understand. Everything the operator receives from the
outside world can be simulated and not be a ''real world'" event at all. In
undergoing training, the operator could be made to think that he is fighting
a total war and then suddenly find out he was only shadow-boxing in prepa-
ration for such a war. The operator's uncertainty as to what the real-world
situation actually is will be increased continually as he is trained. His
hunger for real-world data and his suspiciousness of the credibility of the
data flowing within the system may give a new, completely unanticipated
dimension to the effect of stress on human behavior. A thorough investiga-

tion into these phenomena is strongly recommended.




RESEARCH AND DEVELOPMENT FOR COMMAND SYSTEMS
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Finally, we consider some of the elements of the research and devel-
opment program that must he undertaken to improve future command sys-

tems.

Perhaps the most important factor to be recognized in this regard is
that our present capabilities to build hardware components for use in systems
is well beyond our knowledge of how to assemble these components into ef-
ficient systems. While over the past few years we have learned something
about computers, displays, and automatic communications as separate devices,
we must obtain an increased understanding of basic information processing
before we can either handle the interactions between these elements or com-

pose these elements into f[ully effective command systems.

For example, in the design of a command system there is a critical,
but largely unexploited, tradeoff between compuier capability at central loca-
tions and computer communication capabilities hbetween locations. Similarly,
tradeoffs exist between machine hardware and computer programming, and
between the role of men and the role of automation. This lack of knowledge
with respect to information processing exists because the field is extremely
new, cuts across classical engineering specialties, and has not developed
top-level experienced specialists. Consequently, the first essential element
in a research and development program for command systems is basic work

to develop the theoretical foundations of information processing.

The second major requirement in a research and development program
in connection with command systems is in the equipment area. Increased so-
phistication in components (communications, displays, computers) is not the
urgent need; what is required is the development of standards for tying such

components together, and modularity in design so that the capabilities in




command systems can be expanded and improved without disrupting opera-
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tions. This latter development should then result in families of expandable
computers, display devices, irput devices, and communication devices such
that the information processing centers of future command systems can be
designed by using individual items of equipment from these families which

can be easily integrated into a system.

The third important element in a research and development program
for command systems is the conducting of operational experiments in an
operational environment Such experiments should seek methods of using auto-
matic information processing to solve specific operational problems, but
these experiments should not be directed merely to the development of pro-
totype systems for particular commands. More important, in every case
these experiments should attempt to develop and improve automatic tech-
niques that can be used in various fashions by many commands. For example,
one capability particularly needed for some command systems is the devel-
opment of a strategic attack language so that detailed war plans can be gen-
erated by computer programs tnat are given only very general inputs on the
nature of enemy defenses, possible attack strategies, and the tactics to be
used by both sides With such a comprehensive language, it would then be
possible to generate and evaluate many alternative strategies within a short
time. An experiment to develop such a language (which could be used by
the military) might be undertaken at SAC, but any such a language would be
extremely useful to JCS, Hq. USAF, and other unified commands which have

a strategic attack mission.

The fourth element that should be sought in research and development

programs related to command systems is the development of a command

center technology. How do command centers operate? What is the proper

role for men and machines? How can operational personnel properly direct
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automatic portions of the system? How do command centers grow in a command

"environment? How can large data bases be created and manipulated so that
the data base can be controlled and exeroised by many operational personnsl?
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THE HANSCOM COMPLEX

The "Hahscom Complex' includes such electronic system management
organizations as ARDC's Air Force Command and Control Development Division
(AFCCDD), AMC's Electronic Systems Center (ESC), ADC's Command and
Control Defense Systems Office (CCDSO), other Air Force operator-user

command systems offices, and the System Program Offices (SPOs).

THE HANSCOM COMPLEX also includes the Air Force Research Division's
Cambridge Research Laboratories which conducts and sponsors basic studies in
electronics and geophysics. Massachusetts Institute of Techﬁology's Lincoln
Laboratory, with its specialized scientific competence, and The MITRE
Corporation with its scientific advisory staff, are members of the complex. In
addition, the Rome Air Development Center (RADC), although located at Rome,
New York, outside the physical confines of THE COMPLEX, is considered

conceptually a part of it.
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